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Message from the Symposium Chairs 
 
On behalf of the VehicleSec 2023 Steering Committee and Organizing Committee, we 
welcome you to the Inaugural ISOC (Internet Society) Symposium on Vehicle Security and 
Privacy (VehicleSec) 2023. A vehicle is a machine that transports people and/or cargo in 
one or more physical domains, such as on the ground (e.g., cars, bicycles, motorcycles, 
trucks, buses, scooters, trains), in the air (e.g., drones, airplanes, helicopters), under water 
(e.g., ships, boats, watercraft), and in space (e.g., spacecraft). Due to their safety-critical 
nature, the security and privacy of vehicles can pose direct threats to passengers, owners, 
operators, as well as the environment. Recent improvements in vehicle autonomy and 
connectivity (e.g., autonomous driving, drone delivery, vehicle-to-everything (V2X) 
communication, intelligent transportation, drone swarm), have only served to exacerbate 
security and privacy challenges and thus require urgent attention from academia, industry, 
and policymakers. To meet this critical need, building upon the continuous four-year growth 
of the AutoSec (Automotive and Autonomous Vehicle Security) Workshop, the ISOC 
VehicleSec Symposium aims at bringing together an audience of university researchers, 
scientists, industry professionals, and government representatives to contribute new 
theories, technologies, and systems on any security/privacy issues related to vehicles (e.g., 
ground, aerial, underwater, space), their sub-systems (e.g., in-vehicle networks, autonomy, 
connectivity, human-machine interfaces), supporting infrastructures (e.g., transportation 
infrastructure, charging station, ground control station), and related fundamental 
technologies (e.g., sensing, control, AI/ML/DNN, real-time computing, edge computing, 
location service, simulation, digital twin, multi-agent protocol/system design, and human-
machine interaction). 
VehicleSec 2023 received many high-quality submissions. In total, 71 papers (49 regular 
papers and 22 short/work-in-progress papers), six demos, and six posters were reviewed by 
the Technical Program Committee (TPC) comprising 58 world-leading researchers and 
industry practitioners in the area of vehicle security and privacy. After the careful review 
process and discussions, the TPC selected 28 papers (20 regular papers and eight 
short/work-in-progress papers), four demos, and two posters to be presented in the 
symposium. Along with additional poster/demo presentations we invited from the accepted 
papers, in total seven demos and eight posters were presented in the demo/poster sessions 
in the symposium. In addition, this year we continued to have a “lightning community shout-
out” session for interested attendees to give lightning talks on their ongoing efforts or new 
ideas that they feel eager to broadcast and seek feedback at the community level. After 
careful review and discussion among the organizing committee, we accepted six interesting 
and impactful lightning talks out of 13 submitted from academia and industry.  
In this inaugural VehicleSec event, we have attracted a total of eight sponsors, including 
General Motors, NSF, University of Tennessee, Knoxville (UTK), Zoox, ETAS, Arizona 
State University (ASU), CyberTruck Challenge, and Qualcomm, which totals $38,500 in 
support. We used sponsorship funds for student travel grants, paper awards, trophies, 
community reception, and souvenirs. All accepted papers and demos are considered for the 
Zoox Best Paper Award, ETAS Best Short Paper Award, and Qualcomm Best Demo Award. 
In addition, a special General Motors AutoDriving Security Award is given to one of the 
accepted papers to recognize and reward research that makes substantial contributions to 
securing today’s emerging autonomous driving technology. We also recognized 5 TPC 
members with superior contributions to the review process this year with Outstanding 
Reviewer Awards. With the received sponsorship support from NSF, University of 
Tennessee, Knoxville (UTK), and CyberTruck Challenge, we were able to provide student 
travel grant awards for the first time. In total, we received 63 student travel grant 



 

 

applications, and selected 25 awardees with priorities given to students from 
underrepresented groups in the community. 
The symposium was held in one day at the Catamaran Resort Hotel & Spa, San Diego, CA, 
USA as one of the co-located events with Network and Distributed System Security 
Symposium (NDSS) 2023. Beyond the technical program of the research papers, the 
symposium was enriched by two keynotes (one from academic and one from industry), 
demo/poster sessions, lightning community shout-outs, industry exhibition tables, and the 
first-ever community reception at the night of the symposium day as a social event for the 
vehicle security and privacy community. Specifically, the symposium program featured an 
academia keynote from Prof. Kang G. Shin (Kevin and Nancy O'Connor Professor at the 
University of Michigan, ACM Fellow, IEEE Fellow, member of Korean Academy of 
Engineering) and an industry keynote from Mr. Michael Westra (In-Vehicle Cyber Security 
Technical Manager, Ford Motor Company). 
The organization of a symposium, especially the inaugural one, requires the collaboration of 
many individuals. First, we would like to thank all the authors for submitting to the 
symposium. Second, we thank all the TPC members for their efforts in reviewing the 
papers, providing valuable feedback to authors, and attending online discussions. Third, we 
thank all the sponsors for their generous support for this inaugural event. Furthermore, we 
sincerely thank the Steering Committee for the guidance, and the numerous ISOC staff and 
NDSS organizers for their tremendous help in coordinating this successful event. Last but 
not least, we thank the student volunteers who helped with the symposium program and 
local arrangements. We hope that you will find this program interesting and that the 
symposium will provide you with a valuable opportunity to interact with other researchers 
and practitioners in the growing area of vehicle security and privacy. 
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