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H & - =- BREPEBED JQ2IDULFV @8 v VEIIDGLOBOERS @
| Program Trees FIE R 3l = Decompile: FUN_004014a6 - (ed0lebfbc9eb5bbea545af4d01bf5f1071661840480439c6e5babese080ed1aa) % @ @~ X
36 uStack_23b = 0;]
[£7# ed01ebfbc9eb5bbea545af4d01bi 37| uStack 239 = 0;
Headers 38 local 244 = 0;
.text 39 local_20[e] = o;
rdata 40 local_8 = 0;
data 41 ExceptionList = &local_14;
42 hFile = CreateFileA(param_1,0x80000000,1, (LPSECURITY_ATTRIBUTES)®@x@,3,0, (HANDLE)0x0) ;
43 if (hFile !'= (HANDLE)Oxffffffff) {
Program Tree x 44 GetFileSizeEx(hFile, (PLARGE_INTEGER)&Llocal _28);
45 if ((local_24 < 1) & ((local 24 < @ || (local_28 < 0x6400001)))) {
o | Tree ‘ X 46 iVar2 = (*DAT_0040f880) (hFile,&local_240,8,1local_20,0);
rT— 47 if (ivar2 !'= @) {
f entry 48 iVar2 = memcmp(&local_240,s_WANACRY!_0040eb7c,8);
= FUN_0040 49 1f.(1Var2 = 0) { .
= Unw?nd@oo4079 50 iVar2 = («DAT_0040f880) (hFile,&local_248,4, local_20,0);
51 if ((ivar2 '= @) && (local_248 == 0x100)) {
Cp Labels 52 iVar2 = (*DAT_0040880) (hFile,*(undefinedd *)((int)this + @x4c8),0x100, local _20,0);
[ Classes 53 if (ivar2 1= @) {
[} Namespaces 54 ivar2 = (*DAT_0040f880) (hFile,&local_244,4,local_20,0);
Filter- 2 55 if (ivar2 !'=0) {
’ 56 iVar2 = (xDAT_00401880) (hFile,&local_238,8,local_20,0);
57 if (((ivar2 != 0) && ((int)local 234 < 1)) &&
e v v X |58 (((int)local_234 < @ || (local_238 < 0x6400001)))) {
&= - n k 59 iVar2 = FUN_004019el((void *)((int)this + 4),*(void *x)((int)this + 0x4c8),
60 local_248,local_230,&local_30);
4% Data Types 61 if (ivar2 != o) {
i BuiltinTypes 62 FUN_00402a76( (void *)((int)this + 0x54),local_230, (uint %)PTR_DAT_0040f578,
Il ®ed01ebfbc9eb5bbea545af4d01bf5f107|| 63 local_30, (byte *)0x10);
? windows_vs12_32 64 local_2c = (byte *)GlobalAlloc(0, local_238);
65 if (local_2c != (byte *)0x0) {
66 iVar2 = (xDAT_00401880) (hFile,*(undefined4 *)((int)this + 0x4c8),local 28,
67 local_20,0);
. ) 68 pbVarl = local_2c;
Filter: 2 | 6o if (((ivar2 1= @) & (local_20[0] != 0)) &
@ | 004014ef FUN_00401426 | STOSW ES:EDI [
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Related Work / Decompilers

B Essential for many binary analysis approaches

B Each decompiler has a different focus!

USECAP/dream

) by PNF Software .

B There is still plenty of room for improvements!
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https://github.com/revng
https://www.qbssoftware.com/jeb-decompiler.html
https://mobile.twitter.com/retdec
https://ghidra-sre.org/
https://hex-rays.com/
https://github.com/USECAP/dream
https://binary.ninja/

Decompilation can be done differently!

Output 1 Output 2
printf ("A number is dividable by %d:\n",local 10[0]); printf ("A number 1s dividable by %d:\n", var 0);
if (local 10[0] == 0x7d) { switch (var 0) {
printf ("last three digits dividable by 125", iVarl) ; case 0x0:
return 0; } printf ("not possible") ;
if (local 10[0] < Ox7e) { break;
if (local 10[0] < Oxb) { ce
switch(local 10([0]) { case Oxa:
case 0: printf ("last digit is Q") ;
printf ("not possible",iVarl) ; break;
return 0O; case 100:
... printf ("the last two digits are 0");
case 10: break;
printf ("last digit is 0", iVarl); case 125:
return 0O; printf ("last three digits dividable by 125");
} break;
} else { default:
if (local 10[0] == 100) { printf ("we have no rule");
printf ("the last two digits are 0",iVarl) ; }
return 0O; return 0O;
P} }
printf ("we have no rule",iVarl); return 0; }
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User Surveys

@ ] v & @ @ O @ decompiler-survey.de/index.php/survey/index/action/previewgroup/sid/133581/gid/37 ]

Decompiler Survey Load unfinished survey  Exit and clear survey

Please consider the following decompiled function and answer the questions below. Feel free to use the editor as you would normally do (e.g. by renaming variables).

unsigned long A(int argl, int arg2) {
unsigned long var_0;

if (argl == 0) {
var_0 = arg2;
}
else {
var_0 = arg2;
while(true
arg2 = (argl + -0x1) & Oxffffffff;
if ((unsigned int)var_0 == @) {
if (arg2 == 0) {
var_0 = 0x1;
break;
}
argl = arg2;
var_0 = 0x1;
continue;

}
var_0 = A(argl, ((unsigned int) var_0) + oxffffffff);
if (arg2 == 0) {
break;
}
argl = arg2;
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User Surveys

Survey Respondents Respondents Skills (Survey 3) Time (min)
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Slide 5 y
March 3rd 2023, Workshop on Binary Analysis Research (BAR) 2023, San Diego, CA, USA % Frau n hOfer

© Cyber Analysis & Defense Department, Fraunhofer FKIE FKIE



User Survey 1

B Research Questions:
What decompilation aspects should be improved to enhance manual analysis?
What readability aspects are important to users?

What are the limitations of current approaches and the state-of-the-art?
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Example 1

int test1() {
int var_O;

int testi(void) { Respondents They didn‘t
int var_0; Val'(-i‘z; rand() ; liked switch like the goto
rand();
int testlO { var_0 = rand(); if ( var_0 == 10 ) {
int var_0; rand(); goto Label_1;
if (var_0 !'= 10) { }
var_0 = rand(); if (10 < var_0) { if ( var_0 <= 10 ) {
::?:é;évar 0 return var_0; if (var_,0 == 1) { 35 \ 4
- } return 0;
ezze L if (var_0 == 1) { } 2-
var_0 = 0; return 0; if (var_0 == 5 ) {
break; 25
case 5: ¥ var_0 = 6;
i if (var_0 !'= 5) { Label _1: 20
case IO: - ? return var_O; var_0 *= 2;
var 0 = var 0 << 1; } return var_O; 157 —
bre;k; - var_0 = 6; } 104
} ¥ }
return var_0; return var_0 << 1; return var_0; 5
} : } } 1 B

rank
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Example 2

int test3() {
int exit_4;
int var_O0;
int var_1;
int * var_2;
int var_3;
int var_4;

printf("Please enter a number:");
var_2 = &(var_0);
__isoc99_scanf (0x804a01f, var_2);
while(var_0 <= 99) {
var_4 = rand();
var_3 = 0;
while(true) {
if (var_3 >= var_4) {
exit_4 = 0;
break;
}
var_1 = var_3 + var_0;
if (var_3 + var_0 > 100) {
var_0 = var_1;

exit_4 = 1;
break;
}
var_3 = var_3 + 1;
var_0 = var_1;
}
if (exit_4 != 0) {
break;
}

}
var_3 = printf("The result is %d\\n", var_0);
return var 3:

void test3(void) {
int var_O0;
int var_2;
int var_1;

printf("Please enter a number:");
__is0c99_scanf (0x0804a01f,&var_0);
while (var_0 < 100) {
var_2 = rand();
var_1 = 0;
while (var_1 < var_2) {
var_0 = var_1 + var_0;
if (100 < var_0) {
goto Label_1;

}
var_1 = var_1 + 1;
}
}
Label_1:
printf ("The result is %d\\n",var_0);
return;
}

35

30

25+

+ Short & Clean

20

15

10

+ For-Loop

__ - Long & Complex
- Too many Veriables

oI
1 2 3
rank

int test3() {

int var_O;
int var_1;
int i;

printf("Please enter a number:");
__isoc99_scanf("%d", &var_0);
while ( var_0 <= 99 ) {
var_1 = rand();
for (i =0; i < var_1; ++i ) {
var_0 += i;
if ( var_0 > 100 ) {

return printf("The result is %d\\n", var_0);

}
}
}

return printf ("The result is %d\\n", var_0);
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Survey 1 TL;DR

M Readability depends on user preference and the given analysis task
Users crave configurable decompilers

M Readability > Assembly Structure

M Identified many aspects with room for improvements

Instruction Idioms, Switch Reconstruction, ...
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Contributions

B Various improvements for DREAM to get academia “back on track”

with commercial state-of-the-art decompilers
B dewolf Decompiler
highly configurable, easily expandable, and open-source

Available in Binary Ninja’s Plugin Manager and on dogbolt.org

B  We publish all survey results [1]

[1] https://github.com/steffenenders/dewolf-surveys
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https://dogbolt.org/
https://github.com/steffenenders/dewolf-surveys
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Frontend Preprocessing Pipeline stages Backend

int main() {

return 0;

Frontend (Preprocessing/) Pipeline Stages Backend

0. 0. 0. SeqNode
0010 1110 var_l4%1 = 0x0 printf("Enter the number of terms: ") sequance
var_18#%1 = oxl var_1l = &(var_0)
printf("Enter the number of terms: ") __isoc99_scanf("%d", var_1) i—
1100 0001 Va:_'_38:; . &(;?T_E?#l) 38#1) D ﬂ printf(!Fibonacci iSeries: ") 1. CodeNod 2. ForLoopNod: ' 4 cvd Nod
soc! scanf ("% var . CodeNode . ForLoopNode . CodeNode
Sintf("Fe sories n ataftiow var_2 = 0xe
printf("Fibonacci Series: ") var_3 = 0x1 printf("Enter the number of terms: ") for (i = Ox1; i <= var_@; i = i + 0x1) return 0x@
var_10#1 = ox1 . - var_1 = &(var_e
algorithms var_1 = exl T aacoo-scant (s
l printf("Fibonacci Series: ¥
v var_2 = 0x0 3. CodeNode
r var_l = 0xl1
1. 1A 4 printf("ud, ", var_2)
var_38_1#2 = ¢(var_38#1,var_38_1#3) 1 :::,z z :::,i + var_2
: oA var_lc_1#1 = ¢(var_lc#0,var_lc_1#2) " var.l = var_4
fibonacci: var_18#2 = ¢(var_18#1,var_1843) if(var_3 <= var_0)
08049186 push ebp {__saved_ebp} var_l4#2 = ¢(var_l4#1,var_14#3)
08049187 mov ebp, esp {__saved_ebp} var_10#2 = ¢(var_10#1,var_1043) ¢—‘
b eax_4#1 = ¢(eax#0,eax_4#6)
08049189 su esp, 0x28 edx_1#1 = ¢(edx#0,edx_1#2) o 3. Code
0804918c mov dword [ebp-0x10 {var_14}], 0x0 mem#4 = ¢(mem#3,mem#5s) Control-flow orintE("%d, ", var_2) Feturn oxo
- %1 %,
08049193  mov dword [ebp-0x14 {var_18}], 0Ox1 eax-s#2 = var_2044 . Yarsd = varii ¢ var:s Generator
if(var_10#2 <= eax_5#2) a|g0rlthms X e A
var_3 = var_3 + 0x1
¢—/ var_2 = var_1l
N R var_1l = var_4 int fibonacci() {
var_38_1#3 = var_l4#2 eax_64#7 = 0X0 I int 13
s printf("%d, ", var_38_1#3) return 0x0 int var_0;
var_14#1 : (] edx_1#2 = var_14#2 int var_4;
Rl eax_1#3 = var_1842 IRE % VAP D
mem#l = printf(format: "Enter the number of terms: ") @ mem#0 eax_2#4 = eax_1#3 + edx_l1#2 0. SeqNode int ‘2’
var_38#1 = &var_20 var_lc_1#2 = eax_2#4 int x var_2;
mem#2 = __isoc99_scanf(format: data_804a028, var_38#1) @ mem#l eax_3#5 = var_1842 Sequence printf(/* format */ "Enter the number of terms: ");
var_14#3 = eax_3#5 l var_1 = &var_0;
eax_4#6 = var_lc_1#2 l __isoc99_scanf(/*x format x/ "%d", var_1);
R ] var_18#3 = eax_4#6 Sl . . .
- ~ printf(/* format */ "Fibonacci Series: ");
L|ft|ng var_10#3 = var_10#2 + Ox1 * * printf(/ / )3
1. CodeNode 2. ForlLoopNode 4. CodeNode var_2 = 0;
var_1 = 1;
intf("Enter th b ft i f i = 0x1; i <= 0; i =1 + oxl t 0x0 i =g e &
var_14#1 = Ox0 5;:n1 i &r(\v::: 0)e number of terms: ") or (i x1; i var_0; i =i X1) return oxi for (i = 1; i <= var_e; i++) {
var 18#1 = 0Ox1 __isoc99_scanf("%d", var_1) J printf(/* format x/ "%d, ", var_2);
o printf("Fibonacci Series: ") var_4 = var_1l + var_2;
printf("Enter the number of terms: ") var_2 = 0xo 3. CodeNode var_2 = var_1;
var_1l = 0x1 - .
var_38#1 = &(var_20#1) orintf (i, o var_2) , MaRde WA
1 mnozAN var_4 = var_l + var_2
__isoc99_scanf("%d", var_38#1) vy ey return o;
var_l = var_4 }
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int64 t xor(inte64 t argl, int64 t arg2, inte4 t arg3, int64 t arg4)

dewolf

Switch Variable Detection Subexpression Elimination
For-loop Recovery Instruction Idiom Handling
Elimination of Dead Paths and Loops Elimination of Redundant Casts
Custom Logic Engine Improved Out-of-SSA

Constant Representation
Array Access Detection
Continue in Loops

printf ("%1lu",arg?2);
int32 t var ¢ = 0x0L;
while (true) {

}

int64 t rax 14 = var c /* sx None */;
if ((arg2 <= var _c /* sx None */)) {

break;
}
char* rax 4 = (argl + var c¢ /* sx None */);
uint64 t rsi 1 = *rax 4 /* zx char */ /* zx uint32 t */;
int64 t rax 6 = var c /* sx None */;
int64 t rdx 1 = 0x0L;
char* rax 9 = (arg3 + ((rdx l:rax 6) % arg4d));
uint64 t rcx = *rax 9 /* zx char */ /* zx uint32 t */;
int64 t rax 12 = (argl + var c /* sx None */);
uint64 t rdx 4 = (rsi l.esi "~ rcx.ecx) /* zx None */;
*rax 12 = rdx 4.dl;
int32 t var ¢ = (var_c + 0x1L);

return rax 14;

{

long xor (void * argl, long arg2?2, long arg3,
int i;
int var 1;
void * var O;
printf (/* format */ "%lu\n", arg2);

long arg4d) {

for (i = 0; arg2 > i; i++) {

var 0 = argl + 1;

*var 0 = *var 0 *~ *(arg3 + (i + (0L << 0x40)) % argd);
}
var 1 = 1i;

return var 1;
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User Survey 2+3 Research Questions

B Research Questions:
Does dewolf produce readable & comprehensible output to qualify as a base for future research?
(Can dewolf exceed state-of-the-art decompilers in certain cases?)
To what extent do respondents tolerate diverging from the assembly during decompilation?

What are further areas to improve readability in future research?
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Comprehension Questions

B Whatis the purpose of the function?
M What TLDs does the DGA utilize?
M Whatis the most used TLD?

M  Which of the provided domains could be
generated by the DGA?

B How many different domains can be

generated by the DGA?

int sub_401000() {

char i;
char * var_0;
char var_1;
char var_3;
int var_4;
var_0 = malloc(16);
var_1 = GetTickCount();
GetSystemTime (1pSystemTime: var_0);
for (i = 0; i < 8; i++) {
var_3 = var_O0[i];

var_0[i] = ((unsigned int) (var_3 ~ var_1) 7 24 & Oxff) + 'a';

}

var_4 = var_0 + 8;

*var_4 = 0x6d6f632e;

*(var_4 + 4) = 0x0;

switch((((int) var_1) % 0x8) - 0x1) {
case O:

case b5:
*var_4 = *var_4 -~ 0x6d001700;
break;

case 1:
*var_4 = *var_4 -~ 0x190a0d00;
break;

case 4:

case 6:
*var_4 = xvar_4 -~ 0x6d1a1100;
break;

}

return var_O;
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Comprehension Results Divided by C-Skills (self assessment)
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Decompiler Comparison

int convert_binary_to_hex()

{

long long binary;
char hex[65] = "";
int rem;
printf ("Enter any binary number: ");
scanf ("%11d", &binary);
int original_binary = binary;
while(binary > 0)
{
rem = binary 7 10000;
switch(rem)
{
case O:
strcat (hex, "0");
break;
case 1:
strcat (hex, "1");
break;

an

case 1111:
strcat (hex, "F");
break;
}
binary /= 10000;
}

printf ("Binary number: %11d\n", original_binary);
printf ("Hexadecimal number: %s", hex);

return O;

50
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10
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..

Rank 1
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Slide 16

March 3rd 2023, Workshop on Binary Analysis Research (BAR) 2023, San Diego, CA, USA

© Cyber Analysis & Defense Department, Fraunhofer FKIE

\

~ Fraunhofer

FKIE



What participants (dis)liked in state-of-the-art decompilers

Positive

Switch-Recovery

Low Nesting Depth
for-loops, if possible
Good Type Recovery
Less Casts

Array Access Detection

Constant Annotations

Negative

Deeply Nested If/Else

High Nesting Depth

While-loops instead of for-loops
Bad Type Recovery

Explicit Casts

Too many unnecessary variables

String Parameters
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Introducing Copies during Restructuring?

return var;

y =x + 5;

z = bar(y);

printf ("Some text to print");
y +=2;

return y;

y =x + 5;

z = bar(y);

printf ("Enter a number larger than %d: \\n", z);
scanf ("%d", &numbl);

printf ("Enter a number smaller than %d: \\n", z);
scanf ("%d", &numb2);

y = z;

printf ("Enter a number larger than %d: \\n", y);
scanf ("%d", &numb3);

printf ("Enter a number smaller than %d: \\n", y);
scanf ("%d", &numb4);

diff_1 = numbl - numb2;

diff_2 = numb3 - numb4;

printf ("The two differences are %d and %d: \\n", diff_1, diff_2);
return diff_1 + diff_2;

"\\

If-Else

Multi-Exit

Multi-Entry

_/
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TL;,DR

B Future decompilers (focusing on manual analysis) should:
Favor readability over sticking to the assembly

Be highly configurable!

B If you are into decompilation, you should:
Check out dewolf (great base for new research, imho)

Read the paper and survey results
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steffen.enders@fkie.fraunhofer.de

@steffenenders__ y
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