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Prior Work

Bilogrevic et al., “Shhh…be quiet!” – Reducing the Unwanted Interruptions of Notification Permission Prompts on Chrome, Usenix Security 2021

Triggered if any of the below is true:

● Site in bottom 5% by grant rate
● User denied 3 consecutive prompts in 28d
● Settings opt-in
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Web Permissions Predictions (WPP)

Features used for training:

➼ Permission type
➼ 28d average action rates across all permissions
➼ 28d average per-permission action rates
➼ 28d number of loud permission prompts
➼ User gesture prior to prompt?
➼ Desktop vs. mobile
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Improved quieting efficacy
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User Experience



Method

➼ 2.9M survey invitations shown

➼ 13,109 complete responses
➼ 7 languages, 156 countries, 66s median response time

➼ Caveat: self-selection bias



How noticeable is the chip?

Notice the prompt?

Q: Before seeing this survey, did you notice that this website asked to [send you 
notifications / see your location]?



How helpful is prompt quieting?

Helpful

Q: Chrome automatically blocked this website's request, [based on your past choices /
because most people block it or notifications from this site may be disruptive].

How helpful do you find Chrome's action?



Q: Please briefly describe what makes you feel uneasy about Chrome blocking requests 
[based on your past choices / that most people block or because notifications from 

the site may be disruptive].

Why do respondents feel uneasy about quieting?



Why do respondents feel uneasy about quieting?

Q: Please briefly describe what makes you feel uneasy about Chrome blocking requests 
[based on your past choices / that most people block or because notifications from 

the site may be disruptive].



Upcoming improvements

➼ Reduced false positive rate by adding per-site signals to the WPP 
model

➼ Change the string in the chip to increase perceived control



Summary

➼ ML-based activation increases the reach and efficacy of prompt quieting. 
This will reduce interruptions and prompt blindness.

➼ Most respondents found quieting helpful while identifying room for 
improvement.

Additional findings in the paper

➼ Mental model of why Chrome quiets prompts
➼ Subjective false positive rates
➼ Override efficacy



Appendix



Quieting mental model

Q: This website was blocked from $request_type. Why do you think that is?



Subjective false positives

Q: How likely are you to want to allow this website to $request_type?



Override efficacy


