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Abstract—Android is by far the most popular OS with over
three billion active mobile devices. As in any software, uncov-
ering vulnerabilities on Android devices and applying timely
patches are both critical. Android Open Source Project has
initiated efforts to improve the traceability of security updates
through Security Patch Levels assigned to devices. While this
initiative provided better traceability for the vulnerabilities, it
has not entirely resolved the issues related to the timeliness and
availability of security updates for end users. Recent studies on
Android security updates have focused on the issue of delay
during the security update roll-out, largely attributing this to
factors related to fragmentation. However, these studies fail to
capture the entire Android ecosystem as they primarily examine
flagship devices or do not paint a comprehensive picture of the
Android devices’ lifecycle due to the datasets spanning over
a short timeframe. To address this gap in the literature, we
utilize a device-centric approach to analyze the security update
behavior of Android devices. Our approach aims to understand
the security update distribution behavior of Original Equipment
Manufacturers (OEM) by using a representative set of devices
from each OEM and characterize the complete lifecycle of an
average Android device. We obtained 367K official security
update records from public sources, spanning from 2014 to
2023. Our dataset contains 599 unique devices from four major
OEMs that are used in 97 countries and are associated with
109 carriers. We identify significant differences in the roll-out of
security updates across different OEMs, device models and types,
and geographical regions across the world. Our findings show
that the reasons for the delay in the roll-out of security updates
are not limited to fragmentation but also involve several OEM-
specific factors such as the type of support the device receives
(e.g., monthly, quarterly, biannual). Our analysis also uncovers
certain key issues regarding the security update distribution that
can be readily addressed as well as exemplary practices that can
be immediately adopted by OEMs in practice.

I. INTRODUCTION

Like any other software, Android can have vulnerabilities
with varying severity levels that can negatively impact its
users [19], [77], [78]. Patches to these vulnerabilities come
from various sources such as Linux, Google, and Original
Equipment Manufacturers (OEMs) (e.g., Samsung, Xiaomi,
Oppo) [13]. To date, there are more than 4K vulnerabilities
published for Android [1]. This constant stream of vulnerabil-

ities requires periodic security updates. Android Open Source
Project (AOSP) publishes a monthly Android Security Bulletin
(ASB) containing the vulnerabilities and their patches [11]
for the ecosystem to track them from a single source. After
Google releases the ASB, OEMs patch their device-specific
vulnerabilities, then the mobile carriers (e.g., Verizon, T-
mobile) apply their customization, if there is any, before the
security updates are rolled out to the end users.

User Concerns. Unfortunately, a straightforward security up-
date rollout process becomes cumbersome with every new
device/model released by OEMs. Samsung has a billion active
users [75] with 1400 unique models (e.g., SM-970U) of 402
devices (e.g., Galaxy S22) associated with 97 countries and
109 carriers. When we consider all unique model and country-
carrier combinations, this requires the creation, customization,
and testing of approximately 20K variations of each secu-
rity update periodically (e.g., monthly). Other OEMs (e.g.,
Xiaomi), though on a smaller scale, also operate in many
regions with large sets of end users. This workload is causing
irregularities in the security update support of end-user devices,
such as delays in the security update process or the failure
to deliver the security updates at all for some models. The
end users suffering from these issues express them in the
community forums; the issues are sometimes specific to certain
regions [2], [3], models [4], or carriers [5]. Hence, one of our
goals in this study is to understand the factors that impact the
distribution and lack of updates, which is crucial for improving
the security of the Android ecosystem.

Knowledge Gap in the Literature. Several studies in the
literature focused on the roll-out of Android security up-
dates [87], [35], [34]. These studies either focused on the
end-to-end delay for a specific vulnerability type (e.g., kernel
vulnerabilities) [87] or the contribution to delay by different
stakeholders (e.g., manufacturers, carriers, end-users) [35],
[34]. However, they largely ignored 1) the entire lifecycle
of the devices and 2) the non-flagship devices, depicting an
incomplete picture of the Android ecosystem. For example,
[35] reports a delay of 24 days by manufacturer and carrier.
However, this finding, as we found in our study, is only correct
for monthly-supported devices while it increases to 41 and 63
days for devices with different support types like quarterly
or biannual support. We found that the release delay can go
up to 300 days for some of the currently supported devices
(Section IV). Moreover, the earlier studies mostly attributed
the reason for the delay to fragmentation, but largely ignored
factors like support type, device model, and region on the
availability and timeliness of the security updates.
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In this work, we conduct a device-centric analysis of An-
droid security updates. The goal of this device-centric approach
is to understand the entire lifecycle of Android devices, includ-
ing periods beyond monthly support, and to characterize the
practices of Android OEMs using a large, representative set of
devices, extending beyond just the flagship models. Moreover,
our analysis seeks to uncover the various factors impacting
the Android security support lifecycle across different OEMs.
Our dataset, assembled from publicly available official sources,
includes 367K security updates for a broad range of 599
devices released between 2014 (prior to the first Android
Security Bulletin) and 2023. Our objectives in this study are
to answer the following research questions:

RQ1: How does the maintenance chronicle of Android devices
look like throughout their lifecycle? (§IV)

RQ2: What factors impact the distribution of security updates
of Android devices during their support period? (§IV-A,§V)

RQ3: What potential risks do unpatched Android devices pose,
and when do they become unsafe to use? (§IV-B)

RQ4: What are the immediate issues causing user concerns in
practice, and what exemplary practices can be broadly adopted
by all OEMs? (§VI)

To answer these research questions, we performed our
analysis with the security updates from the top three OEMs
(i.e., Samsung, Xiaomi, and Oppo) as well as Google, which
is the primary developer of Android and an OEM that has
not exposed itself to fragmentation issues. We found that
Android devices do not have a single support type in practice,
but rather, depending on the OEM, they go through monthly,
quarterly, and biannual security support periods, throughout
their lifetime, then reach their End-of-Life (EOL). The support
type mainly impacts the update frequency, but we found in
this paper that it also impacts the number of security updates,
support duration, and the release delay of the security updates.
Even within the same support type, a security update may
reach the end user with a delay or may not reach them at all due
to several factors such as 1) geolocation, 2) carrier association,
3) device type, or 4) whether the device is supported by
partnership agreements. We also found significant differences
in the device support policies and the distribution of security
updates among OEMs. For example, Samsung, as the largest
OEM offering a broad spectrum of devices, exhibits significant
variance in security update behaviors depending on factors
such as the support type, device’s intended geolocation, and
device type. On the other hand, Oppo and Xiaomi offer
relatively fewer security updates for a shorter support duration.
In contrast, Google, with its limited number of devices in the
market, provides regular monthly security updates throughout
the lifetime of an Android device, independent of these im-
pacting factors.

While being so crucial for the safety of the user, many
Android devices receive security updates only for a few years.
As of 2020, more than one billion Android devices were esti-
mated not to receive security patches anymore [52]. Since such
devices are still functional, users continue using their Android
devices, which leaves them at risk of being open to known
vulnerabilities [33]. Half of the zero-day vulnerabilities seen
in the wild by Google during 2022 were variants of previously
patched vulnerabilities [16]. Not only unsupported devices

but also supported devices that missed security updates for
a certain duration will be open to these vulnerabilities. Hence,
we study the risks associated with using unpatched Android
devices. Our findings show that vulnerabilities impacting the
devices tend to arise immediately after the end of the support,
reaching up to 50 critical CVEs in two years. We found that a
large percentage (89%) of these vulnerabilities can be exploited
without user interaction and some (27%) can even be exploited
remotely without the attacker having to invest much effort,
leaving the users, their devices, and even app developers [81]
open to attackers.

Our findings also revealed other key issues regarding the
Android security update process, especially those causing user
concerns in practice. We found that OEMs appear to lack
uniformity in implementing best practices, and even within a
single OEM’s processes, inconsistencies are often noticeable.
We found variations in the support behavior observed by
different models and pairs, discrepancies in support lists,
discrepancies in the partnership agreements, and misleading
announcements as key issues that can be immediately fixed by
OEMs. Moreover, we found that despite the recommendation
by the Federal Trade Commission [22], only Google provides a
guaranteed support date for all devices. Recently, with Android
Enterprise Recommended (AER) [9] devices, this practice is
implemented by more OEMs, but it is done so only for a
limited number of devices. On the other hand, some OEMs
like Xiaomi and Google also publish End-of-Support (EOS)
product lists, in which the users can make better-informed
decisions when deciding on which devices to use.

The main contributions of this work are as follows:

• We utilize the largest official dataset in the literature
(∼367K security updates covering 599 devices, 97 coun-
tries, and 109 carriers) to characterize the Android secu-
rity updates. The size and duration of this dataset allow us
to provide a complete picture of the Android ecosystem
and explore the full lifecycle of devices.

• Our analysis revealed several crucial factors that affect
the availability and timeliness of Android security up-
dates such as support type, geolocation, device type, and
partnership agreements across different OEMs.

• For the first time in the literature, we investigated the
security posture of unpatched Android devices.

• We also pinpointed key issues and inconsistencies in the
security update process that have been causing practical
difficulties for users and highlighted exemplary practices
implemented by some of the OEMs in our dataset.

• Finally, we released both the dataset and the code neces-
sary to fully reproduce the results presented in this paper.1

II. SECURITY UPDATES IN ANDROID ECOSYSTEM

In this section, we cover the necessary background infor-
mation about the security updates in the Android ecosystem.

A. Security Update Rollout Process

The vulnerabilities in the Android ecosystem can be dis-
covered by anybody. The most common reporters of the
vulnerabilities are Google (internally), AOSP partners (e.g.,

1https://github.com/cslfiu/Android-Security-Updates
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Fig. 1: Security Update Rollout Process in Android.

OEMs, chip makers, carriers), and independent researchers.
These vulnerabilities are being reported to AOSP [24] as
well as to vulnerability databases, in which each vulnerability
is assigned a unique CVE identifier. Figure 1 shows the
security update rollout process in Android. AOSP publishes
the monthly Android Security Bulletin (ASB) containing both
the vulnerabilities and their patches ( 1 ). The vulnerabili-
ties include Android system vulnerabilities as well as other
vulnerabilities such as the kernel, chipset, or OEM-specific
vulnerabilities [13]. Once the monthly ASB is published
by AOSP, an OEM applies all the patches that impact its
devices ( 2 ). During this step, the OEM sets the Security
Patch Level (SPL) parameter through the system property
ro.build.version.security patch on the security update that will
be delivered to the end user. The OEM also applies their cus-
tomization on top of the Google released patch and performs
the compatibility tests [25] ( 3 ). Afterwards, though it may
vary between the carriers, the carrier approves the final update
that will be sent to the end user for carrier-branded devices
( 4 ). However, OEM-branded devices receive updates directly
from the OEM without carrier approval. Moreover, it is also
important to note that Pixel devices do not go through any
OEM optimization, therefore, eliminating the delay in this step.
Once the firmware2 containing the patches is made available
by the OEM/carrier, the end user installs it via an over-the-
air (OTA) update [27]. The exception is the security updates
through the Project Mainline which can be pushed directly
to the end user via the Google Play system services ( 5 ).
However, the updates through the Google Play system services
can be applied only to the vulnerabilities in the supported
modules [12].

B. Types of Security Updates

Each ASB includes a Security Patch Level (SPL), which
is standardized data in string format to track the security
level across the OEMs, devices, and end users. This date
closely corresponds to the date the ASB–which includes the
most recent patches–is published, although it can be a few
days off from the actual publication date. There are four
methods through which patches to Android vulnerabilities can
be delivered to the end user: partial SPL, complete SPL, major
OS upgrade, and Google Play system updates.

Partial and Complete SPL. ASBs include two SPLs: par-
tial and complete SPL [13]. Partial SPL ends with “-01”
(e.g., YYYY-MM-01) and contains only the vulnerabilities in
Android system components while the complete SPL ends
with “-05” (e.g., YYYY-MM-05) and addresses not only the
vulnerabilities in Android system components but also those

2By ”firmware” or ”security update” or ”OTA update,” we refer to the
System Firmware Images or OTA images that include the Android OS, system
apps, OEM customizations, and updates to the device-specific firmware.

that are product-specific or originate from the closed-source
components such as the Qualcomm chips. The security level
promised by the complete SPL is stronger as it addresses a
greater number of vulnerabilities.

Major OS Upgrades. Similar to SPLs, major OS upgrades
can contain security enhancements and vulnerability patches.
They are generally published once a year and contain patches
for 100-200 CVEs. So far, the ASB included CVEs patched
through Android 10, Android 11, Android 12, Android 12L,
and Android 13. Similar to partial SPLs, major OS upgrades
only include the generic OS updates so they can be directly
rolled out to the OEMs and carriers, and then finally to the
end users.

Google Play System Updates (Project Mainline). Project
Mainline is introduced with Android 10 [10]. It modularizes
some of the Android system components and enables AOSP
to push security updates directly to the end user through
the Google Play system services. Currently, 25 components
are modularized. The patches to CVEs deployed through the
Google Play System Updates are published in the ASB under
the partial SPL [11] together with the impacted component.

Partial SPLs mostly affect the Android system components;
hence, OEMs do not need to apply any additional patches
or customization before they roll these out to the end users.
Similarly, major OS upgrades can be rolled out to the end users
with minimal customization from the OEM. However, although
the complete SPL provides a stronger security level, it takes
device manufacturers longer to apply it since all the device-
specific patches need to be applied. Therefore, some OEMs
may prefer to use the partial SPL instead of the complete
SPL for the faster delivery of available patches. We found
that Samsung, Xiaomi, and Oppo use the partial SPL on
the firmware while Google uses the complete SPL on its
updates [26].

C. Announcement and Delivery of Security Updates

In order to deliver the security updates securely to the end
users, OEMs use various practices, such as integrity checks
through cryptographic signatures, customized compression, or
encryption techniques. For instance, we found that all OEMs
name the firmware by partially including the hash for the
integrity check. We found Oppo employs a .ozip format to
protect the firmware and uses model-specific encryption keys
to hinder unauthorized modifications [48]. Xiaomi provides an
API for the latest updates, which includes a download link for
the firmware [84]. Oppo also includes a download link for the
latest update on its website [48]. Google, on the other hand,
publishes all firmware updates on a dedicated webpage [30].

OEMs handle security update announcements in different
ways. For instance, Oppo and Xiaomi do not typically include
the SPL in their historical announcements [48]. In contrast,
Samsung includes the SPL in all their security update an-
nouncements and Google includes a tag and build number
in its updates, which can be matched with the corresponding
SPL value via another table [29]. For this reason, while we
were able to obtain the SPL from the announcement for
Samsung and Google, we needed to download the actual
firmware for Oppo and Xiaomi to extract the SPL during
dataset procurement.
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TABLE I: Official Security Updates Dataset Statistics.

OEM
Security Updates

Total Unique
Device Region/Country Carrier Duration

Samsung 354165 275 97 countries 109 Apr 2015 - Mar 2023

Xiaomi 2286 223 10 regions∗ - Dec 2014 - Jun 2023

Oppo 9241 72 35 countries - Jan 2018 - Aug 2022

Google 900 20 12 regions∗∗ 27∗∗ Nov 2015 - Mar 2023

Total 366592 599

∗Xiaomi regions include individual countries and region definitions like Global and EEA.
∗∗This is the lower bound since we only counted the explicitly given countries/carriers.

OEMs also announce the list of the devices they support in
a separate website. Xiaomi announces End of Service (EOS),
Android Enterprise Recommended (AER) devices, and the
patched CVEs among other details. Oppo follows a similar
practice in its announcements. It is also worth mentioning that
different OEMs use different SPL types in their firmware. We
found that Xiaomi, Oppo, and Samsung typically use partial
SPLs in their firmware, while Google utilizes the complete
SPL in their firmware.

III. DATASET

We utilize the datasets released by OEMs to satisfy three
requirements. First, the data should be official for reliable
results. Second, the device data should include the complete
history because missing updates would give misleading results.
Third, the data should be large enough to be representative for
the given OEM or carrier. With these requirements in mind,
we collected the datasets from Google, Samsung, Oppo, and
Xiaomi for this study.

A. History of Security Updates

We downloaded the security updates for each OEM using
the following methodologies:

Samsung: Samsung announces both security updates including
regular maintenance updates and major OS upgrades in a ded-
icated webpage for each pair (e.g., SM-F926U1/TMB [66]).
Each <model/CSC> pair has a unique URL containing all its
security updates. Here, CSC is a Samsung code that mainly
describes the country or the combined country-carrier pair for
which the device is intended. To fetch all the announcements,
we constructed all possible URLs using the official models [57]
and community-compiled list of CSC values [8]. We queried
the database for almost half a million pairs. We identified
21461 pairs (e.g., SM-F926U1/TMB) and downloaded their
security update history. These pairs contained a total of 354K
unique security updates, spanning from April 2015 to March
2023. 343K of them included an SPL value while 11K did
not have an SPL value in the security update. In addition to
the SPL value, each announcement also includes the release
date of the firmware build. We used the release dates as the
date on which the firmware containing the security update was
made available. In addition, each announcement also includes
the Android version corresponding to the Android version that
the patch was applied on. If the security update comes with a
new OS, we classify it as a major OS upgrade.

Xiaomi: Xiaomi releases the latest available firmware via an
official API [84]. We downloaded the historical data from
a third-party website [85] that has been fetching the official
security updates every six hours since 2018. We verified the
latest update with the currently available firmware list and
devices from the official API. In total, this dataset includes
2286 official security updates, spanning from December 2014
to June 2023. We found that Xiaomi releases firmware for 10
regions. China, Global, Russia, and the European Economic
Area (EEA) are the most common regions in Xiaomi’s security
updates history dataset. Unlike Samsung, Xiaomi devices have
regional names [86]. For instance, Redmi K20 is used in
China and India, while it is referred to as Mi 9T in Hong Kong
and Taiwan. We used Xiaomi’s given codenames to uniquely
identify the devices rather than their public names. In our list,
we had a total of 223 unique devices. Since not all the models
are available in all regions, we concluded with a total of 756
model-region pairs.

Oppo: Oppo releases the firmware updates for each device in
their regional software update website (e.g., updates for Oppo
A11k used in India [45]). We constructed all country-device
pairs and queried for available pairs. We collected data from
1124 country-device pairs containing 9241 security updates for
72 devices used across 35 countries. Each firmware includes
an update date, which we used as a release date. However,
Oppo only releases the change log including the SPL for the
latest release. Therefore, we downloaded all the firmware to
extract the SPL from the configuration files. Oppo does not
specify the carrier for which the firmware is intended.

Google: Google releases the firmware images for Pixel and
Nexus devices in a dedicated website [30]. Firmware images
are released as factory images and full OTA images. We only
used full OTA images as we aim to characterize the updates
received by the regular end user. We also excluded Nexus
devices since shortly after the ASB started, Nexus devices
were discontinued by Google. We ended up with 900 full OTA
images belonging to 20 devices. Each firmware includes the
build date, which we use as the release date of the security
updates. We extracted the SPL value of each firmware by
using another table released by Google [29], which provides
the SPL for each build number. Although Google does not
specify the region, they sometimes specify the carrier for which
the firmware is intended. Despite its limited market share, we
examine Google in this paper because as the primary developer
of Android, Google is not subject to the fragmentation issues
common to other OEMs and typically sets the standard for
security update practices. Therefore, our analysis of Google
aims to establish a baseline rather than to offer a comparative
evaluation with other OEMs.

B. Support Lists

OEMs inform the users about supported devices through
the support lists. Samsung publishes the devices that will
receive monthly, quarterly, and biannual support as well as
the wearable devices that receive security updates [70]. We
downloaded 508 snapshots of this list from Wayback Ma-
chine [38], whose dates range from October 2017 to April 2023
with a total of 258 unique devices included. This corresponds
to an average of four days between each snapshot which
would give us enough granularity for the list updates. Oppo
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Fig. 2: A representative illustration of the support lifecycle of
an Android device.

follows a similar approach and publishes monthly and quar-
terly supported device lists [49]. We downloaded 17 snapshots
of Oppo support lists from January 2021 to March 2023. A
total of 208 unique Oppo devices are included in these lists.
On the other hand, we were able to retrieve eight snapshots
of Xiaomi’s monthly and quarterly supported device lists for
only two years (2021-2022). In these lists, Xiaomi included
52 unique devices. After 2022, Xiaomi changed its support
policy style and began publishing the EOL product list [83].
Finally, Google publishes the guaranteed security update date
for Nexus [28] and Pixel [32] devices. The lists include all the
devices released by Google so far. We use the support lists to
better understand the expected support behavior of the devices
and characterize the support types.

IV. MAINTENANCE CHRONICLE OF ANDROID DEVICES

Samsung [70], Xiaomi [83], and Oppo [49] categorizes
their supported devices based on the support frequency, which
we call support type throughout this paper. Xiaomi and Oppo
use monthly and quarterly frequencies, while Samsung also
includes a biannual frequency as a support type. We note that
most Samsung devices, often associated with price-tier as well,
initially receive monthly security updates and then gradually
shift to a less frequent schedule, such as quarterly or biannual
updates, over a few years. Google, in contrast, provides three
years of monthly support for its devices independent of the
region, carrier, and device status (i.e., flagship or not) [32].
Finally, Android devices stop receiving security updates after
a few years regardless of being operational. A representative
diagram illustrating the lifecycle of Android devices is pro-
vided in Figure 2.

We use four different metrics to evaluate the efficiency of
the security updates received by a device. Update count is the
number of security updates received during the given support
period. Support duration is the actual duration between the
first and the last security update. We also calculate the support
duration per support type. In this case, support duration for
a given support type corresponds to the duration between the
first and last security update within that support type. Figure 2
illustrates the monthly support duration. In addition, we also
calculated the update frequency, which shows the average
duration between the security updates and release delay, which
is the duration between the release of SPL by AOSP and the
release of the firmware containing that SPL by the OEM.
We consider these metrics when assessing the effectiveness
of support, as timely and regular delivery of each SPL is just
as important as delivering the SPL.

We note that the behavior observed by the end users may
differ from the OEM’s schedule as the end user starts receiving

the security updates from the point of sale, not since the release
date. However, our focus in this study is on OEM behavior,
and analyzing end-user behavior is out of the scope of this
study.

A. Part-1: Supported Period

1) Samsung: Here, we used the entire Samsung security
update history (354K) and calculated the update count, support
duration, update frequency, and release delay for all pairs
(21461). On average, a Samsung device receives 16.5 se-
curity updates throughout its lifetime, and 2.5 of them are
major OS upgrades. Overall, most devices receive less than
38 security updates throughout their lifetime, with only six
devices averaging more than 38. Those are Galaxy Fold
5G, Galaxy S10, Galaxy S10+, Galaxy S10e, Galaxy
S20 5G, Galaxy S20+ 5G, and Galaxy S20 Ultra. We
found that Galaxy Fold 5G, Galaxy S10, Galaxy S10+,
and Galaxy S10e were released together with Android 9
while Galaxy S20 5G, Galaxy S20+ 5G, and Galaxy
S20 Ultra were released with Android 10. Most pairs of
these devices received four major OS upgrades as well. Since
Android 8 is the start of the efforts to separate OEM cus-
tomization from the core OS to perform updates more quickly
and efficiently, this shows the impact of this initiative.

The average support duration for all Samsung devices is
757 days. Out of 275 devices, there are only 10 devices
that received a security update for a duration of more than
four years while three devices (i.e., Galaxy S8, Galaxy
S8+, and Galaxy Tab A Plus 9.7) received more than five
years. Out of all pairs, 18 pairs received more than six years
of security support. Interestingly, among those 18 pairs that
received more than six years of support, 13 of them have
CSC belonging to South Korea, four of them belonging to
Taiwan, and one belonging to Hong Kong. This indicates a
trend towards a longer support duration for devices used in
Eastern Asian countries. It is worth mentioning that these
numbers can be considered as a lower bound3 rather than the
actual support duration as they likely receive more security
updates.

The average update frequency of all Samsung devices is
50 days, i.e., devices receive a security update every 50 days.
The average update frequency of most devices is shorter than
200 days, while it is longer than 200 days for only five
devices, which are Galaxy On7 (2015), Galaxy Tab A
Plus 9.7, Galaxy S6, Galaxy S6 edge, Galaxy Tab
E 8.0. The frequency is the main metric affected by the
support type (e.g., monthly). We will further analyze the
impact of the support type in Section V-A.

Regarding the release delay, we are interested in the delay
between the Security Patch Level (SPL) and the release of the
firmware by the OEM; therefore, we excluded the announce-
ments without an SPL value. We calculated the release delay
for 20943 pairs out of 21461 pairs. The average release delay
of all Samsung devices is 140 days, meaning that the firmware
for the devices is ready to be rolled out to the end user 140 days
after the release of SPL. Out of 256 devices, 211 devices have
an average release delay of fewer than 70 days. The remaining

3We call it ”lower bound” because post-publication updates can increase
these numbers.
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Fig. 3: Cumulative distribution of SPLs on Samsung devices
over time. The figure illustrates three distinct SPL assignment
behaviors: initial batch assignments after 2000 days for SPLs
between 2016-05 and 2017-05, two-phase batches for SPLs
between 2017-05 and 2018-05, and a more consistent rollout
for SPLs post 2018-06, with a majority of devices updated
within 70 days.

45 devices have an average delay ranging from 72 days to 2112
days.

To further investigate these very long delays, we plot
the cumulative device distribution for all SPLs over time in
Figure 3. We found that Samsung started to assign SPLs
starting from the SPL “2016-05-01” although AOSP started
with “2015-08-01”. We indentified three distinct behaviors for
the SPLs. First, SPLs between “2016-05-01” and “2017-05-
01” are assigned as a batch to all devices available after 2000
days of the release of the SPLs. Second, SPLs between “2017-
05-01” and “2018-05-01” are assigned to the devices in two
batches, one is after 1000-1250 days, then the second one is
after 1500-1750 days. Finally, SPLs published after “2018-06-
01” to date have a more stable rollout process. Finally, SPLs
published after “2018-06-01” reached the majority of devices
(> 50%) in around 70 days.

2) Xiaomi: Next, we calculated the features (i.e., metrics)
for all Xiaomi pairs (756) of all devices (223 unique devices).
Xiaomi devices receive three security updates on average.
Out of 756 model-region pairs, 37 pairs received six or
more security updates. Interestingly, 35 of them belong to the
devices used in China and one of them belongs to Singapore.
This shows that there is a tendency for the Xiaomi devices
used in China to receive more security updates compared
to the other regions offering Xiaomi devices. The average
support duration of all Xiaomi devices is 170 days, whereas
this average is 274 days for the devices used in China. On
average, Xiaomi devices receive a security update every 48
days. However, it is important to consider that this frequency
only represents the average for the supported duration. This

indeed shows why we need to consider all four metrics when
evaluating the support behavior of a device.

On average, Xiaomi releases their updated firmware with
32 days of delay after the release of the SPL by the Android
Security Bulletin (i.e., release delay). Similar to Samsung
security updates after the SPL “2018-05-01”, Xiaomi releases
security updates of the same SPL as a batch within a small
time frame, i.e., once an SPL is available, the OEM prepares
the patches for all regions within a short amount of time,
resulting in a similar delay for all regions. Particularly, the
averages for all the regions are within the range of 25-33 days.
When we investigate Xiaomi’s release delay over the years,
we observe that the release delay corresponding to the SPL in
December 2018 was 163 days, whereas this delay dropped to
40-45 days in the 2020-2021 period, and finally reached 38 and
25 days for 2022 and 2023, respectively. Overall, this shows
an improvement in the release delay incurred by Xiaomi over
the years similar to Samsung, as shown in Figure 3.

3) Oppo: In this part, we calculated the metrics for all
Oppo pairs (1124) of all devices (72). On average, Oppo
devices received eight security updates throughout their entire
lifetime. R17 Pro and R17 are the only devices that received
an average of 20 or more security updates. Five different
models of Reno4, Reno3 A, Neo 7, A57, and A54 received
only an average of two security updates throughout their
lifetime. We found that different models of Reno4 is not
receiving at least for more than a year [48] despite, at the time
of writing, being in the quarterly-supported device list [49].
The average support duration of all Oppo devices is 583 days.
There are only two devices (i.e., F7 and F7 128G) with more
than three years of support duration. Similar to the update
count metric, some models of Reno4 and A54 have the lowest
support duration, despite both devices being in the quarterly-
supported device list published by Oppo [49] as of writing this
paper.

The average update frequency for all Oppo devices is 85
days; however, F1 Plus and F1 have a frequency higher than
200 days per security update. On the other hand, there are five
devices with an update frequency lower than 30 days, which is
the frequency of the AOSP bulletin. Three of these devices are
a series of Reno4, others are A54 and F17 Pro. Although
Reno4 gets frequent updates, as we have seen in the update
count and support duration analysis, Reno4 models are only
getting two security updates for a very short time. This shows
that it is important to consider all metrics while evaluating the
security behavior of the devices. The average release delay for
all devices is 35 days. Most devices have a delay of 30-45 days
after the release of the SPL by AOSP. Among these devices, F9
and F9 Pro have higher delays than others, with an average
delay of 52 days and 54 days, respectively. Reno4 Lite used
in Indenoseia [46] and Reno4 F used in Kazakyshtan [47]
both have an exceptionally low delay, which is within 10 days
of SPL release. However, both of these devices only received
two security updates, limiting any generalization solely based
on the release delay.

4) Google: Compared to the top three OEMs we examined
so far, Google is the one with the most stable support behavior.
All of the Pixel devices receive monthly security updates
without any delay or missed SPLs. The security updates of
20 Pixel devices are given in Figure 4. The security updates
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Fig. 4: Security updates for Google Pixel devices.

reported here also align with the support lists given in [32].
However, it is essential to note that Google offers a relatively
smaller number of devices compared to the other OEMs. Based
on the support lists, only 10 Pixel devices from Google are
currently supported [32] as of writing this paper. In contrast,
the latest support list indicates that Samsung supports 158
devices, while Xiaomi and Oppo support 52 and 147 devices,
respectively.

Takeaway-1: Overall, our analysis shows that Google
maintains a consistent approach by regularly providing
monthly security updates throughout the lifetime of an
Android device. In contrast, Samsung’s security update
frequency varies, depending on factors such as the support
type, device’s age, and others, which we will examine in
detail in Section V. Furthermore, Oppo and Xiaomi offer
relatively fewer security updates and support their devices
for a relatively shorter duration.

B. Part-2: Unsupported Period

In this section, our goal is to understand the average
number of vulnerabilities that may arise in unpatched Android
devices, how this number grows over time, and the severity
distribution of these vulnerabilities in the unsupported period,
during which devices no longer receive security updates.

Locating Impacting CVEs. To locate the specific vulner-
abilities impacting the devices, we used the last upgraded
Android version and the device’s chipset. In other words,
the device will be vulnerable to any vulnerability affecting
its last Android version and any vulnerability impacting its
chipset. We obtained the last Android version from the last
received security update in the security update history dataset.
The chipset information is primarily collected from the OEM’s
website and supplemented with other public resources. For the
vulnerability database, we combined the AOSP bulletin, the
Samsung bulletin, and the NIST database. We obtained a list of
2930 CVEs for which we know the impacted Android version
and a list of 1649 CVEs which we know the impacted chipset.
In total, we were able to assign 4579 CVEs by matching the
Android version and the chipset. By the end of this process, we
obtained a list of potential CVEs affecting each of the devices
in our dataset. Since the ones that are discovered before the
EOL will be patched through the security updates, we filter
them out using the EOL. However, since manufacturers do

not officially announce the EOL date for each device, we
calculated the EOL dates using the date of the last security
update received by that device. With this approach, we were
also able to analyze the devices that have not received security
updates for a long time even though they are still on the support
list.

Time-based Risk Analysis. To understand the risks associ-
ated with continuing to use unpatched Android devices, we
separated CVEs received after the last security update into
periods of three months (i.e., quarters). On each device, we
assigned the CVEs to their corresponding quarter based on
the distance between the CVE’s publication date and the
device’s EOL. In other words, we are not concerned with the
exact date of the CVE, but with how old the vulnerability is
with respect to the device’s EOL date. This process yielded
a total of thirteen unsupported quarters, which we used to
analyze the evolution of vulnerabilities over time. We then
used the weighted average counts and added each period’s
value to those of the previous periods using the cumulative
weighted average (CWA): CWA =

∑n
j=1

∑k
i=1 mij

kj
, where

mij is the metric such as CVE count for the ith-device during
jth-period. Additionally, n is the maximum number of 3-month
periods, and kj is the number of active devices (with unpatched
vulnerabilities) during jth-period.

Risks of Using Unpatched Android Devices. Since we
were able to extract the last support dates for each pair, we
performed the CVE assignment at the pair level. In total, we
had 21461 model-country/carrier pairs from Samsung, 756
model-region pairs from Xiaomi, 1124 country-device pairs
from Oppo, and 20 devices from Google. Out of these 23361
pairs from four OEMs, 8594 (36.7%) pairs received at least
one CVE impacting the device, which did not receive any
security updates for the last three months. The distribution
of accumulated CVEs per device during the 20 unsupported
quarters (∼ 5 years) is illustrated in Figure 5.

Figure 5a shows the average CVE counts over time by
severity for all pairs. On average, an unpatched device will
have 76 CVEs in the first quarter reaching 382 CVEs around
eight quarters (two years) and 600 CVEs in 20 quarters
(five years) without any support. CVEs typically increase
immediately after the end of the support. Critical CVEs, which
round up to 50, tend to taper off in around two years while
medium and high CVEs continue to accumulate throughout
the years of unsupported duration while slowing down around
three years. Interestingly, the low-severity CVEs remain the
lowest throughout the entire unsupported duration.

The distributions of accumulated CVEs on unpatched An-
droid devices grouped by user interaction, attack complexity,
and attack vector are given in Figure 5b, 5c, and 5d. Overall,
we observed that the no-user-interaction distribution tends to
stay above 83% over time with an average of 89%. That is,
on average, 89% of the vulnerabilities present in an unpatched
device at any given time can be exploited regardless of any
user interaction. On the other hand, our analysis revealed
that the number of CVEs with high complexity is less than
1%. This indicates that almost all of the vulnerabilities can
be exploited with medium or low attack complexity. 67%
of the vulnerabilities can be exploited locally, and around
27% can be remotely exploited through the network. On
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Fig. 5: The distribution of accumulated CVEs per device for 20
unsupported quarters (∼ 5 years). On average, an unpatched
device is expected to have up to 382 CVEs within two years
after the EOL, with 50 of them being critical. 89% of the
CVEs do not require user interaction, 86% can be exploited
with minimal effort on the attacker’s part, while 27% can be
exploited remotely.

the other hand, the number of CVEs that require physical
connection or connection from the adjacent network is very
limited throughout the entire unsupported period.

Case Study. Here, we present a case study to better un-
derstand the results of the unpatched device analysis. We
analyze Galaxy Z Fold3 5G for our study, which is in
the list of monthly supported devices as of writing this
paper [39]. While most pairs receive security updates, four
pairs (i.e., SM-F926U1/TMB [66], SM-F926U1/TMK [67],
SM-F926U1/XAA [68], SM-F926U1/XAG [69]) belonging
to different carriers in the US have not received any security
updates for almost the last 10 months. The last security
update shows that the devices are with Android 12 and use
a Qualcomm SM8350 Snapdragon chipset. We were able to
assign 11 CVEs using the chipset and 426 CVEs using the
Android version. Then, using the last update date (i.e., EOL),
we filtered out the CVEs published before the EOL. We
ended up with the 142 CVEs impacting Galaxy Z Fold3
5. Among the 142 CVEs, there are six critical and 82 high-
severity CVEs. All of these six critical CVEs can be remotely
exploited and do not require user interaction. One example
is CVE-2023-20946, which impacts the system components
of Android due to a remote privilege escalation issue in the
Bluetooth settings. Although patches to these CVEs were
implemented in AOSP, the end users have never received them.
These unpatched vulnerabilities pose a significant risk to users.
Similar concerns are also expressed by Google [16], which
notes that 50% of the observed zero-days in the first half of
2022 were variants of previously patched vulnerabilities and
the attackers are likely to use known vulnerabilities before
looking for novel ones.

Takeaway-2: Overall, our results demonstrate that during
the unsupported period, (unpatched) devices continue to
receive critical CVEs that can be remotely exploited without
requiring any user interaction or too much investment from
the attacker. These CVEs tend to arise immediately after
the end of support and taper off after two years.

V. IMPACTING FACTORS ANALYSIS

In this section, we examine the impact of the factors such
as support type (e.g., monthly, quarterly), geolocation, device
type, carrier association, and partnership agreements on the
timely delivery of security updates.

A. Support Type

Samsung. Our analysis of the support lists revealed a lifecycle
pattern for devices, as illustrated in Figure 2; devices transition
from monthly to quarterly and then to biannual support over
time. We calculate the support periods by marking the dates
devices transition between lists. However, devices from the
most recent snapshot in March 2023 are still receiving updates,
and those from the first support lists in October 2017 likely
began their support earlier. To address this, we identified
completed periods where both the start and end dates are
known, excluding data from the first and last snapshots. This
method allowed us to identify 20 devices that completed
monthly support, 110 which completed quarterly support, and
50 which completed biannual support. No device completed all
three types of support. For instance, Galaxy S9 had monthly
and quarterly support, but its biannual support is still ongoing.
Galaxy Tab A 8 (2019) completed biannual support but
never featured on the monthly support list. Four wearable
devices are currently in the support list but have not yet
completed the entire support duration.

We first calculated the average support duration for the
completed monthly, quarterly, and biannual support periods.
We found that the average monthly, quarterly, and biannual
support duration are 1044 days, 573 days, and 580 days,
respectively. In total, this corresponds to 2197 days (∼ 6
years) of support. While this indicates that the devices stay
in the support lists for a duration of six years, it does not
necessarily mean that a device will receive security updates for
six years in practice. As discussed in Section IV-A, the average
support duration is 757 days with only 18 pairs out of 21461
pairs–specifically those used in Eastern Asian countries–having
received six years of support.

As previously noted, we were able to extract the monthly
support dates for 20 devices, the quarterly support dates
for 110 devices, and the biannual support dates for 50 de-
vices. As these periods pertain to individual devices (i.e.,
Galaxy S22), not the models (e.g., SM-S901E) or pairs
(e.g., SM-S901E/ZTA), we used Samsung’s official device-
model pair list [57] to obtain the specific support dates for each
model. Then, we computed the number of security updates
received (i.e., update count), the support duration, the update
frequency, and the release delay for each support type and
pair. In total, the dataset used for the calculation includes
2509, 7470, and 2304 unique pairs for monthly, quarterly, and
biannual support periods.
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Fig. 6: Impact of Samsung’s support type on security updates.

Figure 6 shows the results for different support types.
Overall, there is a direct correlation between the support type
and all the metrics we computed. Particularly, the average
number of security updates received during monthly support is
33, while it is nine and four for quarterly and biannual support
types, respectively. Next, we want to compare the duration that
devices stay in the support lists with the actual security updates
received. As previously noted in this section, the devices stay
in the monthly, quarterly, and biannually support lists for 1044,
573, and 580 days, respectively. However, we found that the
median for the support duration in our dataset is 1034, 560, and
442 days for the same support types. This means that although
devices receive security updates for almost the entire monthly
and quarterly support duration announced by Samsung, their
biannual support duration in practice is significantly less than
that specified in the support list.

For the security update frequency, the expected value is
30, 90, and 180 days for the monthly, quarterly, and biannual
support types, respectively as their names imply. However, we
found that the median frequency is 30 days, 53 days, and 91
days, for monthly, quarterly, and biannually supported devices,
respectively. Therefore, in this context, we can conclude that
the update frequency of different support types is better in
practice than what their names imply. Finally, the support type
also impacts the release delay significantly. While the security
updates are delayed only 25 days on average during monthly
support, they are delayed 42 days and 62 days for the quarterly
and biannual support types. For some of the models, the delay
can go up to 300 days even though the device is still on the
support list.

Other OEMs. Although Xiaomi started publishing monthly
and quarterly supported devices in 2021 [83], it discontinued
them after 2022. We found that their lists were never updated
during this time. We found many inconsistencies in Xiaomi’s
support lists and we disregarded the results since they dis-
continued the publication of the support lists. Xiaomi started
publishing the End-of-Support (EOS) product list, which is the
list of devices not supported by Xiaomi anymore. However,

since this list has also recently started, there is only limited
data to perform our analysis.

Oppo categorizes its devices into two types of support:
Monthly and Quarterly supported devices [49]. We performed
a similar analysis as we did in the case of Samsung, calculating
the monthly and quarterly periods for devices and examining
the security updates received during those durations. We match
the model using the firmware version provided in the security
update. However, we found that the devices with monthly
support did not receive any security updates during their time
on the support lists. On the other hand, we found that 37
pairs of A15, A73 5G, and A9 received some security updates
during their quarterly supported duration. Yet, most of those
devices received only three security updates, which restricts
our ability to analyze the impact of support types on Oppo
devices. This also suggests that support types do not have as
significant an impact on Oppo devices as they do on Samsung
devices.

Takeaway-3: Overall, our results indicate that while de-
vices are on the support list, the timeliness and availability
of security updates vary significantly for different support
types. Moreover, our findings suggest that simply being on
a support list does not guarantee the regular receipt of
security updates in practice.

B. Geolocation

In this section, our goal is to analyze the impact of geolo-
cation on the distribution of security updates. We identified
the intended region for the security updates by using the
following methodology: Security updates of Samsung devices
are published per CSC-model pair. We use CSC to extract
the country as well as the region via ISO definitions [6].
Xiaomi identifies 10 regions for their security updates. These
regions include the Global and European Economic Area
(EEA) or individual countries like China and India. For Oppo,
we obtained the region from the URL that the security update
info was published at and we obtained 35 unique countries.
Finally, Google does not categorize its security updates based
on the region.

Samsung. For Samsung, to minimize the impact of other
factors like the support type, analyzed each support type
separately. Figure 7 shows the heatmap of the security updates
for monthly supported Samsung devices in all countries. The
maps clearly demonstrate significant regional variances in
terms of the number of monthly updates (Figure 7a), update
frequency (Figure 7c), and release delay (Figure 7d), whereas
the distribution for the support duration seems uniform to some
degree across the regions (Figure 7b). We refer to Section A-A
in the Appendix for the heatmaps of Samsung devices that are
supported quarterly and biannually.

In this part, we grouped and sorted the countries in terms
of the update count, support duration, update frequency, and
release delay. We then selected the top five and bottom five
countries for further detailed analysis. Table II presents the
top and bottom five countries and their subregion for different
support types. According to the results of the monthly support
period, three of the top five countries receiving the most
security updates are in Europe and the other two are in Central
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TABLE II: Security updates received for different countries during monthly, quarterly, and biannually support type. We grouped
and sorted the countries in terms of the update count, support duration, update frequency, and release delay. We then selected
the top five and bottom five countries for further analysis.

Monthly Quarterly Biannual

Subregion Country Update
Count

Support
Duration

Update
Freq

Release
Delay Subregion Country Update

Count
Support
Duration

Update
Freq

Release
Delay Subregion Country Update

Count
Support
Duration

Update
Freq

Release
Delay

Western Europe Luxembourg 39.0 1068.0 26.8 21.0 Southern Europe Albania 15.0 645.0 40.3 40.0 Eastern Asia Hong Kong 5.5 556.5 93.2 62.5
Eastern Europe Russia 38.0 1053.0 27.2 20.0 Eastern Europe Ukraine 12.0 628.5 53.0 36.0 Australia and New Zealand Australia 5.5 461.5 81.0 69.5
Western Europe Switzerland 38.0 1050.0 27.8 18.0 South-eastern Asia Thailand 12.0 628.0 50.8 37.5 Southern Europe Serbia 5.0 619.0 104.8 87.0
Central Asia Uzbekistan 38.0 1043.0 27.8 18.0 South-eastern Asia Malaysia 12.0 619.0 51.7 36.0 Southern Europe Bosnia and Herzegovina 5.0 577.0 100.6 78.0
Southern Asia India 37.5 1050.0 27.2 19.5 South-eastern Asia Vietnam 12.0 617.0 50.1 35.0 Southern Asia Bangladesh 5.0 568.0 93.1 88.0

Latin America
and the Caribbean

Honduras 17.0 978.0 55.9 48.0 Northern Europe Sweden 5.0 313.0 50.0 31.5 Western Europe Belgium 1.0 - - 81.0

Latin America
and the Caribbean

Costa Rica 16.5 1041.5 56.1 46.5 Northern Europe Norway 5.0 281.0 56.2 34.0
Latin America
and the Caribbean

Costa Rica 1.0 - - 77.5

Latin America
and the Caribbean

Paraguay 16.0 972.0 60.1 48.0 Western Europe Belgium 5.0 278.0 55.6 27.0 Western Asia Israel 1.0 - - 59.0

Latin America
and the Caribbean

Ecuador 16.0 929.0 48.1 51.0 Sub-Saharan Africa Mauritius 1.0 - - 67.0 Northern Africa Algeria 1.0 - - 45.0

Latin America
and the Caribbean

Jamaica 15.0 903.0 56.4 52.0 Sub-Saharan Africa Zambia 1.0 - - 67.0 Northern Europe Sweden 1.0 - - 16.0
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Fig. 7: Geolocation’s impact on the distribution of security
updates for monthly supported Samsung devices.

and Southern Asia. These top five countries receive monthly
support for around three years with an update frequency of
26-28 days and a release delay of 18-21 days. On the other
hand, all of the bottom five countries are in Latin America
and the Caribbean. While devices in these countries receive
monthly support, they received only 15-17 security updates
despite having almost the same duration (∼ 3 years) of support
as the top countries. Similarly, these countries have a release
delay of around 50 days, while we observed that the release
delay of top five countries is around 20 days.

For the quarterly support period, while the top five coun-
tries receive 12-15 security updates, the countries in the bottom
five receive three security updates on average. However, we ob-
serve that in the Sub-Saharan countries Mauritius and Zambia,
the devices received a single security update with a delay of 67
days throughout their quarterly support. Similarly, the support
duration of the bottom five countries is around 300 days, while
the top five countries received support for more than 600 days.
Similarly, the update frequency and release delay of the top five
countries are either similar or better than those of the bottom
five countries. During the biannual support period, while the
devices from the top five receive five security updates, all of
the bottom five receive a single security update. We observe

that despite receiving a single security update, while Sweden’s
release delay is only 16 days, Belgium’s delay is 81 days.
Moreover, among the top five countries, the average support
duration is generally around 550 days except for Australia, for
which the duration is 461 days.

Overall, we observe that the impact of geolocation on
update timeliness is more pronounced for devices on monthly
support, followed by devices on quarterly support, and then de-
vices on biannual support. Especially during the monthly sup-
port, there is a clear distinction in the number and timeliness of
security updates received by devices in the top five countries,
which are primarily European and one from Southern Asia,
as compared to those in the bottom five countries. We observe
that the devices used in the top five countries receive two times
more security updates, while the bottom five countries receive
the security updates with three times longer delay.

Other OEMs. The Xiaomi dataset includes 10 regions: China,
Global, EEA, Russia, India, Turkey, Indonesia, Taiwan, Japan,
and Singapore. On average, most of these regions receive
between 2-4 security updates while Singapore receives the
highest number of security updates with six security updates on
average. Following Singapore, devices used in China receive
an average of 4.5 security updates, indicating the tendency to
provide more security updates in Asian regions. Additionally,
the support duration for devices used in China is noticeably
longer, at 274 days on average compared to an average of only
136 days in other regions. We do not observe any regional
differences in update frequency and release delay.

The Oppo security update dataset includes 35 countries
from three regions: 1) Africa & Middle East, 2) Asia Pacific,
and 3) Europe. Among these three regions, Oppo devices used
in Europe received nine security updates on average with a
frequency of 68 days. However, the other two regions receive
relatively fewer security updates (7-8 days) and less frequently
(86-89 days). On the other hand, the average support duration
and release delay of all the regions are similar with only
slight differences. This trend also continues at the country
level, where European countries like Italy and France receive
the highest number of security updates together with the East
Pacific countries like Japan and India with an average of 10 or
more security updates. On the other hand, African countries
like South Africa, Jordan, Egypt, and Nigeria receive around
3-5 security updates throughout the device’s lifetime.
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Takeaway-4: In summary, variations in support across
different regions and countries are observable among all
OEMs. Samsung’s update timeliness has regional influences,
particularly noticeable during the monthly support phase.
Meanwhile, for Oppo and Xiaomi, the disparities are less
pronounced, with Oppo showing more uniformity across the
regions, and Xiaomi revealing significant disparities only in
the support duration metric.

C. Device Type

In this section, we examine the impact of device types on
the distribution of security updates.

Samsung. We found that no Samsung tablet has received
monthly support; instead, tablets are directly listed in the quar-
terly support list. Wearables, on the other hand, are published
in their own support list without a specified update frequency.
There are 22 tablets that completed their quarterly support
period and nine that completed their biannual support period
while no wearable devices have yet completed their support
period. Comparing tablets and phones during the quarterly
and biannual support duration, we observe that smartphones
stay longer in the support lists for both support durations. In
particular, smartphones stay in the support list more than twice
as long as tablets, with a total of 2202 days (1044 monthly +
597 quarterly + 561 biannual) versus 927 days (450 quarterly
+ 477 biannual) for tablets.

In addition to the duration in the support list, we also
compared the security updates received by each device type.
During the quarterly support period, the average update count
for tablets is 12, compared to nine for smartphones. Tablets
have 668 days of quarterly support and 276 days of biannual
support on average whereas smartphones have 543 days of
quarterly and 450 days of biannual support. These results
indicate that tablets receive more security updates over a longer
support duration during the quarterly support while smart-
phones receive more security updates during other support
periods. This could be because tablets, which initially enter
the support cycle with a quarterly support schedule, might be
set up to receive more extensive update coverage from the
outset.

Other OEMs. Xiaomi has 11 tablet models in our dataset
that have received security updates. The models that received
the most security updates are Redmi Pad and Xiaomi Pad
5 with eight and seven security updates received respectively
throughout their lifetime. The average of all metrics for Xiaomi
tablets is very similar to those for smartphones, with only slight
differences. In particular, tablets receive slightly more security
updates on average, more frequently, but for a shorter support
duration and more delay. On the other hand, while the software
update webpages we used to download Oppo’s security updates
are not specific to smartphones, we found that Oppo has yet
to publish any security updates for its tablets in any of the
35 countries. Google has only one tablet model, Pixel C,
which exhibits the same support behavior as its smartphones,
as demonstrated in Figure 4.

Takeaway-5: In summary, device type influences Samsung’s
security update distribution, but not that of Google or
Xiaomi. Samsung tablets do not receive monthly support,
and smartphones remain on the support list considerably
longer than tablets, suggesting the device type as a major
factor impacting security updates.

D. Carrier Association

Samsung. For this analysis, we created two categories (i.e.,
carrier-branded vs. non-carrier) based on the carrier CSCs,

relying on Samsung’s carrier association. The most common
carriers in our dataset are Vodafone, T-Mobile, and Claro. On
average, carrier-branded devices receive 29 monthly updates
while non-carrier devices receive 32 security updates through-
out their monthly support. There is only a slight difference
(within 10%) between carrier-branded and non-carrier devices
during the quarterly support period (9 and 10 updates, respec-
tively) and no difference during the biannual support period
(3 updates each). On the other hand, carrier-branded and non-
carrier devices receive a similar duration of monthly support
(∼992 days) and biannual support (∼350 days) while during
the biannual support, non-carrier devices (523 days) receive
longer support than carrier-branded devices (461 days). Lastly,
the carrier devices experience more SPL release delay (29
days) than the non-carrier devices (26 days) during the monthly
support.

Others. We found that neither Xiaomi nor Oppo specifies
the carrier in their security updates. On the other hand,
Google specified the carrier for 25% of updates (281 updates).
Google’s carrier definitions sometimes specify the exact carrier
such as Verizon; however, sometimes they are described as
“Verizon MVNOs” or “All carriers except TW”. Using the
given definitions, we do not observe any differences between
the carriers regarding the security update distribution.

Takeaway-6: Overall, across all OEMs, the security update
behavior shows minimal variation between carrier-branded
and non-carrier devices, indicating that the carrier’s influ-
ence on these updates is limited.

E. Partnership Agreements and Platform Solutions

In this section, we investigate the effect of partnership
agreements and platform solutions on the distribution of se-
curity updates.

1) Android Enterprise Recommended (AER): AER is a
Google-led program providing a list of devices and service
providers that meet the given hardware and software require-
ments. Samsung has 60, Xiaomi has 46, Oppo has 18, and
Google has 20 AER-certified devices [9]. Each device has
a guaranteed date for the last security update and major OS
upgrade.

Samsung. We first analyze the support list for AER-certified
Samsung devices. We first analyze the support lists for the
comparison of AER vs. non-AER devices. Out of 60 AER-
certified devices, 49 devices appeared in the support lists and
only seven of them completed their monthly support period.
None of them so far have completed quarterly and biannual
support types yet. The results show that AER devices stay on
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the monthly support list slightly longer than non-AER devices
(i.e., 1072 days vs 1028 days). Moreover, we observed that
AER-certified devices receive slightly more security updates,
better duration, frequency, and delay performance during the
monthly support compared to non-AER devices, aligning with
our results from the support lists.

Others. For Xiaomi’s 46 AER-certified devices, we found
82 corresponding pairs in our dataset. Of these 82 pairs,
70 pairs received security updates in the last three months.
Among the remaining pairs, only two – the global distribution
of Mi A2 Lite and Mi A2 – have not received security
updates in a year. Both devices’ last guaranteed dates are
aligned with the reported last support dates. Our analysis
did not reveal any significant differences in security support
behavior between AER-certified and non-AER Xiaomi devices.
Oppo has 23 AER-certified devices with a guaranteed support
date of March 2023 or later. We found that none of the 72
devices in our dataset are AER-certified. Consequently, we
are unable to compare the impact of the AER certification on
Oppo’s update distribution. Finally, all Google devices carry
AER certification. Therefore, all our analyses so far regarding
Google devices apply to Google AER-certified devices.

2) Samsung Knox: Knox is a Samsung-led mobile device
security program that ensures data security on Android devices
via hardware-backed architecture. It applies to the selected
devices listed in [57]. The platform for the devices with
limited Knox support is called Android Others and the devices
with no Knox compatibility are marked as Android Go [56].
In our support lists, 175 devices are marked as Knox, 25
devices are marked with Android Others, and 4 devices are
marked as Android Go as their platforms. A comparison of
support lists shows that there are no Android Others or Go
devices that completed monthly support while there Knox-
supported devices in all types of supports. The fact that there
are no Android Other and Android Go devices that completed
monthly support is a clear indication of the effectiveness
of Android Knox programs. Moreover, during the quarterly
period, we observed that there is no significant difference
between Knox-supported and other devices in terms of the
update count, support duration, update frequency, and release
delay. In addition, Android Go devices receive only 108 days
of biannual support, while Android Knox devices receive 372
days of biannual support on average. That is, Android Knox
devices also receive longer biannual support than others.

Takeaway-7: Overall, our findings indicate that while there
may be small variations, the partnership agreements and
the platform solutions are not a major factor within the
same support type. However, they do have an impact on the
support type a device is eligible for. This, in turn, affects
the extent and quality of security support that a device will
ultimately receive.

VI. KEY ISSUES AND EXEMPLARY PRACTICES

Our research also revealed several key issues regarding
the distribution of Android security updates and exemplary
practices that can be adopted by OEMs to provide more
transparency regarding their security support practices.

A. Key Issues

We have identified several key issues that OEMs could
address promptly to enhance both the timeliness of security
update distribution and the transparency of information pro-
vided to users.

Issue-1: Variations in Models’ and Pairs’ Support Behavior.
Samsung, Xiaomi, and Google present their support lists
using publicly known device names (e.g., Samsung Galaxy
S21) [70], [83], [32] while Oppo includes specific models
(e.g., Find X2 (CPH2023)) as well [49]. We have observed
throughout this paper that each pair or model may have a
different security update profile. One example is the variation
in the support end date. We found that the support end date for
pairs of Galaxy S20 FE 5G varies by more than two years.
For example, the pair SM-G781B/XEH [64] used in Hungary
received its last security update in October 2020, while the
pair SM-G781B/BGL [65] used in Bulgaria received in March
2023, which is more than two years later. Not only the support
end date, but these two pairs also have varying SPL levels and
the last Android versions. Although the devices are generally
known by their device name in the public eye, these results
indicate each pair has a unique security update behavior. This
highlights the need for unique identification and tracking of
each model and pair of a device, as they may have distinct
security update behaviors.

Issue-2: Discrepancies in Support Lists. The above example
illustrates the distinct security update behaviors of different
pairs. We also observed that some devices stay in the sup-
port lists despite stopping receiving any security updates.
For instance, the device Galaxy A7 (2018) stayed on the
biannual support list until “2022-11-0” [73]; however, the
pair SM-A750G/ALE [58] stopped receiving security updates
1272 days before that date. Likewise, certain devices that
appeared in the support lists have never received security
updates or received a single security update. For example,
Galaxy Note FE appeared in the quarterly and biannually
support lists until the date of “2021-09-05” [73] but one
of its pair SM-N935F/CAM [59] or SM-N935F/KSA [60]
only received a single security update throughout its lifetime.
While we excluded the devices that received no security
updates to understand the overall characteristics of the support
behavior, this highlights the need for more transparent and
consistent data from OEMs. Comparable examples can be
found with Oppo as well. For example, Oppo devices used
in 16 countries with the models Reno4, Reno4 5G, Reno4
Lite, and Reno4 F models have not received any security
updates since 2020. Overall, discrepancies in the support lists
across the OEMs are noticeable.

Issue-3: Discrepancies in Partnership Agreements. Samsung
provides the list of AER-certified devices with their guaranteed
support date and guaranteed OS version. In the current list,
AER-certified devices’ guaranteed security updates are all a
future date. However, we found that some of the models al-
ready stopped receiving security updates for a long time. Out of
5125 pairs of those AER-certified devices, 94% (4835) of them
received security updates in the last two months. However, we
found that 201 pairs have not received any security update
in the last year, 58 pairs for two years, and 15 pairs have
not received any security update in the last three years. Most
of those pairs that have not received security updates in the
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last three years belong to Galaxy Note10 [61], Galaxy
Note10+ [72], and Galaxy S10e [62]. One can verify the
current AER status of these devices and their models in [57].
Likewise, two AER-certified pairs – global versions of Mi A2
Lite and Mi A2 – have not seen any security updates in the
past year. This discrepancy between partnership commitments
and actual security update rollouts further illustrates the incon-
sistencies within the security support landscape.

Issue-4: Misleading Announcements. In February 2021,
Samsung announced “at least four years of security updates”
for a list of devices [63], and in February 2022, they also
announced “Four Generations of OS Upgrades” and “five
years of security updates” for select devices [71]. The first
announcement included 85 devices, in which we found a total
of 8033 pairs in our dataset. Out of those pairs, we found that
343 pairs have not received any security updates in the last
year, including some flagship devices like Galaxy S21 5G,
Galaxy Note10, or Galaxy Note20. And, more than half
of the devices did not receive the most recent security update
yet. Similarly, the second announcement included 12 devices.
We examined the security updates received for those devices.
We found that Galaxy S21+ and Galaxy S21 Ultra used
in Canada never received security updates after the date “2022-
01-11”, even though being on the list of supported devices in
the announcement.

B. Exemplary Practices

We have also observed a number of exemplary practices
already in use by some OEMs. If adopted more widely, these
strategies could significantly enhance the overall efficiency and
transparency of security updates within the Android ecosystem.

Practice-1: Guaranteed Support Date. Although OEMs
might be publishing the list of devices that are currently
supported, it can be challenging for users to determine the
length of support for each device. Providing a guaranteed
support date for each device would assist users in selecting
devices that will continue to be supported for a desired period
of time. While Motorola and Pixel currently implement this
practice, their market share is relatively small. This is also
recommended by the Federal Trade Commission (FTC) [22].
It would be advisable for other OEMs to adopt this approach to
provide greater transparency and support for their customers.

Similarly, we discovered that the availability of updates
depends on various factors that may be conflicting or unclear.
The uncertainty is not resolved until the security update is
actually released and received by the end user, which exposes
users to risk. It is therefore essential for users to be aware of
the security update schedule for the devices they plan to use
to protect themselves from vulnerabilities.

Practice-2: End-of-Support Device List. Some OEMs like
Motorola [40] and Xiaomi [83] release a list of devices that
reached the end-of-support. This transparency allows users to
easily determine whether their device will no longer receive
any future security updates.

Practice-3: Model Support Lists. As observed throughout
our analysis, the support behavior can significantly vary among
different models. Hence, a more streamlined approach would
be to present the support lists based on specific models rather

than generic device names. This would provide users with a
clear support schedule tailored to their specific model. Among
all the OEMs we reviewed, only Oppo adopts this customer-
centric approach in their support list announcements [49].

VII. DISCUSSION AND LIMITATIONS

In this section, we discuss the limitations of this work.

Samsung’s Large Dataset vs. Other OEMs. There are several
reasons why Samsung’s dataset is vastly larger than those of
Xiaomi, Oppo, and Google. First, Samsung has consistently
held the largest market share and number of devices over the
past decade, whereas Xiaomi and Oppo have only recently
started to gain a substantial share of the market. Second,
Samsung uniquely categorizes devices into model-CSC pairs.
With approximately 314 CSC numbers, each model ends up
generating around ∼300 security updates. Lastly, Samsung
has consistently announced security updates via a dedicated
webpage over the years, whereas other OEMs periodically
change their announcement platforms, leading to potential
missed updates in our data collection. For example, a notable
limitation in our dataset is the absence of security update
information for Oppo in China, the US, and the UK. This is due
to these countries requiring specific device-related information
to access the latest updates, which are not publicly available.

Active User Base. Devices not receiving security updates,
even for a short period, expose their users to risks. We
quantified this by calculating the accumulation of CVEs per
device in Section IV-B. Although these devices pose a threat
to their users, we lack information on the active user base
for these devices. This data would be a valuable addition to
our analysis and provide a more comprehensive understanding.
To overcome this issue, we utilized popular devices from the
support lists such as the Samsung Z Fold3 5G analyzed in
Section IV-B or other sections in general. Though we lack data
on an active user base data, our findings on supported devices
provide insights for the potential durability of mobile devices,
especially in the context of the recently-enacted Ecodesign
directive in the EU [18].

Generalizibility to Smaller OEMs and Carriers. In this
study, we mainly utilized two datasets from the OEMs: 1)
support list snapshots, and 2) security updates history. Support
list snapshots provide the anticipated support timeline for
the devices while the security updates history provides the
actual security updates that are made available for the end
devices. Although some OEMs such as Vivo [80], LG [37],
Motorola [40], Blackberry [17], Nokia [42] publishes the
support lists, none of them publish a historical security update
dataset that meets the requirements we used in Section III. For
instance, Nokia does not specify any region or carrier [41];
OnePlus only releases the latest security updates [44]; Realme
releases updates for Realme UI 1.0 only [53]; and Sony only
released major OS upgrades [74].

On the other hand, US carriers like Verizon [79],
AT&T [14], and T-Mobile [76] do not have a centralized
website for security updates, i.e., they publish security updates
for each device in device-specific URLs. The study in [35] col-
lected carrier security updates from U.S. carriers and analyzed
the delays introduced by these carriers This study can also
be expanded to examine the international carriers providing
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software update schedules such as Vodafone Australia [15],
Rogers [54] or Fido [31] used in Canada, Orange [50] used in
Romania. Although the carrier impacts the delay, it is likely to
have no impact on the schedule of the security updates after
it is created by the OEM. We leave this as a future work.

Reasoning about the Results. One of the challenges we
faced during this study was to identify the reasons behind
certain findings. For example, if we found a specific country
receives security updates late or occasionally misses updates,
we are unable to deduce the reasoning behind this due to the
lack of any public explanation provided by the OEMs. While
we can technically speculate on factors like OEM priorities,
policies, or implementation processes that might influence
these practices, it is challenging to clearly identify and attribute
these factors as only the OEMs can provide definitive answers.
Our findings set the stage for future research to explore these
practices and decisions and inform the scientific community
about the issues.

VIII. RELATED WORK

Our work builds upon and extends previous research on
Android security updates.

Android Security Updates. Prior studies focused on different
aspects of Android security. Possemato et al. [51] analyzed
compliance and customization practices of Android OEMs and
explored their effects on Android security. Farhang et al. [21]
performed an empirical study of Android security bulletins
from different OEMs. Farhang et al. [20] also conducted a
large-scale study on Android CVEs where they examined the
lifetime of CVEs. However, they do not perform an analysis
at the OEM level. Wu et al. [82] analyzed Android system
vulnerabilities and the patching behavior through code pattern
analysis. Finally, the studies in [23], [36], [43], [55] focused
on the app update behavior of Android users.

Rollout of Android Security Updates. Recent studies focused
on the rollout of the Android security updates [87], [35], [34].
Zhang et al. [87] studied the delay during the propagation of
Android kernel patches. Jones et al. [35] examined the Android
security updates across different manufacturers, carriers, and
end users to estimate the delay introduced by each. In addition,
Hoe et al. [34] utilized Android firmware from 153 vendors to
understand the timeliness and efficacy of security updates.

Our Differences. Owing to our collection of a large and
representative dataset, our dataset, analysis, and results have
unique aspects providing a more comprehensive and nuanced
view of the issues surrounding Android security updates. This
study reveals the impact of the factors like support type,
geolocation, or device models (i.e., carrier type, device type,
partnership agreements) on the rollout of Android security
updates, in addition to the fragmentation issues studied in prior
studies. Our study is the first to investigate the security posture
of unpatched Android devices, while previous studies mostly
used flagship devices with regular maintenance schedules.
Finally, unlike proprietary user data in [35] and third-party
firmware in [34], [87], we utilize official and publicly available
security updates, ensuring our results are fully reproducible,
more reliable, and serve as a valuable resource for future
research.

IX. CONCLUSION

Using a dataset of 367K security updates, we were able
to analyze the support behavior of Android devices used
in 97 countries, associated with 109 carriers spanning from
2014 to 2023. This large and representative dataset allowed
us to explore the broader Android ecosystem. We discovered
significant variations in the number of security updates across
regions and specific models, even within the same support type.
Furthermore, for the first time in the literature, we quantified
the risks associated with using unpatched Android devices and
showed that the devices used during the unsupported duration
may put users at significant risk for publicly known, remotely
exploitable, and simple attacks that require no user interaction.
This study suggests that the OEMs still have room for taking
accountability of their security update practices, which can
be achieved by publishing the support duration of all device
models, and by maintaining the timeliness of their security
updates. In addition, our work highlights the need for further
research to understand and address the disparities in update
provisioning.
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APPENDIX A
MORE ON GEOLOCATION ANALYSIS

A. Quarterly and Biannual Support Geolocation Analysis
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Fig. 8: Distribution of security updates for quarterly supported
Samsung devices.
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Fig. 9: Distribution of security updates for biannually sup-
ported Samsung devices.

Similar to the monthly support type, geolocation also
impacts the quarterly and biannually support types. However,
unlike the unaffected monthly support, geolocation does in-
fluence the duration of the quarterly and biannual support, as
shown in Figure 8 and 9. Furthermore, regional performance
differs across support types. For example, while the Northern
Americas and European countries were among the best per-
formers and Latin America and the Caribbean were the worst
performers, the devices used in those regions have the same
performance for quarterly and biannually support types.
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APPENDIX B
ARTIFACT APPENDIX

This section contains the mandatory artifact appendix re-
quired for the NDSS 2024 artifact evaluation.

A. Description & Requirements

This section lists all the information necessary to recreate
the experimental setup we used to run our artifact.

1) How to access: The complete artifact can be found both
at https://github.com/cslfiu/Android-Security-Updates and
https://zenodo.org/doi/10.5281/zenodo.10139526. Please use
the first link for the most up-to-date version, and the second
link is for permanent storage.

2) Hardware dependencies: “None.”

3) Software dependencies:

• Jupyter Notebook [7]
• Python Modules: pandas, numpy, PyYAML(>=5.4),
pycountry, matplotlib, plotly, tqdm,
openpyxl, kaleido

4) Benchmarks: “None.”

B. Artifact Installation & Configuration

The artifact consists of two parts. In the first part, we
explain the details of data collection and preprocessing. This
part can be reproduced by following the same steps and
crawling the data from the same sources. All data is collected
from official and public sources. We have shared the full details
of the data collection and preprocessing in the README of
the repository. The second part of the experiments starts with
the collected data from the first part. For full reproducibility,
we also share the data collected during the first step under the
’Data’ folder. One can start from the second step to reproduce
the results in the paper.

C. Major Claims/Findings

Major claims/findings (Cx) in our paper are as follows:

• (C1): Google provides regular monthly security updates
throughout the lifetime of an Android device while Sam-
sung’s security update frequency varies, depending on
factors such as the support type, geolocation, device
type, and others. Furthermore, Oppo and Xiaomi offer
relatively fewer security updates for a relatively shorter
duration.

• (C2) During the unsupported period, (unpatched) devices
continue receiving critical, remotely exploitable CVEs
that do not require user interaction. These CVEs tend to
arise immediately after the end of support and taper off
after two years.

• (C3) For devices on the support list, the timeliness and
availability of security updates significantly vary across
different support types.

• (C4) Variations in support across different regions and
countries are observable among all OEMs.

• (C5) Device type influences Samsung’s security update
distribution, but not that of Google or Xiaomi. Samsung

tablets do not receive monthly support, and smartphones
remain on the support list longer than tablets.

• (C6) Security update behavior shows minimal variation
between carrier-branded and non-carrier devices across
all OEMs.

• (C7) The partnership agreements and the platform solu-
tions are not major factors within the same support type.
However, they do have an impact on the support type a
device is eligible for.

• (C8) This study reveals several key issues, including vari-
ations in the support behavior of device models and pairs,
discrepancies in support lists, discrepancies in partnership
agreements, and instances of misleading announcements.

D. Evaluation

Our analysis consists of five sets of experiments. To verify
these numerical results, one can follow the corresponding
sections in the paper and run the code as described. This will
allow you to cross-check the results presented in the paper
with those you obtain. Below are the detailed steps for each
experiment.

1) Experiment (E1): [Support List Analysis] [5 compute-
minutes]: Analyzing OEM-provided support lists to extract
device support timelines.

[How to] Load ‘Code/1-Support-Lists.ipynb’ in
Jupyter Notebook.

[Preparation] Ensure all required Python packages are
installed.

[Execution] Run all cells in order.

[Results] The historical support lists for individual devices
can be verified from their sources in Wayback Machine [70],
[49], [83], [32]. The extracted support timelines from the
support lists are used throughout the paper such as the sup-
port duration in Section IV-A, the support type analysis in
Section V-A, and device type analysis in Section V-C.

2) Experiment (E2): [Supported Period Analysis] [8
compute-minutes]: Analyzing the security support behavior
during the supported period.

[How to] Open ‘Code/2-Supported-Period.ipynb’
in Jupyter Notebook.

[Preparation] Ensure all required Python packages are
installed.

[Execution] Run all cells in order.

[Results] The dataset statistics are reported in Section III-A
and the results of the supported period analysis are given
in Section IV-A of the paper. Similarly, Figures 3 and 4 in
the paper can be cross-referenced during this experiment. The
claim C1 can be verified with the results in E1.

3) Experiment (E3): [Unpatched Period Analysis] [30
compute-minutes]: Analyzing the devices during an unsup-
ported period to quantify the risk of using unpatched Android
devices.

[How to] Access ‘Code/3-Unpatched-Analysis.ipynb’
in Jupyter Notebook.
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[Preparation] Ensure all required Python packages are in-
stalled. Also, download the CVE information via the provided
script (“download_cve.s”). Make sure to run E2 before
E3 since the last security update dates and last OS version
information will be used here.

[Execution] Run all cells in order.

[Results] The results of unpatched device analysis are given
in Section IV-B of the paper. Additionally, Figure 5 in the
paper can be cross-referenced during this experiment. The
claim C2 can be verified with the results in E3.

4) Experiment (E4): [Impacting Factor Analysis] [10
compute-minutes]: Analyzing the impacting factors on the
availability and timeline of security updates by OEMs.

[How to] Open the Jupyter Notebook for E1
(‘4-Factor-Analysis.ipynb’).

[Preparation] Ensure all required Python packages are
installed. Make sure to run E1 before E4 since the support
types extracted from support lists will be used for the analysis
here.

[Execution] Run all cells in order.

[Results] The results for the impacting factor analysis are
in Section V of the paper. Figures 6 and 7 as well as Table II
can be reproduced via this experiment. The claims C3, C4,
C5, C6, and C7 also can be verified with the results in E4.

5) Experiment (E5): [Key Issues Analysis] [20 compute-
minutes]: Analyzing the key issues such as inconsistency
examples or discrepancies in AER-certified devices.

[How to] Open ‘5-Key-Issues.ipynb’ in Jupyter
Notebook.

[Preparation] Ensure all required Python packages are
installed. Make sure to run E1 before E5 as we are analyzing
the consistency of support lists.

[Execution] Run all cells in order.

[Results] The results of the analysis of the key issues are
given in Section VI of the paper. The key issues we found in
the paper in Section VI and further issues can be re-produced
via this experiment. The claim C8 can be verified with the
results here.

E. Customization

Updating and Re-running the Data: As we generally provided
statistical information regarding our dataset in the paper, one
can further inspect the individual results if they desire. For
example, while we can only report average values, one can
plot the distribution graphs and check the exact values further.
Similarly, for a more up-to-date perspective, one can re-run
the unpatched analysis considering the CVEs published after
our paper’s publications to identify other patterns.
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