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Detecting Voice Cloning Attacks via Timbre Watermarking

Interview with Ai Musk and AI Jobs on 
YouTube: Is Ai a threat? Ai musk talks to AI 
Jobs, debating AI's threat to humanity.

Google and other companies utilize high-
quality, customized voice synthesis 
technology to offer voice assistant services.

From April 2023, a trend swept through major 
video platforms with once-dormant music icons 
making a collective comeback, releasing new 
songs at an astonishing pace—achieving in one 
month what previously took years.
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Model training

Feature analysis

Synthesized

Normal

Generalizability and credibility is limited

Can’t trace the original timbre

Synthesized?
Whose timbre?
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Embedding extract 

and conversion
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“Open the door”
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A significant level of perturbation is required 
to achieve a effective defense

It can only defend against clone models based 
on timbre decoupling and lacks defensive 
capability in high-quality TTS scenarios

Can’t trace the original timbre

“…..”

End-to-end training 

High quality TTS
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Embedding extract 

and conversion

Perturbation
“Open the door”

“happy birthday”

“Open the door”
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

• Voice cloning models: FastSpeech2, Tacotron2 and VITS with LJSpeech as training set

• Voice cloning API: 

• PaddleSpeech, Voice-Clone-App with 10 segments as training set

• so-vits-svc with 1 singing song as training set

• Watermarking model training set: LibriSpeech training set

• Processing distortion testing set: LibriSpeech test set

• Voice cloning test: 500 text segments from the LJSpeech test set



• Fidelity: Signal-to-Noise Ratio (SNR), Perceptual Evaluation of Speech Quality(PESQ), Speaker 

Encoder Cosine Similarity (SECS), Mean Opinion Score(MOS) with five ratings

• Robustness: Bit recovery accuracy (ACC)
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Green triangles represent the mean values and 
red lines indicate the median values.Black dots are means and white dots are medians 
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Pretrained

High-quality clone
Regular clone
Low-quality clone

Finetuned

Non-DL (All in one)

* denotes using a watermarked dataset to train the acoustic 
model or fine-tune the vocoder, otherwise using a watermark-
free dataset 
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Totally fail
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Black dots are mean accuracy and white dots are median accuracy
Green triangles represent the average SECS values of synthesized 
speech

Green triangles represent the mean values and 
red lines indicate the median values.
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THANK YOU!

Demo and code website: https://timbrewatermarking.github.io

Contact with any questions: hichangliu@mail.ustc.edu.cn
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