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An attack path for UnionPay.
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A Motivating Case
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Alice

A normal user

installed numerous popular apps

provided real personal information to these apps

Mallory

An attacker

Aims to compromise the authentication mechanisms of 

a target app

Can only obtain Alice’s SMS OTP



Method

• Act as the adversary

• Operate other apps

• Break the target authentication

• From “weak authentication” apps 

(obtain some seed PII)

• Achieve the “snowball effect”

Apps

Seed PIISnowball effect

BAM!

Our idea
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AuthR::=(App.Op, Cond, Authorz, Reward)

• App.Op: operations within an app

• Cond: SUCCESS condition, a set of authentication factors

• Authorz: third-party delegated operations

• Reward: a set of PII

Method



Authorization Relationship

PII
XHelper

Model 

Builder

Model 

Checker
Apps

MAGGIE

Config

Security

Property

Model
Counter-examples

AuthR

Security Flaws 

Authentication Condition

Mallory

Mallory

Alice

Method

Security property



• AuthR::=(App.Op, Cond, Authorz, Reward)

App.Op
……

• Security property: There should NOT be an access path. 

Method



Authorization Relationship

PII
XHelper

Model 

Builder

Model 

Checker
Apps

MAGGIE

Config

Security

Property

Model
Counter-examples

AuthR

Security Flaws 

Authentication Condition

Mallory

Mallory

Alice

Method

Counter- example



• AuthR::=(App.Op, Cond, Authorz, Reward)

• Counter- example (security property violation)          Attack path

……

• Security property: There should NOT be an access path. 

SMS OTP

App.Op

Method



Dataset

• App Store: Huawei, Vivo, and Tencent App Centre 

• 39 categories (National Standard “GB/T 41391-2022”)

• Selected top 6 apps with the highest total download 

numbers

• 234 high-profile apps

• June 2022
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        Full exposure
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• Cross-app business partnership

       Account sharing

       Business authorization

Measurement

Root Causes of Bacae Attack

Agoda

R:Email address

Personal income taxPing an health

R: Bank card number

R: First name R:Last name

R: Full name

C: Full name, ID number, SMS OTP

UnionPay

C: Bank card number, Full name, ID number, SMS OTP

QQ mail
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Zhihu

R: PII obtained after login. C: Authentication conditions.

TARGET

C: Email address, SMS OTP

STARTPaFA do NOT provide the expected 

security!
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UI pages.
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of PII.

The percentage of apps that exposed personal data in 234 apps.

PII availability
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PII usage in PaFA of 65 apps
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Statistic Results

• 65 out of 234 apps deployed 

PaFA.

• 75.4% of PaFA deployed 

apps are susceptible to 

Bacae attacks.

PII usage in PaFA of 65 apps

PaFA deployment

Impact



User study

• 281 participants

• Select the apps (among 234 apps) 

had registered and used. 

• 208 effective responses

• 94.2% of participants had at least 

one attack path to break the 

authentication of an installed app. 

DEMOGRAPHICS OF THE QUESTIONNAIRE PARTICIPANTS

Statistic Results



Discussion

SMS OTP becomes the sole protection!

Is PaFA effective?



Risks Mitigation

• A standardized data display 

mechanism 

• Additional biometric authentication 

mechanisms

• Do not rely on PII for authentication 

purposes
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mechanism 
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mechanisms
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Striking a balance between security and usability remains a challenge!
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