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e o« Internet of Things(loT) is all around
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Smart Home Platforms
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Smart home

Smart Home facilitates our life

Smart Applications
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My scenes

Manual controls

Exit home

Automation
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® +* Home Automation Rule

HE E E N ) o
My scenes -
- Manual controls if th e nth at (
. IF Event occurs THEN send Command \
" @ this that

Automation

. Automation Rule: Night- Fan Off

© @

E: Time at night(22 pm) C: Turn off the fan

No Motion - Fan Off Time Fan
E'time.night Cswitch.off

Automation Rule: No Motion- Fan Off

E: No motion detected C: Turn off the fan

gl ESensor CFan
NDSS - motion.active switch.of f
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® ° Home automation faces various security problems

Automation is not trigging - Will run manually

M Configuration automation (

All of these problems
. glendcindy caused by attacks,

I've got a sensor for my garage door that reports open/closed conditions. deVice malfun Ctions
’

I've tried to set up an automation that will send a message if the door has been left open. or faulty applications

I'm pretty sure there must be something going on with how | have the automation configured because if
| run it manually it works and sends the alert. If | just let things ride the automation never fires off even if
| open the door and leave it open beyond the 10 minute threshold.

Sometimes lights turn off randomly

M SmartApps & Automations

e guessrow Jim Aug 2020

Hello all,

| have a couple GE smart switches that seem to turn off all by themselves at random times. All switches are 1-5 years old and | haven’t mad any new routines lately, either. | do,
however, have quite a few devices to control the switches (Action Tiles, Google Home, phones, tablets, etc.) Where do | start troubleshooting?
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® °® Various known threats types in home automation

AN

Cross-Rule Threats(CRT)
Single-Rule Anomalies(SRA)

== * 55 X- @' ':Q\ —) i @ '@— O w - ':Q\«/ Light.on ;—I/It:::;:

-G L)

1 ] !
I Cross-Rule Interactions(CRT1-2), Cross-Rule Interference(CRT3-6)
I
SRAI1: Fake Event SRA3: Over-Privilege I CRT1: Cyberspace Interaction : CRT3: Action Conflict CRTS5: Action Rever tmg CRT6: Action Loop
& 0 Light On | — ¢ .: =R . I - NHS o 4 @ ﬁ s g
S Motion N [ Low Smoke 12 nt .' Li ht on H
Eskelow  Thermowiat o = , TmeAt  LightOn Lighton Unlock ! 0% =~ Fanoff Famom o000 User I M‘ml"" \
Temperature Heat Mode Camera On Sunset Door 1 p etected  Presence i \ ‘\mn\ ode |
| I !
SRAZ2: Event Losses SRA4: Command Failure |! CRT2: Physical Interaction [ CRT4: Action Duplicate 1@‘% Open | ‘ é *
: I i /Cul'tain ] !
|
! [
I I
T . High Curtain Curtain  Time At i
Water Flood  Valve/Faucet U?H. e LOCk-D001 : User AL L Heatex: | Illumi]glance Half Down Half Down N CIOSE: Hl-gh
Intercepted Closed Presence Failed | Presence On Temperature On : : Noon Curtain  Illuminance
[ ° . . . .
Single-Rule Anomalies(SRA): Anomalies 1in automation rule execution < <

Cross-Rule Threats(CRT): Dangerous interactions and interferences
across multiple rules. CRT also occur across multipe platforms.
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How can we detect all these threats
and support multiple smart home platforms?
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*Solution
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We need a monitoring system for smart home to ... (
» Extracting semantics of automation rules from different platform apps L C
» Modeling devices and rules deployed on each platform S

» Identifying the behavior of rule execution from the runtime environment ,,

and detecting anomalies

» Mining potential threats among various rules and proposing security
policies to mitigate them
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‘CP-loT
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I l Function
- Device Handler
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Storage Automation Logic
Cloud Engine
D oo System
Official App IFTTT Model
< Smart Home

CRT Mining (§VI-B)
— %Hr Threat Mitigation (§VI-C)
-2 Rationication o ————
)
Correlation Channel 1l b A SRA Cause
2 *| Graph Inference Analvsi
Analysis y Analysis
x CyberSpace & Physical
Interactions l’
CRT 3-6 Identification 5 CRT Enhanced
Symboli e 2 éh':) Edicy
vmbolic - g — =0
Representation D —_ K k
Automation Conflict m
SRA Detecti 3VI-A Rulery — Ruler
efection (§ ) 1 4 Anomsaly
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) Cause-Effect I Execution Graph I Consistency Rule v’ — Rule _r! Normal
Runtime Traffic Sequence . Eq C; ot
Generation :' 53,)—>65)>65,) : Chrtkme 04 09 00 08 L0 05 01 gV .
Rule Automation Rules Extraction (§V-A) Behavior Graph Construction(§V-B) L T}Sh T:z T?
o — ; 1 1
De;cnptlon 1 Description :" Device State Rules . a
age Analvsis User Policy , i Integration ¢ g
—
Rule ——— o9
Configuration [~ C.onfiguram?n Event Relationship
Page Page Analysis | _4uiomation Rules Construction

CP-IoT is a monitoring system for automation rule and device behaviors.
CP-IoT supports multiple smart home platforms.
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¢  *Automation rules extraction

Return home Shower at certain time
on lights and air naoie
conditionin 19, Cl0S urtains B

Cancel Edit routine
Return home
When you return home, turn on lights and appliances for a . .
relaxing home stay shower at certain time
If
2016
Every day

gL | | , ‘I‘ Then

Send notification to members
- It's time to bath

Return home with the lights on

Turn on the lights when you return home, with a Delete
warm welcome from Mi Al Speaker I

| Description: When you return home, turn on lights and air conditioning and close the curtains.l

ﬂ | Denpendcy Tree Parsing |

lyl=d

Unj nd
advmod onj:an \ \ dobj
wra! @E‘"”\fgp‘f“m‘@ +p unct: s compoul nd prtaRP m.{ C Emb:ampo und feg ﬂ/@"%

When you return home , turn on lights and air cond|t|on|ng and close the curtains .

ﬂ | Lemmatization and Partition |

when| ‘you| [return| [home|
Event Part; | 22= Yoo fEem fome |Command Part:
When you return home

ﬂ |CapabilityMatching |

turn] on] [ight] [turn] (on] [air| [conditioning] [close] [the] [curtain]
turn on lights turn on air conditioning close the curtains

1.Arrival Sensor(presence.present) 1.Smart Light Bulb(switch.on) IAC{swﬂch.on)\' I

3.Motion Sensor(motion.active) 2.Fan Light(switch.on)y/

|Curtain(curtain.down)\-" |

ﬂ | Rule Generation |

1. Ep resence.present C w:nch on & Cswrcho & Cgtgmm down | |_T1 Sma[‘t ]_lgh't Bu|b LT2 Fan nght |

LT2
2 Eﬂ resence.present Csw:r ch.on & Cswerch on & Cc rtain.down

Rule description page Rule configuration page NLP Analysis ¢ < :

® Two-stage analysis method on app pages :

» First Stage: Apply NLP analysis to collect semantics in rule description sentences.
» Second Stage: Extract user-defined parameters from the rule configuration page and supplement first-

stage rule semantics. 024



® “Behavior graph construction

N\ Rules Integration - One Event

Rule R1 Representation

Device State Representation

e—e “Scene Control” Edge

—s “Event” Edge K k
Rules Integration — Two More Events | __ «commana” Edge

R1: Emoetion.active(E1) — Cswitch.on(C1)

ll\

Ew ent Relationship Construction

Rule R Replesentatlon

_______ P
u@i DI I._;. C'
1 E ;r,<u>'
A2 2 > )
“Devu'e” Node @ “Halonc"Node
“State” Node R2: Emotion.active(E1) & Emode. home (E3)~ Cswitch.on(C2)

® Building a centralized graph containing information from multiple platforms

» Model device information and device state as nodes
» Model the event and command parts of a rule as edges between state nodes
» A state transfer chain represents the execution specification of a rule 024



Runtime Behavior Identification - Event& Command Fingerprinting @
> AN
Type Statistic Notation _Deséription
The traffic generated by a : Packet size will vary
- P — s 5 TR S s
{p1,p2, PN} rule execution(N packets) - ' o EyRIGIDRa
) o . B WiFi(0), Z-Wave(1)
1 Packet o2 Zigbee(2), Bluetooth(3)
Diesation o 0: device — frout.er
Split the traffic into flows l: router — device
P={P,P,,..,Pq} st Z |Pil = N of events/commands Inferval f Average
i=1 ! packet interval
1 Flow Length fo The length of
Constructing fingerprint for each i o .
event/command P; (has s packets)
pl,sl pl,.sz pl..53
p2,81 p2_,82 p2,83
S : E E .fP.i, :(.f?:,ls .fz',2) Execute the rule T times and
Ps,;si Ps,s2  Ps,sa —) perform KMeans clustering on
the resulting T event fingerprints \ \
Packet-Level Flow-Level 2 2P
Fingerprint Fingerprint Eliminate the effects of network
latency and signal interference
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Runtime Behavior Identification - Cause-Effect Sequence Generation g

@ o
. | No Beacon > T
A -7 | N RN
NN oy 17071 | LYININ r @ @
| INRER B IN flow, ' flow, flows
( 1 ; I
} Al AcHe0S Effect Part
20 ) @ o
Split th d effect part
flow, flow,  flow; Other Flows ® P R e R
(D Split the fraffic into multiple flows "

@ | EEE X
@ Sequence Combination 4 | Same aso argmin | A- D (F;, fJ) + 5 D (M;, mj) st.dy+d, <d

' Fingerprintl Fingerprint2 E;/C; ™
1): - - ause- :
( ) o 9+o III II Cswatch - C;ﬁ'atch on Flow dy Packets dp
) 0+(9+9) © I ) 3) 9 o .
- Canxers EMS plock Calculate the Manhattan Distance
motion.active “lock.locked :
29, 5@,. 9/’ 1) g;q“‘re. a? and select the event/command that
& @ gerprints .. . .
(1)- 0 9 2): @ | Fingerprint Matching in VLA 2) has the minimum weighted distance
T oe
-  ad®) Anomaly Detection

» Match runtime flow features( f j» mj)with all fingerprints(F;, M ;) to identify which event occurs

» Combine multiple events and commands into cause-effect sequence based on dependencies
» Convert cause-effect sequence to the rule execution graph 2024
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Single-Rule Anomalies(SRA) detection o @
AN
= F1 o €1 . Interpretation _ . . .
- W Femme 7 ® Specification Matching
Specification Graph Gg, Cause: Network Delay/Attacker
- - - Solution: Checking network and put device
SRS CEapt Ser Dy closer to the router/gateway. > Locate the most similar part in the centralized
@| Anomaly: SRA J graph based on all the events and commands
Cause: Device Defect/Interference/Attacker . . .
[ Solution: (1) Update firmware. Contalned 1mn the executlon graph.
(2) Design device start and stop strategy.
@ Anomaly: SRA3 ] o o
.\ Cause: Device Defect/ Network Delay /Attacker ® ConSlStency CheCklng
Solution: (1) Update firmware.
(2) Checking network and put device D; closer
to the router/gateway. » Calculate the similarity between two graphs based
D goaty: suad ¥ on node attributes, edge attributes and topology
Cause: App Defect /Attacker
Suiut.im.lz SCI‘ limited device management
ST » Any inconsistency that occurs is an anomaly
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Cross-Rule Interactions Discovery o @
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- Rule R4 Rule R,
 RuleRr, Rule R, e [ = =
. ) . - . - . ERg, CRr, Chamel ERg, C@z )
Er, Cg Er, Cg, cheater 1 SemeOr sture.high

® Cyberspace Interactions ® Physical Interactions
» The result of the execution of Rule R4 change the

physical environment and indirectly trigger Rule
R>

» The result of the execution of Rule Ry can
directly trigger Rule Ro

» Constraints: Cgr, 2 Eg .
1 2 » Physical Correlation Analysis: Applying the

BERT model to calculate the correlation scores
between the command actions of each rule and
the 11 physical channels.

A
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Type Representation
= : . dg1 € Cr1,q92 € Cr2
Action Conflict . . qs
CRT3 87 = qi.suc, 85 = ga.s5uc
s.t. 87.cp = 83.cp, S7.val # S5 .val
, ; dg1 € Cr1,92 € Cr
Action Duplicate . a ! qf 2
CRT4 8y = gi:5ue; 55 = ¢a.suc
s.it. 87{.cp = 85.ep, S7.val = S35 .val
E(]'1 = O'r‘l_-. dn & C“r"n.
Action Reverting 5! = .50, 8. =,.suc
CRTS s.t. 8i{.cp = 83.cp, S{.val # S_ .val,
V?:_f (Fi3 7"5—4—1) = Scyb/sphy
Action Loop s.t. Er1 C Crn
CRTo V?:_ll (?‘,;_._ ':-"?;_4_1) € Scyb/Sphy
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Symbolic Representation

Representation of various interference types as N
constraints on graphs based on their semantics.
Graph Positioning

For action conflict and action duplicate, find two
rules on the graph that satisfy the constraints.

For action reverting and action loop, find two

more rules on the graph that satisfy the
constraints.
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® Testbed

® @
(Y
Sensors/
. Wireless Switch
Homepod
® o=, 0 Y B
:@wnvz u
] Aqara ;A"
Hub E {;) o

A ‘Q | | Fan  Thermostat k ‘ ‘

Lights Cameras Smart <1

Plugs ,
Tighee' Humidifier Purifier
Pt S"%Ei “gsf.f.,. U ) & ® >
5 €Y Sensors
® Real Testbed ’
» 32 IoT devices and 4 platforms: Homekit, SmartThings, Google Home, Xiaomi Home «

» Automation rules: SmartThings(105), Homekit(128), Google Home(160), Xiaomi Home(192)
» Anomalies: Each rule injects four anomaly types

NDSS ...
‘ Internet

SYMPOSIUM/2024 Society #NDSSSymposium2024

¥D

,



® Testbed
o O
@ o
= @ ( ‘ (
Q §
Entrance r{ l'{ F{ 1 m i k ‘ ‘
& -Kitchen ,_{ [ Dining Room } ’_{ Wardrobe Room
[ o A AT | = ® o
A :OnWall A : On Ceiling : Sensor : Executor
® Simulation Testbed ’
»> 54 10T devices ;

> 2491 automation rules: Crawl 10796 applets from the IFTTT website and 82 SmartApp from the
SmartThings Public GitHub Repository, and filter 2491 rules associated with these devices.

\
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“ Rule Extraction Accuracy

% /
N
- | Word2Vec [47] BERT [38]
i DAnalysis  +CAnalysis | DAnalysis  +CAnalysis DAnalvsis: D it P Analvsi (
o SmartThings(105) | 89.52% 92.38% 9T.43% 97.14% nalysis: Lescription rage Analysis
Apple Homekit(128) |  89.06% 96.09% 92.97% 99.22% CAnalysis: Configuration Page Analysis
Google Home(160) 83.13% 95.63% 91.25% 98.13% k L
Xiaomi Home(192) 85.94% 91.15% 88.02% 98.96%
b

» Using Word2vec or BERT for device capability matching and BERT outperform Word2vec.
» BERT average accuracy higher than 98.9%

» A percentage of the description statements are ambiguous, and the accuracy of rule semantic
extraction can be improved by configuration analysis
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CP-IoT(T;=2,d=7)
Samsung SmartThings(105 rules)
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Apple Homekit(128 rules)
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CP-loT(T;1=1,d=T7)

1.0000
0.9975
0.9950

0.9925
0.9900

0.9875
0.9850

0.9825
0.9800

1.00

0.99

0.98

0.97

0.96
0.95

“ Anomaly Detection Performance

CP-loT(T; =2,d =5)
Google Home(160 rules)

CP-loT(T; =1,d =5)
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» Average precision: higher than 99.0%
»> Average recall of CP-IoT with the best configuration: higher than 98.0%.

T 4, d: Predefined parameters
T 1: Time interval of dependencies
d: Allowable error range for fingerprint

matching

> False Negative Causes: (1) Small packet deviation (2) Fail to get the log information
(3) SmartThings have high response latency and may be caused by proxy servers.
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“ Cross-Rule Threats Discovery Performance

AN
No. | Rulel Rule2 Type | Testbed | Risk | No. | Rulel Rule2 Type | Testbed | Risk
I ;ﬁfelssg?:ce..present = C;fif;;;ch.on rsrfgﬁg;.active — Ci:.f:::z:hon P R Low 9 E‘rsn\.ga;ltig;,active — C;igz‘,tch.on Ez's!?:_:;?:‘nance,hégh i Cfu%;tdﬂgEShade.close p S Low
2 ts.rfg;fl?;on.active — C:S:?;}ff;:,er Eft-'erﬂ:gfwet ot Cii%z:‘.blue P R Low 10 Eéeg.sdoe?;e.cted = Cé?::ﬂm.sireﬂ E:sz'rsl?i.]rhigh i Cgo]fume.down P S Low
3 | B e VO | B 0 B |R Dow | U | BESE v P Oinim | B o “Oher P IS High
SENSOT an SENSOT ermosta % SENSoT humidi fer ower M eter camera ¥
4 Esmoke..detecte.d — ngitch,on Etemperature.low — C:r‘:.lode.he;tt P R H]gh 12 Ehumidity.low — Cswitch,gn gnergy,hitgh — Cswitch.off P S H]gh
) Egzgfooz,p-ressed & C:r?ﬁé;f:;?t Etsgf?’espce’:“ature.high — Osfti;;ch.on P R Low 13 E;ﬁ:fggt.closed — O.E;.Etch.off E.:;E'rslﬁ]:‘low — O:&ﬁggaon P S H]gh
6 E::;;Z:atu-re.low = Csfzi?tch.off Efrf;ﬁg;,inactive = Cscfu?éz£?on P R H]gh 14 Ecsif:sle:UeLhigh — C;E:?Z?Eh.on E;i?:gr:ce.present T Cfggif.uniocked P S H]gh
7 gg?‘?tsggﬁ‘open =2 C'izﬂzti:h.on Eiﬁ:ﬁih.aa Ci;%:i.b!ue C R Low 15 Eisﬁzgﬁfnance.low = Ciig:::h.on E.i:ﬂ;f:h.on = O&%;ﬁ:ﬁigs}mde.opeﬂ C S Low
8 Eg;;?;(,gnight — C;Eoocﬂ?night Erj:‘lfoocgze.ﬂight = C;;?:zg?on C R H]gh 16 Ersrfe;liig;,active —# C;Eooziﬁhome Ef:lfoo(f;home — Ctt;?:gg:vu.opeﬂ C S H]gh
Found some typical cross-rule interactions
o ° ° ) 7
— — » Find more cross-rule interactions: CP-lIoT
: loTGaze iRuler CP-IoT . . .
Kind considers more channels and rules combination
Physical Interactions(CRT1) 827 N/A 1461
4 <

Cyberspace Interactions(CRT2) 344 N/A 1072

Action Conflict(CRT3) NA - 4619 4723 » Slightly more cross-rule interferences: both

Action Duplicate(CRT4) N/A 6025 6108 CP I T d R 1 f 1

Action Reverting(CRTS) N/A 2704 2855 -lol" and 1Ruler pertorm a complete

Aciien Loop(tde) A o 2B searching of the rule combination space, but CP-

[oT considers more feasible rule chains
Presented by triggered by multiple physical interactions.
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Thanks for listening!
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