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FIDO2

This Photo by Unknown Author is licensed under CC BY-NC

Web serverHardware Security Key (HSK) FIDO2 client (browser)

3

http://pngimg.com/download/25933
https://creativecommons.org/licenses/by-nc/3.0/


FIDO2

This Photo by Unknown Author is licensed under CC BY-NC

Web serverHardware Security Key (HSK) FIDO2 client (browser)

1. Registration request

4

http://pngimg.com/download/25933
https://creativecommons.org/licenses/by-nc/3.0/


FIDO2

This Photo by Unknown Author is licensed under CC BY-NC

Web serverHardware Security Key (HSK) FIDO2 client (browser)

1. Registration request

2. Challenge, user and RP info

5

http://pngimg.com/download/25933
https://creativecommons.org/licenses/by-nc/3.0/


FIDO2

This Photo by Unknown Author is licensed under CC BY-NC

Web serverHardware Security Key (HSK) FIDO2 client (browser)

1. Registration request

2. Challenge, user and RP info
3. Challenge, user and RP info

6

http://pngimg.com/download/25933
https://creativecommons.org/licenses/by-nc/3.0/


FIDO2

This Photo by Unknown Author is licensed under CC BY-NC

Web serverHardware Security Key (HSK) FIDO2 client (browser)

1. Registration request

2. Challenge, user and RP info
3. Challenge, user and RP info

5. Public Key, Signed Challenge

4. Key press

7

http://pngimg.com/download/25933
https://creativecommons.org/licenses/by-nc/3.0/


FIDO2

This Photo by Unknown Author is licensed under CC BY-NC

Web serverHardware Security Key (HSK) FIDO2 client (browser)

1. Registration request

2. Challenge, user and RP info
3. Challenge, user and RP info

5. Public Key, Signed Challenge

4. Key press

6. Public Key, Signed Challenge

8

http://pngimg.com/download/25933
https://creativecommons.org/licenses/by-nc/3.0/


FIDO2

This Photo by Unknown Author is licensed under CC BY-NC

Web serverHardware Security Key (HSK) FIDO2 client (browser)

1. Registration request

2. Challenge, user and RP info
3. Challenge, user and RP info

5. Public Key, Signed Challenge

4. Key press

6. Public Key, Signed Challenge

9

http://pngimg.com/download/25933
https://creativecommons.org/licenses/by-nc/3.0/


Browser Extensions Analysis
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• 105,381 out 211,026 extensions

• 246 extensions has more than 1 
million users
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Attacks
and
Their Feasibility – User Study
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Attack 1 – Synchronized Login
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Attack 1 – Synchronized Login

Synchronized login to chase.com while user logs into github.com
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User study 
RQs

RQ1 Synchronized login–

a) How do users interpret pressing the HSK button 
twice before logging in?

b) Do they detect the attack by observing the 
browser’s popup displaying the website name?

15



User study 
RQs

RQ1 Synchronized login–

a) How do users interpret pressing the HSK button 
twice before logging in? 

• No one considered it malicious 

b) Do they detect the attack by observing the 
browser’s popup displaying the website name? 

• 1/ 20 participants detected
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Attack 2 – Clone Detection Bypass

This Photo by Unknown Author is licensed under CC BY-NC

Counter = 230 Counter = 230
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Attack 2 – Clone Detection Bypass

This Photo by Unknown Author is licensed under CC BY-NC

Increments counter after signing an auth request Increments counter on every successful authentication

Before Counter = 230

After Counter = 231

Before Counter = 230

After Counter = 231
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Attack 2 – Clone Detection Bypass
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Attack 2 – Clone Detection Bypass

This Photo by Unknown Author is licensed under CC BY-NC

Authentication failed

Counter = 232

Before Counter = 231

After Counter = 232
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After Counter = 232
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Attack 2 – Clone Detection Bypass

This Photo by Unknown Author is licensed under CC BY-NC
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Before Counter = 232
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Attack 2 – Clone Detection Bypass
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User study 
RQs

RQ2 Clone detection–

How do users interpret clone detection error messages 
they encounter during the login process? 

No participant considered it a malicious behavior

P2: “It worked the second time so it might have just

been an error in when I inserted the key.”
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Attack 3 – Double binding

This Photo by Unknown Author is licensed under CC BY-NC

Internet

Web server

FIDO2 client

Victim’s HSK
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User study 
RQs

RQ3 Double-binding–

a) How do users interpret when they receive two 
registration emails after a HSK registration?

b) How do users interpret the addition of a rogue 
HSK they encounter on the settings page?
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Attack 3: Double binding – Email Notifications
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Attack 3: Double binding – Email Notifications

P11: “It doesn’t seem like there was any suspicious activity. There were 

only 3 emails and 2 of them talked about 2-step authentication processes.”
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Attack 3: Double Binding – Settings Page
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Attack 3: Double Binding – Settings Page
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User study 
RQs

RQ3 Double-binding–

a) How do users interpret when they receive two 
registration emails after a HSK registration? 

• No participant considered it malicious 

b) How do users interpret the addition of a rogue HSK
they encounter on the settings page? 

• 1/20 participants observed it
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Recommendations

• Include and highlight Nicknames, Make & 
Model in email notifications

• Require HSK authentication before adding a 
second HSK

• Provide more specific context in Error 
messages
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Improved Clone Detection Algorithm

Before Counter = Hash(𝐶ℎ𝑎𝑙𝑙𝑒𝑛𝑔𝑒5)
Before Counter = Hash(𝐶ℎ𝑎𝑙𝑙𝑒𝑛𝑔𝑒5)

𝐶ℎ𝑎𝑙𝑙𝑒𝑛𝑔𝑒6

1. HSK and server saves the hash of the request’s challenge
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Improved Clone Detection Algorithm
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Before Counter = Hash(𝐶ℎ𝑎𝑙𝑙𝑒𝑛𝑔𝑒5)
Before Counter = Hash(𝐶ℎ𝑎𝑙𝑙𝑒𝑛𝑔𝑒5)

𝐶ℎ𝑎𝑙𝑙𝑒𝑛𝑔𝑒6

Before Counter = Hash(𝐶ℎ𝑎𝑙𝑙𝑒𝑛𝑔𝑒6)
Before Counter = Hash(𝐶ℎ𝑎𝑙𝑙𝑒𝑛𝑔𝑒6)

1. HSK and server saves the hash of the request’s challenge

2. HSK returns Hash(previous challenge) on next authentication to RP

Hash (𝐶ℎ𝑎𝑙𝑙𝑒𝑛𝑔𝑒5)



Improved Clone Detection Algorithm
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Before Counter = Hash(𝐶ℎ𝑎𝑙𝑙𝑒𝑛𝑔𝑒5)
Before Counter = Hash(𝐶ℎ𝑎𝑙𝑙𝑒𝑛𝑔𝑒5)

𝐶ℎ𝑎𝑙𝑙𝑒𝑛𝑔𝑒6

Hash (𝐶ℎ𝑎𝑙𝑙𝑒𝑛𝑔𝑒5)Before Counter = Hash(𝐶ℎ𝑎𝑙𝑙𝑒𝑛𝑔𝑒6)
Before Counter = Hash(𝐶ℎ𝑎𝑙𝑙𝑒𝑛𝑔𝑒6)

1. HSK and server saves the hash of the request’s challenge

2. HSK returns Hash(previous challenge) on next authentication to RP

3. RP verifies if it matches with previous challenge’s hash



Improved Clone Detection Algorithm
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Authenticator Cloned device Relying party

x=hash(challenge0) x x

Attacker authenticates with challenge1



Improved Clone Detection Algorithm
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Authenticator Cloned device Relying party

x=hash(challenge0) x x

Attacker authenticates with challenge1

x z=hash(challenge1) z=hash(challenge1)

Victim gets clone detection error message



Summary

• Demonstrated the feasibility of seven local the attacks

• Prototyped a malicious browser extension

• 105,381 out of 211,026 chrome extensions have 
sufficient permissions

• No evidence of these attacks in the wild

• Two user studies (n=80, n=20) shows the 
ineffectiveness of current error messages, email 
notifications, and change in the UX due to attacks

• Improved clone detection algorithm and recommendations
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Thanks!

QUESTIONS?
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