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Acoustic Principle
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The production of finger-swiping sound 
• Friction (the elastic deformation between the fingertips and the screen)
• Dynamics (the vibrations and waves propagate between the finger and the screen)
• Acoustics (audible roughness sound radiates from the finger to the microphone)

Fingertip morphological features

Finger-swiping friction sound

[1][2][3]



Acoustic Principle
The ridges of fingerprints reduce the contact area between the finger pad and the 

screen, resulting in variations in frictional radiation of air, solid vibration, and wave 
propagation modes



We propose PrintListener, a novel attack to predict fingerprint patterns by leveraging
users’ swiping actions and then synthesize a stronger fingerprint minutiae attack templates

Our Idea



Advantages of PrintListener

No access to personal devices

No additional user action

Stealthiness

Pervasiveness

Print
Listener



Challenges
 The sound intensity of finger friction from users is extremely weak, typically ranging
from 0.2 to 0.8 S

Target signal1 Target signal2



Challenges
 Friction sound characteristics are often influenced by users’ physiological and
behavioral features

pressure velocity varied swiping trajectory



Challenges
 After inferring the primary pattern features of fingerprints, the potential search space
for the secondary features corresponding to fingerprints of the same pattern is vast
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System Overview



 BackGround Noise Isolation
• A finite impulse response high-pass filter (FIR) with a 4 kHz passband to

eliminate low-frequency noise while preserving the fingerprint information

Data Pre-processing



 BackGround Noise Isolation
• A finite impulse response high-pass filter (FIR) with a 4 kHz passband to

eliminate low-frequency noise while preserving the fingerprint information

 Noise Compensation
• To enhance the target signal degraded by additive noise without introducing any

distortion

Data Pre-processing



 Friction Event Segmentation
• Step1: Silent regions exclusion
• Step2: Full-frequency energy verification
• Step3: Duration verification

Data Pre-processing



 Friction Event Segmentation
• Step1: Silent regions exclusion
• Step2: Full-frequency energy verification
• Step3: Duration verification

Data Pre-processing
 Data Augmentation

• Time Stretch
• Pitch Shift



Fingerprint Pattern Mapping
 Interpretable Audio Features Extraction

• Identifying a candidate feature set (6 frequency-domain features and 3 cepstral-domain features)

MFCC Spectral Centroid

Spectral ContrastMel spectrogram



Fingerprint Pattern Mapping
 Deep Representation Features Extraction

• Learning representative acoustic features using a pretrained VGGish-based CNN Encoder

Weighted Joint Prediction



PatternMasterPrint Generating
Whorl Left Loop Right Loop

Level 1: pattern

Level 2: minutiae points

Ridge ending Bifurcation Lake Independent 
ridge

Point or Island



PatternMasterPrint Generating
 Crucial Region Area Detection

• Find the area with a high probability of fingerprint minutiae collision in the fingerprint image

Minutiae Random Restart Hill Climbing
• Throughout the iterative process, the best performing detail template serves as the stored state

Synthetic PatternMasterPrint Genuine Fingerprint
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Evaluation Setup
 Dataset

• 65 subjects in the data collection (24 females and 41 males)

• Compiled friction sound datasets under different devices, e.g., Pixel 4, iPhone 13 and Samsung A20S, 
different experiment environments, e.g., conference room, office and playground

• Compiled fingerprint datasets of PatternFinger(the complete fingerprint dataset), FingerPassDB7 (the 
partial fingerprint dataset ) and Livedet2011 ItalData (the complete fingerprint dataset)

Metrics
• Weighted-average precision (wP), Weighted-average recall (wR), F1 score
• Weighted attack success rate (wASR)



Results by Using Different Classifiers

 VGGish-like+KNN outperforms the other networks with an accuracy of 88.4%



Impact of Sampling Rate 

 The recall in classifying the fingerprint pattern gradually decreases as the sampling rate 
decreases

32 kHz is a commonly used sampling rate in most audio and video social networking 
software



Impact of Fingerprint Integrity
The wASR of partial fingerprints is significantly higher than that of complete fingerprints
The wASR of synthetic PatternMasterPrints is generally higher than that of sequential 

PatternMasterPrints and independent PatternMasterPrints



Impact of FAR Security Setting
 The wASR decreases at a lower FAR value setting (higher security), while more test 

subjects can be successfully attacked at a higher FAR value setting (lower security)

 The attack success rates are 52%, 48.8%, and 53.7% of users with the left loop, right 
loop, and whorl fingerprints within 5 attempts while FAR=0.1%



Baseline Comparisons
 The MasterPrint sequences selected through pattern prediction generally have higher 

attack success rates than those without pattern prediction

 Partial Fingerprints
• At the highest security FAR setting of 0.01%, PrintListener achieves the average 

wASR of 27.9% within 5 attempts



Baseline Comparisons

 Complete Fingerprints
• At the highest security FAR setting of 0.01%,  partial  achieves the average wASR of 

9.3% within 5 attempts

 The MasterPrint sequences selected through pattern prediction generally have higher 
attack success rates than those without pattern prediction
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Defense

Correct some users’ habit
• Avoid performing swiping operations during call

Audio/video social and communication apps
• Lower audio sample rates
• Destroy finger frictional sound features
• Implement pop-up reminders



Discussion

Attack feasibility via social networking apps



Discussion

Attack feasibility via social networking apps

Frictional sound on different films



Summary

We uncover a new side-channel attack on fingerprint and propose PrintListener,
which leverages users’ swiping actions on the screen to identify the fingerprint
pattern and conduct more powerful dictionary attacks

PrintListener can automatically capture the pattern features of fingerprints from a
large number of raw recordings and generate targeted synthetic PatternMasterPrints

Extensive experimental results in real-world scenarios show that Printlistener has
strong attack power on fingerprint authentication



Thank you!

Q & A
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