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Hypervisor	vulnerabilities:	VMware	[1],	Xen	[2],	SaltStack	[3]

[1]	https://www.virtualizationhowto.com/2018/11/vmware-esxi-successful-vm-escape-at-geekpwn2018-security-patch/

[2]	https://thenewstack.io/privilege-escalation-information-leak-flaws-patched-xen-hypervisor/

[3]	https://www.datacenterknowledge.com/security/hackers-exploiting-saltstack-vulnerability-hit-data-centers



Our	goal:	Trustworthy	Sketch-Based	Telemetry

6

Correct	telemetry	of	

in/out	network	traffic

In/out	network	traffic

Network

Detect	DDoS	attack

Correct	Accounting

Operator

Server

Hypervisor


Sketch

VM VM VM



Our	contribution

7



Our	contribution

● Formulate	requirements	for	trustworthy	sketch-based	telemetry.

7



Our	contribution

● Formulate	requirements	for	trustworthy	sketch-based	telemetry.

● TrustSketch:	based	on	enclave	and	SmartNIC.

7



Our	contribution

● Formulate	requirements	for	trustworthy	sketch-based	telemetry.

● TrustSketch:	based	on	enclave	and	SmartNIC.

● Evaluation	shows	that	TrustSketch	is	safe	with	low	performance	
overhead.

7



Talk	Outline
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Existing	solutions	cannot	meet	the	requirements.
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Existing	Solutions
Integrity

Performance Generality
Compute Memory Input

Cross	checking[1] ✓ ✓ ✓ ✕ ✓

Code	attestation[2] ✕ ✕ ✕ ✓ ✓

Secure	memory[3] ✕ ✓ ✕ ✓ ✓

[1]	Planck:	Millisecond-scale	monitoring	and	control	for	commodity	networks.	SIGCOMM	14.

[2]	Flexible	OS	support	and	applications	for	trusted	computing.	HotOS	03.

[3]	AMD	Secure	Memory	Encryption	(SME).
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Attack	Type Attack Baseline	
(Unsafe)

Safebricks	
(Enclave	Only) Trustsketch

Compute Modify	runtime	library ✕ ✓ ✓

Memory
Modify	counter ✕ ✓ ✓

Modify	flow	keys ✕ ✓ ✓

Input

Inject	packets ✕ ✕ ✓

Drop	packets ✕ ✕ ✓

Modify	packet	header ✕ ✕ ✓



Evaluation:	Performance
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Compared	to	Baseline	(unsafe),	TrustSketch	degrades	throughput	by	7%.
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Evaluation:	Accuracy
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TrustSketch	has	the	same	accuracy	as	Baseline	(Unsafe).
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Summary

● Sketches	are	attractive	for	resource	efficient	telemetry	in	cloud.


● Existing	architectures	can	be	insecure	if	deployed	naively.


● Contributions:

○ Formulate	trustworthy	sketch-based	telemetry	problem.


○ TrustSketch:	based	on	enclave	and	SmartNIC.


○ Evaluation	shows	that	TrustSketch	is	safe	with	low	performance	

overhead.
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