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Applications of g-SDH parameters

* Short signatures

Cryptographic Accumulators

* Vector commitments

* Constant size polynomial commitments
* SNARKSs

* Verifiable Secret Sharing

e Randomness Beacon
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Our Goal

VIPC protocol to generate of Powers of Tau in an asynchronous network

System model:
e n = 3t + 1 nodes among which up to t are corrupt
e Asynchronous network:

* Message delays could be arbitrary
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Generic MPC based approach G 726 749G

G T2G 4G Exponentiation Circuit
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- MPC over both field F and group G ol o]

+ MPC over only field [F
+ O(log q) rounds

- O(g) multiplication units

Multiplication units are expensive, per party .(ng) communication costs
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- Post G, 7, G, 72G, ..., 7{ G
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- Download Gy, Gy, Gy, ..., Gg
G -Sample 7, « TF;
)

- Compute G, 7,Gy,75Gy, ..., 75 Gg

- Broadcast Gy, TGy, 735Gy, .., T, Gy

Final output: G, (7175 - 7,,)G, (t173 - 7,)?%G, - (1175 - T,)9G

+ Parties need not be fixed a priori - Require QL(n) sequential broadcasts
+ Only one honest party is needed - Does not work in asynchrony
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Specialized asynchronous MPC for generating Powers of Tau

Three phases:

. — ] — — 1G

— 21 —— -— 2
— Async —’[T]_’ Squanng [T ] EXpOnen T G

DKG MPC —>[T4] . tiation R T3G
: Protocol

— [79] — . 4G

Only O(log g) multiplication units are needed

All parts can be implemented with expected O(log g + log nn) rounds
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>

? Asynghgg”‘)us —[2],[z]lG  where [£]G = [t],G, []5G, ... [t]G

2

|7]G are also called as threshold public keys

 We use the Asynchronous DKG protocol from [DXKR’23]
e 0(n?) per-party communication cost
* O(logn) expected rounds
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Double sharing generation from [DXKR’23]
e Per party per unit communication cost of 0(n?)
* Per party total communication cost of 0(n“log q)



Step 3: All exponents



Step 3: All exponents

[T

1)L

)

17 L

]G —

721G — o
_74: G Exponentiation
TG Protocol
)G ——



Step 3: All exponents

[z],I7]G — — G
i 2

7%, 177G Exponentiation TG
4], -T4-G—:’ Protocol . T°G

7], [77]G — — 719G



Step 3: All exponents

[z],I7]G — — G
i 2

7%, 177G Exponentiation TSG
T L1 G—’ Protocol . * G

7], [77]G — — 719G

Example: °G



Step 3: All exponents

[z],I7]G — — G

27 [+210C —— . — T2
7], 1t7]G Exponentiation TG

e : 3
T TG Protocol — 17°G

7], [77]G — — TG

Example: G = (7%27)G



Step 3: All exponents

27 [+210C —— . — T2
7], 1t7]G Exponentiation TG

47 1C —» . +3
T TG Protocol — 17°G

7], [77]G — — TG

Example: 7°G = (7221)G = 72(7%G) - (7G)



Step 3: All exponents

27 [+210C —— . — T2
7], 1t7]G Exponentiation TG

47 1C —» . +3
T TG Protocol — 17°G

7], [77]G — — TG

Example: 7°G = (7221)G = 72(7%G) - (7G)




Step 3: All exponents

27 [+210C —— . — T2
7], 1t7]G Exponentiation TG

47 1C —» . +3
T TG Protocol — 17°G

7], [77]G — — TG

Example: 7°G = (7221)G = 72(7%G) - (7G)

Protocol:




Step 3: All exponents

7], [t]G — —— 16

27 [+210C —— . — T2
7], 1t7]G Exponentiation TG

. : 3
T TG Protocol — 17°G

7], [77]G — — TG

Example: 7°G = (7221)G = 72(7%G) - (7G)

Protocol:
1. Each node i publishes [t%];(72G)




Step 3: All exponents

7], [t]G — —— 16

27 [+210C —— . — T2
7], 1t7]G Exponentiation TG

47 14 3
T TG Protocol — 17°G

7], [T91]G —— — . 714G

Example: 7°G = (7221)G = 72(7%G) - (7G)

Protocol:

1. Each node i publishes [t%];(72G)
2. Interpolate [72];(72G) in the exponent to compute 72 (72G)




Step 3: All exponents

7], [t]G — —— 16

27 [+210C —— . — T2
7], 1t7]G Exponentiation TG

: . 3
T TG Protocol — 17°G

7], [T91]G —— — . 714G

Example: 7°G = (7221)G = 72(7%G) - (7G)

Protocol:
1. Each node i publishes [t%];(72G)
2. Interpolate [72];(72G) in the exponent to compute 72 (72G)

3. Compute t2(7%G) - (zG) = t°G




Step 3: All exponents

7], [t]G — —— 16

27 [+210C —— . — T2
7], 1t7]G Exponentiation TG

: . 3
T TG Protocol — 17°G

7], [T91]G —— — . 714G

Example: 7°G = (7221)G = 72(7%G) - (7G)

Protocol:
1. Each node i publishes [t%];(72G)
2. Interpolate [72];(72G) in the exponent to compute 72 (72G)

3. Compute t2(7%G) - (zG) = t°G




Step 3: All exponents

7], [t]G — —— 16

27 [+210C —— . — T2
7], 1t7]G Exponentiation TG

-4 : 3
T TG Protocol — 17°G

7], [T91]G —— — . 714G

Example: 7°G = (7221)G = 72(7%G) - (7G)

Protocol:
1. Each node i publishes [t%];(72G)
2. Interpolate [72];(72G) in the exponent to compute 72 (72G)

3. Compute t2(7%G) - (zG) = t°G

* Naively O(n) per-party communication per exponent



Step 3: All exponents

7], [t]G — —— 16

27 [+210C —— . — T2
7], 1t7]G Exponentiation TG

: . 3
T TG Protocol — 17°G

:TCI:, :TCI:G_, _, TCIG
Example: 7°G = (7221)G = 72(7%G) - (7G)

Protocol:

1. Each node i publishes [t%];(72G)
2. Interpolate [72];(72G) in the exponent to compute 72 (72G)

3. Compute t2(7%G) - (zG) = t°G

* Naively O(n) per-party communication per exponent
e Batch amortization optimization to get O(1) per-party communication cost
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Expected rounds: O(log n + log q). Can me made O(log q)
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Implementation Details

Implemented in python with rust for cryptography

Available at https://github.com/sourav1547/qsdh-py

Evaluation with up to 128 AWS nodes
Round-robin protocol as baseline
 n|M| as bandwidth usage of broadcast

 Computation cost of broadcast is free
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For example, with g = 216, Ours: 1037 seconds, Baseline: 3580 seconds (3.4%X)
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For example, with g = 21¢, Ours: 13.57 MBytes, Baseline: 96 MBytes (7X)
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Thank You (souravd2@Illlinois.edu)
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