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Is Linux kernel safe?
Open bugs Total reported Total fixed

Bugs found by syzbot
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Upstream bugs impact

High-risk upstream bugs: ~183 Real-world Exploits from 
syzbot: ~5

CVE-2022-0185
CVE-2021-22600
CVE-2021-22555
CVE-2021-4154
CVE-2021-3715

Table from {SyzScope: Revealing High-Risk Security Impacts of 
Fuzzer-Exposed Bugs in Linux kernel} USENIX 2023
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15.6% upstream bugs are high-risk
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Triggerability Privilege

REAL-WORLD SYSTEM

By root By normal Not triggered

Triggered by root: 19.1%
Triggered by normal: 0.9%

230 upstream bugs
43 downstream distros



Exploratory Experiment Results 
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Kernel modules not loaded

Can we trigger the bugs by adapting the PoCs?

Can we trigger them without requiring root privilege?
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PoC Adaptation

Preparation Steps Failing
• Rule out unnecessary preparation 

steps

Distro Background Noises
• Force to free occupied resources 

and enable “for loop” in PoC for 
data collision
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PoC Adaptation

Necessary Kernel Modules Not Loaded
• Using kernel trace to identify the 

missing kernel modules
• Load the missing modules by 

modprobe
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Privilege Downgrading – module loading

Kernel Privileged Operation
• Releasing occupied resources
• Mounting filesystem
• Using modprobe to load kernel 

modules

Is modprobe the only way to load 
kernel modules?

modprobe
User Space

Kernel Space

(f)init_module

may_init_module

exit request_module
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Privilege Downgrading – request_module

Normal User
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68 distro major releases 282 upstream high-risk bugs 600 seconds timeout
5 hours SyzScope

Ubuntu
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Takeaway
Upstream PoCs often fail on downstream OS, but it does not imply the 
downstream are immune from upstream bugs

Upstream PoCs can be transformed to downstream-valid PoCs through 
varied adaptations

A seemingly high-privilege PoCs might be downgraded to low privilege

SyzBridge found >50 syzbot bugs are likely exploitable on at least one 
downstream distro we tested (whereas only 5 were recognized with 
CVEs in the past 4 years)



Q&A
Thank you for listening

Access my portfolio

SyzBridge has been open source


