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Motivat

—Fuzzing research is quite mature Tiod} Rogistor

Google boosts bounties for open source flaws

found via fuzzing

Max reward per project integration is how $30k

—Key drivers for adoption:
— Enabling technologies (firmware rehosting, ...)
— Platforms (OSS-Fuzz, ClusterFuzz)

—Lots of technical improvements (fast snapshots, coverage tracing)
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Google boosts bounties for open source flaws

found via fuzzing

Max reward per project integration is how $30k

—Key drivers for adoption:
— Enabling technologies (firmware rehosting, ...)
— Platforms (OSS-Fuzz, ClusterFuzz)

—Lots of technical improvements (fast snapshots, coverage tracing)

—Algorithmic improvements can increase efficiency across targets
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Backround —Euzzing

—Dynamic analysis technigue
— Applies random inputs (testcases) to a target to see if it crashes

—Traditional separation: grammar-based vs. mutational
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Mutation Schedulers

MOPT [Lyu et al., USENIX Security 2019]

Fuzzergym [Drozd et al., arXiv 2018]
[Bottinger et al., SPW 2018]
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EcoFuzz [Yue et al., USENIX Security 2020]
NeuFuzz [wang et al., IEEE Access 2019]
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Fail to show improvements in
practice
Introduce per-target parameters
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related VWWork 1n Aleg Y nprovemen
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practice associated operation
» Introduce per-target parameters » Expensive (to integrate)
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MOPT [Lyu et al., USENIX Security 2019]

Fuzzergym [Drozd et al., arXiv 2018]
[Bottinger et al., SPW 2018]

FairFuzz [Lemieux et al., ASE 2018] EcoFuzz [Yue et al., USENIX Security 2020]
Steelix [Li et al., ESEC/FSE 2017] NeuFuzz [wang et al., IEEE Access 2019]
[Rajpal et al., arXiv 2017]

» Optimization goal applied very

* Fail to show improvements in * Optimize location, but not the early in fuzzing loop
practice associated operation » Interesting: combining seed
» Introduce per-target parameters « Expensive (to integrate) selection and mutation
scheduling
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RARWIN —Evolution Strategy.

Parent Children

8% 1% 2% 9% .
determines next parent
fithess = #new unique paths
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RARWIN —Evolution Strategy.

—Very simple and efficient L L L]
—Problem: very local algorithm L L IL I
— Low probability of escaping local optima C I ]

L L L]
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DARWIN - Contributi

—Leveraging Evolution Strategy to optimize mutation scheduling
—Keeping execution speed high
—No target-dependent parameters

—Easy to integrate into mutational tuzzers
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—Is mutation scheduling a dynamic problem?

—Does it make sense to trade in speed for efficiency?

—Is there an improvement in

— Coverage?
— Time to coverage? alis
V—
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—Binutils suite, bsdtar, djpeg, jhead, tcpdump

—Edge coverage: +6.77% vs. MOPT, +1.73% vs. AFL
—-+4.38% vs. static variant (AFL-S)!

—-At disadvantage for targets expecting highly-structured input

size cxxfilt

—+— DARWIN
AFL

—+— MOPT

—+— AFL-S

—+— DARWIN
AFL

—+— MOPT
—+— AFL-S

0 200 400 600 800 1000 1200 1400
Time [m]

0 200 400 600 800 1000 1200 1400
Time [m]

28.02.2023



cxxfilt DARWIN MOPT AFL

o
O U s WwWNKE O
0~ b WwN=O

WoONO WU S WN R

w

30 ‘ S0 30 4 30
Time [m] Time [m] Time [m]

16 28.02.2023



Share [%]

N
o

DARWIN

30
Time [m]

Share [%]

(=]
o

30
Time [m]

16

Optimum is relatively static
Cycles are still wasted on optimization

30
Time [m]

28.02.2023



cxxfilt DARWIN MOPT AFL

Optimum is relatively static
Cycles are still wasted on optimization

Share [%]

ikl

HHHHEOONOU S WNEO

30 4 30 4 30
Time [m] Time [m] Time [m]

size

(=2}
o

Share [%]

0O~ s WwN=EO
0O~ hs WwWwN=O

WLCO~NOWVEWNEFEO
IS
o

e e el =]
B WNRFO
e e e ]
B WwWNRHEO

30 ) 30 4 60 30
Time [m] Time [m] Time [m]

16 28.02.2023
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Evaluation - MAGMA,

-MAGMA: Benchmark suite to find
backported bugs

—-Ditferent reports, In this case:
survival analysis (“time to bug”)

—-DARWIN finds 15/21 bugs tastest

Magma: A ground-truth fuzzing benchmark, Hazimeh et al., 2020
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Evaluation - Crashes

—Crash experiment based on coverage targets
— Max: unique bugs within one run
- Uniqg: unique bugs over all ten runs

—-DARWIN variants outperform MOPT, AFL, EcoFuzz, and AFL-S
—0One novel bug in objcopy: memory leak

DARWIN  AFL MOPT EcoFuzz-D EcoFuzz

Max 7 4 1
Unique 20 12 1
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—-DARWIN is the first ES-based mutation scheduler

—Adaptive optimization outpertforms static optimization

=Signiticant improvement in bug-tinding capabilities

Contact: darwin@sanctuary.dev
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