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* High popularity . Expensive shutdowns * Bypass physical barriers
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Low entry barrier for air mobility in a
traditionally heavily regulated sector!
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Hardware protection
No debug interfaces

Are these countermeasures sufficiently implemented?
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How to dissect complex systems?

Received DroneID packet:
{

"pkt_len": 88,
"unk": 16,

"version": 2,
"sequence_number™: 749,
state_info": 8183,
"serial_number": "1W

altituden
height"

3.66,

"longitude_home": 7.2671701
"latitude_home": 51.446368
ndevice_type": "Mavic Air 2
"uuid_len": 19,

Tuwid:

ncre-packet: "267ch,
ncre-calculated: "267c"

Drone and pilot’s location
tracking

Wireless Analysis



How to dissect complex systems?

Received DroneID packet:

"pkt_len": 88,

"unk": 16,

nversion": 2,
"sequence_number®: 749,
"state_info":

"altitude": 40.84,
"height": 3.66,

"device_type": "
"uuid_len": 19,
ruuide:
"cre-packet": "267c",
"crc-calculated": "267c"

Drone and pilot’s location
tracking

Wireless Analysis

Firmware Signature Bypass*
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Patch Files! (Patch) Firmware
Files?!

Firmware signature
verification bypass

Static Analysis
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Received DroneID packet:

"pkt_len": 88,

"unk": 16,

nversion": 2,
"sequence_number®: 749,
"state_info": 8183,
"serial_number": "1iw
"longitude": 7.2671758349428 g
"atitude" g e
"altitude": 40.84,
"height": 3.66,
"v_north": -1,
"v_east": o,
"v_up": -1,
"d_1_angle": -14958, b—~
"gps_time": 1649869492647, S

"app_lat": 51.44631674239251

"longitude_home" :
"atitude_home": 51.44636!
ndevice_type": "Mavic Air 2
"uuid_len": 19,

muuidn:

"crc-packet™: "267c",
"crc-calculated": "267c"

Drone and pilot’s location
tracking

Wireless Analysis
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Firmware Signature Bypass*
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Firmware signature
verification bypass

Static Analysis

ID Oracle Component Observable Behavior Classification Severity Remote Vulnerable Devices
#1 ADBcheck dji_sys binary ADB started (rootaccess) arbitrary code exec  mid Mini 2
#2 crash flight controller  critical error (drone reboot) ~ buffer overflow mid 4 Mavic Air 2
#3  crash flight controller  critical error (drone reboot)  buffer overflow mid 4 Mavic Air 2
#4  crash flight controller  critical error (drone reboot)  buffer overflow mid v Mavic Air 2
#5 crash flight controller  critical error (drone reboot) ~ buffer overflow mid 4 Mavic Air 2
#6  crash flight controller ~ critical error (drone reboot)  buffer overflow mid v Mavic Air 2
#7 crash flight controller ~ critical error (drone reboot)  denial of service mid 7 Mini 2
#8 crash flight controller  critical error (drone reboot) ~ denial of service mid v Mini 2
#9 crash unknown critical error (drone reboot) ~ denial of service mid v Mini 2
#10 crash unknown critical error (drone reboot) ~ denial of service mid v Mini 2
#11 crash unknown critical error (drone reboot)  denial of service lo v Mini 2
#12  crash unknown critical error (drone reboot)  denial of service v Mini 2
#13 crash flight controller  critical error (drone reboot) ~ denial of service v Mavic Air 2
#14 Ul change  WiFi chip change SSID arbitrary code exec  mid v Mini 2, Mavic 3
#15 Ul change flight controller  change serial number identity spoofing mid v/ Mini2

Vulnerability detection via
fuzzing

Dynamic Analysis
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Our focus: DJI drones

Market share (94% Consumer)
They take security seriously

* Whitepaper

* Bugbounty program
Inconsistent statements

about transmitted signals




Wireless Physical Layer
The Mysterious Case of DJI’s DronelD

Static Analysis

Hands on the Drone

Dynamic Analysis

Fuzzing Drones for Pain and Profit
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Capture Raw Packet
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Listening on the Wireless Physical Layer ...

Shift mask,
correlate both parts

(/(A\))

Capture Raw
Signal Data

Q

Packet
Detection

Synchronization
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IQ Plot of subcarriers assign Bit mapping
shows QPSK modulation to each subcarrier
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Capture Raw Packet
Signal Data Detection
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shows QPSK modulation to each subcarrier




Listening on the Wireless Physical Layer ... (;A)\) Q

Capture Raw Packet
Signal Data Detection

—Received DroneID packet:

{
"pkt_len": 88,
"unk": 16 . . .
wyersion: 2, Demodulation Synchronization
"sequence_number": 749,
"state_info": 8183,
"serial_number™: "iW N1™, _ 1
"longitude": 7.267175834942389, DeCOdIng
"latitude": 51.44635111984553,
"altitude": 40.84, - 101010
"height": 3.66, —> 0 —
"v_north": -1, » lo
"v_east": 0,
"\l"_l.lp": -1, _
R — Descramble Turbo-decode
"gps_time": 1649869492647,
"app_lat": 51.446316742392554,
"app_lon": 7.267101350460944,
"longitude_home": 7.267170105366893, o
"latitude_home": 51.44636830857202, — Post-Processing
"device_type": "Mavic Air 2", y "
"yuid_len": 19, ’ ¢ 8 Ll A /
ruuid_ten . W 100 A
"crc-packet™: "267c", 101 i | . <«
"crc-calculated": "267c" < 0 < -
ks .\‘.
Final data CRC Check Unpack




"pkt_len": 88,

"unk": 16,

"version": 2,
"sequence_number": 878,
"state_info": 8179,
"serial_number": "

"longitude": 7.267960786785307,
"latitude": 51.446866781640146,
"altitude": 39.32,

"height": 5.49,

"v_north": o,

"y_east": -7,

"y_up": 0,

"d_1_angle": 16900,

"gps_time": 1650894901980,
"app_lat": 43.26826445428658,
"app_lon": 6.640125363111847,
"longitude_home": 7.26794359805882
"latitude_home": 51.446883970366635,
"device_type": "Mini 2",
"uuid_len": 0,

"yuid": llll,

"crc-packet": "c935",
"crc-calculated": "co3s®

+ Pam

Vitoria-Gasteiz

Listening on the Wireless Physical Layer ...

Amsterdam Hannover
® o

DenHaag®  Nijederlande
Rotterdam & DL"Owund
Esseno 7> Leigzig

oDiisseldorf
Deutschland 5

o
Koln

Frankfurt
am Main
o

- Luxemburg

Mannheim Niirberg
o [+]

_Karlsruhe
7 © Stuttgart
7 Og

Vi dig [Trie
eng ig

Bologna
°g

San Marino
Florenz

o]
Marseille Itaﬁeh




i§§§ I‘o —> |01
o D 1011

T

Wireless Physical Layer
The Mysterious Case of DJI’s DronelID

Static Analysis

Hands on the Drone

Dynamic Analysis

Fuzzing Drones for Pain and Profit







=l

L
Analyze Found
PCB Boot Screen

(UART)!



A

— d)

Analyze Found Check
PCB Boot Screen Bootloader
(UART)! Firmware



/ 1CO0
1010
'% - —’ N

Analyze Found Check Three Magic Values
PCB Boot Screen Bootloader to Unlock
(UART)! Firmware Bootloader?!




Unlock Transceiver Bootloader
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Unlock Transceiver Bootloader
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Unlock Transceiver Bootloader
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Analyze Found Check Three Magic Values Bootloader
PCB Boot Screen Bootloader to Unlock Unlocked!
(UART)! Firmware Bootloader?!

Firmware Signature Bypass*
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Patch Files! (Patch) Firmware

Files?!

*During a responsible disclosure process, this was ack’ed by DJI as critical and fixed.



Unlock Transceiver Bootloader
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Analyze Found Check Three Magic Values Bootloader
PCB Boot Screen Bootloader to Unlock Unlocked!
(UART)! Firmware Bootloader?!

Firmware Signature Bypass*
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UART Forge Own Unsigned !\/Iod|fy
Console Patch Files! (Patch) Firmware
Files?!

*During a responsible disclosure process, this was ack’ed by DJI as critical and fixed.
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How to Fuzz Real Drones?

Prerequisites:

* Adrone and fuzzer
* Protocol knowledge
* Bugoracle

Fuzzer
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Prerequisites: 4
* Adrone and fuzzer

* Protocol knowledge
* Bugoracle USB
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ADB-WiFi
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Prerequisites: :
* Adrone and fuzzer

* Protocol knowledge
* Bugoracle USB

ysetd

OcuSync (RF) @ l @ USB

Reproducible bugs!
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Does fuzzing work?

ID Oracle Component Observable Behavior Classification Severity Remote Vulnerable Devices
#1 ADB check arbitrary code exec Mini 2
#2 crash buffer overflow Mavic Air 2
#3 crash buffer overflow Mavic Air 2
#4  crash buffer overflow Mavic Air 2
#5 crash buffer overflow Mavic Air 2
#6 crash buffer overflow Mavic Air 2
#7 crash denial of service Mini 2
#8 crash denial of service Mini 2
#9 crash denial of service Mini 2
#10 crash denial of service Mini 2
#11 crash denial of service Mini 2
#12 crash denial of service Mini 2
#13 crash denial of service Mavic Air 2
#14 Ul change arbitrary code exec Mini 2, Mavic 3
#15 Ul change identity spoofing Mini 2

*Following responsible disclosure, DJI fixed these bugs.
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Does fuzzing work?

ID Oracle Component Observable Behavior Classification Severity Remote Vulnerable Devices
#1 ADB check arbitrary code exec Mini 2
#2 crash buffer overflow Mavic Air 2
#3 crash buffer overflow Mavic Air 2
#4  crash buffer overflow Mavic Air 2
#5 crash buffer overflow Mavic Air 2
#6 crash buffer overflow Mavic Air 2
#7 crash denial of service Mini 2
#8 crash denial of service Mini 2
#9 crash denial of service Mini 2
#10 crash denial of service Mini 2
#11 crash denial of service Mini 2
#12 crash denial of service Mini 2
#13 crash denial of service Mavic Air 2
#14 | Ul change arbitrary code exec Mini 2, Mavic 3
#15 | Ul change identity spoofing Mini 2

*Following responsible disclosure, DJI fixed these bugs.
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Summary of Findings

* DronelD decodable Position tracking \%
* Tool available
* DronelD can be spoofed / disabled

* Debugging interfaces enabled Hardware protection 1 |ii|“o
* Firmware signature verification bypassed

* Fuzzing

* 15 vulnerabilities (3 x low, 12 x medium) Software limits ”I@
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Takeaways

* Countermeasures are not sufficent
* Hard to secure real world devices since they are complex

* Requires holistic approaches to analyze real world devices

RUB-SysSec/DroneSecurity

74ck_O
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Questions?



	Slide 1
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46
	Slide 47
	Slide 48
	Slide 49
	Slide 51
	Slide 52
	Slide 53
	Slide 54
	Slide 55
	Slide 56
	Slide 57
	Slide 58
	Slide 59
	Slide 60
	Slide 61
	Slide 62
	Slide 63
	Slide 64
	Slide 65
	Slide 66
	Slide 67
	Slide 68
	Slide 70
	Slide 71
	Slide 72
	Slide 73
	Slide 74
	Slide 75
	Slide 76
	Slide 77
	Slide 78
	Slide 79
	Slide 80
	Slide 81
	Slide 82

