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Design high quality audio CAPTCHAS
that are robust to ASRs based on the differences between

how humans and machines understand audio.
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Evaluating Current Methods

Taori et al. [92]

M. Azalnot et al. [25]

HVC (2) [39]

Cocaine Noodles [94]

Dolphin Attack [102]

Light Commands [89]

Roy et al. [72]

HVC (1) [39]

CW [40]

Houdini [45]

Schonherr et al. [79]

Kreuk et al. [57]

Qin et al. [69]

Yakura et al. [99]

Commander Song [101]

Devil’s Whisper [42]

Abdoli et al. [18]

P-PGD [22]

Kenansville Attack [21]

Abdullah et al. [19]
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Use vality | Type Human Intelligibili
Taori et al. [92] X Intelligible | Grad Free
M. Azalnot et al. [25] X Intelligible | Grad Free ] I
HVC (2) [39] X Inaudible Misc ¢ AS R U N I ntelllg | bl I |ty
Cocaine Noodles [94] X Inaudible Misc
Dolphin Attack [102] X Inaudible Misc . "
Light Commands [89] X Inaudible Misc Ad aptlve Adve rsary
Roy et al. [72] X Inaudible Misc
HVC (1) [39] v/ Unintellgible Opt . M suse Dete Ctl on
CW [40] v Intelligible Opt
Houdini [45] v Intelligible Opt
Schonherr et al. [79] v Intelligible Opt
Kreuk et al. [57] v Intelligible Opt
Qin et al. [69] v Intelligible Opt
Yakura et al. [99] v Intelligible Opt
Commander Song [101] v Intelligible Opt
Devil’s Whisper [42] v Intelligible Opt
Abdoli et al. [18] v Intelligible Opt
P-PGD [22] v Intelligible Opt
Kenansville Attack [21] v Intelligible Sig Proc
Abdullah et al. [19] X Unintellgible | Sig Proc
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CW [40] v Intelligible
Houdini [45] v Intelligible
Schonherr et al. [79] v Intelligible
Kreuk et al. [57] v Intelligible
Qin et al. [69] v Intelligible
Yakura et al. [99] v Intelligible
Commander Song [101] v Intelligible
Devil’s Whisper [42] v Intelligible
Abdoli et al. [18] v Intelligible
P-PGD [22] v Intelligible
Kenansville Attack [21] v Intelligible
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Adaptive Adversary
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New Attack Strategy
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Simplified ASR Pipeline
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Feature Extraction
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Feature Extraction Ignores
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) 1. Lossy
2. Psychoacoustics
Psychoacoustics far more complex:

,, F 1. Frequency masking.
MSl | 5, = 2595log,, (1 T ) ‘ Scaling 2. Cocktail-party effect.
700 3. Ignoring low intensity frequencies.
4. ...etc
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Human Ear: Formant Dependence
1. Can understand modified formants.

Intact

ASRS (

Intensity

Clipping formants:
1. Maintain audio quality for the human ear.

|||‘I || 2. Force ASRs to output Empty String.
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Florida Institute for Cybersecurity (FICS) Research



UF

UNIVERSITY of

FLORIDA

Algorithm

YeeHaw Junction Perturbed ASR

Original
Algorithm Audio Sample

Audio Sample

*Empty String*

A

Intensity
I

Frequency
(Hz)

Florida Institute for Cybersecurity (FICS) Research



YeeHaw Junction IS better than

' .
o @,

¥’ Human Intelligibility

YeeHaw Junction | ¥~ ASR Unintelligibility

Adaptive Adversary

N Misuse Detection
Vulnerability

Against Bots

User Error Rate
(Via User Study)

Florida Institute of Cyber Security (FICS) Research



UF

UNIVERSITY of

FLORIDA

Final Takeaways
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