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Understanding Can be Dangerous
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Audio
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Audio CAPTCHAs

*Garbage*
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Audio CAPTCHAs

Audio

abc123
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Goal

Design high quality audio CAPTCHAs 

that are robust to ASRs based on the differences between

how humans and machines understand audio.
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Criteria

• Human Intelligibility

• ASR UnIntelligibility

• Adaptive Adversary

• Misuse Detection
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Criteria

• Human Intelligibility

• ASR UnIntelligibility

• Adaptive Adversary

• Misuse Detection

Abc123
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Criteria

• Human Intelligibility

• ASR UnIntelligibility

• Adaptive Adversary

• Misuse Detection
*Empty String*“One Too Tree”

123
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• Human Intelligibility

• ASR UnIntelligibility

• Adaptive Adversary

• Misuse Detection

Evaluating Current Methods

11
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Human Intelligibility

• Human Intelligibility

• ASR UnIntelligibility

• Adaptive Adversary

• Misuse Detection
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ASR UnIntelligibility

• Human Intelligibility

• ASR UnIntelligibility

• Adaptive Adversary

• Misuse Detection
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*Empty String*
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ASR UnIntelligibility

• Human Intelligibility

• ASR UnIntelligibility

• Adaptive Adversary

• Misuse Detection

“One Too Tree”
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ASR UnIntelligibility

• Human Intelligibility

• ASR UnIntelligibility

• Adaptive Adversary

• Misuse Detection
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Adaptive Adversary

• Human Intelligibility

• ASR UnIntelligibility

• Adaptive Adversary

• Misuse Detection

“123”

Add 

Gaussian Noise



Florida Institute of Cyber Security (FICS) Research 17

Key Takeaways:

Optimization

Attacks

Signal 

Processing

Attacks

????

Human 

Intelligibility

ASR 

UnIntelligibility

Adaptive 

Adversary

Misuse

Detection
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New Attack Strategy

Simplified ASR Pipeline

RNN

Language

Model

charCNN

Dictionary

Feat

Extract
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Feature Extraction

DFTMagMelDCT

Feat

Extract
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Feature Extraction Ignores 

Psychoacoustics
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Psychoacoustics far more complex:

1. Frequency masking.

2. Cocktail-party effect.

3. Ignoring low intensity frequencies.

4. …etc

Scaling

1. Lossy

2. Psychoacoustics
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Intuition

Human Ear: Formant Dependence

1. Can understand modified formants.

ASRs :(

Clipping formants:

1. Maintain audio quality for the human ear.

2. Force ASRs to output Empty String.

Intact

Clip

Formants
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Original

Audio Sample
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YeeHaw Junction 

Algorithm
ASRPerturbed

Audio Sample

*Empty String*

Algorithm
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YeeHaw Junction is better than 

reCaptcha

YeeHaw Junction

Vulnerability

Against Bots 100% 0.004%

User Error Rate

(via User Study) 1.5 1.21

• Human Intelligibility

• ASR UnIntelligibility

• Adaptive Adversary

• Misuse Detection
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Final Takeaways

Optimization

Attacks

Signal 

Processing

Attacks

Yeehaw 

Junction

Human 

Intelligibility
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Adaptive 
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Final Takeaways

• We design Yeehaw Junction, a principles technique to make 

Audio CAPTCHAs

• ASR transcribes at a rate of 0.004%

• Improved audio quality compared to existing techniques
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