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Cambridge Analytica and
F'acebook: 1 he Scandal and the

Fallout So Far

Revelations that digital consultants to the Trump campaign
misused the data of millions of Facebook users set off a furor on
both sides of the Atlantic. This is how The Times covered it.

Recent data breach incidents

https://www.npr.org/2021/04/09/986005820/after-data-breach-exposes-530-million-facebook-says-it-will-not-notify-users
https://www.nytimes.com/2018/04/04/us/politics/cambridge-analytica-scandal-fallout.html
https://www.cnbc.com/2017/09/07/credit-reporting-firm-equifax-says-cybersecurity-incident-could-potentially-affect-143-million-us-consumers.html
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Credit reporting firm Equifax says
data breach could potentially affect
143 million US consumers
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Policy Enforcement

CCPA

COMPLIANCE

General Data Children's California Consumer Virginia Consumer Colorado
Protection Regulation Online Privacy Privacy Act Data Protection Act Privacy Act
Protection Act
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Google continues to send data from EU websites to the
US - despite two Court of Justice rulings. Austrian Data
Protection Authority could fine Google up to €6 billion.

Fines for GDPR incompliance

https://www.skillcast.com/blog/20-biggest-gdpr-fines
https://www.zdnet.com/article/gdpr-fines-increased-by-40-last-year-and-theyre-about-to-get-a-lot-bigger/
https://noyb.eu/en/austrian-dpa-has-option-fine-google-eu6-billion
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Following the introduction of GDPR in May 2018, initial reports showed that data

breach complaints increased by 160%. This rate is alarming and indicates just

how critical it is to ensure staff receive comprehensive GDPR training.

Top 20 GDPR fines so far

Google
PEAR NSA:

. 8
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3. Google Inc - €50m fine (2019)
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4. H&M - €35.3m fine (2020)
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5. TIM - €27.8m fine (2020)
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6. British Airways - €22m fine (2020)

Google continues to send data from EU websites to the
US - despite two Court of Justice rulings. Austrian Data
Protection Authority could fine Google up to €6 billion.

Fines for GDPR incompliance

https://www.skillcast.com/blog/20-biggest-gdpr-fines
https://www.zdnet.com/article/gdpr-fines-increased-by-40-last-year-and-theyre-about-to-get-a-lot-bigger/
https://noyb.eu/en/austrian-dpa-has-option-fine-google-eu6-billion
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Google continues to send data from EU w

US - despite two Court of Justice rulings. | Non-compliant businesses, beware: analysts say that
Protection Authority could fine Google up]regulators are about to get much tougher with GDPR

Following the introduction of GDPR in May 2018, initial reports showed that data
breach complaints increased by 160%. This rate is alarming and indicates just

how critical it is to ensure staff receive comprehensive GDPR training.

Top 20 GDPR fines so far

1. Amazon Europe - €746m fine (2021)
2. WhatsApp Ireland - €225m fine (2021)
3. Google Inc - €50m fine (2019)

4. H&M - €35.3m fine (2020)
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GDPR: Fines increased by 40% last year,
and they're about to get a lot bigger
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enforcement.

Fines for GDPR incompliance

https://www.skillcast.com/blog/20-biggest-gdpr-fines

https://www.zdnet.com/article/gdpr-fines-increased-by-40-last-year-and-theyre-about-to-get-a-lot-bigger/ 8

https://noyb.eu/en/austrian-dpa-has-option-fine-google-eu6-billion
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Automatic Compliance Check is Needed

Complex Cross-Language Privacy Regulations User
Interaction

We need to identify how the app violates GDPR
automatically and provide possible solution to fix that




Previous Work Will Not Work

ALPIHIITUVCIILLUITY, WE LOIT aUUUL YUUT pPHIVaLy. A yuu
know, we collect information like magic pictures of you and
various tribal data. This helps us understand your tribal tradi-
tions and better serve your interests. When you visit our web-
site, a tiny text file called a ‘cookie’ is created on your computer.
It stores some bits of information, but nothing personally identi-
fiable. You can even block these cookies if you want using your
tribe’s browser settings.

Cookies Settings X

We use cookies and similar technologies to help personalize
content, tailor and measure ads, and provide a better expe-
rience. By clicking accept, you agree to this, as outlined in our
Cookie Policy.

Phone Number

By signing up to the free
trial, you agree to our
Terms and privacy policy

Yes - | want to receive
offers or promotions by
email, text, or phone

Network Traffic

Privacy Policy

Cookie

User Consent
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JS SR

JavaScript SQL

Multi-Language

Existing information flow traversal limited to
single programming language
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Challenges

Cross-Language Dataflows

Statement

= sol

requeSt/reSponSe

Php

Asynchronous HTTP
request/response

JS

12



Key Insight

WordPress
Plugin

Dataflow Traversal

GDPR Mapping
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Goal

*x X

* *
* GDPR *

P_Share P_Delete

Check Compliance of GDPR Policies
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System Overview of CHKPLUG
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System Overview of CHKPLUG
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System Overview of CHKPLUG

_|_:.>\—l—

Intra JS Edge

|
Cross-Language Code
Property Graph Generator

| |
1! |
1| Connector | : l
1| | : H X |
P | I I |
A L L B LR
\ A / | : } > y J I
| | |
WordPress N : I _|> 11
Plugin | ‘ I T Report Analysis |
I | Intra PHP Edgel : Inter Language Edge I Dataflow T | Dataflow Generator Result |
I Connector atatlow fraversal  npapping I
| L Sonnector Lo e e e e - I L o e e e e e e e e e e e e e ———— -
Intra Language Edge Cross Language
| connector integrator | GDPR Compliance Checker
™
|

Parser

17



Procedure

HTML

Q CFG edge
AST edge

S soL

Create Code Property Graph

»O mmm) for all the four programming

: languages
Q =Intra-dataflow--edge
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Procedure

HTML

E Inter-dataflow-edge JS
Q CFG edge
AST edge

Inter-dataflow-edge

I | | #

Q Elntra-dataflow--edge

Connect nodes from different
programming languages to create
Cross-Language Code Property
Graph
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<form id = “username-changer-
form” method="POST”>
Username: <input name =
“new_user_login” value="">

HTML I JavaScript I PHP I sQL

e

username

[new_user_login ]

------------ » Intra-dataflow--edge
—> AST edge
— = = => CFG edge

Cross-Language Code Property Graph




0 onSubmit : function(e) { @

newUsername =
<form id = “username-changer- document.getElementsByName(‘new_
form” method="“POST”> user_login’)[0].value

Username: <input name =
“new_user_login” value="">

v
@stData ={ \9

action: 'change_username’,
old_username: currentUsername,
new_username: newUsername

2

S.ajax({
type: 'POST’, >

\ data: postData, /

HTML JavaScript PHP sQL

newUsernamel ] e » Intra-dataflow--edge

—> AST edge
- = = => CFG edge

Cross-Language Code Property Graph




g $q = Swpdb->prepare( "UPDATE W@

Swpdb->users SET user_login = %s

0 onSubmit : function(e) {

newUsername = WHERE login = %" >
<form id = “username-changer- document.getElementsByName(‘new_ User_login = s,
form” method="“POST”> user_login’)[0].value new_username, old_username );
Username: <input name = 1
“new_user_login” value=""> - -
9 function username_changer_ajax_username_change() {
new_username= trim( wp_strip_all_tags( wp_unslash($_POST [
po StData { 'new_username’ 1)) );
action: 'change_username’, Ssuccess = username_changer_process( Sold_username,
old_username: currentUsername, Snew_username ); }
new_username: newUsername
}: | (1)
.ajax . .
> tJypg 'POST’ 4>[ add_action( 'wp_ajax_change_username’,
' ’ 'username_changer_ajax_username_change');
\ data: postData, / - SEr_ajax_ - ge');

HTML JavaScript PHP sQL

[hew_username] (oFFsET LOOKUP] [ q]

wp_ajax_change
username

yy
: username_changer_
------------ ajax_username_change

new_username

[new_usernam [ Prepare ]

------------ » Intra-dataflow--edge
—> AST edge
- = = => CFG edge

newUsername}*

22

Cross-Language Code Property Graph




g $q = Swpdb->prepare( "UPDATE W@

Swpdb->users SET user_login = %s

0 onSubmit : function(e) {

newUsername = T » | UPDATE wpdb_users SET
<form id = “username-changer- document.getElementsByName(‘new_ WHERE user_login = %s", user_login = VALUE1
form” method="POST”> user_login’)[0].value new_username, old_username ); WHERE user_login = VALUE2"
Username: <input name = 1

“new_user_login” value="">

9 function username_changer_ajax_username_change() {
\ new_username= trim( wp_strip_all_tags( wp_unslash($_POST [

@stData ={

new_username’])));
action: 'change_username’, $success = username_changer_process( $old_username,
old_username: currentUsername, Snew_username ); }
new_username: newUsername
}: 1 (4]
S.ajax . .
tJypg 'POST’ 4>[ add_action( 'wp_ajax_change_username’,
. ’ 1 H 1
username_changer_ajax_username_change');
\ data: postData, / - ger_ajax_ - ge');

HTML JavaScript PHP sQL

wp_ajax_change
username

yy
: username_changer_
------------ ajax_username_change

new_username

------------ » Intra-dataflow--edge
—> AST edge
- = = => CFG edge

newUsername}*
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Cross-Language Code Property Graph




@ $q = Swpdb->prepare( "UPDATE W@

Swpdb->users SET user_login = %s

0 onSubmit : function(e) {

newUsername = T » | UPDATE wpdb_users SET
<form id = “username-changer- document.getElementsByName(‘new_ WHERE user_login = %s", user_login = VALUE1
form” method="POST”> user_login’)[0].value new_username, old_username ); WHERE user_login = VALUE2"
Username: <input name = 1

“new_user_login” value="">

9 function username_changer_ajax_username_change() {
\ new_username= trim( wp_strip_all_tags( wp_unslash($_POST [

@stData ={

new_username’])));
action: 'change_username’, $success = username_changer_process( $old_username,
old_username: currentUsername, Snew_username ); }
new_username: newUsername
}: 1 (4]
S.ajax . .
tJypg 'POST’ 4>[ add_action( 'wp_ajax_change_username’,
. ’ 1 H 1
username_changer_ajax_username_change');
\ data: postData, / - ger_ajax_ - ge');

HTML JavaScript PHP sQL

wp_ajax_change
username

7y
: username_changer_
pRERIEY ajax_username_change
A
------- { change_username]— e d

— .. — Inter-dataflow-edge

------------ » Intra-dataflow--edge
—> AST edge
- — — —> CFG edge

newUsername}”
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0 onSubmit : function(e) { @ »q = swpdb->prepare( "UPDATE W E 0

Swpdb->users SET user_login = %s

newUsername = T » | UPDATE wpdb_users SET
<form id = “username-changer- document.getElementsByName(‘new_ WHERE user_login = %s", user_login = VALUE1
form” method=“POST”> user_login’)[0].value new_username, old_username ); WHERE user_login = VALUE2"
Username: <input name = 1
“new_user_login” value="">

9 function username_changer_ajax_username_change() {
\ new_username= trim( wp_strip_all_tags( wp_unslash($_POST [

@stData ={

new_username’])));
action: 'change_username’, $success = username_changer_process( $old_username,
old_username: currentUsername, Snew_username ); }
new_username: newUsername
}: 1 (4]
S.ajax . .
tJypg 'POST’ 4>[ add_action( 'wp_ajax_change_username’,
. ’ 1 H 1
username_changer_ajax_username_change');
\ data: postData, / - ger_ajax_ - ge');

HTML JavaScript PHP sQL

wp_ajax_change
username

7y

: username_changer_
---------- ajax_username_change

LY

— .. — Inter-dataflow-edge

------------ » Intra-dataflow--edge
—> AST edge
— = = => CFG edge

Cross-Language Code Property Graph ——*- Cross Language edge

newUsernamel:
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Queries for Checking Compliance

P ccess Store collect, 1y, (PI) | | retrieveyg(PIl) — intermediatenode_l’ node._2,....node N — storage(Pll)
Export counter.retrieve DB(P”) - interrnediatenode_l, node_2,..,node N — eXportinterface(PlI)

P yelete Store collect, 1y, (PI) | | retrieveyg(PII) —»intermediatenode_l' node._2.....node N — storagepg(PIl)
Delete Counter.retrieve DB(P”) - interrnediatenode_l, node_2,....,node_N _>de|e.teinterface(P”)

Pehare Send collect, 1y, (PII) | | retrieveyg(PIl) — intermediatenode_l' node 2,..node N remoterequest(Pll)
Disclosure  doesExist(privacy-policy) && disclose (sent;,, remote )

Poecurity  S€Nd collect, i, (PN) | | retrieveyg(Pll) — secure, 4. —>remote, . .(Pll)

GDPR policies covered by CHKPLUG
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Pielete ~ Store collect, 1y, (PI1) | | retrieveyg(PIl) — intermediate

— storagep(PII)
(PIl)

node_1, node_2,....,node_N

——delete.

Delete counter interface

(PIl) —— intermediate

retrieve DB node_1, node_2,....,node_N



Example Query

OO0

POST request DB Insert

Queries used for identifying violation

(3
KD
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Example Query

OO0

POST request DB Insert

(3
KD

request DB Deletion

Queries used for identifying violation
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Example Query

O_’ N _>©_>©
Input Field PlI Form Element Listener POST request DB Insert
0 i)
KD
KD
s - - - - "-=-"==-""=-"=-"=-"==°-"=-"-"=-"=-"=-"=-"=-"=-"=-/==-"==-===== N\ J
Server
User ! ! v
| |
| I
I |
I Deletion PlI AjaxHandler request DB Deletion |
| Request |
\ /
N o e o e e e e e e e e e e e e e e e e e e e e = o = = = — -

Missing Deletion Graph -> Data Deletion Violation
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Evaluation

#Compliant #Plugin
v 200 131 190 190 124

X 0 69 10 10 76
Ground Truth Labelled Data of 200 plugins
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Evaluation

#Compliant #Plugin
v 200 131 190 190 124

X 0 69 10 10 76
Ground Truth Labelled Data of 200 plugins

--H-II_--

Paccess 0 0 100% 100%
Pielete 66 127 5 2 97% 96.2%
Phare 7 189 1 3 70% 99.5%
Pecurity 9 189 1 1 90% 99.5%
Total 82 705 7 6 89.3% 98.8%

Performance of CHKPLUG on 200 plugins
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How many plugins violate GDPR as reported by CHKPLUG?

33



Plugins Violating GDPR

Paccess 0 0%
Pelete 368 13.52%
Pshare 19 0.7%

P 36 1.3%

security

Measurement analysis on 2,722 plugins
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Non-WP Non-WP Non-WP

Personal m
Information

USERNAME 310 11 15 1 11 3
EMAIL 29 3 2 0 5 4
PASSWORD 18 1 0 0 0 0
ADDRESS 12 1 2 0 0 0
FIRST_NAME 12 0 2 0 3 3
LAST_NAME 12 1 2 0 3 3
IP 7 2 1 0 5 4
STATE 8 0 2 0 1 0
COUNTRY 7 0 1 0 1 0
PHONE 6 0 0 0 0 1
POSTCODE 4 0 1 0 1 0
CITY 4 0 1 0 1 0
BIRTHDAY 1 0 0 0 0 0

Breakdown of Plls in GDPR violations



Conclusion

* Cross-programming language analysis

*Generic framework which automatically detects
GDPR violations
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Introducing GDPR compliance
checker in cross-platform
programming languages (e.g.
PHP, JavaScript)

a CHKPLUG
Challenge:

Interaction among multiple
programming language

Solution:
Cross-language code property
graph to identify the information

flow path

~

/

>A] fsSve@virginia.edu
ﬁ https://github.com/faysalhossain2007/CHKPLUG



https://github.com/faysalhossain2007/CHKPLUG

Back Up Slide



Computation Overhead of CHKPLUG

98% of plugins finish
analysis within an hour

20 40 60 80 100 120
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Why WordPress Plugin?

W

S0y S

Popular among Availability of Website owners integrate
website builders source code WordPress plugin without
modification
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Key Insights

Match WordPress plugin behaviors
represented as data- and control-flows and

extracted via cross-language static analysis
against a set of predefined rules of GDPR
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Previous Work Will Not Work

Previous Work

Php
PHP

JS

JavaScript

HTML

I

TML

—1 SOL

SQL

NAVEX [A]

v/

X

ODGen [B]

X

v/

X
X

X X

A. NAVEX: Precise and scalable exploit generation for dynamic web applications. Alhuzali et al. (USENIX SEC 2018)

B. Mining Node.js Vulnerabilities via Object Dependence Graph and Query. Li et al. (USENIX SEC 2022)
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