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Adding a New System Call                                       
--------------------------------------- 

For more sophisticated system calls that involve a larger number of arguments, 
it's preferred to encapsulate the majority of the arguments into a structure   
that is passed in by pointer.  Such a structure can cope with future extension 
by including a size argument in the structure

���                                                                      
                                                                             
If your new system call allows userspace to refer to a kernel object, it     
should use a file descriptor as the handle for that object -- don't invent a  
new type of userspace object handle when the kernel already has mechanisms and
well-defined semantics for using file descriptors.

linux-kernel/Documentation/process/adding-syscalls.rst                   
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fd = open("/var/log/messages", O_RDONLY)
read(fd, buf, 100);

syscall 0x2 0xce51020 0x0 0x0 0x0 0x0 = 0x3
syscall 0x0 0x3 0x55a4e3c2a000 100 0x0 0x0
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3



Fuzzing System Calls

Kernel

Userspace

Memory

fd = open("/var/log/messages", O_RDONLY)
read(fd, buf, 100);

syscall 0x2 0xce51020 0x0 0x0 0x0 0x0 = 0x3
syscall 0x0 0x3 0x55a4e3c2a000 100 0x0 0x0

0ce51010 5548 89e5 9090 5dc3 3030 3030 3030 0a00  UH����].000000��
0ce51020 2f76 6172 2f6c 6f67 2f6d 6573 7361 6765  /var/log/message
0ce51030 7300 4572 726f 7220 6f70 656e 696e 6720  s.Error opening 
0ce51040 6669 6c65 2e00 5265 6164 696e 6720 7468  file��Reading th

3



Fuzzing System Calls

Kernel

Userspace

Memory

fd = open("/var/log/messages", O_RDONLY)
read(fd, buf, 100);

syscall 0x2 0xce51020 0x0 0x0 0x0 0x0 = 0x3
syscall 0x0 0x3 0x55a4e3c2a000 100 0x0 0x0

3



Fuzzing System Calls

Kernel

Userspace

Memory

0

Files

1

2

fd = open("/var/log/messages", O_RDONLY)
read(fd, buf, 100);

syscall 0x2 0xce51020 0x0 0x0 0x0 0x0 = 0x3
syscall 0x0 0x3 0x55a4e3c2a000 100 0x0 0x0

3



Fuzzing System Calls

Kernel

Userspace

Memory

3

0

Files

1

2

fd = open("/var/log/messages", O_RDONLY)
read(fd, buf, 100);

syscall 0x2 0xce51020 0x0 0x0 0x0 0x0 = 0x3
syscall 0x0 0x3 0x55a4e3c2a000 100 0x0 0x0

3



Fuzzing System Calls

Kernel

Userspace

Memory

3

0

Files

1

2

fd = open("/var/log/messages", O_RDONLY)
read(fd, buf, 100);

syscall 0x2 0xce51020 0x0 0x0 0x0 0x0 = 0x3
syscall 0x0 0x3 0x55a4e3c2a000 100 0x0 0x0

3



Fuzzing System Calls

Kernel

Userspace

Memory

3

0

Files

1

2

fd = open("/var/log/messages", O_RDONLY)
read(fd, buf, 100);

syscall 0x2 0xce51020 0x0 0x0 0x0 0x0 = 0x3
syscall 0x0 0x3 0x55a4e3c2a000 100 0x0 0x0

3



Fuzzing System Calls

Kernel

Userspace

Memory

3

0

Files

1

2

syscall FUZZ FUZZ FUZZ FUZZ FUZZ FUZZ

3



Fuzzing System Calls

Kernel

Userspace

Memory

3

0

Files

1

2

Pointers and File-Descriptors 
result in an enormous system-call input-space

syscall FUZZ FUZZ FUZZ FUZZ FUZZ FUZZ

3



syz_io_uring_setup(entries int32[1:IORING_MAX_ENTRIES], params ptr[inout, io_uring_params], addr_ring vma, addr_sqes vma, ring_ptr ptr[out, ring_ptr], sqes_ptr ptr[out, sqes_ptr]) fd_io_uring

io_uring_setup(entries int32[1:IORING_MAX_ENTRIES], params ptr[inout, io_uring_params]) fd_io_uring
io_uring_enter(fd fd_io_uring, to_submit int32[0:IORING_MAX_ENTRIES], min_complete int32[0:IORING_MAX_CQ_ENTRIES], flags flags[io_uring_enter_flags], sigmask ptr[in, sigset_t], size len[sigmask])
io_uring_register$IORING_REGISTER_BUFFERS(fd fd_io_uring, opcode const[IORING_REGISTER_BUFFERS], arg ptr[in, array[iovec_out]], nr_args len[arg])
io_uring_register$IORING_UNREGISTER_BUFFERS(fd fd_io_uring, opcode const[IORING_UNREGISTER_BUFFERS], arg const[0], nr_args const[0])
io_uring_register$IORING_REGISTER_FILES(fd fd_io_uring, opcode const[IORING_REGISTER_FILES], arg ptr[in, array[fd]], nr_args len[arg])
io_uring_register$IORING_UNREGISTER_FILES(fd fd_io_uring, opcode const[IORING_UNREGISTER_FILES], arg const[0], nr_args const[0])
io_uring_register$IORING_REGISTER_EVENTFD(fd fd_io_uring, opcode const[IORING_REGISTER_EVENTFD], arg ptr[in, fd_event], nr_args const[1])
io_uring_register$IORING_UNREGISTER_EVENTFD(fd fd_io_uring, opcode const[IORING_UNREGISTER_EVENTFD], arg const[0], nr_args const[0])
io_uring_register$IORING_REGISTER_FILES_UPDATE(fd fd_io_uring, opcode const[IORING_REGISTER_FILES_UPDATE], arg ptr[in, io_uring_files_update], nr_args len[arg:fds])
io_uring_register$IORING_REGISTER_EVENTFD_ASYNC(fd fd_io_uring, opcode const[IORING_REGISTER_EVENTFD_ASYNC], arg ptr[in, fd_event], nr_args const[1])
io_uring_register$IORING_REGISTER_PROBE(fd fd_io_uring, opcode const[IORING_REGISTER_PROBE], arg ptr[inout, io_uring_probe], nr_args len[arg:ops])
io_uring_register$IORING_REGISTER_PERSONALITY(fd fd_io_uring, opcode const[IORING_REGISTER_PERSONALITY], arg const[0], nr_args const[0]) ioring_personality_id
io_uring_register$IORING_UNREGISTER_PERSONALITY(fd fd_io_uring, opcode const[IORING_UNREGISTER_PERSONALITY], arg const[0], nr_args ioring_personality_id)

# The mmap'ed area for SQ and CQ rings are really the same -- the difference is
# accounted for with the usage of offsets.
mmap$IORING_OFF_SQ_RING(addr vma, len len[addr], prot flags[mmap_prot], flags flags[mmap_flags], fd fd_io_uring, offset const[IORING_OFF_SQ_RING]) ring_ptr
mmap$IORING_OFF_CQ_RING(addr vma, len len[addr], prot flags[mmap_prot], flags flags[mmap_flags], fd fd_io_uring, offset const[IORING_OFF_CQ_RING]) ring_ptr
mmap$IORING_OFF_SQES(addr vma, len len[addr], prot flags[mmap_prot], flags flags[mmap_flags], fd fd_io_uring, offset const[IORING_OFF_SQES]) sqes_ptr

# If no flags are specified(0), the io_uring instance is setup for interrupt driven IO.
io_uring_setup_flags = 0, IORING_SETUP_IOPOLL, IORING_SETUP_SQPOLL, IORING_SETUP_SQ_AFF, IORING_SETUP_CQSIZE, IORING_SETUP_CLAMP, IORING_SETUP_ATTACH_WQ
io_uring_enter_flags = IORING_ENTER_GETEVENTS, IORING_ENTER_SQ_WAKEUP
_ = __NR_mmap2

# Once an io_uring is set up by calling io_uring_setup, the offsets to the member fields
# to be used on the mmap'ed area are set in structs io_sqring_offsets and io_cqring_offsets.
# Except io_sqring_offsets.array, the offsets are static while all depend on how struct io_rings
# is organized in code. The offsets can be marked as resources in syzkaller descriptions but
# this makes it difficult to generate correct programs by the fuzzer. Thus, the offsets are
# hard-coded here (and in the executor).
define SQ_HEAD_OFFSET 0
define SQ_TAIL_OFFSET 64
define SQ_RING_MASK_OFFSET 256
define SQ_RING_ENTRIES_OFFSET 264
define SQ_FLAGS_OFFSET 276

System-Call Grammars

4



io_uring_setup(entries int32[1:IORING_MAX_ENTRIES], 
               params ptr[inout, io_uring_params]) fd_io_uring

System-Call Grammars
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io_uring_setup(entries int32[1:IORING_MAX_ENTRIES], 
               params ptr[inout, io_uring_params]) fd_io_uring

io_uring_register$IORING_REGISTER_PROBE(fd fd_io_uring,
                                        opcode const[IORING_REGISTER_PROBE],
                                        arg ptr[inout, io_uring_probe], nr_args len[arg:ops])
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io_uring_setup(entries int32[1:IORING_MAX_ENTRIES], 
               params ptr[inout, io_uring_params]) fd_io_uring

io_uring_register$IORING_REGISTER_PROBE(fd fd_io_uring,
                                        opcode const[IORING_REGISTER_PROBE],
                                        arg ptr[inout, io_uring_probe], nr_args len[arg:ops])
io_uring_probe {                                  
    last_op const[0, int8]                        
    ops_len const[0, int8]                        
    resv    const[0, int16]                       
    resv2   array[const[0, int32], 3]             
    ops array[io_uring_probe_op, 0:IORING_OP_LAST]
}                                          
io_uring_probe_op {                               
    op  const[0, int8]                            
    resv    const[0, int8]                        
    flags   const[0, int16]                       
    resv2   const[0, int32]                       
}                                                 

System-Call Grammars
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Current System-Call Fuzzers rely on detailed grammars 
to describe pointer and file-descriptor arguments



FuzzNG

Reshape the pointer and file-descriptor input-spaces to make 
system-calls conducive to off-the-shelf fuzzing methods
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Reshaping the Pointer and File-Descriptor Input Spaces
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Reshaping the Pointer and File-Descriptor Input Spaces

syscall FUZZ FUZZ FUZZ FUZZ FUZZ FUZZ

What will it take to make fuzzer-generated pointers
and file-descriptors result in meaningful target behaviors?
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Start up threads to fill memory-accesses
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