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Paying for a Charging Session
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Paying for a Charging Session
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System Model - CableAuth
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System Model - CableAuth

Unique movements Smartwatch

O
p

ti
on

al

IMU sensor in the handle

IMU



Sebastian Köhler - Systems Security Lab Oxford Symposium on Vehicle Security and Privacy (VehicleSec 2023) - 27th February 20235

Threat Model
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Threat Model

Vehicle theft
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Threat Model

Vehicle theft Credentials theft
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Experiment Setup

Real charging station Charging station replica Charging cable handle with smart ring attached
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User Study - Data Collection
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User Study - Data Collection

20 participants Total of 30 charging 
sessions per participant

Three separate sessions
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Data Processing - Unhook

windows size = 2.0, offset = -1.0 windows size = 3.0, offset = -2.0

Cable handle Watch
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Authentication Results

Handle Watch Watch; accelerometer & gyroscope only 
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Authentication Results

Handle Watch Watch; accelerometer & gyroscope only 

Handle Watch Watch; accelerometer & gyroscope only 

P
lu

g
-in

 g
es

tu
re

U
n

h
oo

k 
g

es
tu

re



Sebastian Köhler - Systems Security Lab Oxford Symposium on Vehicle Security and Privacy (VehicleSec 2023) - 27th February 202310

Combined-Gestures Results

Parameters for plug-in Gesture
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Parameters for

Device unhook Gesture

H
a

n
d

le

{s = 2.0, o = �1.0} 0.13 0.11 0.12 0.09 0.10 0.10
{s = 2.0, o = �1.5} 0.13 0.11 0.12 0.09 0.10 0.11
{s = 2.5, o = �1.0} 0.12 0.11 0.11 0.09 0.09 0.10
{s = 2.5, o = �1.5} 0.12 0.11 0.12 0.09 0.09 0.10

W
a

tc
h

{s = 2.0, o = �1.0} 0.13 0.12 0.13 0.12 0.11 0.12
{s = 2.0, o = �1.5} 0.11 0.11 0.12 0.10 0.09 0.10
{s = 2.5, o = �1.0} 0.11 0.10 0.11 0.11 0.11 0.11
{s = 2.5, o = �1.5} 0.13 0.12 0.13 0.11 0.12 0.12

Table 1: Average EERs for our combined-gesture model by unhook and plug-in window parameters.

(a) FARs (b) FRRs

Figure 3: Average FARs when optimised to minimise false negatives and FRRs when optimised to minimise false positives for
our authentication model by window size and offset, for unhook gestures using data from the handle.

roughly the mean of the EERs of the single-gesture classifiers
of the two component gestures in their respective window
parameters. We find no benefit in combining the gestures.

C. Second Factor Optimisation

Our model is designed to be a second factor to an existing
authentication system. As such, we can tune our model to the
needs of that system and then measure the strict improvement
that we provide to it.

To evaluate the security gains that our model could provide
without imposing any burden on usability (i.e., by negating the
likelihood of causing false negatives, which would cause the
user to need to re-authenticate), we find for each classifier the
✓ such that the FRR is less than 0.01% and then measure the
FAR at that point. Figure 3a shows the average FARs when
optimised for usability. We see that our model can provide a
strict improvement to the existing system by adding a layer of
false acceptance detection with a FAR of 0.18.

Alternatively, to evaluate the impact on usability that our
model would have on the system if tuned to maximise security
gains, we find for each classifier the ✓ such that the FAR is less
than 0.01% and then measure the FRR at that point. Figure 3b
shows the average FRRs when optimised for security. We see
that by adding a heavy-duty (and completely implicit) layer of
security, we would impose an FRR of 0.59. This means that if

our system were the primary authentication factor, an attacker
would rarely be successful, and instead of needing to manually
approve the charging session on their phone 100% of the time,
the user would only need to do so 59% of the time.

VII. CONCLUSION

In this paper, we demonstrated that an IMU sensor embed-
ded in the handle of an electric vehicle charging cable (or a
smartwatch worn by the user) provides sufficient data to use
the unique movements made by the user while unhooking and
plugging the cable into the vehicle at the start of a charging
session to authenticate the user. Our models achieved EERs
of 0.06 and we showed that they could further be tuned to
favour either security or usability so as to provide a strict
improvement to an existing authentication system in each case.
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Second Factor Optimization

FAR optimized for low FRR (0.01%) FRR optimized for low FAR (0.01%)
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Conclusion

An IMU sensor in the charging cable handle is sufficient,

to extract unique user movements that can be used as a second factor.

Our authentication models achieved EERs of 0.06.
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Questions?

https://seclab.cs.ox.ac.uk

sebastian.kohler@cs.ox.ac.uk

https://github.com/jacksturgess/cableauth

https://seclab.cs.ox.ac.uk
https://github.com/jacksturgess/cableauth

