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How big are these botnets?
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Timestamp IP address

19:43:21 2020-11-01 1.2.3.4

19:43:22 2020-11-01 134.21.31.45

19:43:23 2020-11-01 221.76.87.91

19:43:24 2020-11-01 78.12.14.65

19:43:25 2020-11-01 32.1.5.122

19:43:26 2020-11-01 211.1.23.65

IP AddressesCount

6 Bots
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IP Addresses    change
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6 Bots?



CARDCount
Considering Address Reassignment Durations when Counting
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Accurate botnet size estimation

Accurate for long measurement durations

Provides confidence intervals

Resilient to incomplete data



State of the Art
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1 week
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Continuous bot activity

Failed measurement

IP
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State of the Art: 𝐵𝑖𝑛𝐶𝑜𝑢𝑛𝑡𝜔
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Failed measurement

IP
s
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State of the Art: 𝑀𝑎𝑥𝐶𝑜𝑢𝑛𝑡
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1 week

Measured IP address

Continuous bot activity

𝑀𝑎𝑥𝐶𝑜𝑢𝑛𝑡= 1
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Failed measurement

𝑀𝑎𝑥𝐶𝑜𝑢𝑛𝑡𝐴𝑆



Comparison
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BinCount MaxCount CARDCount
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BinCount MaxCount CARDCount
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BinCount MaxCount CARDCount
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Mirai botnet size
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Mirai botnet size
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Mirai botnet size
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Mirai botnet size

Overestimation

Lower bound



IP Addresses    
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change



IP Addresses    
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change predictably
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IP Reassignments
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RIPE Atlas
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Example – 7 IP addresses over 1 week 
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CARDCount

𝐶𝐴𝑅𝐷𝐶𝑜𝑢𝑛𝑡 𝐴, 𝐷, 𝑇 = 𝐴 ∗
1

𝑛
∗ 

𝑖=1

𝑛
𝑑

𝑑 + 𝑇
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Unique IP 

addresses

IP duration 

distribution

Measurement 

duration



Example: 7 IPs over 7 days  
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CARDCount(7, 𝐷𝐷𝑇𝐴𝐺, 7d) = 1.59



Mirai Botnet Size

08.10.2024 Leon Böck, Telecooperation Lab, Technical University Darmstadt 36



Mirai Botnet Size
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Confidence Intervals



How accurate is CARDCount

Ground truth evaluation on RIPE Atlas
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~1800 Devices

39 ASes

Precise IP duration

Ground truth activity



Ground Truth – RIPE Atlas
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Ground Truth – RIPE Atlas
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Ground Truth – RIPE Atlas
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Confounding Factors

Short IP address durations

Bot churn

Capturing partial bot activity

Accuracy of the address duration distributions

Shared IP addresses
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Incomplete data



Dealing with incomplete data (80%)
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Dealing with incomplete data (30%)

08.10.2024 Leon Böck, Telecooperation Lab, Technical University Darmstadt 46



Accuracy of Address Duration Distributions
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Accuracy of Address Duration Distributions
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Accuracy of Address Duration Distributions
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∀𝑑 ∈ 𝐷, 𝑑 = 𝑑 + 24ℎ



Accuracy of Address Duration Distributions
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∀𝑑 ∈ 𝐷, 𝑑 = 𝑑 + 24ℎ

∀𝑑 ∈ 𝐷, 𝑑 = 𝑑 − 12ℎ



Confounding Factors

Short IP address durations

Bot churn

Capturing partial bot activity

Accuracy of the address duration distributions

Shared IP addresses

CARDCount is most accurate under realistic conditions
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Mirai Botnet
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Mirai Botnet
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Hajime Botnet
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Conclusion

CARDCount provides better size estimation

Relies on IP duration distributions

• Sign up for RIPE

• Convince ISPs to share distributions

Code: https://github.com/cardcount

Contact: 

• boeck@tk.tu-darmstadt.de

• @lboeck@infosec.exchange

• @_LeonBock
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https://github.com/cardcount

