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What is trackability?
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What is trackability?

Security vs Privacy

* Security: protection against * Privacy: protection of
information disclosure, theft of namelessness
electronic data, protection of

* Anonymity, unlinkability,
untraceability

hardware
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* New: trackability!

* Link permanent identifier to temporary identifier to
track secured application-level traffic

W h at |S * Finer-grained than other existing notions
traCka blllty’P * New: TrackDev!

* Any secure application-level traffic
* Mechanisable (Tamarin)
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The TrackDev framework
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TrackDev |dentification Functionality

1. A>B:m,

Hi! I’'m Alice!

—

Bob
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TrackDev |dentification Functionality

[p.B =2 A:m,]

E
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TrackDev |dentification Functionality

q.A 2> B:m,

‘A‘
“ Give me the application!
—

“Alice”
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TrackDev |dentification Functionality

1. A> B:m;
[p.B =2 A: m,]
q. A2 B:m;

Req. 1: In steps 1 to (g-1), B identifies A via id,

Req. 2: In steps q and thereafter, A is accessing an application-level
service facilitated by B
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Attackers in TrackDev

Attacker

g

* Two types

e Passive (weak)
 Active (strong)

* Akin to the Dolev Yao adversary a b
* Perfect cryptography y

Alice Bob
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Attack Setup in TrackDev

A set of executions/runs E of protocol
———

W
-

Andrew Bob
Execution 3
Alice Bob —
_
—
Allison Bob
Execution 2
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Attack Setup in TrackDev

e Attack Setup S(E) over that set of executions E

Pre-Application Messages 4+  Application-Level Messages
N/ %
N/ = -
\ / \/
4
N 4
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Attack Setup in TrackDev

» Attack Setup S(E) =over tha@& E

Pre-Application Messages 4  Application-Level Messages
N
N/ o
4
N4
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A Trackability Attack in TrackDev

 Attack Setup S(E)

* Trackability Relation Tr = (id,, M,)

* Pairs (idy, M,) such that:
* M, is a set of application messages M,,, in the attack setup S(E)

* M, were really sent by A identified as id,

A A

Attacker
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Characteristics of TrackDev
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Characteristics of TrackDev

Explicit vs Implicit Non-Trackability

* Explicit — everyone is using their ‘real’ identifiers

* Implicit — the identifiers are masked to protect the party’s privacy
* (p(idAIice)

e

Explicit Implicit
Alice “Alice” )
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Characteristics of TrackDev

Static vs Adaptive Non-Trackability
* The identifier(s) to be tracked are not imposed from outside

* Adversary free to choose who they track

S >
N °

[+)
Andrew ‘
Alice h

Attacker

Allison
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Characteristics of TrackDev

Static vs Adaptive Non-Trackability
* The identifier(s) to be tracked are imposed from outside

* Adversary is challenged on a specific party to track
-l
A A

Attacker
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Characteristics of TrackDev

Session-Insensitive \ws Sessiom-Semsitive Non-Trackability

Alice
—
—
—
Alice Bob

Session 2

Bob

Session 3
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Characteristics of TrackDev

Session-Insensitive vs Session-Sensitive Non-Trackability
° S(E’ SESS) - (MSessid’ MSessApp)

Pre-Application Messages + Application-Level Messages
\/ \
o ~ N/
V% = n S1
u S2 M
4
>3 \ N\
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-y
V4 <\

e Active vs Passive attacker \

* Explicit vs Implicit

Characteristics * Static vs Adaptive

Of Tl’OC/(DEV . ge55|pp-lnsen5|t|ve Vs Session-
ensitive

e Existential vs Universal
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Comparison of TrackDev
characteristics
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Comparison of TrackDev characteristics

implicit, passive
implicit, active
explicit, passive
explicit, active

* Non-Trackability vs Trackability (attack)
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Comparison of TrackDev characteristics

* TrackDev: more granular way of creating privacy specification
* TrackDev: generic recipe for lemmas (for explicit trackability)

m Attacker ldentifier
Active Passive Explicit Implicit
Attacker Attacker Identifier @ Identifier
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Implications between TrackDev notions

@ Trackactive —_— Trackpassive
— =

@ Ad-Track &2 St-Track
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Comparison of TrackDev characteristics

o Attacker . active . passive
Adaptive < Static

* Active
* Passive

n
L

L
3

a8 -
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TrackDev examples
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TrackDev example: LoRaWAN Join

Pre-Application

Messages

March 2, 2023

User Server
End Device Network Server Join Server Application Server
(ED) (NS) (JS) (AS)
o —
T L —
JoinRequest: DevEUIL, ##, MAC
generate DevAddr;
] |
JoinAccept: enc(#, DevAddr)
P S
DevAddr, enc
L dr, enc(#) Application-Level
DevAddr, enc(#) Messages
I I I

Ksenia Budykho
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TrackDev example: LoRaWAN Join

° St_SeSTraCkexplicit,passive

* n devices on network

* Only 1 device joining

End Device Network Server Join Server
(ED) (NS) (JS)

* Trackability Relation Tr = (id, Mpag) s voion e
 { ( DevtUl,, { (DevAddr,, data,), T

______________

__________________

(DeVAddril, datail) } ) } E—
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TrackDev in practice

e FLoRa + LoRaWAN Join
e 5G
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SYMPOSIUM
30™ ANNIVERSARY
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FloRa + LoRaWAN Join

FLoRav2.0

202
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10905_113417 =

10

11

12

Type:

Downlink Msg
(uc)

Uplink Msg (C)

Join-Request

Downlink Msg

(uc)

Uplink Msg (C)

Uplink Msg (C)

Downlink Msg

(uc)

Uplink Msg (C)

Uplink Msg (C)

Downlink Msg

(c

Uplink Msg (UC)

Uplink Msg (UC)

Send LoRaWAN Packets

Reception Time:

2021-09-05 13:18:48.44

2021-09-05 13:18:4340

2021-09-05 13:18:39.32

2021-09-05 13:17:4845

2021-09-05 13:17:43.40

2021-09-0513:17:12.82

2021-09-05 13:16:48.48

2021-09-05 13:16:4341

2021-09-05 13:16:43.41

2021-09-05 13:16:00.76

2021-09-05 13:15:54.28

2021-09-05 13:15:54.28

No Attack S

Packet info: (0

Freq: 868.5 | Chan: 2 | Datr: SF7BW125
DevAddr: 260bb3ac | ACK: 1| FCnt: 0003

Freq: 868.5 | Chan: 2 | Datr: SF7BW125
DevAddr: 260bb3ac | ACK: 0| FCnt: 0003

Freq:867.1| Chan: 3 | Datr: SF7BW125

[ Only valid packets

Decrypted data: (7)

N/A (Join-Requests are not encrypted)

JoinEUI: cb954fdad8875540 | DevEUI: fd06d2fcee3b578a | DevNonce: a%96a

Freq:867.5 | Chan: 5 | Datr: SF7BW125
DevAddr: 260bb3ac | ACK: 1| FCnt: 0002

Freq:867.5 | Chan: 5 | Datr: SF7BW125
DevAddr: 260bb3ac | ACK: O | FCnt: 0002

Freq:867.1| Chan: 3 | Datr: SF7BW125
DevAddr: b057cb%a | ACK: 1| FCnt: d12e

Freq: 867.7 | Chan: 6 | Datr: SF7/BW125
DevAddr: 260bb3ac | ACK: 1| FCnt: 0001

Freq:867.7 | Chan: 6 | Datr: SF7BW125
DevAddr: 260bb3ac | ACK: O | FCnt: 0001

Freq:867.3 | Chan: 4 | Datr: SF7BW125
DevAddr: 260bb3ac | ACK: 0| FCnt: 0001

Freq:867.7 | Chan: 6 | Datr: SF12BW125
DevAddr: 260b6778 | ACK: O | FCnt: 0001

Freq:867.3 | Chan: 4 | Datr: SF12BW125
DevAddr: 260b6778 | ACK: 0 | FCnt: 0000

Freq:867.7 | Chan: 6 | Datr: SF12BW125
NevAddr 24004778 | ACK- 0| ECnt 00N0

Ksenia Budykho

Invalid: () MIC:

Actions:
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FloRa + LoRaWAN Join

DevEUI;: 75 C6 00 00 OA CA 25 00
DevEUIL,: 64 7F DA 00 00 OO0 3F ED
° St_SeSTraCkexplicit,passive

* Target DevEUI,
* DevEUI;: 75 C6 00 00 OA CA 25 00
* DevAddr: 26 0B 05 23
* DevAddr: 26 0B 24 D9

March 2, 2023 Ksenia Budykho
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Time Type DevAdde | DevEUL FCnt
*2021-09-05 11:34:23.87°_|_“loin-Request _hihiGb860a8h I ea?
<WM e 7 ’ <>
€12021-09-05 11:35:01.39° | Jom-Accent ~
"2021-09-05 11:35:04.25° | Uplink Msg (C)" 26060523 0000
*2021-09-05 11:35:04.36 | LoNnk Mot TR L *0000°
"2021-09-05 11:35:17.95° | “Join-Request’ *647fda0000003fed’
*2021-09-05 11:35:40.26' | Uplink Msg (UCT | 260be271 *0000°
*2021-09-05 11:35:40.27° | “Uplink Msg (UC)" | "260be271° *0000°
*2021-09-05 11:36:04.51° | “Uplink Msg (C)’ "260b0523° *0001°
*2021-09-05 11:37:04.51° | “Uplink Msg (C)’ *260b0523° *0002°
*2021-09-05 11:37:53.19° | “Uplink Msg (C)’ e96adc6f’ 4edT
*2021-09-05 11:38:04.50° | “Uplink Msg (C)’ *260b0523° *0003°
WM (cy 260K0523 *0003°
"2021-09-05 11:39:00.35"_|_lain-Request’ 79 d04e6ab’
é '2021-09-05 11:39:02. “Jom-Request al 3fed’ <>
— ESSSSSSSSS..
-UY- “Join-Request’ “15¢i aca
‘ =! = 111~
- 0 30.22° | "Uplink Msg (C)’ 260b24d9° T
°2021-09-05 11:41:39.23°_|_“Unplink Mse (C) 260h2449" *0000°
2021-09-05 11:42:28.75° | *Join-Request’ *647£da0000003fed’
"2021-09-05 11:42:35.56 “Jom-Accepl
"2021-09-05 11:42:39.47° | “Uplink Msg (C)’ "260b24d9° *0001°
*2021-09-05 11:42:39.48° | “Uplink Msg (C)’ "260b24d9’ *0001°
*2021-09-05 11:42:51.07° | “Uplink Msg (UC)" | ’260b7bbd’ *0000°
*2021-09-05 11:42:51.09°_|_"Uplink Mse (CY_|_260h7bbd’ *0000°
"2021-09-05 11:43:24.07° | “Join-Request’ *75¢600000aca2500°
*2021-09-05 11:43:20.15 | Jom-Accept
*2021-09-05 11:43:31.39° | “Uplink Msg (C)’ *260b785b" *0000°
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* Presented work to LoRa Alliance

* One of our countermeasures to be present
invl1l.2

I
/
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5G procedures

e 3-St-Tra Ckimplicit,passive

* Two types of network traffic

1. 5G core-facing
2. Tower-facing

March 2, 2023 Ksenia Budykho
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TrackDev mechanised
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/-\

* Session-sensitive/session-
insensitive similar to mechanise

Add ng to * Explicit trackability simple to
formal-analysis mechanise
* Implicit trackability difficult to
mechanise
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Conclusions
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New privacy
notions
amenable to
both practice
and formal
verification

New attacks on
LoRa Join and 5G

TrackDev

Implemented in
a practical toolkit
LoRa’s privacy
attacks/checking

Solutions
adopted by
LoRaWAN in v1.2

Mechanised in
formal
verification in
Tamarin
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Thank you for your attention!

Questions?
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TrackDev mechanised

[rexxex EXPLICITTRACKABILITY LEMMA - *****/

lemma linked_deveui_devaddr_onlyonce: exists-trace

DevEU!l DevEUIZ NS JoinEUI DevNonce DevNonce?2 tau_cltau_c2 DevAddr2 #t01#t02 #t03

DeviceJoinRequest(DevEU!, NS, JoinEUI, DevNonce, tau_cl)@ t01
& DeviceJoinRequest(DevEUIZ, NS, JoinEUI, DevNonce2, tau_c2)@ t02
& NSReceivedReKeyInd(NS, DevEUI2, DevAddr2) @t03 //link

< &#101<#102 >
<

' omRequest makes it
& (All #l #j . 0OnlyOnce('NetworkServer_Receive_JoinRequest_Forward_To_JS") @i &
OnlyOnce('NetworkServer_Receive_JoinRequest_Forward_To_JS") @ j ==> #i=#]

//and no key reveat—
& not(Ex Entity Type Key #kr . KeyReveal(Entity, Type, Key) @ kr)
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