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Increasing Number of Electric Vehicles (EVS)
- By 2021, number of EVs tripled as compared to the previous 3 years (16.5 M)

- 10.3 M electric cars were sold worldwide in 2022
- 13.6 M EVs expected to be sold globally by the end of 2023

- The rapid adoption of EVs has led to increased charging demands
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Expansion of the EV Charging Infrastructure

- Expanding the EV charging infrastructure to keep up with the demand

- The USDOT and USDOE investing $5 Billion to build 500,000 charging stations
nationwide [1]

- Similar trends in Canada [1], Europe, and Asia

= An official website of the United States government Here's how you know v

United States Department of Transportation

U.S. Department of Transportation
| Federal Highway

Ad m I n |S1'|'Q1'|0n About FHWA Programs Resources Newsroom

Home / Newsroom

President Biden, USDOT and USDOE Announce $5 Billion
over Five Years for National EV Charging Network, Made
Possible by Bipartisan Infrastructure Law

Thursday, February 10, 2022

Newsroom

Press Releases

Speeches & Testimony

[1] https://highways.dot.gov/newsroom/president-biden-usdot-and-usdoe-announce-5-billion-over-five-years-national-ev-charging
[2] https://www.nrcan.gc.ca/energy-efficiency/transportation-alternative-fuels/zero-emission-vehicle-infrastructure-program/21876
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Problem

- The EV ecosystem is vulnerable to cyber
attacks/exploitations

- Malware, default/weak credentials,
vulnerable firmware/protocols

- Lack of knowledge about the security
posture of existing EVCS against remote
cyber attacks

RUSSIAN EV
CHARGERS

MESSAGE:
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Why should we be concerned?

Distributed Scanning and DoS
» Protect the devices/services '

- Compromised I0T/CPS as attack enablers lgl

(Master
Bot

Controller)

- Increasing number of insecure EVCS SO S

o more complex software/firmware, computationally
powerful systems

o connected to critical infrastructure

AN

- Vulnerable EVCS as a new attack vector —clug —@
o EV users, operators, and the power grid g

| —
Transformer Panel

Plug-in
electric vehicle

Wiring for

parking spots Charger
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The EV Charging Ecosystem

- A CPS with various stakeholders
- EV charging management systems (EVCMS) 5

o A core component in the EV charging ecosystem ‘ B )
_ _ : Consumers can DT
o Collection of software that instrument the EVCS :  initiate/stop ==&
“......Charging EV

o Remote control/management capabilities (Internet)

Ef EV can charge from or
- discharge into EVCS :
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Threat Model

- An adversary wants to exploit vulnerabilities of EVCMS

o Gains control over the EVCS and performs remote attacks against stakeholders
- Investigate the security posture of the deployed EVCMS in the wild

- Lack of empirical data about the deployed EVCS
- Approach: online EVCMS discovery and security analysis

I Discovery

Security Analysis I

/ Seed Storing

Identifier Extraction
Collecting Parsing Extracting
Assets Assets Identifiers

Query and Data Validation

Automated Scanning
Vulnerability Host Issue
PoC Scanning Reporting
Vulnerability Anal
Querying Similarity Host Components Entity Vulnerability
Update Engines Analysis Labeling Inspection Testing Detection
Database
System ldentification

Host Host Candidate
lassification Clustering Selection

Asset Analysis

| Dismantling Categorizing Analyzing
Assets Components| |Components

11

Operator

Power Grid
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Device Discovery Using Online Device Search Engines

- Device search engines (e.g., Shodan.io) S

The search engine for thellnternet of Things

- Mainly rely on banner analysis
o limited banner information associated with EVCMS
o lack of standardization in implementation of EVCMS
o lack of EV-specific rules/tags/identifiers to use with search tools T —

(, censys
- Limited number of discovered EVCS o i——y =
Question: ‘

How can we leverage existing search engines to extend
the EVCMS discovery/fingerprinting results ?
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Proposed Approach: lterative Device Discovery

Seed Storing

C% SHODAN @

ZoomEy®

T

- Leverage 4 well-know device search engines (Shodan, Censys, Fofa, Zoomeye)
- Initial search and lookup using EV-related keywords
- Build a database of EVCMS seeds
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Proposed Approach: lterative Device Discovery

Seed Storing > Identifier Extraction

- Collect/parse assets from firmware, web instances, and vendor websites
- Extract identifiers from filesystem items, DOM elements, and EVCS-related

strings
Name \
\ \ \ 7/
Title , ——( Version \
J / /'
\ /,// \ \ 4 !

Identifiers \

\

Logo Port\/
¥/ \\

Path

N 4
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Proposed Approach: lterative Device Discovery

Seed Storing > Identifier Extraction> Query and Data Validation

- Query the search engines using the new identifiers = new hosts

- Parsing the EVCMS portals’ HTML page to extract their structure, style, and text
content

- Introduce the DOMetric by calculating structure, text, and style similarities

DOMetric
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Proposed Approach: lterative Device Discovery

Seed Storing > Identifier Extraction> Query and Data Validation> System Identification

- Separate EVCMS hosts from generic hosts (Binary Classi
assl
(14 featu¥e)

classifier with 14-EVCMS features)

- Cluster EVCMS hosts using DOMetric (threshold=0.9)

- Select candidate EVCMS (multiple version and more S
EVCMS EVCMS

representative identifiers)

Clustering EVCMS

Q
o O

O

Update

EVCMS seeds I
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EVCSMS Discovery Results

. Initial Search (1,800 EVCMS hosts, 9 products) C% SHODAN ZY.OJ}
oomLby®
- Zoomeye & Fofa produced more hosts

- Extended Search (ChargePrint) L, censys -

00 006 B Initial Search @ Extended Search (ChargePrint) . Significantly improved results
i 27439 25316 44 - Discovered 27,439 EVCMS hosts
2 10.000 5,945 5,442
o ! ’ °
a 1830 11 1503 20x Zoomeye
% 1,000 - 10x Fofa
5 100 22 63 - 40x Shodan & Censys
g - 44 EVCMS products (35 New
= 10
3 - initial seed of 9 EVCMS products
= 1

Total Zoomeye Fofa Shodan  Censys
Online Device Search Engines
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Observations

- Geographical Distribution

o Host instances distributed across 21 countries
o 78% were in 5 countries (due to initial seeds)

- Ports and Services

o EVCMS hosts utilized 26 ports
o Common ports for web services (e.g., 80 & 8080)
o Other services: SSH (22), alternative web (82)

- Some EVCMS products use specific port
combinations that can be used for targeted

discovery

35 mmEVCMS ——Host [ oK
© 30 { = [ oste 5K &
O
9% \ - 4K £
- L
- - 3K 2
157 2K B
E 51 i R
= 0 k IIIIIIIIIIIIIIIII <L OK
PR ER R R R R -
S cEbEE3ccSS258532%85
SES5 2 < E220580xxI583 &%
T %) o= = 4 Og_(% T
Country
30 - - 9K
» o5 3‘ EVCMS -—Hosts L 8K "
= - 7K &
S 20 - : L 6K 2
- L 5K %5
'S 15 A S
o L 4K 5
£10 - - 3K 8
S \ - 2K 3
langl00n00lanlast
AT e e a0 A0 I0 g A0 et &
O ANMMONDODOD T TN T—-TLOUMOTTD OO MOT—O ™M
VOO TONOVOOXVOVOVVO—OLLLOTMOOOOO
TOOVDOODO OO O OO0 OTOOOOOO

Y
o
=3




Network and Distributed System Security Symposium (NDSS)-2023

Proposed Approach: Security Analysis

l Discovery | | Security Analysis l

/Saed Storing Identifier Extraction Automated Scanning \
Collecting Parsing Extracting Vulnerability Host Issue |
Assets Assets Identifiers PoC Scanning Reporting
Query and Data Validation
Querying Similarity Host Components Entity Vulnerability
Engines Analysis Labeling Inspection Testing Detection

S

Vulnerability Analysis

stem Ildentification Asset Analysis

Host Host Candidate | Dismantling Categorizing Analyzing
lassification Clustering Selection Assets Components Components
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Proposed Approach: Security Analysis

- Security analysis of the candidate EVCMS

Asset Analysis

Dissect the collected assets &
identified compiled, non-
compiled, and endpoints

~

J

Perform white-box analysis on
binaries and scripts, and black-
box analysis on endpoints

~N

J

N

Vulnerability Analysis /

\

Trace execution flow to identify
flaws & find vulnerable entry
points and cleansing weaknesses

v
N\

Leverage common tools to find
sensitive functionalities, intercept
traffic and find insertion points

v
\

Utilize custom testing procedures
to detect classes of vulnerabilities

.

Automated Scanning

Analyze candidate EVCMS and
craft PoC for every vulnerability

v

Perform a targeted scan by
sending a precise number of
requests and parsing the
responses for indicators

~

\.

Use side-channel techniques to
infer vulnerabilities by leveraging
version strings and banner
correlation

J
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Quantifying the Security Posture of EVCMS

- The majority (92%) of the EVCMS were vulnerable 0%

- About 25,000 EVCMS host instances

= VVulnerable EVCMS

EF-T-N
= —
Powering Business Worldwide h e | I O X

4 CHARGELAB
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Quantifying the Security Posture of EVCMS

- 5 Critical-Severity vulnerabillities (e.g., SQLI):
o Affect 7 EVCMS (4,431 host instances)
o extract databases, access configurations, ...

Severity

- 4 High-Severity vulnerabllities (e.g., XSS):
o Affect 22 EVCMS (9,750 host instances)
o hijack accounts, manipulate settings, ...

Critical

- 4 Medium-Severity vulnerabilities:
o Affect 30 EVCMS (17,831 host instances)

Medium

CWE

200
306
425
799

Vulnerability # Issues # EVCMS  # Hosts

SQLi

XXE

Hard-Coded Cred.
SSRF

CSVi

XSS
CSRF

CORS Misconfig.
FCDP Misconfig.

Info. Exposure 17 17 13,787
Missing Auth. 3 3 1,005
Forced Browsing 2 2 1,402
No Rate Limit 30 30 17,500

o view settings, access functionalities, ...
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admin | Logout | English | User manual | About

Attack Implication
Attacks Against the EVCS s i 0l

Charging station maximum current A

o Manipulate the charging process and configurations

Position on the charging station E

Socket-outlet type T2-TE T2-TE

o Downgrade or modify the firmware oATnATE) s

Derated charging current- Make sure that you have the proper

skills and the necessary knowledge of the electrical A A

installation before modifying this field.

o Create botnet of EVCS as network proxies i 0| g«

v

| Normally close v | | Normally close v |
. Load Shedding Set Point lo |A lo |A
LOCk the EVCS Or d ISabIe features Function In2 [NoTUSED v [noTUSED v
O | Normally open v | | Normally open v |

(-7 S
4 G S
Panel Energy bt

- Attacks Against the Users/Operators
o Obtain personally identifiable information, charging e

Set the charging current for each hour during the day. To set the charge current value, click or drag the bar or enter a

Settings

specific value in the field above the bar. The charging current is limited by a maximum current value that can be
changed from the tab. The current value of ",set maximum charging current” is 32A.
re‘ O r S an O a a If possible, schedule most charging during the night (reduced tariff - GREEN AREA) for cheaper and more
L sustainable charging. The reduced tariff of PPC S.A. valid in the winter season frem 15:00-17:00 and from 02:00-08:00
The minimum charging current is 6A. If you have set a value lower than 6A (RED AREA) for some time, charging

I eak e I eCt ro n i C b i I I i n d ata will be stopped during this time. Charging can be interrupted up to three times during a charging session
O g CURRENT SCHEDULE SETTINGS: Maximum Scheduled Energy Per Day - Single Phase Charge: 176.6kwh,
Three-phase charging: 529.9kwh

Rate of scheduled energy on a reduced tariff: 33.39%.

ﬂ

Attacks Against the Power Grid
o Control the charging process of a large number of EVCS

o Conduct frequency instability attacks (cascading failures
In the grid)

3
3
2

f
]
1
2
i
o
7]
al
i
0

ppp»nppppppppp»;p»»pp»»

FESaas

;

2:00 13:00 14:00 151
0 13:00 14:00 15:00 16:

2500 0000




Network and Distributed System Security Symposium (NDSS)-2023

Vulnerabllity Disclosure and Mitigation

- Established a Coordinated Vulnerability Disclosure (CVD) process [1]

o Communicated the vulnerabilities to the developers
o Provided over 6 months prior to publishing to allow patching

- Acknowledged Zero-Days by several manufacturers

o more than 20 assigned CVE-IDs
- Patch Follow-Up:

EVCMS Products

Addressed Vulnerabilities
= Not Addressed

Revisit the EVCMS
[27,439 hostinstances]

15.90%

84.10%

Updated Systems
= Not Updated

[1] https://www.cisa.gov/coordinated-vulnerability-disclosure-process

CVE-2021-22706

CVE-2021-22721

CVE-2021-22722

CVE-2021-22723
CVE-2021-22724

CVE-2021-22725

CVE-2021-22726

CVE-2021-22727

CVE-2021-22728

CVE-2021-22729

CVE-2021-22730

CVE-2021-22773

CVE-2021-22774

CVE-2021-22818
CVE-2021-22819

CVE-2021-22820

CVE-2021-22821

CVE-2021-22822

CVE-2022-22807

CVE-2022-22808
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Main Takeaways

- Explored the security posture of EV charging ecosystem by introducing the
EVCMS as a new attack surface

- Proposed an effective approach to address the limitations of existing device
search engines and significantly improved EVCMS discovery/fingerprinting

- Shed light on the insecurity of EVCMS at scale (uncovering 120 zero-days)

- Contributed to the security of the EV charging ecosystem by communicating our
findings to system developers (successful patching of products)

- Future Work:
o Improve the accuracy and efficiency of the device discovery and security analysis
o Aim towards building a real-time EVCMS discovery and analysis platform
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Backup Slides



Seed Storing

\ON

C% SHODAN
.

Initial search and lookup using EV-
related keywords

ZoomEy®
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> Identifier Extractio

Collect/parse assets from

firmware, web instances & vendor

websites

Query search engines using new
identifiers & calculate DOMetric

Extract identifiers from
filesystems items, DOM elements,
& EVCS-related strings

Proposed Approach (lterative Device Discovery)
< |

n / Query and Data Validatio System Identification

Structure
Text o
_ Slmllarity

oL

_‘ \, Name
\\ \\ / ) / \

< Tite ), {_ Version )

/ /
/) \

Employ
separate

Compare/label discovered hosts
using DOMetric (unknown hosts)

(14 feature)

1
1 1
non-
l EVCMS Il EVCMS |

classifier
EVCMS hosts
generic devices

Cluster EVCMS host instances
using DOMetric & select
candidates

Update
EVCMS seeds
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DOMetric

For structural similarities D1(H,C) by
performing pair-wise comparison on the
seguence of tags in the HTML pages
using the Gestalt pattern matching method

For style similarity D2(H,C), we collect
embedded style declaration blocks and
selectors of common tags from documents’
HTML and find the largest number of
common declarations between the two
documents using Jaccard’s index

For text similarities (D3) by vectorizing the
enclosed text within the tags for the host and
use cosine similarity

Di(H,C) =

2 x S marSihS D LOS (51, 594))

1S1] + |S2|

i 1o

Do(H.C) = B et e
. C) = (|41, 1B])

Z:r; t.li'tQi'

D3(H,C) = 2 [tilx]ta:

T1|7

m = min( T5|)

3
DOMetric(H,C) = Z w.D;(H,C)

1=1

(1)

(2)

3)

4)



