
The Evolution of Program Analysis 

Approaches in the Era of AI

Alex Matrosov



@matrosov

ǒ Founder and CEO at

ǒ 20+ years doing all shades of binary program analysis  

ǒ Break a few times CPUôs and GPUôs

ǒ Dedicating all my free time to surfing ǁ





This talk is not intended to cover the 
complete history of binary program analysis 

or reverse engineering.

I am describing the evolution of RE from the 
perspective of my personal experience over 

20+ years.



















Unknown structured formats



Signature-based automation 



Undocumented structured formats



Entropy based ML models good for file format classification



Automated detection signature generation

ñAutomatic Yara Rule Generation Using Biclusteringò - 2020

https://arxiv.org/pdf/2009.03779.pdf https://github.com/google/vxsig

https://arxiv.org/pdf/2009.03779.pdf
https://github.com/google/vxsig








Disassembly CFG => Visual Graph Representation



REconstruction of complex C++ code still a problem in 2023



https://static.googleusercontent.com/media/www.zynamics.com/en//downloads/csw09.pdf

https://static.googleusercontent.com/media/www.zynamics.com/en/downloads/csw09.pdf


IR => Code Semantics





HexRaysCodeXplorer v1.0: released in 2013 at REcon



Ghidra P-Code more suitable for RE needs vs Hex-Rays IR



Ghidra P-Code more suitable for RE needs vs Hex-Rays IR



The most comprehensive IR for RE is developed by Binary Ninja



Decompilation != Silver Bullet



The decompilation of Golang is a disaster  


