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This talk Is not intended to cover the
complete history of binary program analysis
Or reverse engineering.
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| am describing the evolution of RE from the
perspective of my personal experience over
20+ years.
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“Ir's all about where
our mind’'s at.”
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- Kelly Slater










Unknown structured formats

DOOOOOOOM: |EB 52 920 4E-54 46 53 20-20 20 20
- 0|0p0I0EROoLID0 8 W W 010 - a
aastaazs- HiddenSectors field
00OOOO30:=
0000040 =
00OOOO50:= Of BPB
00ODOD60 =
DOOPOO70:
00OODE80 =
folofolol0pd0
DOOOODAD =
0D0ODOOBO =
0OEOOOCo =
0OOOOODPO =
DOOOOOED:=
olojolololo) Yo
0000100 :=
0oeOD1L10:=
0OOOO120: VBR Of the
00OD0130:= . P
00000140 active partition
00ODD150:=
0oODO160:=
00OOO1L70:=
00oOOO180:=
00OO0D1L90:=
0DO0O01AD:
DO0OOO1B0O:
DOOEO1LCO:
DOOMO1LDO:
DOOOO1LED:
00OOOO1FO:
0OEOO200:=
oooon210:=




Signhature-based automation

ESET Hidden File System Reader
1.8.3.1 <Apr 30 2613 16:31:34>

Processing... Please wuwait.

Parsing file systems...

"Gapz_UBR" file system found:




Undocumented structured formats

struct BOOT_GUARD_KEY _MANIFEST BGKM ] k R :

UBYTE Signature[8] : BE B ¢ 60 ﬂ"M D:[I h e NmuIXLvOpDobaCLT

UBYTE Unknown ) ; 000 000 51 6A 00 ,\L il I‘H»As/mam»fh

UBYTE Unknown1 R R i{.& j e

UBYTE KmSvn : ' 8F Cé BC C5 4

UBYTE Unknown2

UBYTE Unknown3

UINT16 Unknown4[0]

struct KEY_HASH IbbmKeyHash

UBYTE Unknown4[1]

UINT16 Unknown5

struct KEY_RSA OemPubKey

struct RSA_PUBLIC_KEY Key : 00 52 C7 6 DB 45 95 FC 9A EF FRG 07 . usi

UBYTE Unknown8 ,\/ uu( P \Aw/:’\:q

UINT16 Size : C3 5C EA 39 43 7E ' 5¢ 55 }f}\f?w::("

UINT32 Exp . ca 49 42 52 0o 73 Eﬁ&éA Sﬂgﬁ@ﬁ@] @
UBYTE PubKey[256] . 82 D1 F2 5E 78 C6 EE| C1 00 6D 53 7B BO 46

UINT16 Unknown16 [ SS\/IN #W@@h (( '.

struct RSA_SIGNATURE Signature F = f“i‘ 6 el 111 : " - =
UINT16 KeySize : 6F 98 CA 0C F4 A8 AF CO BF 8A C8 B4 56 :
UINT16 Unknown16 e L R e e e | s S

UBYTE Signature[256] b e e o R .




Entropy based ML models good for file format classification

1+

Hex~ Char Count
2

enc zip giip rar ipeg mp3 phg paf ' : = 397%
Format Type - '




Automated detection signature generation

Automatic Yara Rule Generation Using Biclustering
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AAut omatic Yara Rule Gene@@2&ti on Using Biclustering
https://arxiv.org/pdf/2009.03779.pdf https://github.com/google/vxsig



https://arxiv.org/pdf/2009.03779.pdf
https://github.com/google/vxsig
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Disassembly CFG => Visual Graph Representation

Wiz
sub_5842

rFE " " "R
get_key_manifest get_ibb_manifest sub_505D sub_5678

o=
entry_point

s
boot_guard

"R s
sub_347TE platform_init




REconstruction of complex C++ code still a problem in 2023

int __thiscall Rc4_GetBufferSize(_RC4_STRUCT xthis)

{
return {(this->Reader->vTable->GetResBufSize)({);

; int thlscall Rcy GetBuFFer81ze( RC4_ STRUCT *thls)
Rch_ GetBufferSize proc near \TH EF:
mov ecx, [ecx+4]

mov eax, [ecx]
jmp dword ptr [eax+
Rc4 GetBufferSize endp

offset Rch:GetReader

offset Rc4_GetWriter

offset ?Destroy@EventWaitNode@details@Concurrency@RQAEXXZ
offset ?Sweep@EventWaitNode@details@Concurrency@RQAE_NXZ
offset Rc4_GetBufferSize

offset Rc4_IncreaseSize

offset Rci4_Check

offset Rc4_InitEmpty

offset Rc4_Release

offset Rch_GetMuxName




REIL: A platform-independent intermediate representation
of disassembled code for static code analysis

Thomas Dullien Sebastian Porst
zynamics GmbH zynamics GmbH
Bochum, Germany Bochum, Germany
thomas.dullien@zynamics.com sebastian.porst@zynamics.com

https://static.qgoogleusercontent.com/media/www.zynamics.com/en//downloads/csw09.pdf



https://static.googleusercontent.com/media/www.zynamics.com/en/downloads/csw09.pdf

IR => Code Semantics

27C6F

27C69@ea:
__stdcall *)(int, int, int, int, int, int, i

27C68ea: 27C67@ea: 27C66

memptr.4 (m=12)
ea: 27C6F
int

a: FFFFFFFF

STRUCT_IPL_THREAD_2_11 =

memptr.4 (m=8)
ea: 27C63

STRUCT_IPL_THREAD 2 3 x

var.4 global_struct
ea: FFFFFFFF
STRUCT_IPL_THREAD_1 =*




a2->bull_unload hook = {(global_ struct->proc_buff_ 3->hook _routine)(
ve,
NullU: d,
_unload_ha

var.4 v9 r.4 NullUnload@mempt var.h v9 Muar.4 v var.4 v9 Quar.4 v9
: 27C6F ea: 27C6E : 27C6D ea: 2 h ea: 27C69@ea: 27C ea: 27C67Qea: 27C66
__stdcall *)(int, int, int, int, int, int, int t int int int int int

STRUCT_IPLJEMREAD 2_11 *

memptr .4 (m=12)

ea: 27C6F
int

memptr .4 (m=8)
ea: 27C63
STRUCT_IPL_THREAD_2 3 =

var.4 global_struct
ea: FFFFFFFF
STRUCT_IPL_THREAD_1 =




Hex-Rays Home > Decompiler

Hex-R

Decompiler: Manua

Support SDK Manual

News Comparisons Sales Reference

Third-party plugins

Below is the list of noteworthy public third-party plugins for the
decompiler.

e HexRaysCodeXplorer by Aleksandr Matrosov and Eugene Rodionov

Hex-Rays Decompiler plugin for better code navigation Here is
the main features list schedule for first release:
o navigation through virtual function calls in Hex-Rays
Decompiler window;
o automatic type reconstruction for C++ constructor
object;
o useful interface for working with objects & classes;

o hexrays-python

Python bindings for the Hexrays Decompiler This is an IDA Pro
plugin which provides python bindings around the Hexrays
Decompiler SDK API.

* More to come...

Happy analysis!

HexRaysCodeXplorer v1.0: released in 2013 at REcon

B8->free_mem = vh - =yl + BxX7D1E;

B8 ->basebld_encode = vl + Bx3IBE - =ul;

@R ->base6s_decode = ulL + BXUCD - =ul;
BR->rdtsc_proc = uj =l + Bx579F;

88 ->rnd_process_block = vk + Br57A2 - =ul;
a?—)rnd_Fill_huFFer = ulh - =ulh + PX6A8BY;
a8 ->init_rnd_buffer = vh + Bz6ABB - =ulk;
BR->field13 = vl + @x4B9S - =ulh;
BR->md5_init = vh - =4 + BX2A2C;

EJ Output window

T ICIo

Field
Field
Field
Field
Field
Field

TETLol LML UL LtC e Cow T OT TSt TXEXO &+ oIt

reference detected -» Offset 11217 : char
reference detected -> @ffset 11218 : char
reference detected -» Offset 11219 : char
reference detected -» Offset 11220 : char
reference detected -» @ffset 11221 : char
reference detected -»> @ffset 11222 : char

struct STRUCTURE_TYPE {

Python

int field_@;
int field_1;
int field_2;
int field_3;
int field_4;
int field_5;
int field_b;
int field _7;
int field_8;
int field_9;
int field_10;
int field 11:




Ghidra P-Code more suitable for RE needs vs HexRays IR

42 of b7 14 MOVZX ;word ptr [
53




Ghidra P-Code more suitable for RE needs vs HexRays IR

movzx edx,word ptr [rbx + rl1oxex2]
unique [0x3300:8] R10 * @x2
unique[@x3400:8] = RBX + unique[@x3300:8]
unique[0xbe8@:2] = x[ram]unique[0x3400:8]
EDX = zext(unique[@xbe80:2])
RDX = zext(EDX)

lea rill, [@x8 + rcxx0x2]
unique [0x3480:8] = RCX * @x2
unique[@x3580:8] = @x8 + unique[0x3480:8]
R11 = unique[0x3580:8]

add rill,rbp
CF = carry(R11, RBP)
OF = scarry(R11, RBP)
R11 = R11 + RBP
SF R11 s< @x@
ZF = R11 == 0x0@
unique[0x12e80:8] = R11l & Oxff
unique[0x12f@0:1] = popcount(unique[@x12e80:8])
unique[0x12f80:1] = unique[@x12f00:1] & @x1
PF = unique[0x12f80:1] == 0x0

cmp dx,@x7f

DX < @x7f

sborrow(DX, 0x7f)
unique[0x28f@0:2] = DX — Ox7f
SF = unique[0x28f00:2] s< 0x0
ZF = unique[0x28f00:2] == 0x0
unique[@x12e80:2] = unique[@x28f00:2] & @xff
unique [@x12f@0:1] = popcount(unique[@x12e80:2])
unique[0x12f80:1] = unique[@x12f@0:1] & Ox1
PF = unique[0x12f80:1] == 0x0




The most comprehensive IR for RE is developed by Binary Ninja

000011bc EFI_STATUS sub_l1bc(EFI_HANDLE* ImageHandle, struct EFI_SYSTEM_TABLEx SystemTable)

0 @ 00001lbc __saved_rsi = rsi
1 @ 600011bc rsp = &__saved_rsi
2 @ 00001lbe rsp = &var_38
3 @ 000011c2 rax = [SystemTable + 0x58].q
4 @ 000011c6 r8 = SignalExitBootServicesNotifier8
5 @ 000011cd rl1@ = [SystemTable + 0x60].q
6 @ 000011d1 r9 = 0
7 @ 000011d4 [gRT1].q = rax
8 @ 000011db ImageHandle = 0x201
9 @ 000011le® [gRT2].q = rax
10 @ 000011le7 rax = gSignalExitBootServicesEvent8
11 @ 000Ollee [gST].q = SystemTable
12 @ 000011f5 SystemTable = 8
13 @ 000011f9 [gBS1].q = rl@
14 @ 00001200 [gBS2].q = rl@
15 @ 00001207 var_18 = gSignalExitBootServicesEvent8
16 @ 0000120c rax, ImageHandle, SystemTable, r8, r9, ri1e, ril, xmm4, xmm5 = call([r1® + 0x50].q, ImageHandle, SystemTable, r8, r9, stack = &var_38)
17 @ 00001210 rax = gSignalVirtualAddressChangeEvent8
18 @ 00001217 r9 = O 000011bc EFI_STATUS sub_11bc(EFI_HANDLE* ImageHandle, struct EFI_SYSTEM_TABLE* SystemTable)
19 @ 6000121a var_18 = gSignalVirtualAddressChangeEvent8
20 @ 0000121f r8 = SignalVirtualAddressChangeNotifiers8 0 @ 000011bc __saved_rsi#l = rsi#0
1 @ 000011bc rsp#l = &__saved_rsi
2 @ 00001lbe rsp#2 = &var_38
3 @ 000011c2 rax#l = [SystemTable#0@ + 0x58].q @ mem#0
4 @ 000011c6 r8#1 = SignalExitBootServicesNotifier8
5 @ 00001lcd rlO#1 = [SystemTable#0@ + 0x60].q @ mem#0
6 @ 000011d1 r9#l1 = 0
7 @ 000011d4 [gRT1l].q = rax#l @ mem#0 -> mem#l
8 @ 000011db ImageHandle#l = ©x201
9 @ 000011le®@ [gRT2].q = rax#l @ mem#l —> mem#2
10 @ 000011le7 rax#2 = gSignalExitBootServicesEvent8
11 @ 0000llee [gST].q = SystemTable#® @ mem#2 -> mem#3
12 @ 000011f5 SystemTable#l = 8
13 @ 000011f9 [gBS1].q = rlO#l @ mem#3 -> mem#4
14 @ 00EE1200 [gBS2].q = rlO#l @ mem#4 -> mem#5
15 @ OPEE1207 var 18#1 = eSienalExitBootServicesEvents8



Decompilation != Silver Bullet

void _ fastcall sub_180001000(void *al, char a2, unsigned __int64 a3)

{
if (a3 )

memset(al, a2, a3);

BinaryNinja C Ghidra ¢
3.3.3996 (e34a955¢) 10.2.2 (9813cde2)
% \_EOId sub_180001000(char™ argl, char arg2, int64_t arg3) 5 void FUN_180001000(undefined *param_l1,undefined param_2,longlong par
3 if (arg3 '= @) ?, {
4~ { :
. B &~ if (param_3 !'= @) {
= .Char'* rdi_1 = argl; 9~ for (; param_3 != @; param_3 = param_3 + -1) {
) inte4_t rax = argl; 10 *param_1 = param_2;
7 for (int64_t rex = arg3; rex = @; rex = (rex - 1)) 11 param I - param I : 1:
8~ { - - ’
9 *rdi_1l = rax; ig } }
10 rdi_1 = &rdi_1[1]; 14 return:
11 } 15 } '
12 1 16
13 } 17




The decompilation of Golang is a disaster



