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A “Nutrition Label” for Privacy
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App Privacy Labels on the App Store Google Play's Data Safety Sections
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PrivacyQA Dataset

App Description

App Name : Viber Messenger

. . . .
e Crowdsourced Question Elicitation ) S
iber Free Messenger and Phone Calls: Connecting millions worldwide! Write a text message,
call, chat and share with anyone, anywhere!Viber is your go-to free messenger, allowing you
t h ro u g h M Tu r k to message or call anyone in the world through your Internet connection*. Send a text

message to friends and family with Viber Messenger. Call your loved ones using Vibers live
video chat or voice call, all part of Vibers free and high-quality phone calls. Express yourself
with cool stickers and emoji icons, share photos, and send your favorite videos. The free

messenger also lets you make international phone calls for free

e Questions about 35 mobile apps Sop Sreenos
representing a diverse mix of app
categories and popularity levels

e Atotal of 1,750 questions collected

A. Ravichander, A. W. Black, S. Wilson, T. Norton, and N. Sadeh, “Question answering for privacy policies: Combining computational and legal perspectives,” in Proceedings of the 2019 Conference on
Empirical Methods in Natural Language Processing and the 9th International Joint Conference on Natural Language Processing (EMNLP-1JCNLP). Hong Kong, China: Association for Computational
Linguistics, Nov. 2019, pp. 4949-4959.[Online]. https://www.aclweb.org/anthology/D19-1500



Can Privacy Labels Answer Users'
Privacy Questions?

e Thematic analysis of questions

e Match questions to labels u




Theme

Top Six Question Themes

Data collected
App security
Sharing
Selling
Permissions

App-specific



Theme

Most Frequent Question Theme

What information
do you collect?

- L—

Do they collect
credit card
2 information?

10 15 20
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Theme

2nd Most Frequent Question Theme

Data collected

10

15

20

How safe is my
account information

on this app?

25

- L—

Has this company
had data breaches
in the past?

ﬁ




Theme

3rd Most Frequent Question Theme

Data collected

App security

10

15

20

Does it share my
personal information

with others?
I

Is it possible for
health insurance
companies to get a

hold of my data?

. L
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Theme

Data collected
App security
Sharing

Selling

4th Most Frequent Question Theme

15

20

25

Will my data be sold
to advertisers?

- L—

Does it save my
email contacts and
sell it to 3rd

parties?

ﬁ
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Theme

Data collected
App security
Sharing
Selling

Permissions

5th Most Frequent Question Theme

15

20

25

Does the app use my
camera at any point?

- L—

What permissions
will this app need?

—
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Theme

Data collected
App security
Sharing
Selling

Permissions

0

6th Most Frequent Question Theme

5

10

15

20

25

Who can see which tasks
| hire workers for?

e S

Could my trip
information be made
public allowing
someone to know

when I'm not home?

ﬁ
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Theme

Purpose

Who has access
Privacy risks
Retention

Privacy controls
Retained Method
Account Required
External access
Deletion

Privacy protections
Privacy policy
Cookies policy

Remaining Question Themes

%

10
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Theme Answered by Labels

Theme Google Label Apple Label

Data Collected

What information
do you collect?



Questions Not Answered Under Theme

Google Label Apple Label

Data Anonymous Call Log, IP Address, Calendar,
Optional Data

Persistent Location, App-specific Data Types (e.g., gestures)



Questions Implicitly Answered by Labels

Theme Google Label Apple Label

Data Collected

Are you storing any
of my information?
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Theme

App Security

Are you certified
to be secure?

Is my app data
encrypted?

Theme Answered by Labels

Google Label

Apple Label



Questions Not Answered Under Theme

Theme

App Security

Are you certified
to be secure?

Is my app data
encrypted?

Google Label

Apple Label

Payment, Past Breaches, 2FA

N/A

19



Theme

Sharing

Does it share my
personal information
with others?

Theme Answered by Labels

Google Label

Apple Label



Questions Not Answered Under Theme

Theme

Sharing

Does it share my
personal information
with others?

Google Label

Apple Label

Sharing with Advertisers

Sharing with Whom
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Theme Implicitly Answered by Labels

Theme Google Label Apple Label

Selling

Will any of my
information be
sold?
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Questions Not Answered Under Theme

Theme

Selling

Will any of my
information be
sold?

Google Label

Apple Label

N/A

Selling to Whom
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Theme Answered by Labels

Theme Google Label Apple Label

Purpose

Will you use my data
for advertising?



Theme

Deletion

Canidelete my
information
permanently?

Theme Answered by Labels

Google Label

Apple Label



Questions Not Answered Under Theme

Theme Google Label Apple Label

Deletion

Delete Specific Data N/A
Canidelete my

information
permanently?




Question Theme

# of Questions

Answered by Google

Answered by Apple

Data collected
App security
Sharing
Selling
Purpose
Deletion
Privacy policy

364
199
151
141
95
31
9

325
161
119
0
87
18
7

310 1
0
122
125
87
0

» Could be answered
or partially
addressed by labels

7
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Question Theme

# of Questions

Answered by Google

Answered by Apple

Data collected
App security
Sharing
Selling
Purpose
Deletion
Privacy policy

364
199
151
141
95
31
9

325
161
119
[ 0]
87
18
7

310
[ 0]
122
125
87

» Could be answered
or partially
addressed by labels

o]
7

7
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Question Theme

# of Questions

Answered by Google

Answered by Apple

Permissions 140 0 0
App-specific privacy 128 0 0
Who has access 73 0 0
Privacy risks 64 0 0
Retention 56 0 0
Privacy controls 49 0 0
Retained method 40 0 0
Account required 37 0 0
External access 32 0 0
Privacy protections 29 0 0
Cookies policy 9 0 0
Sum 1647 717 (43.6%) 651 (39.5%)

Not answerable
by labels
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Sum 1647 717 (43.6%) 651 (39.5%)
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Missing Key Information

e Data Recipients

31
(Image credit: ABC of CI)



https://twitter.com/ynotez/status/1250578500588879873

Missing Key Information

e Data Recipients

e App Permissions
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Privacy Question Answering Functionality

Decrease User Burden

Address App-specific Questions — Q 8

o)
b=
S
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Cyla

Do Privacy Labels Answer Users' Privacy Questions?

Analyzed a corpus of crowd-sourced privacy questions on mobile apps
Showed that the majority of these questions are not addressed/answered

Advocated privacy question answering functionality

Thank you!

Shikun “Aerin” Zhang
aerin@cmu.edu

Carnegie Mellon University
Security and Privacy Institute U SAB I—E P RIVACY- ORG

the usable privacy policy project
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