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Abstract—Efficient cloud computing relies on in-process iso-
lation to optimize performance by running workloads within a
single process. Without heavy-weight process isolation, memory
safety errors pose a significant security threat by allowing an
adversary to extract or corrupt the private data of other co-
located tenants. Existing in-process isolation mechanisms are
not suitable for modern cloud requirements, e.g.,, MPK’s 16
protection domains are insufficient to isolate thousands of cloud
workers per process. Consequently, cloud service providers have
a strong need for lightweight in-process isolation on commodity
x86 machines.

This paper presents TME-Box, a novel isolation technique that
enables fine-grained and scalable sandboxing on commodity x86
CPUs. By repurposing Intel TME-MK, which is intended for the
encryption of virtual machines, TME-Box offers lightweight and
efficient in-process isolation. TME-Box enforces that sandboxes
use their designated encryption keys for memory interactions
through compiler instrumentation. This cryptographic isolation
enables fine-grained access control, from single cache lines to
full pages, and supports flexible data relocation. In addition,
the design of TME-Box allows the efficient isolation of up to
32K concurrent sandboxes. We present a performance-optimized
TME-Box prototype, utilizing x86 segment-based addressing, that
showcases geomean performance overheads of 5.2 % for data
isolation and 9.7 % for code and data isolation, evaluated with
the SPEC CPU2017 benchmark suite.

I. INTRODUCTION

Cloud computing must be highly optimized for perfor-
mance and efficiency, processing requests with the lowest
possible latencies. Various techniques and optimizations are
implemented at the software and infrastructural level of the
cloud architecture. Common optimizations are the exclusion of
protection mechanisms, like process isolation, in favor of low
start-up times and fast execution for serverless applications in
a multi-tenant environment, e.g., function-as-a-service (FaaS)
applications [16], [20], [22]. However, omitting heavy-weight
protection mechanisms such as process isolation introduces
substantial security risks. A single memory safety vulnerabil-
ity [54], [82] can result in a full compromise of the entire cloud
computing system. Consequently, attackers can compromise
other tenant’s highly sensitive data.
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Security vulnerabilities, such as Heartbleed [21] and Cloud-
bleed [28], [63], exemplify the severity of this attack surface.
In particular, Heartbleed allowed a remote adversary to leak
private data (e.g., confidential key material) by exploiting
a buffer-overread error due to improper input sanitization
triggered via maliciously crafted network packets. Without
the strong isolation of memory resources, exploitable memory
safety errors enable the leakage or corruption of sensitive
process memory, such as private keys or authentication tokens.
To address this security threat while preserving the level of
optimization, cloud service providers are replacing process iso-
lation with in-process sandboxes [|17]], e.g., by using sandboxed
languages like JavaScript [29]], to efficiently support a high
number of tenants per machine. It is evident that cloud service
providers have a strong need for scalable and efficient in-
process isolation mechanisms that segregate memory resources
of cloud-co-located tenants.

Common isolation techniques harden software systems
by applying code instrumentation for logical protection
with dynamic runtime checks. Software-based fault isola-
tion (SFI) [81]], [85]] is an effective technique that instruments
memory and control-flow operations to keep them within pre-
defined regions. Language-level isolation relies on partitioning
the virtual address space to separate process memory [27],
[29]. This procedure enables software sandboxing, effectively
restricting access for the sandbox to its assigned memory
region. Due to its efficiency, SFI has also been used in practice,
as seen in the Google Native Client (NaCl) [73], [89] sandbox.
However, SFI can only offer coarse-grained sandboxing by iso-
lating predetermined and contiguous memory regions without
interleaving. This means that SFI lacks fine-grained, object-
level access control and the ability to dynamically manage
resources in memory.

The efficiency of isolation can be significantly enhanced
with hardware support. Hardware-based isolation mechanisms,
such as protection keys for user space (PKU) [61], enable
the restriction of access to memory at a page granularity.
Specifically, memory protection keys (MPK) use a 4-bit
protection key located in the page table entries (PTE) to
assign and enforce access policies for the respective page.
These policies are software-controlled via a processor register,
associating two bits for every protection key to dynamically
control read and write permissions. Thereby, MPK allows the
partitioning of the process memory into 16 distinct regions,
often called domains, and selectively controls their access.



Various PKU-based protection schemes [8]], [31[], [71], [72],
[84]] are proposed to establish lightweight and transparent
in-process isolation that is efficiently enforced in hardware.
However, MPK is limited by its 4-bit key size, only offering
16 distinct protection domains. This is restrictive for software
systems that may require thousands of concurrent domains,
e.g., Cloudflare Workers [16]], [[17], within a single process.
Also, MPK is bound to the page granularity and cannot provide
sub-page granular isolation.

In-process isolation is a highly demanded security feature
for modern computing systems, such as cloud computing,
imposing hard requirements on sandboxing techniques. The
sandbox must provide scalable isolation with fine-grained
access control applicable to individual objects and memory
pages. Additionally, the technique must support thousands of
concurrent sandboxes, e.g., to isolate cloud workers, and must
be available on commodity x86 server-class processors.
Contributions. In this paper, we present TME-Box, a novel
sandboxing technique for scalable in-process isolation that
repurposes Intel’s newly introduced total memory encryption
multi-key (TME-MK) [32] technology. TME-MK’s runtime
memory encryption is essentially used by the Intel trusted
domain extensions (TDX) [[15]], [33], their confidential com-
puting architecture, to ensure the confidentiality and integrity
of memory resources. This encryption and other architectural
elements (e.g., secure extended page tables (EPT) [36]) allow
TDX to provide strong isolation of virtual machines (VMs),
which run isolated workloads on the same physical machine.

Intel TME-MK provides page-granular encryption of the
computer’s physical memory, which is primarily designed for
the cryptographic isolation of VMs. This enables hypervisors
to encrypt VMs and containers [34f], as well as to protect
against physical attacks on the memory subsystem [30], [33]].
However, the heavy-weight VM isolation of TDX incurs
significant performance overhead, and TME-MK’s encryption
has not yet been applied for generic and efficient in-process
memory isolation comparable to MPK.

TME-Box extends the application of the TME-MK mem-
ory encryption beyond hardware-isolated VMs by providing
fine-grained and scalable in-process isolation on commodity
x86 CPUs. TME-Box deploys compiler instrumentation to
isolate the code and data of mutually untrusted sandboxes.
Specifically, we enforce the usage of sandbox-specific TME-
MK encryption keys by controlling the base address and
index of memory operations. Thereby, memory resources of
the in-process sandbox are cryptographically isolated, leading
to the detection of unauthorized memory access through
hardware-backed integrity protection. Repurposing the TME-
MK memory encryption for software sandboxing offers several
advantages over established in-process isolation mechanisms
and addresses the hard requirements of modern computing
systems, such as cloud computing.

First, TME-Box enforces fine-grained access control of
memory resources. Through the use of page aliasing, TME-
Box achieves sub-page granular encryption and, thus, fine-
grained memory isolation. Particularly, our design allows for

scalable isolation granularities ranging from single cache lines
to full pages, especially relevant in modern cloud settings.
In contrast, SFI-based mechanisms can only isolate coarse-
grained, predetermined, and contiguous memory regions, re-
stricting access by partitioning the virtual address space.

Second, TME-Box supports the flexible relocation of data
in memory, which is particularly important for data-centric
computation. Data relocation is essential in the cloud, e.g.,
when allocator caches with smaller heap slots are used. This
enables flexible memory management for the allocator, provid-
ing continuous memory utilization across different sandboxes
and efficient memory migration.

Third, our TME-Box design leverages a larger amount of
key identifiers (keyIDs), enabling the support of thousands of
concurrent sandboxes. Compared to MPK’s 4-bit protection
keys (enabling 16 distinct isolation domains), our design
leverages TME-MK that supports up to 15-bit keyIDs, ad-
dressing up to 32K encryption keys [32] that we repurpose
to cryptographically isolate sandboxes. This is particularly
relevant for software systems that require a large number
of sandboxes, e.g., cloud workers [[16]], [[17], within a single
process. Additionally, our design supports frequent policy
changes from user space without kernel interaction.

Complementary to our design, we detail our prototype
implementation of the TME-Box framework, consisting of an
LLVM compiler toolchain and a security-hardened allocator.
Furthermore, we outline architecture-specific optimizations,
such as x86 segment-based addressing [39], to achieve practi-
cal performance results for SPEC CPU2017 [10] and NGINX.
We showcase a geomean overhead of 5.2 % for data isolation
and 9.7 % for code and data isolation using SPEC CPU2017.

In summary, the main contributions of this work are:

« TME-Box. We are the first to present a novel in-process
isolation technique by repurposing the Intel TME-MK
memory encryption on commodity x86 CPUs.

« New Insights on Sandboxing. We provide new insights
on hardware-assisted sandboxing through memory en-
cryption for modern cloud settings, enabling fine-grained
and scalable isolation from single cache lines to full pages
while supporting up to 32K sandboxes.

« Prototype and Evaluation. We implement an optimized
prototype of TME-Box, utilizing x86 segment-based ad-
dressing, that showcases competitive performance results
for SPEC CPU2017 and NGINX.

« Security Analysis. We systematically analyze the secu-
rity threats and outline the derived security properties of
our sandbox design.

Qutline. The paper is structured as follows. Section
provides the background of this work. Section defines
our threat model. Section [V] and Section [V] describe TME-
Box’s design and implementation. Section [VI|and Section
provide the security analysis and evaluation. Section
discusses related work, and Section [IX| concludes this paper.



II. BACKGROUND

This section provides the background on address translation
with virtual memory, software-based fault isolation (SFI), and
Intel defensive execution technologies.

A. Address Translation

In modern operating systems, virtual memory organizes
memory into contiguous blocks known as memory pages,
which are typically 4kB in size on the x86-64 architecture.
Pages are managed in a hierarchical structure called page
tables, enabling each user space application to have a distinct
virtual representation of the computer’s physical memory.

Address translation in paging systems is performed by the
memory management unit (MMU), which is responsible for
resolving the virtual-to-physical mappings. When accessing
memory, the CPU translates a virtual address to a physical
address via a page table walk. The MMU uses the corre-
sponding page table entries (PTE) that contain the physical
page number (PPN) (and associated access permissions) to
resolve the virtual address. Frequently used virtual-to-physical
mappings are cached in the translation look-aside buffer (TLB)
to enhance system performance.

Paging provides process isolation through virtual memory
as an abstraction of the computer’s physical memory. Access
protection is enforced in hardware and managed by the operat-
ing system, thus preventing processes from illegally accessing
other processes’ memory.

Typically, modern processors provide support for 48-bit or
57-bit virtual address spaces used for the address translation.
The virtualization of the computer’s physical memory also
allows multiple virtual addresses to refer to the same physical
memory. This is called aliasing and is often used for shared
memory (i.e., code and data) across different processes.

B. Software-based Fault Isolation

Memory safety vulnerabilities [80] frequently occur in
complex software written in memory-unsafe programming
languages (e.g., C, C++) [54], [82]. This is critical for software
security, as an adversary can exploit memory safety vulnerabil-
ities to compromise the target system [2], [|65]]. For instance,
out-of-bounds (OOB) errors, such as buffer over-reads and
over-writes, enable an adversary to illegally access resources
in memory. The exploitation of memory safety errors allows
the attacker to leak or corrupt sensitive data.

To mitigate this security threat, software sandboxing is used.
Sandboxes aim to reduce the attack surface of memory errors
by isolating individual parts of the software. Software-based
fault isolation (SFI) [85] is a defense technique that imple-
ments in-process isolation (also referred to as intra-process
or sub-process isolation), separating memory resources for
individual software components within a single process. Each
SFI sandbox consists of an isolated data region containing
runtime data (e.g., stack and heap memory) and an isolated
code region where the code of the sandbox resides [81].
Consequently, the SFI sandbox needs to restrict data access
and control-flow transfers. Thus, all memory operations (i.e.,

read and write accesses) performed by the sandbox’s code are
only allowed to access data within this isolated data region.
In addition, control-flow transfers must remain within the
sandbox’s code region (or target call sites that correspond to
trusted runtime calls) [81]].

Data protection is achieved in traditional SFI systems by
either using address checking or address masking, which
instruments all memory operations (typically performed by
the compiler) and enforces memory references to stay in-
side the sandbox boundaries [S1], [85]. Modern SFI ap-
proaches implement data protection via the introduction of
guard zones [90]. Guard zones refer to unmapped memory
regions where memory accesses result in a page fault, thereby
detecting accesses outside the sandbox. SFI systems using
guard zones need to ensure that memory operations remain
within the sandbox’s data and guard region by controlling the
base and index register of memory operations. For instance,
Google Native Client (NaCl) [73]], [89]] uses 4 GB virtual
memory regions surrounded by 40 GB guard zones to provide
software sandboxing.

Control-flow transfers are restricted by SFI, enforcing that
the sandboxed code remains in the designated code re-
gion [73]], [89]]. This is achieved by instrumenting indirect
control-flow transfers and function returns. Therefore, SFI pre-
vents memory safety errors from corrupting memory outside
a vulnerable software component, protecting the remaining
system from exploitation and reducing the attack surface in
the scenario of memory attacks. The concept of SFI has been
revisited for modern CPU architectures, such as x86 and ARM,
proposing architecture-specific optimizations [23)], [55], [73],
(88]I, [89]I, [93]I.

C. Intel Defensive Execution Technologies

The Intel x86 architecture offers platform-specific hardware

features that can be used for runtime protection.
Intel Control-Flow Enforcement Technology. Control-flow
enforcement technology (CET) [[79] is a set of processor exten-
sions designed to implement control-flow integrity (CFI) [1]],
[12], [[13]] measures into the CPU hardware. CFI can be loosely
categorized into two types: forward-edge and backward-edge
CFI, which aim to protect function pointers and return ad-
dresses, respectively.

In the context of forward-edge CFI, Intel CET integrates
indirect branch tracking (IBT), utilizing so-called landing
pads identified by the endbr64 instructions inserted into
function entries by the compiler. Valid indirect jump targets
are limited to function entries, thus reducing the attack sur-
face of control-flow hijacking attacks such as jump-oriented
programming (JOP) [9]. In terms of backward-edge CFI, Intel
CET integrates a hardware shadow stack feature, which applies
protection for return addresses. The shadow stack feature
achieves this by copying the return address onto the shadow
stack, which is inaccessible to an attacker when entering a
function. On function exit, the return address restored from
the regular stack is compared against the one on the shadow
stack. Mismatches are detected in hardware, and the potential
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Fig. 1: High-level overview of the TME-MK encryption en-
gine. The encryption engine processes the transferred data
depending on the key identifier (keyID) used, which is encoded
in the upper bits of the physical address. TME-MK uses
a dedicated key table to resolve mappings from keyIDs to
encryption keys and encryption modes.

corruption of return addresses is mitigated. Thereby, CET
thwarts code-reuse attacks such as return-into-libc [77]] and
return-oriented programming (ROP) [11]].

Intel Memory Protection Keys. Memory protection
keys (MPK) [61]] are a hardware feature that enforces page-
level memory protection and allows changing permissions
without requiring page table modifications.

MPK adds a 4-bit protection key encoded into the page table
entries (PTEs) and extends the processor architecture with a
user space protection key register (PKRU). The PKRU register
enables the enforcement of software-controlled read and write
permissions of pages by associating two bits for every distinct
protection key. MPK performs logical integrity checks during
the address translation in the MMU by comparing the protec-
tion key with the current access permissions defined by the
PKRU register. In this way, MPK allows partitioning process
memory into 16 distinct memory regions, dynamically control-
ling access permissions. The PKRU register is accessible in
user mode, which increases the performance of policy changes
since they do not require kernel interaction.

While originally introduced to enable execute-only memory
and the locking-away of secrets, MPK has also been used
to facilitate in-process isolation of untrusted code [31], [71]],
[84]. However, using MPK for isolation has some drawbacks.
For instance, MPK’s protection is limited for certain software
architectures due to the relatively small 4-bit protection key.
Particularly, this means that MPK can only offer 16 distinct
domains, which is restrictive for applications that may require
thousands of separate domains (e.g., FaaS applications) to
isolate the memory of a single process. Moreover, MPK
applies its protection at the page level. Thus, fine-grained (i.e.,
sub-page granular) isolation cannot be provided.

Intel Total Memory Encryption Multi-Key. Total memory
encryption (TME) [32] is Intel’s memory encryption technol-
ogy that enables transparent encryption of DRAM data with
a single encryption key.

Memory
Controller

l Enc. Data l MAC I

(a) Memory Encryption (b) Memory Decryption

Fig. 2: Overview of TME-MK’s memory encryption with
integrity support. Memory operations leverage a specific en-
cryption key that is determined by the keyID to encrypt and
decrypt data located in DRAM. Memory accesses using an
incorrect keyID are detected by a MAC mismatch and result
in a hardware exception.

The total memory encryption multi-key (TME-MK ex-
tension enhances Intel TME with support for multiple en-
cryption keys. In general, memory encryption is a widely
used technology that can provide confidentiality and integrity
of DRAM memory. The TME-MK feature is currently used
for the cryptographic isolation of virtual machines [34] and
for protection against physical attacks, such as cold boot
attacks [30], [33].

Figure [I] provides a high-level overview of the Intel TME-
MK encryption engine. The TME-MK engine is located be-
tween the CPU core and the memory controller that interacts
with the DRAM memory. Moreover, TME-MK allows the
use of up to 2'° keys, and it is platform-dependent how
many are actually implemented. The encryption engine main-
tains a key table that manages mappings of different key
identifiers (keyIDs) that correspond to encryption keys (and
encryption modes). Memory operations have a specific keyID
encoded into the upper part of the request’s physical address,
allowing the encryption of memory pages with different keys.
Note that the physical address and keyID of the memory
page are stored in the corresponding page table entry (PTE)
managed by the operating system.

Figure [2] illustrates the encryption procedure of TME-MK
with integrity support. The TME-MK encryption engine uses
AES [18], [19] in XTS mode [50]], [[67], supporting both
128-bit and 256-bit encryption keys. In addition, with the
introduction of the Intel trust domain extensions (TDX) [15]],
[33], authenticated encryption is integrated. This extends
TME-MK with support for data integrity using a message
authentication code (MAC). The MAC is computed using the
SHA-3 [7] secure hash algorithm. Memory operations are
performed using the associated keyID that selects the used
encryption key. When writing to memory, TME-MK encrypts
the data and computes the MAC to provide confidentiality and
integrity of DRAM data (cf. Figure 2a]- Memory Encryption).

!Intel Total Memory Encryption Multi-Key (TME-MK) [32] extension was
introduced with the 3rd generation of Intel Xeon Scalable server processors.



When reading encrypted data from DRAM, it decrypts and
authenticates the data by recomputing and comparing the
associated MAC. An integrity violation is detected within the
cryptographic bounds of the MAC (cf. Figure 2b] - Memory
Decryption). In case of an integrity violation, either a fixed
pattern is returned to prevent ciphertext analysis [33]], or a
hardware exception is raised [70].

TME-MK also allows the configuration of the used encryp-
tion mode, i.e., the key size, and to enable integrity support.
When using integrity, each MAC covers one cache line. This
means that the smallest usable granularity for encryption with
integrity mode is also cache line-sized (i.e., 64 B).

III. THREAT MODEL

We consider a strong adversary that intends to exploit one
or several memory safety vulnerabilities [80] present in the
target unprivileged user space program, thereby gaining unau-
thorized access to resources in memory. The attacker obtains
an arbitrary (read and write) memory access primitive, e.g., by
triggering a buffer over-read or over-write error via maliciously
crafted user input. They then exploit this vulnerability in an
attempt to leak or corrupt sensitive process memory (e.g.,
confidential data such as private keys or authentication tokens).

Also, we assume that the adversary possesses knowledge
of the process’s address space layout (i.e., the attacker can
circumvent ASLR [26], [78]]). However, we assume that priv-
ileged software (i.e., the operating system or hypervisor) is
benign and free of exploitable programming errors. Moreover,
we presume that Write-XOR-Execute is enabled by default.
Thus, the attacker cannot perform code-injection attacks [6]]
due to the enforcement of the no-execution policy on writable
memory. Side channels [41], [48] and fault injection at-
tacks [40], [56] are considered out-of-scope for this work.

IV. TME-BoOX SYSTEM DESIGN

This section presents TME-Box, a novel technique for
strong and efficient in-process isolation built on top of the
hardware-backed TME-MK encryption. TME-Box repurposes
Intel TME-MK, intended to encrypt the memory of virtual
machines, for fine-grained and scalable in-process isolation
on commodity Intel x86 CPUs. By applying compiler instru-
mentation, TME-Box enforces that sandboxes use a designated
encryption key for memory interactions. Thereby, TME-Box
cryptographically isolates memory, allowing the detection of
unauthorized accesses from mutually untrusted sandboxes.

A. Secure System Architecture

Design Properties. In the following, we outline the main de-
sign properties of TME-Box, addressing the hard requirements
of modern computing systems, such as cloud computing. We
enable scalable isolation and flexible data relocation without
introducing new software dependencies, e.g., hard constraints
for the memory allocator. We provide cryptographic in-process
isolation, thereby supporting a large number of sandboxes
(e.g., for isolating cloud workers) and detecting unauthorized

access through integrity exceptions. In this way, TME-Box en-
ables hardware-supported in-process isolation on commodity
x86 machines for modern cloud settings.

« Scalable isolation: TME-Box enforces fine-grained and
scalable access control, supporting isolation granularities
ranging from individual cache lines to full pages.

« Flexible data relocation: TME-Box allows flexible re-
location of data in memory, enabling efficient memory
migration and continuous memory operation.

o Number of sandboxes: TME-Box supports up to 32K
sandboxes, as Intel TME-MK provides up to 2! encryp-
tion keys that we repurpose for cryptographic isolation.

« Integrity enforcement: The TME-MK encryption engine
ensures data integrity for memory operations, allowing us
to detect unauthorized sandbox accesses.

o Commodity hardware: TME-Box repurposes Intel
TME-MK, a platform-specific hardware feature available
on commodity x86-64 CPUs.

Overview. At its core, TME-Box repurposes the TME-
MK encryption engine for efficient and secure in-process
isolation by enforcing the usage of a sandbox-specific alias that
represents a TME-MK key identifier (keyID). Each sandbox
is assigned its dedicated keyID, mapping to the sandbox’s en-
cryption key. Moreover, compiler-based code instrumentation
ensures that all memory interactions of the sandbox use the
sandbox-specific keyID, thereby cryptographically isolating
the memory of sandboxes from each other. To achieve this,
TME-Box stores the sandbox’s base address in a separate CPU
register, protecting it from malicious access. This register can
either be a general-purpose register or an x86 segment regis-
ter [39]. TME-Box enforces memory isolation by controlling
the base address and index of memory operations.

TME-Box leverages different views on the computer’s phys-
ical memory to provide scalable isolation for sandboxes. The
base address is used to select a sandbox-specific keyID through
the associated memory alias, ensuring that memory accesses
within the sandbox always use its respective encryption key.
If a sandbox attempts to access data from another sandbox
with an incorrect keyID, the underlying encryption triggers an
exception, detecting unauthorized access.

Thereby, TME-Box achieves isolation granularities ranging
from individual cache lines to full pages. We combine flexible
and software-controlled access policies with the cryptographic
integrity enforcement of TME-MK. This means that we are
not limited to contiguous memory ranges and can quickly re-
assign individual small memory granules to different sand-
boxes. Sandboxes can grow or shrink in size, down to the
granularity of the underlying memory encryption, which is
64 B cache line size. TME-Box also allows the flexible reloca-
tion of memory depending on runtime constraints. Moreover,
we can provide numerous sandboxes, i.e., TME-MK supports
up to 2'° keyIDs addressing 32K encryption keys that we use
for isolation.

TME-Box ensures the isolation of runtime data (e.g., stack
and heap memory) and restricts control-flow transfers of its
code region. During the startup of each sandbox, it initializes
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Fig. 3: Overview of TME-Box’s page granular isolation by illustrating the virtual address space of three different sandboxes
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solely to their keyIDs. When a sandbox accesses pages that are not assigned to it, i.e., unauthorized access of a non-adjacent
or adjacent page, the violation is detected by the integrity checks of the TME-MK encryption engine.

the sandbox’s stack and static memory with the corresponding
keyID and sets up the base address register. The virtual
address space is mapped so that required memory regions,
such as heap memory, are accessible through each sandbox’s
designated keyID. For this, we use memory aliasing with
different keyIDs so that multiple sandboxes can share the same
underlying physical memory. This approach provides scalable
isolation granularities for dynamic memory and enables flexi-
ble resource management. Additionally, TME-Box instruments
control-flow transfers to ensure that they reside within the
sandbox’s code region. Our compiler instruments indirect
function calls and jumps, i.e., function pointers, by applying
address masking. Similarly, return addresses are instrumented
to ensure control-flow transfers remain within the sandbox.

The memory allocator can dynamically adjust security poli-
cies for heap memory, i.e., enable and revoke memory access.
The TME-MK hardware performs integrity checks, providing
the ability to easily manage and relocate data in memory. Once
the keylDs are set for the virtual address space, individual
cache lines of memory can be assigned to a sandbox with a
single memory write without kernel interaction. This enables
efficient resource management through the flexible relocation
of data. Our approach enhances performance, especially when
frequent policy changes occur, applying fast changes to the
protected regions of the sandbox’s memory.

B. Scalable Memory Isolation and Flexible Data Relocation

In the following, we discuss TME-Box’s scalable isolation
and flexible data relocation in memory. We first detail how
entire memory pages (or ranges of pages) are isolated from
each other. Next, we elaborate on the fine-grained memory
isolation and flexible relocation that TME-Box offers.
Scalable Memory Isolation. TME-Box can provide isolation
for full pages assigned to different sandboxes. Our software
design maps the virtual address space of the sandboxes to the
same physical memory through page aliasing. Furthermore,
our design leverages compiler instrumentation to enforce that
the memory operations of the sandbox always use its associ-
ated keyID located in the PTE. By controlling the base address

of memory operations, we ensure that accesses are performed
with the corresponding encryption key of the sandbox and
validated by TME-MK.

Moreover, this allows the memory allocator to efficiently
manage the memory for different sandboxes by initializing
the distinct memory locations (i.e., writing an entire cache
line with a keyID to initialize the MAC). TME-Box supports
the isolation of a large number of pages, including non-
contiguous memory regions. Figure [3] illustrates TME-Box’s
page-granular isolation, showing how different sandboxes can
have distinct views of the computer’s physical memory.

Specifically, the virtual address space of three distinct sand-
boxes (x, y, and z) is mapped to four pages of the computer’s
physical memory. The sandboxes use the keyIDs 1, 2, and 3,
respectively, to cryptographically isolate their memory. Each
sandbox is restricted to accessing its own memory since the
physical pages are encrypted with different encryption keys
of the corresponding sandbox, i.e., memory accesses are only
granted by using the correct sandbox-specific encryption key.
The example shows unauthorized access to a non-adjacent
page by sandbox x and to an adjacent page by sandbox y.
Invalid accesses are detected by TME-MK’s cryptographic
integrity checks. This allows us to assign and isolate individual
pages for different sandboxes.

In addition to page granular isolation, our design also
enables more fine-grained access control on the level of
individual cache lines within a single page. This sub-page
granular isolation is achieved by page aliasing, where two (or
more) sandboxes, with different keylDs each, have memory
assigned on the same physical page.

Figure []illustrates the sub-page granular isolation of TME-
Box, allowing fine-grained resource management for distinct
objects associated with a sandbox. In the depicted example,
two sandboxes, v and z, use parts of the memory of the
same physical page. The sandboxes use different keyIDs, and
thus, their stored data is encrypted using different TME-MK
encryption keys. This example shows that even when multiple
sandboxes store their own respective data co-located on a
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Fig. 4: Overview of TME-Box’s sub-page granular isolation.
Aliasing allows the fine-grained encryption of the sandbox’s
memory, which is applicable to individual objects located on
the same page. Here, two sandboxes share the same physical
page to store their private data. Each sandbox can access
memory only with its assigned keyID through the correct alias.
Hence, parts of the physical page are encrypted differently,
with the respective sandbox’s encryption key. This limits
access for a sandbox to their respective part of the physical
page since accessing non-owned data (with the wrong keyID)
is detected by the hardware-based integrity checks.

physical page, the data is still isolated from each other. TME-
Box’s fine-grained isolation can be applied to individual cache
lines, as this is the smallest granularity of TME-MK with
integrity support. This means we can isolate memory without
constraining memory allocation of the process, e.g., by relying
on a page granularity.

Flexible Relocation of Data. Our scheme enables the flexible
relocation of data located in memory, which is important
for software systems that focus on data-centric computation.
This allows the memory allocator to efficiently migrate mem-
ory, thereby reducing the overall memory fragmentation and
consumption. Figure [ provides an overview of TME-Box
data relocation. The figure shows the relocation of sparsely
allocated cache lines from different sandboxes on memory
pages A and B to a single page, page C. This allows the usage
of allocator caches and results in a more efficient management
of fragmented memory resources.

In contrast, the partitioning of the virtual address space only
allows to operate on contiguous memory regions, i.e., on the
granularity of a large number of pages. Such systems cannot
migrate allocations from different sandboxes to the same page.
Here, TME-Box’s approach offers an advantage by allowing
fine-grained and flexible relocation of data across different
sandboxes.

C. Isolation of In-Process Sandboxes

TME-Box isolates code and data for sandboxing. This in-
cludes the fine-grained isolation of data in memory, restricting
access for mutually untrusted sandboxes. Additionally, TME-
Box ensures the isolated execution of sandboxed code.
Integrity Enforcement. TME-Box repurposes Intel TME-
MK to achieve scalable memory isolation. Any violation
of TME-Box’s memory access policies, i.e., one sandbox

Old Memory Page A

Data Relocation

New Memory Page C

0Old Memory Page B

A

Fig. 5: Overview of TME-Box’s flexible data relocation. This
allows for efficient memory migration of sparsely allocated
cache lines to different memory locations. When reallocating
memory objects, the allocator can move allocations from
different sandboxes to the same physical page. E.g., when a
page only contains a single object, an allocator can decide to
move the object to another already-used page, such that the
old page becomes entirely unused. Then, the now-unused old
physical page can be freed and reclaimed for other tasks.

trying to access another sandbox’s memory, is detected by
the TME-MK encryption engine. TME-Box relies on TME-
MK’’s integrity checks to detect sandbox access violations. In
particular, TME-MK associates a cryptographic MAC that is
28-bit in size with each 64 B cache line [33]].

Memory is initialized by writing the entire cache line, which
sets up the MAC with the used keyID, thus providing data
integrity. For subsequent memory reads, TME-MK authenti-
cates the MAC using the stored DRAM data and keyID of the
access. TME-Box leverages this authentication procedure to
detect unauthorized memory accesses of sandboxes.

Memory requests with an incorrect keyID result in a MAC

mismatch, triggering an exception. Similarly, (partial) writes
to a cache line with an incorrect keyID corrupts the MAC
associated with the cache line. In this case, the access violation
is detected when the sandbox owning the memory location
performs a read access. This allows TME-Box to detect
access violations within the security bounds provided by the
cryptographic MAC.
Isolated Execution. In addition to cryptographically isolating
memory resources, software sandboxing requires isolating
the executed code, i.e., control-flow transfers remain within
a sandbox’s isolated code region. TME-Box achieves this
through compiler instrumentation, which modifies forward-
edge and backward-edge control-flow transfers to enforce this
property.

For forward-edge transfers, TME-Box instruments indirect
function calls and jumps (i.e., function pointer dereferences)
to stay within the sandbox’s isolated code region. Address
masking is applied to these function pointers, enforcing that
code execution is confined within the sandbox.

Similarly, backward-edge transfers, such as function returns,
are transformed and instrumented to ensure that return ad-
dresses target code within the sandbox. Additionally, direct
function calls are analyzed during compile-time to ensure that



they target valid call sites, i.e., authorized call targets within
the sandbox or trusted runtime calls.

Alternatively, Intel CET [79] can be used to protect control-
flow transfers in the TME-Box sandbox. The CET shadow
stack feature can replace software-based return address instru-
mentation for backward-edge CFI, thus enhancing security and
performance by protecting return addresses in hardware. In
terms of forward-edge CFI, the IBT feature of CET would
also provide an additional layer of security. Although indirect
function calls would still need to be instrumented to reside
within the sandbox code region, the jump targets would be
limited to function entries, thus increasing security.

V. PROTOTYPE IMPLEMENTATION

In this section, we detail our prototype implementation. The
TME-Box framework comprises an LLVM [45] compiler ex-
tension and a security-hardened memory allocator. In addition,
we use a Linux kernel patch that enables us to control the
TME-MK encryption engine.

A. Compiler Extension

We base our prototype implementation on the LLVM com-
piler infrastructure [45] (version 14.0.0). Our compiler exten-
sion consists of a set of individual compiler passes required for
TME-Box’s isolation of code and data. Moreover, the TME-
Box framework is fully parameterizable regarding the utilized
virtual address space (e.g., 57-bit virtual addressing).

We also detail architecture-specific optimizations in our
prototype implementation, resulting in more efficient code in-
strumentation. Specifically, TME-Box integrates the following
three compiler modifications:

CPU Register. First, we need to reserve a dedicated CPU
register to securely store the base address of the sandbox
and enable fast access. TME-Box implements two options for
this: We either apply an x86-specific optimization by using a
segment registelﬂ [39] with segment-relative memory accesses
or reserve a general-purpose register. Our compiler framework
supports both options, allowing for maximal compatibility and
performance comparison, which is reflected in our evaluation.

Depending on the chosen TME-Box mode, we either reserve
the gs segment register or a single general-purpose register,
in our case rl5, to store the sandbox’s base address (i.e.,
the upper part of the virtual address) that corresponds to
the sandbox’s assigned keyID in the PTEs, which maps to
the designated encryption key of the sandbox. Note that
reserving a general-purpose CPU register has performance
implications due to increased register pressure. Future TME-
Box implementations can use the Intel advanced performance
extensions (APXﬂ [37] that enhance x86 processors with an

2The x86 architecture supports segmentation, allowing memory instructions
to use a segment-based addressing mode. In particular, the fs and gs
segment registers are still functional in 64-bit mode. While the fs segment
is commonly used to address thread local storage (TLS), the gs segment has
no common use and, thus, can be utilized by applications [39].

3Intel Advanced Performance Extensions (APX) [37] enhance x86 proces-
sors by increasing the number of general-purpose registers from 16 to 32.

increased register set. This optimization would then also lessen
the overhead of reserving a general-purpose register.
Memory Operations. Next, we integrate a compiler pass that
transforms memory operations, enabling the control of the base
address and index of memory accesses. The compiler instru-
ments every memory operation to enforce that accesses use the
sandbox’s designated encryption key (through the sandbox’s
keyID). For instructions that operate with memory (e.g., loads
and stores), the corresponding memory operands are truncated,
and the sandbox’s base address is instrumented. TME-Box is
parameterizable, depending on the size of the virtual address
space and the machine’s available TME-MK keys. Depending
on the number of keys, the pointer is truncated by clearing
the uppermost canonical bits of the address, starting with
the highest order bit available. Subsequently, the sandbox’s
base address, stored in the reserved register (i.e., either gs or
r15), is instrumented. This is achieved through segment-based
addressing or instruction insertion.

Our prototype uses 57-bit virtual addressing, and the Intel
Xeon Gold 6530 processor used in our evaluation supports
6-bit keyIDs. In this configuration, we clear the topmost 16
bits of a 64-bit pointer, resulting in 48-bit addresses within
sandboxes, leaving enough canonical bits to place the base
address in the virtual address pointer. Note that TME-MK
supports up to 15-bit keyIDs, and the number of implemented
encryption keys is platform-dependent. Since the CPU used
in our evaluation supports 6-bit keyIDs, we can operate 63
sandboxes (excluding the default keyID 0). However, for future
hardware that supports more keyIDs, our compiler framework
can be reconfigured to truncate up to 15 bits of the canonical
address to encode the sandbox base address. This truncation
is performed by applying a mask to the pointer.

Special care is required for the e £ lagsﬁ] register of the x86

architecture. The compiler pass checks whether the targeted
instructions use eflags before instrumenting an instruction
sequence. If so, we rely on an instruction sequence that
does not alter the eflags, as saving and restoring them
would induce non-negligible performance overheads. For the
gs mode, LLVM provides an interface to transform memory
operations to segment-based addressing. In r15 mode, the
base address is inserted with an additional instruction. We
also implement a common optimization for stack pointer
relative accesses similar to existing work [73]], [89]. To use
this optimization, we need to instrument the register rsp and
rbp whenever they are restored from the stack, as they could
be tampered with. Besides stack-relative accesses, all other
memory operations are instrumented.
Control-Flow Transfers. Lastly, we implement a compiler
pass that isolates the code of the sandbox by instrumenting
control-flow transfers. Precisely, forward-edge and backward-
edge transitions are instrumented via address masking, re-
stricting transfers to remain in the sandbox’s code region,
comparable to recent SFI-based sandboxing [73], [89].

4The eflags register of the x86 architecture contains the current CPU
state represented by status flags, control flags, and system flags [35], [36].



For forward-edge transfers (i.e., indirect function calls and
jumps), the compiler instruments the corresponding function
pointers before executing the dedicated instruction. This re-
stricts addressable call sites to the virtual address space of
the respective sandbox. Similarly, backward-edge transfers
(i.e., function returns) are instrumented. Here, our compiler
transforms returns into a code sequence that receives the return
address from the stack, instruments it, and performs an indirect
jump. As an optimization, a future TME-Box implementation
can use Intel CETE] [79] for return address protection, increas-
ing security and enhancing system performance. Additionally,
direct function calls are checked on compile-time for valid call
sites, i.e., the sandbox is allowed to call this function directly.

B. Memory Allocator

The memory management of TME-Box is responsible for
initializing memory locations of runtime data (e.g., stack and
heap memory) of individual sandboxes. This initialization
is achieved by writing the entire 64 B cache line with the
associated keyID. For stack and static memory, this is done
during the start-up procedure of the sandbox. The sandbox’s
stack memory region is mapped and initialized with the
corresponding keyID of the sandbox. Moreover, static memory
is copied into the sandbox’s dedicated virtual memory region,
i.e., the region is mapped and the corresponding keyID is
assigned. Also, the sandbox base address is set up in the
dedicated register, i.e., either gs or r15, of the sandbox.

Furthermore, the memory allocator is responsible for ini-
tializing and managing heap memory. Therefore, the memory
allocator maps the heap for every sandbox (with their des-
ignated keyID) and aliases it to the same physical memory
region. Moreover, the memory allocator then performs the
initialization of the corresponding heap memory on allocation.
This procedure enables the memory allocator to apply the
scalable isolation and flexible relocation of data in memory.
Precisely, the memory allocator can use fine-grained isolation,
ranging from individual cache lines to a large number of
pages, depending on the runtime constraints. On pages that
contain data from multiple sandboxes, the allocator needs to
align memory chunks to cache line size. Here, our design
enables the relocation of data, as individual memory chunks
can be immediately reallocated. Note that data from different
sandboxes is never co-located within a single cache line.

C. Linux Kernel Patch

The operating system needs to provide software support to
control the TME-MK hardware feature. For our implemen-
tation, we use an experimental patch for the Linux kernel
provided by Intel Labs that enables the setting of keyIDs in
the PTEs [44]. This kernel patch provides a syscall interface
that allows additional arguments for the mprotect system
call to associate a specific keyID with a page (akin to Intel
MPK’s pkey_mprotect).

SIntel Control-flow Enforcement Technology (CET) [79] integrates a
shadow stack feature that applies return address protection in hardware.
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Fig. 6: The page table entries on the Intel x86-64 architec-
ture [36]. Intel TME-MK applies changes to the specification
of physical address [32]]. In particular, TME-MK repurposes
the upper bits of the physical address to carry the keyID to
the encryption engine in the memory controller, resulting in a
reduction of addressable physical memory.

Figure [0] illustrates the PTEs on the Intel x86-64 architec-
ture [|36[], including the changes in the specification to support
TME-MK [32]. In particular, TME-MK repurposes the upper
bits of the physical address, starting with the highest order
bit available, to encode the keyID into the PTE. Thereby,
the keyID can be transferred to the encryption engine in the
memory controller, performing the encryption procedure. Note
that this reduces the addressable physical memory by the
number of keyID bits in use.

VI. SECURITY ANALYSIS

In this section, we provide an in-depth security analysis of
our TME-Box design. We comprehensively analyze potential
security threats and detail the derived security properties of the
TME-Box sandbox against an attacker, defined in our thread
model (cf. Section [I1I)).

A. Systematic Analysis

The generic attack path consists of one or several memory

safety vulnerabilities present in the target unprivileged user
space application. We assume that the exploitable memory
safety error grants the attacker arbitrary read and write capa-
bilities. The attacker can then use this primitive in an attempt
to leak or corrupt data in memory, exploiting the software
system.
In-Process Memory Isolation. We use TME-Box to isolate
individual software components of the application to minimize
the attack surface of software exploitation. Consequently, the
memory safety error cannot be exploited to escape the isolated
sandbox, i.e., the attacker cannot leak or corrupt the memory
of other sandboxes.

We achieve this by leveraging compiler instrumentation.
TME-Box ensures that the sandbox uses its designated encryp-
tion key for memory operations. By controlling the base and
index of memory operands, accesses use the sandbox’s keylID,
which corresponds to the sandbox’s encryption key. Note that
no memory operation exists within a sandbox that bypasses
this instrumentation, as this would bypass the protection of
the sandbox (i.e., a sandbox escape). Furthermore, we detect
memory accesses outside the sandbox’s assigned memory with
TME-MK’s cryptographic integrity checks since the sandbox
is forced to access memory with its encryption key. Specifi-
cally, the TME-MK encryption engine verifies the sandbox’s



memory access. Thus, a violation is detected by the MAC
authentication procedure.

Moreover, TME-Box allows for flexible memory manage-
ment. When a sandbox allocates memory, it is initialized
with the sandbox encryption key through a memory write
with the corresponding keyID. Subsequently, access to this
memory location is solely granted with that specific encryption
key (through the keyID) associated with that sandbox. TME-
Box supports isolation granularities ranging from single cache
lines to full pages. The smallest granularity supported by
our isolation mechanism is a 64 B cache line, as this is the
granularity of the TME-MK integrity checks. Similarly, when
memory has been freed by one sandbox and is allocated by
another, the memory location is (re-) initialized with the keyID
of the new sandbox. Consequently, this memory location can
then be accessed exclusively by the new sandbox.
Cryptographic Integrity. The TME-MK encryption engine
provides integrity protection for DRAM memory. Once a
memory location (i.e., cache line) is initialized with a specific
keyID, it is protected by the MAC, which preserves integrity
at the cache line level. During memory reads, the memory
controller requests the DRAM data and its associated MAC,
verifying the memory access.

Successfully verified memory accesses can result in the
caching of the data, with the corresponding cache line marked
with the keyID used for the access. Any attempt to access
memory with an incorrect keyID is detected by the MAC
verification within cryptographic bounds. Specifically, cache
lines are tagged with the physical address, and the keyID is
a part of that. Thus, accessing cache lines with a different
keyID results in a cache miss and leads to a DRAM access.
This DRAM access is then authenticated by the encryption
engine, which detects the usage of incorrect keyIDs.

Writing to memory with an incorrect keyID corrupts the
associated MAC. Although this will not immediately result
in the detection of the violation, this corruption is also not
security-critical since no secret information can be extracted.
Subsequent memory reads from this corrupted memory lo-
cation will trigger a MAC authentication, thus detecting the
corruption of the sandbox’s memory. In such cases, the trusted
runtime handles the exception, preventing the attacker from
exploiting the system.

TME-Box leverages Intel TME-MK’’s integrity enforcement,
which is based on the security of a cryptographic MAC.
Particularly, TME-MK uses a 28-bit MAC generated with
the cryptographically secure hash algorithm SHA-3 [7[]. The
MAC verification ensures that any memory access outside the
sandbox’s assigned memory is detected with the probability
of 1 — 2728, resulting in an exception. Note that attack-
ers cannot bypass this cryptographic integrity check, as our
scheme enforces the use of the sandbox’s corresponding keyID
for every memory operation, preventing the exploitation of
maliciously crafted pointers. Although a MAC collision could
theoretically occur with a probability of 2728, the attacker
would only receive wrongly decrypted, mangled data, thereby
preserving the confidentiality of the data in memory. Hence,
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an attacker would not obtain meaningful information on the
correct unencrypted data.

Control-Flow Integrity. Software sandboxing techniques
need to ensure that the executed program remains in its
designated code region. Thus, control-flow transfers must be
restricted so that indirect function calls and function returns
are limited to code within the sandbox. TME-Box enforces
these restrictions by limiting control-flow transfers to the
sandbox code region, similar to recent software-based fault
isolation (SFI) techniques [81]]. Indirect function calls and
function returns are instrumented, applying address masking
to enforce that the call site is within the sandbox code region.
Additionally, direct function calls are analyzed during compile
time to verify that all direct call targets are valid.

Moreover, software sandboxing typically also ensures that
untrusted sandboxed code within the process has only re-
stricted access to system calls. These system calls are then
executed by a trusted runtime, which can be invoked by the
sandbox through a defined interface. This includes critical
system calls, such as mprotect and mmap, used for man-
aging memory resources. Another attack path for memory
corruption consists of gaining an arbitrary read and write
primitive followed by remote code execution (RCE), e.g.,
by invoking the exec system call. This is followed by a
privilege escalation attack to compromise the entire software
system [47], [49], [91]]. To mitigate this security threat, the
usage of system calls is only allowed for the trusted runtime,
i.e., the sandbox has to invoke system calls through the trusted
runtime. Also, the no-execution policy on writable memory
(i.e., Write-XOR-Execute) prevents code injection attacks [6].
In addition, orthogonal measures such as syscall filtering [71]]
can be employed to further restrict access to system calls.
Multithreading. Security measures must be designed to
operate effectively with multithreaded software systems. En-
suring thread safety is crucial to prevent concurrency attacks,
exploiting time-of-check to time-of-use (TOCTTOU) [86]
vulnerabilities, where an attacker can misuse a time window
between security checks to bypass security measures.

TME-Box addresses this security threat since the TME-
MK encryption engine verifies each memory access for read
operations in hardware. Moreover, TME-MK updates the
MAC for cache lines whenever data is written to memory.
Specifically, when the CPU requests memory from DRAM,
the memory controller fetches the corresponding data and its
associated MAC. TME-MK then verifies whether the memory
access uses the correct keyID and subsequently caches the data
if the MAC verification is successful. Cache lines are tagged
with their respective keyID, enabling access to cached data
using the appropriate keyID.

When performing data relocation, the memory location is
initialized with a new keyID, forcing a writeback for the
data in memory that also updates the MAC. This proce-
dure ensures that access for sandboxes with revoked keyIDs
becomes invalid. As a result, any subsequent attempts to
access memory locations with the revoked keyID trigger MAC
verification errors. Note that the processor ensures cache and
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Fig. 7: The relative performance overhead of TME-Box using
the gs-mode for the SPEC CPU2017 benchmark suite.

TLB coherency, maintaining consistency for the cached data
and keyIDs located in the PTEs across all CPU cores.

VII. EVALUATION

This section discusses the evaluation of TME-Box in terms
of system performance. Moreover, we evaluate the memory
latency of the TME-MK hardware feature.

Evaluation Setup. All evaluations are performed on an
off-the-shelf Intel Xeon Gold 6530 processor, as this model
supports Intel TME-MK. Our system features the following
specifications: each of the 32 cores is equipped with a 48 kB
L1D cache, a 32kB L1I cache, and a 2MB L2 cache.
The cores share a 160 MB L3 cache, serving as last-level
cache (LLC). Furthermore, our system uses 512 GB DDRS-
4800 memory with ECC. Unless stated otherwise, the system
is configured to enable Intel TME-MK with integrity support.

A. Performance Evaluation

In this section, we conduct the performance evaluation of
our TME-Box design. For our evaluation, we use the SPEC
CPU2017 [10] benchmark suite and NGINX. All benchmarks
are compiled with the —O3 optimization level of clang.
SPEC CPU2017 Results. We benchmark one baseline config-
uration and two TME-Box configurations to showcase the per-
formance overheads. Note that we use the ref input of SPEC
CPU2017 for all benchmarks. Specifically, we evaluate both
configurations of TME-Box: TME-Box (gs) with segment-
based addressing and TME-Box (r15) reserving a general-
purpose register, as detailed in the implementation section (cf.
Section . In addition, for both configurations, we further
distinguish between data isolation, and code and data isolation.
Our compiler toolchain targets the hardening of C and C++
applications; thus, we exclude all Fortran benchmarks.

Figure [7] and Figure [§] illustrate the relative performance
overhead of TME-Box in gs-mode and r15-mode, respec-
tively, for the SPEC CPU2017 benchmark suite. Notably,
the TME-Box (gs) configuration outperforms the TME-
Box (rl5) configuration significantly. We find that TME-
Box (gs) imposes a low geomean overhead of 5.2 % compared
to TME-Box (r15), which imposes a geomean overhead of
13.4 % for data isolation.
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Fig. 8: The relative performance overhead of TME-Box using
the r15-mode for the SPEC CPU2017 benchmark suite.
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Fig. 9: Throughput of NGINX with TME-Box for requesting
different file sizes normalized to the unmodified NGINX.

In addition, TME-Box requires restricting control-flow
transfers for its security. For both code and data isolation,
the overhead for TME-Box (gs) increases to 9.7 %, while the
overhead of TME-Box (r15) increases to 17.7 %. Control-
flow instrumentation is particularly sensitive to the number of
function calls, as these control-flow transfers are instrumented.
We find that the majority of the overhead from code isolation
stems from the return address instrumentation. Specifically,
the enabled control-flow instrumentation imposes the greatest
increase of performance overhead for benchmarks that perform
a larger relative number of function calls and returns.
NGINX Results. Additionally, we perform an evaluation of
the NGINX web server (version 1.26.0) using an experimental
setup comparable to prior work [S8]], [84], [[87[]. This experi-
ment uses ApacheBench (ab) to generate requests to receive
files of different sizes from the NGINX web server. We com-
pile NGINX with our TME-Box compiler toolchain and run a
single NGINX worker pinned to an isolated CPU core. We use
ApacheBench to perform and benchmark 2,000,000 requests
from one client with increasing file sizes covering 1 kB, 8kB,
32kB, 128kB, and 256kB. Figure [J] shows the throughput
of NGINX with TME-Box in both modes (gs and r15) for
code and data isolation normalized to the performance of an
unmodified NGINX version. Here, the decrease in throughput
for NGINX ranges from 8.3% to 1.8 % for TME-Box (gs)
and from 8.7% to 1.9 % for TME-Box (r15). We confirm
the observations of prior work [84], [87] that the measured
throughput decreases stronger for smaller files than for larger
files, i.e., the overhead declines as the file size increases.
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Fig. 10: The memory latency of the Intel TME-MK memory
encryption measured with LMBench.

B. Memory Latency

Besides evaluating the performance overhead, we also mea-
sure the additional memory latency imposed by the Intel
TME-MK memory encryption with integrity. We use the
lat_mem_rd benchmark of the LMBench [53] suite.
LMBench Results. We perform the benchmark with a
memory size of 8 GB and a stride size of 512B. During
benchmarking, the workload is pinned to an isolated CPU
core to ensure no other code is executed on that core. Our
workload is executed using two configurations. For the first
configuration, we enable Intel TME-MK during boot, while the
second configuration runs with TME-MK disabled. Figure [T0]
shows the memory latencies for both variants measured with
LMBench. For the L1D, L2, and L3 caches, the access laten-
cies are equivalent. However, as soon as the memory requests
are served from DRAM, we observe different latencies for the
two configurations. The maximum difference in latency that
we observe is 6.8 ns. Note, however, that this overhead is not
imposed on each memory access. It only applies to memory
operations that cannot be served directly from the cache and
must perform a load from DRAM.

VIII. DISCUSSION

This section compares our design with existing work on
software isolation and discusses potential extensions.

A. Related Work

In the following, we provide a detailed comparison of TME-
Box with prior work, including address space partitioning,
memory protection keys, and other isolation mechanisms with
page metadata. Additionally, we compare our work with tag-
based isolation schemes and approaches that use cryptographic
primitives.

Process Isolation. Process isolation techniques, such as mem-
ory segmentation and paging, separate the memory resources
of different processes that are managed by the operating
system. Memory segmentation divides the memory into several
regions (i.e., segments for code and data), addressing memory
locations using a segment identifier and an offset within
the segment. The MMU translates this segment and offset
information into a physical address and performs additional
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access checks (e.g., read, write, and execute permissions).
Thus, segmentation allows the operating system to isolate
processes, where access to the memory is only granted if
the offset is within the segment length and matching access
permissions. Any violation detected by the MMU results in a
hardware exception, i.e., a segmentation fault is raised.

Furthermore, paging enables process isolation for modern
CPUs through the usage of virtual memory. Paging provides
isolation that separates memory access for multiple processes,
which is managed on the operating system level. Specifi-
cally, virtual addresses are translated by the MMU, which
also checks associated access permissions, thereby preventing
illegal access to the memory of other processes.

However, the isolation of individual software components

with heavy-weight protection mechanisms, such as process
isolation, has an impact on system performance and start-up
times [3]], [66]]. Thus, process isolation is not well suited for the
isolation of individual software components of applications.
As a result, some software systems, like cloud worker archi-
tectures [17]], require more flexible and efficient in-process
isolation that allows scalable memory isolation for different
sandboxes, as provided by our mechanism.
Software-based Fault Isolation. Software-based fault isola-
tion (SFI) [42]], [85] is a memory isolation technique that di-
vides the virtual address space of a process into predetermined
and contiguous regions. Software instrumentation ensures that
memory accesses remain within the isolated data and code
regions, thereby enforcing in-process isolation for a sandboxed
program. Traditional SFI relies on address checking or address
masking, while modern SFI approaches use guard zones for
this data protection [81].

SFI-based isolation has been implemented and evaluated
on modern architectures, such as x86 and ARM [[14], [23],
1550, 1570, [73], [88], [88], [89]. For instance, Google Native
Client (NaCl) [73]], [89] provides sandboxes of 4 GB in size by
leveraging software instrumentation and 40 GB guard zones
before and after each sandbox. Moreover, hardware-assisted
fault isolation (HFI) [58]] proposes a processor extension that
implements SFI-style isolation efficiently integrated into the
processor’s architecture, thereby reducing the incurred runtime
overhead.

While SFI-style approaches allow for a flexible number of
sandboxes, they typically cannot provide fine-grained and dy-
namic isolation, i.e., object-level isolation that can dynamically
grow and shrink in size. In addition, SFI is not designed to
isolate non-contiguous memory regions. Contrarily, TME-Box
allows for scalable and fine-grained (i.e., sub-page granular)
isolation of memory with support for flexible data relocation
by repurposing the Intel TME-MK encryption engine.
In-Process Isolation with Page Metadata. Protection keys
for user space (PKU) is an approach for memory isolation
that relies on additional metadata stored in page table en-
tries (PTE). The Intel memory protection keys (MPK) [61]]
allow to dynamically assign a 4-bit protection key to a specific
page. For each memory operation, logical integrity checks
are performed that compare the page’s protection key against



the active access policy located and controlled by the user
space protection key register (PKRU). The current access
permissions (i.e., read and write) of each individual protec-
tion key can be changed from user space via the wrpkru
instruction. In this way, MPK can be used for data protection,
e.g., for dynamically locking-away sensitive data in memory
like cryptographic key material.

Based on MPK, several academic designs propose software
sandboxing [8[], [31], [62], [71]], [72], [84] that facilitates in-
process isolation. However, PKU-based sandboxing can have
performance implications in certain scenarios that require
frequent sandbox transitions since the wrpk ru instruction (in-
cluding necessary fences) can take more than 100 cycles [72],
[84]]. Similarly, ARMlock [93|] enables in-process isolation
using the, meanwhile deprecated, ARM memory domains
(which provide a 4-bit domain ID for isolation). However,
ARM’s policy changes need to be performed by the kernel as
the policy register is not accessible from user space, incurring
additional runtime overhead for policy changes.

Intel MPK and ARM memory domains only allow for 16
distinct domains, which can be restrictive for certain software
architectures that require more in-process domains. Also, both
Intel MPK and ARM memory domains are constrained to the
granularity of a page and cannot achieve sub-page granular
isolation. In contrast to protection keys, TME-Box allows the
isolation of more in-process domains and provides fine-grained
memory isolation on the level of individual cache lines.

Besides MPK, other academic designs [24]], [[87] also lever-
age page metadata located in the PTE for isolation. For
example, IMIX [24] proposes a hardware extension that uses
a single bit in the PTE to distinguish between secure and non-
secure memory pages. Access to data located on secure mem-
ory pages is only permitted via newly introduced instructions,
thereby preventing memory corruption of security-sensitive
pages. CETIS [87] proposes the use of Intel CET [79] in order
to separate memory resources by placing the isolated memory
region on shadow stack pages that can only be accessed with
dedicated instructions (e.g., wrss instruction). These shadow
stack pages introduced by Intel CET are identified by an
unused combination of the read-write bit and the dirty bit
of the PTE. IMIX and CETIS use their isolation primitive
to implement metadata protection, such as code-pointer in-
tegrity (CPI) [43]. Both countermeasures allow the separation
of a process into two distinct domains (i.e., secure and non-
secure domains) and cannot provide fine-grained isolation (i.e.,
sub-page granular protection). While this is enough to protect
program metadata efficiently, some software systems require
numerous in-process sandboxes (as outlined for MPK).
Tag-based Isolation. Memory tagging technologies associate
metadata with data located in memory at a certain granularity,
thereby enabling the enforcement of different security policies
that restrict access to memory resources [38].

Tagged architectures such as the ARM memory tag-
ging extension (MTE) [75] and SPARC application data
integrity (ADI) [4] hardware features have been efficiently
integrated into commercial processors. ARM MTE is typically
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used to provide probabilistic memory safety for memory san-
itization (e.g., MemTagSanatizer) or to help establish runtime
security for production software. However, ARM MTE and
SPARC ADI are often criticized for their small tag size of
4-bit (i.e., 16 distinct memory tags), resulting in a relatively
low detection probability of just 93.75 % [76].

Furthermore, SFITAG [74] combines software instrumenta-
tion with ARM MTE to isolate kernel extensions. However,
their design only supports a maximum of 14 isolated memory
regions, as two memory tags are reserved. In contrast, our
TME-Box design supports a larger number of concurrent
sandboxes (i.e., TME-MK is specified for up to 15-bit keyIDs
that address 32K encryption keys [32]]).

Also, HAKC [52] combines ARM pointer authentica-
tion (PAuth) [64] with ARM MTE for kernel compartmental-
ization. While HAKC’s design expands the possible number
of compartments from 4-bit MTE, their security is bound to
the cryptographic MAC of the PAuth feature, which depends
on the size of the virtual address space. More specifically,
ARM allows the configuration of virtual address sizes between
32 and 52 bits (with bit 55 reserved). This means that a
large virtual address space, as used by servers, can lead to
a relatively small MAC, e.g., a 52-bit virtual address space
results in a MAC size of 11 bits, or even just 3 bits if ARM’s
top-byte ignore (TBI) feature is enabled [64].
Cryptographic Isolation. Cryptographic primitives, such as
encryption and authentication, are used in the context of sys-
tem security to ensure the confidentiality and integrity of code
and data located in memory. More specifically, these crypto-
graphic primitives can be applied to mitigate the exploitation
of memory safety vulnerabilities [59], [83]. For instance,
cryptographic capability computing (C?) [46] leverages pointer
and memory encryption to help prevent memory safety errors.
C? encrypts the upper address bits of the pointer, creating
a cryptographic address (CA). Furthermore, C? encrypts and
decrypts accessed data in memory using a keystream generator,
with the CA serving as input. A memory safety error is
detected through C®’s pointer decryption by resolving to a
garbled address that likely results in a page fault and subse-
quent program termination. In contrast to our approach, C>’s
proposed hardware modifications directly impact the critical
L1 cache latency, whereas TME-Box utilizes Intel TME-MK’s
DRAM encryption that is available on commodity x86 CPUs.

Intel TME-MK can be used for runtime security to mitigate
various attack vectors [15], [60], [69], [70]. For example,
IntegriTag [70] uses Intel TME-MK for probabilistic heap
memory safety. IntegriTag uses different security policies (e.g.,
pseudorandom keyIDs) that select and implicitly encode a
keyID into the pointer’s virtual address and assign the keyID
to the corresponding memory location through aliasing. This
method restricts access to heap objects, as memory accesses
are only granted by pointers that incorporate the correct keyID.
In this way, TME-MK can be used in the same way as memory
tagging, like ARM MTE and SPARC ADI, providing similar
security. Nevertheless, adversaries may still exploit vulnerabil-
ities to leak or guess the keyID, and to harvest or forge valid



pointers, thereby circumventing the security measure. In con-
trast, TME-Box enforces the use of the sandbox’s keyID for
all memory operations, enabling scalable in-process isolation.
Moreover, EC-CFI [60] uses Intel TME-MK to thwart fault-
induced control-flow hijacking attacks. EC-CFI encrypts code
at the function level, enforcing decryption with different keys
for individual functions. These encryption keys are switched
when entering and exiting a function, thereby applying control-
flow protection in the presence of fault attacks. EC-CFI helps
to prevent fault-induced control-flow hijacking attacks, while
our work focuses on software sandboxing.

In addition, Intel trust domain extensions (TDX) [[15],
[33]] enable confidential computing with heavy-weight virtual
machine (VM) isolation. TDX uses TME-MK for the encryp-
tion of VMs and containers [34]], and the protection against
physical attacks [30], [33]. In contrast, TME-Box allows
for lightweight and efficient in-process sandboxing without
relying on the use of heavy-weight virtualization mechanisms.

B. Possible Extensions

Software sandboxing applies coarse-grained CFI to restrict
control-flow transfers to the sandbox’s code region. TME-
Box adheres to conventional SFI techniques in this regard by
instrumenting forward-edge and backward-edge control-flow
transitions. Other Intel platform-specific hardware features,
i.e., Intel CET’s indirect branch tracking (IBT) and shadow
stack [79], enable hardware-enforced CFI. The CET shadow
stack feature can be used to ensure the integrity of return
addresses. Applying the CET shadow stack for return address
protection within the TME-Box framework would be benefi-
cial, thereby increasing security and optimizing performance.
In addition, CET’s IBT limits valid indirect jump targets to
the landing pads of function entries, thus hardening against
control-flow hijacking attacks. IBT could also be useful in the
context of TME-Box. However, forward-edge protection still
requires instrumentation to enforce that forward-edge transi-
tions remain within the sandbox’s code region. Additionally,
FinelBT [25]] enforces more fine-grained CFI using IBT. Here,
we see potential synergies between TME-Box and fine-grained
CFI to further restrict control-flow transfers.

The TME-Box design can be adopted for the isolation of
just-in-time (JIT) compiled code since in-process isolation is
highly demanded in this context, as seen in the V8 sand-
box [27]], [29], [68]. To achieve this, the JIT compiler must
be TME-Box aware to effectively enable our isolation and
memory management, i.e., the JIT compiler must guarantee
that the required instrumentation is performed similarly to our
compiler extension. Moreover, the JIT compiler has to adhere
to the Write-XOR-Execute policy [68]], [92], which we assume
is enabled for our design. For instance, the Google Native
Client (NaCl) [73]], [89] sandbox has been extended to the JIT
compiler of the V8 engine [5]]. We leave it as future work to
port TME-Box to JIT compilers.

We use an Intel Xeon Gold 6530 processor as our develop-
ment and evaluation platform. While TME-MK is specified
for up to 15-bit, it is platform-dependent how many are
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implemented. For instance, our processor offers support for
6-bit keyIDs. This means that, excluding the default key
(keyID 0), TME-Box supports 63 distinct sandboxes on this
CPU. Nevertheless, we can still support considerably more
sandboxes on such processors by using a hybrid solution of
TME-Box and SFI. For instance, in addition to our keyID
instrumentation, we could use additional virtual address bits
to isolate coarse-grained SFI regions, where the TME-MK
keyIDs can be reused for sandboxes in the respective memory
region. This allows us to scale our isolation approach up to
thousands of sandboxes on processors that do not implement
the full 15-bit keyIDs for TME-MK. Thereby, we increase
the number of sandboxes while maintaining the advantages
of our design, i.e., support for scalable isolation and flexible
relocation of data in memory.

IX. CONCLUSION

In this paper, we presented TME-Box, a novel sandboxing
technique that provides scalable in-process isolation on com-
modity x86 CPUs by leveraging Intel’s TME-MK memory
encryption. TME-MK is primarily designed to provide page-
granular memory encryption for the Intel TDX confidential
computing platform, i.e., heavy-weight VM isolation.

TME-Box extends the application of TME-MK’s integrity
enforcement to cryptographically isolate the memory of sand-
boxes within a single process (i.e., in-process isolation).
That is, TME-Box uses compiler instrumentation to enforce
that the sandboxes use their designated encryption keys for
memory interactions, thus detecting unauthorized memory
accesses. Repurposing TME-MK'’s runtime encryption for
hardware-assisted sandboxing provides unique isolation prop-
erties: TME-Box is scalable, enabling isolation granularities
from individual cache lines up to full pages. Moreover, our
design allows the isolation of up to 32K concurrent sandboxes
and offers flexible memory management for the allocator, i.e.,
data relocation in memory.

We prototype our TME-Box framework, consisting of an
LLVM compiler toolchain and memory allocator, and propose
architecture-specific optimizations, e.g., x86 segment-based
addressing. Our performance-optimized prototype demon-
strates practical results, showcasing geomean performance
overheads of 5.2% for data and 9.7% for code and data
isolation evaluated using the SPEC CPU2017 benchmark suite.
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