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Abstract—Sensors are key components enabling various ap-
plications, e.g., home intrusion detection and environmental
monitoring. While various software defenses and physical pro-
tections are used to prevent sensor manipulation, this paper
introduces a new threat vector, PowerRadio, that bypasses
existing protections and changes sensor readings from a dis-
tance. PowerRadio leverages interconnected ground (GND)
wires, a standard practice for electrical safety at home, to
inject malicious signals. The injected signal is coupled by the
sensor’s analog measurement wire and eventually survives the
noise filters, inducing incorrect measurement. We present three
methods to manipulate sensors by inducing static bias, periodical
signals, or pulses. For instance, we show adding stripes into the
captured images of a surveillance camera or injecting inaudible
voice commands into conference microphones. We study the
underlying principles of PowerRadio and identify its root
causes: (1) the lack of shielding between ground and data signal
wires and (2) the asymmetry of circuit impedance that enables
interference to bypass filtering. We validate PowerRadio against
a surveillance system, broadcast systems, and various sensors.
We believe that PowerRadio represents an emerging threat,
exhibiting the advantages of both radiated and conducted EMI,
e.g., expanding the effective attack distance of radiated EMI
yet eliminating the requirement of line-of-sight or approaching
physically. Our insights shall provide guidance for enhancing the
sensors’ security and power wiring during the design phases.

I. INTRODUCTION

Sensors are key components widely used in various applica-
tion scenarios. For example, a surveillance camera in a smart
home helps homeowners identify intruders or monitor suspi-
cious activities. Securing sensors is therefore for protecting
user safety and privacy. Various studies have been conducted
to prevent sensor manipulation, including software defenses
(e.g., false data detection) and physical protections (e.g.,
voltage regulators, and EM shielding). However, we identify a
new attack vector against sensors and design PowerRadio,
which bypasses those protection methods and changes sensor
readings from a distance.

PowerRadio leverages the interconnected ground (GND)
wires, a standard practice for electrical safety at home []1]],

* Xiaoyu Ji is the corresponding author

Network and Distributed System Security (NDSS) Symposium 2025
24-28 February 2025, San Diego, CA, USA

ISBN 979-8-9894372-8-3
https://dx.doi.org/10.14722/ndss.2025.230295
www.ndss-symposium.org

Captured Image Detection Output

r "I
L. ’J

— Nothing Detected

Digital
Physical
2 Ca era Intruder
Attacker \’

Attack Signal

Figure 1. Illustration of PowerRadio in an intrusion detection
scenario. An attacker injects a crafted signal into the GND port of a
public charging socket. The signal travels through the GND wiring to
the surveillance camera, inducing stripes on the captured image that
bypass the detection algorithm. As a result, the intrusion detection
system fails to detect the burglar and trigger an alert, compromising
the homeowner’s safety.

to inject malicious signals. Specifically, the injected signal
couples with the sensor’s analog measurement wire, survives
the noise filters, and induces common mode (CM) current,
which is converted into a differential mode (DM) signal
that ultimately affects the sensor reading. We studied the
underlying principles of PowerRadio and identified its root
causes: the lack of shielding between ground and data signal
wires and the asymmetry of circuit impedance, which en-
ables interference to bypass filtering and induce false sensor
measurements. Moreover, we uncover three key factors that
influence the asymmetry of circuit impedance and validate our
analysis through simulations and experiments. Additionally,
we explore vulnerabilities in signal processing modules, such
as the nonlinearity of an amplifier, and present three signal
design methods to manipulate sensors by inducing static bias,
periodical signals, and pulses. For instance, we demonstrate
injecting inaudible voice commands into conference micro-
phones or false pulses into a speed sensor.

While an attacker generally cannot physically approach
or modify the firmware of the target sensor, they can
use PowerRadio to achieve a cross-socket or even cross-
room manipulation attack on the indoor sensor. For in-
stance, Fig. E] illustrates a home intrusion detection scenario
where a surveillance camera captures the home scene, identi-
fies intruders, and triggers an alert to the homeowner. However,
we demonstrate that an attacker can evade the detection



algorithm by injecting a crafted signal into the GND wire of
the outdoor wall socket, introducing stripes into the captured
images that prevent the camera from detecting intruder.

Unlike existing physical signal-based injection attacks,
which manipulate sensors using either wireless signals such
as EMI [2, 3], laser [4, |5], sound [|6l |7], ultrasound [8]], or
magnetic fields [9], or wired signals like power supply volt-
ages [10], we introduce a new attack vector, PowerRadio,
that uses GND wires to transmit and radiate the attack signal.
We believe PowerRadio represents an emerging threat that
combines the advantages of both radiated and conducted EMI.
For instance, the prior study [10] requires a more powerful
attacker capable of compromising the power source, and its
injected differential mode voltages are easily mitigated by
noise filters and voltage stabilizers. Instead, PowerRadio
requires only access the GND wire and focuses on trans-
mitting common mode voltage with an almost infinite load
impedance, enabling it to bypass existing defense methods. In
addition, PowerRadio extends the effective attack distance
of radiated EMI yet eliminates the requirement for line-of-
sight or physical proximity. For instance, PowerRadio can
interfere with image and microphone sensors up to 15m,
while previous wireless EMI works [11} |12] targeted image
sensors at 50 cm and microphone sensors at 3 m. Furthermore,
our insight into PowerRadio shall provide guidance for
enhancing sensor security and power wiring design, such as
integrating an attack detection module into the power wiring
or optimizing circuit asymmetry to improve protection.

However, to achieve PowerRadio, we have to overcome
the following two critical challenges:

(1) How to effectively inject attack signals? Sensors are
known to be affected by the power supply, therefore, various
prevention methods, such as voltage regulators and noise
filters, have been employed. As a result, attack signals injected
into the power cable are treated as noises and are eliminated.
To avoid being filtered and prevent damage to the hardware
of other devices connected to the same power network, we
present a new attack method that bypasses voltage regulators
and effectively injects attack signals into the target sensor
from a distance. Specifically, we inject attack signals into the
GND wire, allowing the transmission of the signal without
being filtered, since there are no suspicious voltage fluctuations
between the live wire and the GND wire. Furthermore, the
GND wire can function as an antenna, radiating the attack
signal to the sensor’s analog signal, thus altering the sensor
readings. Thus, we term this attack PowerRadio. Our in-
vestigation shows that the fundamental concept underpinning
this attack is signal coupling and conversion. Hence, for an
attacker to effectively inject attack signals into the target
sensor, optimizing signal frequencies and amplitudes is crucial
for enhancing coupling and conversion efficiency.

(2) How to create a given output? Given the limited
control an attacker has over shaping the injected signal within
the sensor, achieving a precise output for the target sensor
poses a significant challenging. To address this challenge,
we investigate vulnerabilities in critical signal processing

circuits of sensors, inducing the nonlinearity of amplifiers
(AMPs), the over-sensitivity of comparators (CMPs), and the
sampling distortion of analog-to-digital converters (ADCs).
By leveraging these vulnerabilities, we propose three signal-
crafting techniques: (1) modulation-based alternating current
(AC) injection, (2) jitter-based pulse injection, (3) and biasing-
based direct current (DC) injection. These techniques enable
the induction of malicious AC, pulse, and DC in sensors, re-
spectively. Essentially, an attacker initially analyzes vulnerable
signal processing circuits and the legitimate outputs of target
sensors. Subsequently, the attacker uses a specific output as
the baseband signal and selects an appropriate signal design
technique. This approach allows the attacker to generate a
finely adjustable output that mimics the legitimate output,
thereby reducing the risk of detection.

In summary, our contributions are summarized as follows:

« We present PowerRadio, a new physical attack method
for sensor manipulation. This attack enables an adversary
to bypass software and physical defenses, altering sensor
readings from a distance, even across rooms or through
wall sockets.

o We identify an emerging threat, using the interconnected
GND wire to transmit inference. This approach combines
the advantages of both radiated and conducted EMI, such
as extending the effective attack distance of radiated EMI
while eliminating the need for line-of-sight or physical
proximity.

« We systematically analyze the underlying principles of
energy conversion and validate our findings through mod-
eling, simulations, and experiments. Furthermore, our in-
sights shall guide for enhancing the sensor security and
power wiring design during the development phase.

o We evaluate PowerRadio on 17 sensors, 2 commercial
systems, validate PowerRadio’s effectiveness in a home
wiring scenario, and propose potential countermeasures to
mitigate this threat.

II. BACKGROUND

A. Sensors and electronic modules

A sensor is used to detect physical stimuli, such as light
or motion, in the real world and convert them into electrical
signals [13]]. A sensor typically consists of two parts: (a)
Transducer: which measures a physical stimulus and produces
an analog electrical representation; (b) Signal processing cir-
cuit: which reduces noise and amplifies useful information,
incorporating components such as amplifiers and comparators.
Sensors are widely used in applications such as smart homes
and industrial systems. Therefore, securing them is crucial for
protecting user’s safety and privacy.

Electronic modules refer to discrete components or inte-
grated circuits that perform specific functions [14} |15]], such
as amplifiers (AMPs) and analog-to-digital converters (ADCs).
For instance, an ADC converts analog signals into digital
signals, while a digital-to-analog converter (DAC) performs
the reverse function.



B. CM and DM signals

Electromagnetic interference (EMI) refers to unwanted elec-
tromagnetic disturbances or noise signals that affect electronic
systems [[16]]. Based on the signal type, EMI can be classified
into two categories: Differential Mode (DM) signals and
Common Mode (CM) signals. DM signals travel in opposite
directions within a pair of transmission lines, and the DM
voltage is defined as the voltage difference between the two
conductors. Conversely, CM signals of equal magnitude flow
in the same direction along the transmission line and are
intended to traverse the referenced GND due to parasitic
capacitors [[17]. In an ideal scenario, pure CM signals, upon
reaching termination, result in zero DM voltage and current.
Thus, CM signals theoretically do not impact the operation of
system elements. However, in practice, electrical systems with
imperfectly symmetric structures induce energy conversion
between DM and CM signals [[17-19], which interferes with
voltage measurements.

C. Grounding

Grounding plays a critical role in maintaining signal in-
tegrity and mitigating interference in electronic components.
In this work, we leverage interconnected GND wires to
transmit attack signals and bypass filtering emchanisms. GND
is typically categorized into the following types: (1) Signal
GND: is defined as a common reference point in a circuit from
which voltages are measured and provides a low-impedance
path for currents. (2) Chassis GND: refers to the connection
of components to the metal frame (chassis) of equipment,
such as vehicles, ensuring the external surfaces of the device
remain at the same electrical potential as the reference GND.
(3) Earth GND: refers to a physical connection to the Earth,
serving as a common reference potential for the device and
providing an absolute GND reference. Generally, GNDs are
interconnected to protect internal circuits from surges and
shield against external EMI.

III. THREAT MODEL

o Attacker’s Goal. The attacker aims to induce false mea-
surements for sensors by injecting a crafted signal into
a power cable without accessing the data transmission or
directly altering the sensed environment.

o Capability and Knowledge. The attacker cannot access
the sensor except its GND cable. For example, an at-
tacker can gain access to an indoor sensor’s GND by
leveraging the home’s interconnected GND wiring via the
outdoor wall socket. This assumption is reasonable, as
every dwelling unit is typically required to have at least
one outdoor wall socket each at both the front and rear
of the house [20]], thereby providing attackers with access
to the GND. Furthermore, we assume that the attacker
knows the target sensor’s model through social engineering
methods, such as shoulder surfing, referencing online de-
vice datasheets (official or unofficial), or examining device
teardown videos or reports. The attacker can also acquire
a similar sensor for assessment beforehand.

o Attack Device. To stealthily implement PowerRadio
(i.e., establish contact with the GND of the target device),
we assume that the attacker can install PowerRadio
behind a wall as a power plug, as shown in Fig. [I] or
disguise the attack device as a power station or charging
device, e.g., a desktop computer, which is plugged into
the wall socket. Alternatively, it’s feasible to downsize the
attack device using a development board (e.g., AD2 [21]))
and an integrated power amplifier module (e.g., ATA-
M230 [22]) for future research. This combination can
provide a high voltage of 600 Vpp at 700 kHz, exceeding
the current requirements of 300 Vpp at 500 kHz.

IV. PRINCIPLE OF ATTACKS

In this section, we will elaborate on the fundamental prin-
ciples of PowerRadio.

A. Energy Conversion Modeling

Our study identifies two critical parallel energy-convertion
stages in PowerRadio attacks: the coupling stage and the
converting stage, as shown in Fig. 2] To illustrate this, we uti-
lize simple load resistances and dependent sources to establish
two energy conversion models, as depicted in Fig.

Coupling Stage. In the coupling stage, the GND wire
acts as a potential antenna, emitting radiated electromagnetic
energy to the nearby parallel signal wire through parasitic
capacitors [23] 24].

To simplify the circuit, we convert the parasitic capacitance
into impedance and perform a delta-y transformation [14] as
shown in Fig. B(a)l Here, V, represents the attack signal,
Zg and Z represent the line impedance of the victim de-
vice’s GND line and the signal line, Z;; refers to equivalent
impedance of parasitic capacitors, loads and transmission
lines, GND_victim and GN D_attacker denote the ref-
erenced signal GND wire of the victim device and attack
device, respectively. Within Fig. [3(a)] there are three closed
current loops, where I, denotes the current flowing in the
signal line of the attack source, while I; and I, represent the
propagating currents along the GND line and the signal line
of the victim device, respectively. By applying Kirchhoff’s
voltage law (KVL) to these three current loops, we obtain:

Zi(Iy — I) + Zys(Ioa — Iy — 1) = Vo = 0
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We define the CM current induced by the attack signal as
the average current flowing through both the GND line and
the signal line of the victim device, given by:

Iy + 1

=
where the coefficient p, representing the coupling factor,
is determined according to Eq. Essentially, a larger u

Icm = Vs 4)
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Figure 2. Work flow of PowerRadio. The attack signal is injected into a GND wire connected to the target sensor’s GND. Then, the
signal bypasses the voltage regulator because there is no voltage difference between the live and the GND wire. Subsequently, the GND
wire acts as an antenna, radiating the attack signal to the analog signal wire through parasitic capacitors and inducing CM current. Finally,
the electronic imbalance converts the CM current into a DM voltage at the MCU input, resulting in inaccurate measurements.

corresponds to a greater CM current on the transmission lines.
Essentially, a larger i corresponds to a greater CM current on
the transmission lines.

Converting Stage. Another parallel stage is the converting
stage, where the CM current transforms into a DM voltage due
to the asymmetry of the electric circuits, ultimately inducing
false measurements in the sensor.

Similar to the coupling stage, we use simple impedance and
transmission lines to depict the CM-DM conversion model
and adopt a group of polynomials to quantize the affecting
factor, i.e., the imbalance factor, and perform a delta-y trans-
formation [14] to simplify The resulting simplified circuit is
shown in Fig. 3(b)} where I3, I, V3, and V5 represent the input
voltages and currents over transmission lines, respectively. I3,
14, Vs, and Vg represent the output voltages and currents over
transmission lines, respectively. It should be noted that the Iy
and I are not equal to I3 and I4, because the coupling model
is considered a closed circuit, whereas the conversion model
depicts describes open transmission lines, including input
current and output current. We define the input DM voltage
Vbar,r as the voltage difference between two transmission
lines on the input side, ie., Vpyr,r = Vi — Vo, and the
input CM current I, as the total current that flows on both
transmission lines, i.e., Icyp = I7 + Io — I3 — 14. Besides,
according to Kirchhoff’s laws [14], we have:

Vi—Vs Vi—-V;
I — 7 7, =0
b+%a%+w%%=o
Vi-Vs Vi-Vs Vs
2 Zs  Zi )
Vi-Vi Vi-Vo Va_
Z7 Z3 Zs
Vs—Vs Vs—Vo
Zg Zs
Vs—Ve Ve—V4
_ =1,
Zs Zq
Assume the output voltage Vpayr,o = Vs — Vi represents

the output of the victim’s device, i.e., the voltage difference
across Zg. Combining the equations above yields the result
for VD M,0>

Voum,o = k1Voa,r + kalom + ksls + kaly (6)

GND_victim

%GND_attacker

(a) Coupling Model.

(b) Converting Model.

Figure 3. Illustration of equivalent circuit diagrams for simplified
models after delta-Y transformations. (a) Coupling model: The attack
signal is coupled from the GND wire to the signal wire, inducing a
CM current. (b) Converting model: The CM current is converted into
a DM voltage.

where k1, ko, k3 and k4 are constant coefficients determined
by the impedance. The equation Eq. (6) demonstrates that the
output voltage Vpr,0 is a combination of four components:
the input DM voltage Vpas s, the input CM current Icoyy,
the output currents I3 and I;. Consequently, the coefficient
ko represents the degree of CM-DM conversion and can be

expressed as:
ky = cica(hy + ha)

hy = Zr(Z10 — Z20) (N
ha = Z2o(Z1, — ZR)

where c¢; and cq are constants, and h; and hy are composed of
parasitic impedance and line impedance of the circuit, respec-
tively. These parameters represent the degree of asymmetry
and are thus termed as the asymmetric factor. Upon examining
the expressions of hy and hs, it becomes evident that CM-DM
conversion will not occur only if both the parasitic impedance
is perfectly symmetrical (i.e., Z1p = Z30) and the line
impedance is perfectly symmetrical (i.e., Zr = Z1). However,
achieving perfect symmetry in practical designs is challenging,
making it difficult to entirely eliminate CM-to-DM conversion.

Simulation Analysis. To validate our analysis, we used
MATLAB [25] for simulation analysis. Our simulations in-
volved two circuits based on Fig. [3(a) and Fig. B(b)} en-
abling us to quantitatively explore the frequency response
curve (FRC) for CM current I-j,s, the CM-DM conversion
coefficient k5, and the output DM voltages Vpj,s during
an PowerRadio attack. Based on prior research[26-29],
the typical resistance and parasitic capacitance between two
transmission lines on PCB boards range from 1 ~ 100M )
and 0.1 ~ 10 F, respectively. Detailed simulation parameters
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Figure 4. Simulation results of coupling and conversion models. (a)
FRC of CM current Ic-pr. (b) FRC of conversion coefficient ks. (c)
FRC of DM output voltage Vpas.

are provided in Appendix [Al The simulated results, depicted
in Fig. ] reveal a high-pass nature in the frequency response
curve of CM current( Fig. [(a)). Furthermore, Fig. [{{b)
and Fig. ffc) illustrate the attacker’s ability to optimize the
frequency of the attack signal, thereby enhancing the CM-
DM conversion efficiency. In summary, we draw the following
conclusions: (1) The injected attack signal can couple to
the signal line parallel to the victim device’s signal GND,
subsequently generating a CM current that is then converted
to a DM voltage at the output load. (2) Both the coupling
and conversion efficiency are influenced by the asymmetric
impedance and the signal frequency.

B. Asymmetric Impedance in Electronic Circuits

In this section, we explore and summarize three key factors
that affect asymmetric impedance, which plays a critical role
in energy conversion as discussed in Sec. and validate
our analysis with simulations and experiments.

Asymmetric design in electronic circuits. Asymmetric
impedance can arise from variations in the quantities and
electronic characteristics of fundamental electronic compo-
nents (e.g., resistors, capacitors, etc.) across different circuits.
For instance, designers may use different combinations of
resistance and capacitance to achieve specific time constants
and frequency responses in RC circuits or select different
transistors to supply adequate driving currents for loads.
Additionally, the arrangement of electronic components on a
PCB impacts the equivalent impedance, especially for high-
frequency signals [30]]. This occurs because the parasitic
capacitance and inductance between components vary with
frequency [31, [32], altering the parasitic impedance [33].
Despite the introduction of various optimization strategies,
achieving perfectly symmetric designs remains a challenge.

Inconsistent parameters caused by manufacturing. Im-
perfect manufacturing processes can result in inaccuracies in
the values and physical characteristics of electronic compo-
nents. Variations in raw materials, environmental conditions
during production, and unavoidable deviations in the manu-
facturing process contribute to inconsistencies. Furthermore,
parameter shifts and performance degradation occur over time
due to aging effects. In practice, mass-produced electronic
components typically adhere to a tolerance range around the
standard value after delivery. For example, a resistor rated
at 1) may measure 1.001€2. Another common case involve
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Figure 5. Illustration of simulation of (a) an op-amp and (b) an
RS flip-flop. When injecting a crafted attack signal into the GND,
(c)the amplifier’s output(blue) will be superimposed by a sinusoidal
signal(red) due to imperfect CMRR, and (d) the RS flip-flop’s original
output(blue) will be induced with many false pulses(red) due to
asynchronous operations.

amplifiers, which are widely used in electronic circuits to
amplify DM signals and suppress CM signals. However,
due to the inconsistency in transistor characteristics [34],
such as gain and threshold voltage, achieving complete CM
signal elimination is unattainable. This limitation is quan-
tified by the common-mode rejection ratio (CMRR) [34]:
CMRR; =~ 2g% Rss/Agm, where g, denotes the average
transconductance of two input transistors, Ag,, represents
the difference in transconductance between the transistors
(Agm = gm1 — gm2), and Ry is the finite output impedance
of current source in the amplifier [35]]. The formula illustrates
that greater asymmetry in the input transistors lead to a weaker
CM rejection capability, highlighting the impact of transistor
inconsistencies on amplifier performance.

Validation. To verify our analysis, we conducted validation
experiments. (a) Simulation: We used the Multisim tool [36]]
to construct a typical differential amplifier circuit with an
operational amplifier (LM358N) as shown in Fig. where
Vattack rEpresents the attack voltage source. The output wave-
forms of the amplifier with (red waveform) and without attacks
(blue waveform) are presented in Fig. These results
demonstrate the efficient traversal of a CM signal through the
differential amplifier, resulting in the injection of a false AC
signal into the output. (b) Experiments: Additionally, physical
experiments were conducted using an LM386 amplifier de-
velopment board, driven by an Arduino Uno. A crafted CM
signal (introduced in Sec. [V)) was injected into the GND port.
The results are shown in Fig. [6(a)] where the black waveform
represents the normal output of the amplifier without an input
signal, and the red waveform indicates the malicious output
triggered by the attack. In conclusion, both simulation and
physical experiments confirm that CM interference signifi-
cantly affects the amplifier’s output.

Asynchronous action of dynamic devices. Another asym-
metry factor is the asynchronous behavior of dynamic elec-
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(a) Output of Amplifier (LM386). (b) Output of VFC (LM331).

Figure 6. Experiments results of an amplifier and a VFC.
(a) PowerRadio introduced a sinusoidal signal to the amplifier’s
(LM386) output. (b) PowerRadio modified the output of a VFC
(LM331) from 473Hz to 643Hz.

tronic components, such as MOSFETs and IGBTs. These
switching components are commonly used to regulate and
manage current flows by turning circuits on and off. Take
the RS flip-flop as an example, where two switching com-
ponents are aligned across two transmission lines to operate
simultaneously. The circuit’s impedance changes as the in-
ternal conduction state of the switching elements transitions.
However, maintaining synchronization between two switches
is challenging in practical applications due to clock skew,
which arises from differences in the clock signal’s arrival times
across various segments [37]. Furthermore, state mismatches
between controllers and switching elements [38]], caused by
delays in the transmission of the control signals and the
switching operation, represent another contributing factor to
asynchronous behavior.

Validation. We performed validation experiments on an RS
flip-flop, a widely used component in digital electronics, such
as memory elements or latches. (a) Simulation: The simulation
circuit, shown in Fig. 5(b)] consists of two NAND gates
latched to each other. The normal output of the flip-flop
is displayed as the blue waveform in Fig. 5(d)l with levels
alternate between high and low. After injecting a malicious
CM signal into the GND, the flip-flop’s output oscillates
frequently between high and low levels, demonstrating the
attack’s impact. (b) Experiments: Physical experiments were
conducted on a voltage-to-frequency converter (VFC) utilizing
the LM331, with the RS flip-flop as its critical component.
The results, shown in Fig. [6(b)} indicate that the presence
of the CM signal (311.15kHz, 300Vpp) can alter the output
frequency, causing a shift from 473Hz to 643Hz, further
validating our analysis.

V. ATTACK DESIGN

To achieve PowerRadio, we face two technical chal-
lenges: (1) How to effectively inject attack signals into the
target sensor via the power cable? (2) How to create a
given output? In this section, we present the attack design
of PowerRadio.

A. Effective Signal Injection

To effectively inject attack signals into the target sensor via
the power cable and enhance the interference effect, we first
select available signals by optimizing attack parameters.

Signal frequency optimization. As described in the energy
conversion model introduced in Sec. both the coupling and
conversion coefficient vary with the signal frequency change.
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(a) Frequency response. (b) Amplitude response.

Figure 7. Frequency response and amplitude response of an amplifier
(LM386) under PowerRadio attack. (a) When the CM signal is
in [80kHz, 260kHz] and 300kHz, the frequency response of the
amplifier is relatively high. (b) The result shows a stronger attack
signal generally can induce a higher output.

Given the complexity of electric circuits and components
in ToT devices, we employ a frequency sweep strategy to
evaluate overall performance from signal injection to final
output. Specifically, we sweep the attack signal and identify
frequencies that result in relatively large false outputs or
severe performance degradation as vulnerable frequencies for
the victim device. Additionally, we conducted a preliminary
experiment on an op-amp development board (LM386) (the
experiment setup is introduced in Sec. [VI). A signal with a
voltage of 300V and frequencies ranging from OHz to 500kHz
was injected into the GND line of the LM386. The frequency
response, shown in Fig. [7(a)l suggests that the 80kHz to
260kHz and 300kHz frequency ranges are particularly suitable
as attack frequencies due to their large amplification gain
deviation of over 38.

Signal amplitude optimization. Similar to the signal fre-
quency, the amplitude of the attack signal plays a crucial role
in energy conversion. As illustrated in Eq. (@) and Eq. (6)
in Sec. a proportional relationship exists between the DM
output voltage and the intensity of the CM signal, making
the impact of signal amplitude evident. To validate this rela-
tionship, We conducted an experimental study on an LM386
amplifier, varying the attack signal amplitude between OV to
300V, and recorded the responses at intervals of 20 V. Fig.
demonstrates that a stronger signal generally results in more
significant interference with the victim device.

B. Attack Signal Design

Although attackers can effectively induce random interfer-
ence to the sensor’s output by optimizing attack parameters,
their ultimate goal is to create a given output. Therefore, the
attacker should design more fine-grained attack signals.

Baseband signal design. An attacker first prepares the
baseband signal, which is typically associated with the target
output signal and is intended to be demodulated by the target
sensor. For instance, if the attacker aims to inject an inaudible
voice command into a microphone, the target voice command
signal serves as the baseband signal.

Manipulating signal crafting. Since the attacker has lim-
ited control over the shape of the injected signal, they can
only exploit the vulnerabilities inherent in the target sensor’s
circuits to fine-tune its output. We present three signal crafting
methods as follows:
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Figure 8. Illustrations of three attack signal design methods. The
attacker can achieve stealthy injection by leveraging the inherent
imperfections of electronic components and crafting attack signals
to emulate legitimate outputs, such as AC, pulses, or DC signals.

(a) Modulation-based AC injection method. This method
exploits the nonlinearity vulnerability of electronic compo-
nents, such as amplifiers [§], to generate new frequency AC
signals. By utilizing frequency selection circuits (e.g., low-
pass filters (LPF)) to demodulate desired signals, this approach
ensures specific signal components are retained. An illustration
of the signal design is shown in Fig. [8(a) Let the input
signal be denoted as s;,(¢), then the output signal s,,; can
be expressed as : Sout = Asin(t) + Bs3,(t), where A
is the gain for the input signal, and B is the gain for the
quadratic term s?, . Suppose the desired output of the victim
device is m(t) = cos(2w f,,t), where f,, is the frequency
and the vulnerable frequency of the device is f.. The attack
signal can then be chosen as s;,(t) = (m(t) + 1) cos(2m f.t).
After applying s;,, () to the output equation, taking the Fourier
transform, and processing it through a frequency selection
circuit, the desired component f,,, can remain in the output.

Applicable scene: This method is suitable for sensors such
as microphones that require the injection of low-frequency AC
signals and incorporate nonlinear components like amplifiers,
which can effectively demodulate desired signals from the
attack signal. For example, if the vulnerable frequency of
the microphone module EG8542 is 370kHz and the desired
voice command m(t), the attack signal can be designed as
s(t) = (m(t) + 1) cos(2 x 370 x 10007t).

(b) Jitter-based pulse injection method. This method ex-
ploits the over-sensitivity vulnerability of electronic compo-
nents such as comparators, which are highly sensitive to input
noise or interference. Pulse-output devices, such as speed
sensors and rotary encoders, typically utilize a combination
of an amplifier and a comparator [39]. The amplifier boosts
the weak output signal of the transducer, while the hysteresis
comparator converts the amplified signal into a digital output.
This cascade structure is inherently vulnerable, as it combines
the vulnerabilities of both the amplifier and the comparator,
making it susceptible to false pulse generation. Specifically, an
attacker can select a vulnerable signal frequency, as described
in Sec. to introduce jitter at the amplifier’s output, as
illustrated by the blue waveform in Fig. [8(b)] When the jitter
causes the output to exceed the threshold of the hysteresis
comparator, the output signal is pulled up, otherwise, it is
pulled down, resulting in fake pulses.

Applicable scene: This method is suitable for pulse-based
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Figure 9. Evaluation setup of module-level (including electronic
modules and sensors) and system-level, where the attack system
consists of a signal generator and a power amplifier. A malicious
signal is injected into the GND wire of the tested device via the
driver board or a charging socket.

output sensors, such as speed sensors, rotary encoders, and
motion detection sensors. These sensors typically include a
combination of an amplifier and a comparator and are designed
to process pulse signals. For instance, an attacker can inject
pulses into a rotary encoder to spoof the speed measurements,
as described in Sec.

(c) Biasing-based DC injection method. The third type
of signal design scheme is the biasing-based DC injection
method, in which the attacker leverages the sampling distortion
vulnerability of the ADC to reshape fluctuating false measure-
ments into a stabilized bias. Assuming the ADC’s sampling
frequency is fs Hz, and the signal frequency is fy, according
to the Nyquist-Shannon sampling theorem, f; must be at least
twice fy to avoid aliasing. Otherwise, aliases will be pro-
duced, and the aliased frequency f, of the reconstructed signal
can be expressed as: f, = |2mfn — fs|, where m is an integer
such that f, < fu. In this case, the attacker can manipulate
the frequency of the output signal. For example, if f, = 0,
the output signal becomes a stabilized DC bias, as illustrated
in Fig. Similar to the signal modulation strategy in [40],
an attacker can also utilize amplitude modulation (AM), phase
modulation (PM), or frequency modulation (FM) to craft the
output signal arbitrarily.

Applicable scene: This method is suitable for sensors where
the output signal is a constant value, such as distance sensors,
accelerometers, gyroscopes. It is particularly effective when
the ADC’s sampling rate is lower than the carrier signal,
as a low sampling rate enables the attacker to create fre-
quency aliasing, resulting in a new frequency. By applying
this method, the victim sensor can be manipulated to output a
stable and falsified value.

VI. IMPLEMENTATION AND EVALUATION

We introduce the implementation and overall performance.

A. Experimental Setup

Attack System. The attack system consists of an arbi-
trary waveform generator (SDG6032X [41]])) and a power
amplifier (NFHSA4051 [42] for the low-frequency range and
ZHL100WGAN for the high-frequency range), as de-
picted in Fig. [0} The output of the signal generator is connected



Table I. Evaluation of PowerRadio attacks on 13 functional modules of 6 categories: Amplifiers (AMP), Voltage-to-Frequency converters
(VEQ), Frequency-to-Voltage converters (FVC), Analog-to-Digital converters, Digital-to-Analog converters (DAC), signal generations (GEN).

Type Model Parameters Output Type Model Parameters Output
fre. vpp- org. att. dev.(%) fre. vpp. org. att. dev.(%)
ADG623 80 300 2.5 3.89 55.6 ADS1100 120M 0.3 5395 13 99.7
AMP AD620 160 300 3.85 4.7 22.0 ADC AD7606 190M 1 0 1567 100.0
THS3091 500 300 1.37 141 29 MCP4725 500 300 254 271 6.6
LM386 130 300 398 791 98.7 STM32F103 500 300 1.23 1.32 7.3
yre | IM33U | SILIS | 260 | 467Hz | T00Hz | 499 | i | pacon: 500 | 300 | 0.01 0.08 700.0
NES555 380 300 | 210Hz | 2100Hz 900.0
FvVC LM331 500 300 3.69V 3.72V 0.8 GEN NE555 470 260 | 467Hz | 1133Hz 142.6

Note: fre. and vpp indicate the frequency (kHz) and the voltage amplitude (V) of the attack signal respectively. org. represents the original output
of the tested modules before conducting attacks, and att. indicates the false output under PowerRadio attacks. Additionally, dev. represents the
deviation ratio, calculated as the percentage ratio of the difference between the measured value and the actual value to the actual value itself.

to the input port of the power amplifier [42, 43]]. The positive
output of the amplifier is connected to the signal GND of
the target device, while the negative output of the amplifier
is left floating. For ethical considerations, we don’t inject
interference into active power grids. Instead, we use a grid
testbed to replicate the wired environment for experiments.
Specifically, an uninterruptible power supply (UPS) (BULL
GNV-Y16 [44]) serves as the power source (e.g., 220V and
50Hz), and power strips are used to mimic an electronic
distribution network connecting various electric loads.

Test Objects. To evaluate the effectiveness and universality
of PowerRadio, we selected target devices spanning various
categories, design solutions, and brands. The test objects were
classified into the following three categories: (a) Electronic
Modules. We evaluated 13 signal-processing modules across 6
categories: Amplifiers (AMP), Voltage-to-Frequency convert-
ers (VFC), Frequency-to-Voltage converters (FVC), Analog-
to-Digital converters, Digital-to-Analog converters (DAC), sig-
nal generations (GEN). Detailed models are provided in Tab.
(b) Sensors. We tested 17 common sensors across 9 cate-
gories: light sensors, microphones, encoders, vibration sensors,
distance sensors, water detection sensors, motion Sensors,
accelerators, and hall sensors. (c¢) Real-world Systems. We
applied PowerRadio to a surveillance system and a broad-
cast system. To validate the practicality of PowerRadio, we
conducted cross-socket attacks, as shown in the right panel
of Fig. 0] by injecting attack signals into the GND port of the
socket.

Signal Parameters and Driver Board. We selected signal
parameters that maximize attack performance while remaining
within the device’s capabilities (300Vpp, 500kHz). Addition-
ally, when evaluating PowerRadio on functional modules
and sensors, we used a microcontroller (MCU) (Arduino
UNO [45]]) to drive these modules and transmit the attack
signal to the GND port of the MCU, as shown in the middle
figure of Fig. [0

B. Overall Performance

In this section, we present the overall performance
of PowerRadio. The metrics used to evaluate the attack
capability include the success rate and output deviation.

o Success rate: The proportion of attacks that successfully
induce false outputs in the tested objects.

e Output deviation: The difference between the false output
and the original value, which quantifies the attack’s impact
on the output accuracy of the tested device.

1) Attack on Electronic Modules

We evaluated 13 functional electronic modules across six
categories using the setup shown in Fig. [0 (middle), where
the MCU drives the modules and the PC displays their output.
The detailed attack parameters are provided in Tab. |Il (a)
AMPs: AMPs are widely used in IoT devices to increase the
signal-to-noise ratio (SNR) of measurement signals. However,
due to their non-ideal properties, amplifiers may amplify CM
noises. Experimental results demonstrate that PowerRadio
successfully induces false AC signals on all tested AMP
modules’ outputs. For example, with an attack signal of 80 kHz
and 300 Vpp, PowerRadio alters the AD623’s output from
2.5V to 3.89V. Since the LM386 has a lower common-
mode rejection ratio than the THS3091, it exhibits a severe
negative impact, resulting in a deviation of 98.7 %. Imagine
the AMP is applied to critical scenarios such as the precision
machining industry, incorrect outputs could lead to significant
errors. (b) Data converters: Data converters play a vital role
in linking the analog and digital domains by converting data
between these forms. For instance, an ADC digitizes an analog
wave for processing, while a DAC performs the reverse,
converting a digital code into an analog signal. In this study,
we evaluated four common ADCs and one DAC. The results
demonstrate that PowerRadio can disrupt the conversion
process, inducing errors. For instance, PowerRadio causes
the digital output of ADS 1100 from 5395 to 13 and shifts the
DAC902’s output voltage from 0.01 V to 0.08 V. In industrial
applications such as machine tools, even a small ADC error
could result in severe consequences, such as a machine crash.
(c) Other functional modules: We also evaluateD other func-
tional modules, including VFCs, FVCs, and signal generators.
A VFC produces an output signal frequency proportional to
its control voltage, while a signal generator can be seen as a
specialized VFC. Conversely, an FVC converts the frequency
of an input signal into a proportional output voltage. The
results in Tab. [I] confirm the feasibility of PowerRadio.
For example, PowerRadio shifts the output frequency of
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Figure 10. Evaluation of a speed sensor (encoder) with a hardware-
in-the-loop (HIL) autonomous driving simulation system.

the VFC (LM331) from 467Hz to 700Hz. Furthermore, we
observed that the attacker can control the output by adjusting
the amplitude of the attack signal. For instance, reducing the
attack signal strength lowers the output frequency of the VFC
NES5S55.

2) Attack on Sensors

We tested 17 widely used sensors, and the results illus-
trated in Tab. demonstrate that sensors are susceptible
to PowerRadio. For example, PowerRadio can induce
a sinusoidal signal on the output of the microphone sensor
(EG8542), leading to an increase in the peak-to-peak out-
put magnitude from 13 to 155. We also observe that some
microphones exhibit greater resilience to PowerRadio due
to their high CMRR performance and short analog signal
wires, such as the TDA1308. Additionally, PowerRadio
can also spoof the security system, leading to a false alarm
by targeting the HCSROS5 distance sensor. Due to space
limitation, detailed attack parameters for other sensor mod-
ules are provided in Tab. || without individual introductions.
Furthermore, we developed a Hardware-In-the-Loop (HIL)
autonomous driving simulation using the CarSim [46] and
MATLAB Simulink tool [47]]. This system facilitates testing of
autonomous driving systems by receiving speed measurements
from a commercial ABS sensor. The experimental setup is
depicted in Fig. [I0(a)l where the PC runs the simulation
software, providing calculated speed data to the physical motor
(i.e. the speed baseline), and the Arduino Mega drives the
ABS sensor while communicating with the PC. During the
attack, we injected a 250kHz, 300 Vpp attack signal into the
GND pin of the Arduino Mega. The results, shown in the
right figures of Fig. [[0(b)] highlight that PowerRadio can
effectively manipulate the speed sensor, causing the victim’s
car (blue car) to lose control of its speed and deviate from
its predetermined route. In a real-world attack scenario, an
attacker could attach a modular attack device to the vehicle’s
chassis and connect the attack signal output to the vehicle
chassis to access the vehicle’s GND [48]. A similar threat
model, involving attaching the attack device to the chassis,
has been demonstrated in prior research [49].

3) Attack on Real-world Systems

To  demonstrate  the  real-world threat  posed
by PowerRadio, we focus on attacking two critical systems:
surveillance systems and broadcast systems, by manipulating
cameras and microphones. Surveillance System. Surveillance
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socket attack against a surveillance system by introducing stripes into
the captured images.
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(a) Facenet Results. (b) Yolov8 Results.

Figure 12. Results of face detection and object detection in real-
world attacks. When conducting PowerRadio, (a) the face detection
model (Facenet [50]) fails to detect the intruder’s face, and (b) the
object detection model (Yolov8 ) cannot identify the intruder.

systems are widely deployed in smart homes, airports, etc.
Analog cameras, in particular, are popular in such systems
due to their cost-effectiveness and robustness compared to
digital cameras . In our study, we uncover a new attack
vector for analog cameras, where an attacker can induce
stripes on the images captured by the camera. The underlying
mechanism involves the analog signal wire of the camera
coupling with the injected signal on the GND wire, generating
a common-mode (CM) current as described in Sec. Due to
the asymmetric structure within the camera, this CM current
is converted into an alternating DM voltage, which interferes
with analog transmission signals such as video and sync
signals, resulting in stripes on the captured images. Fig. [I]
illustrates a home surveillance system attack scenario, where
the video cassette recorder (VCR) receives the analog signal
generated by the commercial high-definition (HD) camera
(HIKVISION DS-2CE56C3T-IT3 [53]) and transmits the
video signals to the display. By injecting attack signals
(4779kHz, 170 Vpp) into the GND wire of the camera via
a shared socket, stripes are introduced into the captured
images. To highlight the real-world implications of this
attack, we evaluate PowerRadio on a face detection model
(Facenet [50]]) and an object detection model (Yolov8 [51]).
The captured images, along with the detection results,
are shown in Fig. [I2] illustrating that PowerRadio can
effectively manipulate the analog HD camera and disrupt
surveillance capabilities.

Broadcast System. Broadcast systems are pivotal for in-
formation dissemination in public spaces such as airports
and supermarkets, playing a crucial role in ensuring public
safety and social stability. We evaluated PowerRadio on



Table II. We evaluated 17 common sensors of 9 categories including light sensors (light), microphones (mic.), encoders, vibration sensors,
distance sensors, water detection sensors, motion sensors, accelerators (acc.), and pedal sensors (pedal).

Sensors Model Parameters Output Sensors Model Parameters Output
fre. | vpp. | org. att. dev.(%) fre. vpp. | org. att. dev.(%)
light CGMCU101 120 | 180 929 1024 10.2 E6B2 380 300 | 2066 | 15000 626.0
LM386 100 | 300 | 0371 | 1.37 269.3 encoder GMR 350 210 129 660 411.6
MAX4466 0.15 | 300 0.17 0.59 247.1 ABS 250 300 10 320 3100.0
MK519 500 | 300 0.01 0.78 7700.0 vibration SW18010P 27 300 0 1 100.0
mic. TDA1308 150 | 280 53 58 04 distance HCSR04 306 300 153 0 100.0
water LM393 410 300 1.87 2.12 13.3
EG8542 370 | 300 13 155 1092.3 motion HCSRO5 90 300 0 1 100.0
CIMCU622 170 | 300 500 690 38.0 acc. ADXL345 49.93 | 280 Og 2g 100.0
MAX9814 220 | 230 235 280 19.1 pedal Hall 160 300 2° 40° 1900.0
Table III. Evaluation of voice complexity Table IV. Results of 4 types of factors in a household power
4 Voice Commands Scenarios BL W2V L-dis system. _The results demqnstrate the effectiveness of PowerRadio
— - - - in practical attack scenarios.
I "Keep your phone switched off”  Airport =073 0.63 0 Circuit | Wiring Types | Electrical System Layouts
2 “Flight will arrive at platform”  Airport  0.84 0.60 13 Factors | BL 8 P | Y y
« . N . Breakers| 1.5 | 2.5 | 4 |in-room |cross-wall | cross-room
3 ‘Attention, please Fire alarm 0.79 0.69 0 W2v 10791 060 1075106010721 053 055 054
4 “Fire alarm activated” Fire alarm 0.82 0.54 7 Tdi 0 O O O O .O O '0
5  “Please evacuate the building” Market  0.83 0.65 0 s - -
6 “Deadline is approaching” Office  0.82 0.62 0 Factors| BL Electrical Noises
7 “Stay indoors” Weather 0.85 0.63 0 desktop | fan | speaker | phone 1 bulb 3 bulbs
8 “Tomorrow will have showers”  Weather 0.50 0.58 2 W2V 10.79] 055 1054 0.55 0.54 0.52 0.54
L-dis | O 0 0 0 0 0 0

a broadcast system by injecting inaudible voice commands
into a commercial broadcast microphone (TAKSTAR MS-
118 [54]]). A typical broadcast system consists of a desktop
microphone, an audio modulator, and a speaker, as shown
in Fig. 0] Specifically, the microphone is connected to the
audio modulator (UFL-60 [55]) for voice audio amplifica-
tion, and the modulator’s output is connected to a speaker.
Similar to the attack on the surveillance system, we injected
attack signals into the GND wire of the shared socket. The
attacker first selects a vulnerable attack signal, as introduced
in Sec. Next, malicious voice audio, such as “Attention,
please!” is prepared and modulated onto the vulnerable signal
using the modulation-based AC injection method. Due to the
frequency selection circuits in the microphone, such as low-
pass filtering circuits, the malicious audio is demodulated from
the attack signal and subsequently played through the speaker.
Appendix Fig. shows the waveforms and spectrograms of
the recorded audios: (a) the target audio signal .S; and (b) the
injected audio S; both played by the broadcast system.

To evaluate the quality of the injected audio, we employed
Wav2Vec [56], a commonly used algorithm for extracting
speech content features, to calculate the cosine similarity
between the injected audio S; and the target audio S;. To
account for audio distortion caused by the broadcast system,
the similarity between the raw audio S, and the target audio S,
is used as the baseline (BL). Additionally, to verify the audi-
bility and intelligibility of the injected audio, we utilize an au-
tomatic speech recognition (ASR) model, Distil-Whisper [|57]]
to transcribe the recordings to text sequences and calculate
the Levenstein distance [58] (L-dis), a measurement of the
similarity between two strings. Furthermore, to demonstrate
the versatility of PowerRadio in voice injection scenarios,
we evaluate 8 common voice commands that are widely used
in broadcasting scenarios, e.g., the flight broadcast, and fire

alarm, with varying complexity. The detailed voice commands
and results are listed in Tab. [[ll The W2V results show
the similarities closely approximate the baseline, around 0.6.
Despite slight distortion in the injected audio due to energy
attenuation of low-frequency signals during the signal coupling
stage, the findings suggest that PowerRadio can effectively
inject voice commands. Furthermore, the L-dis results confirm
that PowerRadio can successfully inject voice audio with
accurate semantics into the microphone, spoofing the broadcast
system with diverse phrases.

4) Home Wiring Scenario.

To verify the effectiveness of PowerRadio in real-world
wired environments,such as home scenarios, we established a
household power system, as shown in Fig. [[3] This system
comprises a power source (UPS), power distribution systems,
and power consumption systems. In this section, we evaluate
four factors that may influence the attack’s effectiveness by
conducting PowerRadio on this system.

Setup. The attack setup is shown in the upper-right figure
of Fig. [I3] where the attack signal (320kHz, 260Vpp) is
injected into the attacker’s adapter, plugged into a wall socket,
while the broadcast system is plugged into another wall socket.
We conducted PowerRadio on a tested broadcast system
(TAKSTAR MS-118) and evaluated the signal similarities and
semantics of injected audios (“Attention, Please”) as described
in[VI-B2] The evaluation factors and results are detailed below.

Factors and Results. (1) Circuit breaker: The house-
hold power system shown in Fig. [I3] includes four circuit
breakers [59] (1-pole and 2-pole types) designed to pro-
tect electrical circuits from overcurrent or short circuits.
Since PowerRadio relies on CM voltage rather than current,
circuit breakers do not block the attack signal. A physical
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(a) Home wiring scenario.
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Figure 13. (a) [llustration of a home wiring scenario, which encom-
passes a power source, power distribution, and power consumption

subsystem. (b) Illustration of the real-world attack setup.
Table V. Evaluation on 8 camera models. All of these commercial

cameras are vulnerable to PowerRadio and the captured images
can avoid being detected by the object detector (Yolov8) and the
face detector (Facenet).

Camera Model Parameters Injf:ct Success rate
fre. | amp. | Stripe | Facenet | Yolov8
HIKVISION DS-2CES56DST-IT3 | 478 | 140 v 99.0% | 100.0%
HIKVISION DS-2CE16GOT-IT3 | 477.9 | 170 v 98.5% | 100.0%
DH-HAC-HFW1200M-12 450.2 | 150 v 89.1% | 100.0%
Panasonic WV-CW314LCH 485.3| 270 v 59.7% | 75.5%
SAMSUNG SCO-2080RP 411.2 | 310 v 88.2% | 100.0%
SONY CCD673-1200 468.6 | 200 v 89.7% | 93.1%
SONY CCD-1200 453 | 200 v 98.6% | 100.0%
SONY IMX323 506.2 | 120 v 97.4% | 100.0%

experiment validated this analysis, yielding Wav2Vec (W2V)
similarity scores of 0.69 and Levenshtein distance (L-dis) of
0, demonstrating that PowerRadio remains effective in a
home wiring scenario with circuit breakers. (2) Wiring types:
We tested three specifications with cross-sectional areas of
1.5 mm?2, 2.5 mm?, and 4 mm?, supporting maximum
currents of 16 A, 25 A and 36 A, respectively. Each test used
one wiring type, and the results demonstrate PowerRadio
is effective across all wiring specifications. (3) Electrical
system layout: To assess the impact of electrical system layout
on PowerRadio, we evaluated three practical attack scenar-
ios, in-room (e.g., socket @ and @), cross-wall (e.g., socket @
and ®) and cross-room (e.g., socket @ and @). Results
depicted in Tab.[[V]confirm the effectiveness of PowerRadio
under all tested configurations. (4) Electrical noise: We sim-
ulated various noise conditions in a household power system
using seven IoT devices, including a desktop, fan, smart
speaker, smartphone, and three bulbs. Experimental results
show that PowerRadio successfully injects voice commands
into the broadcast system under different noise conditions.

C. Other Factors

We discuss and evaluate potential factors that may affect the
performance of PowerRadio, including the device models,
the driver board and the attack distance.

1) Device Models.

To access the transferability of PowerRadio, we evaluated
its performance on various device models.
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Table VI. Evaluation on 7 microphone models. All of these mi-
crophones are vulnerable to PowerRadio and 6 of the 7 tested
microphones can be injected clear voice commands.

Microphone Model Port Auxil.iary Parameters Inje(-:t L-dis
Device | fre. | amp. | Audio

HUAWEI AM115 | 3.5mm | Phone | 320 | 220 v 0
HP DHP-11001 3.5mm | Phone 30 | 300 v 1
Lenovo Lecoo MCO1 | 3.5mm | Phone | 315 | 290 v 0
UGREEN CM564 USB Phone 31 | 280 v 13
SM88 XLR | UFL-60 | 320 | 300 v 0
TAKSTAR MS-118 | XLR | UFL-60 | 320 | 260 v 0
DS-KAU30HG-M XLR | UFL-60 | 320 | 250 v 0

Cameras: We evaluated PowerRadio on eight off-
and-shelf HD surveillance cameras from five international
brands (HIKVISION [53, |60], Dahua [61]], Panasonic [62],
SAMSUNG [63], and SONY [64]), as shown in Ap-
pendix [B] Fig. [I6] The evaluation setup is shown in Fig. [IT]
and the detailed attack parameters are provided in Tab. [V}
During the experiments, the cameras recorded an experi-
menter entering the room while PowerRadio was active.
Captured frames or videos were analyzed using two detectors
(YOLOVS8 [51]], Facenet [50]). Baseline detection results were
obtained from unaltered images, and the attack was deemed
successful if the detectors failed to identify objects or faces.
The success rate of this attack is defined as the ratio between
the number of misidentified frames to the total number of
frames. Attack results in Tab. [V]indicate that all tested cameras
were vulnerable to PowerRadio. A 100% attack success
rate was achieved for six out of eight cameras. Notably,
the Panasonic camera’s adaptive digital noise reduction [62]]
made it more challenging to inject deep stripes compared to
other models. However, lighter stripes were sufficient to evade
detection systems.

Microphones: We also evaluated PowerRadio
against seven commercial desktop microphones (HUAWEI
AMI115 [65], HP DHP-11001 [66]], Lenovo Lecoo MCO1
[67], UGREEN CM564 [68], SM88, TAKSTAR MS-
118 [54], HIKVISION DS-KAU30HG-M [69]]), covering
seven brands and three interface types (3.5mm jack, USB
port, XLR connector), as shown in Appendix [B] Fig. [I7]
Detailed attack parameters are given in Tab. where
the auxiliary devices are used to play the fake injected
audios. Similar to Sec. [VI-B3] we evaluated the quality of
the injected voice signals using Levenstein distance [58].
During the experiments. While most microphones exhibited
effective voice injection, we observed reduced clarity in the
UGREEN CM564, likely due to its unique circuit structure
and shorter analog signal lines. Results in Tab. [VI] confirm
that PowerRadio can successfully inject inaudible voice
commands into all tested microphones, further demonstrating
its versatility.

2) Effect on the Driver Board

In the experiments, we used microcontrollers such as the
Arduino UNO [45] and STM32 [70] to drive the tested
electronic modules and sensors, and a laptop to display the
output data. To ensure that PowerRadio successfully injects
malicious signals into the sensor’s analog signal wire rather



Table VII. Evaluation of attack distance

Test Devices Metrics BL Attack Distance
0.5m Sm 10m 15m
Microphone L-dis 0 0 0 0 0
w2v 0.79 0.70 0.73 0.69 0.74
Camera Facenet 99% 97% 97% 98% 97%

than interfering with the microcontroller’s power supply or
communication, we employed a TIVP02 differential high-
voltage probe [71]]. The probe offers high CMRR performance
and accessibility, allowing precise measurements of the analog
output of the tested module, the power supply of the driver
board, and the digital communication between the driver
board and the laptop. The experimental setup is shown in
Appendix Fig. where the frequency of the attack signal
is set to 300kHz. The results are shown in Fig. 21(b)] The
top figure of Fig. 21(b)] shows the analog output of the
tested module, demonstrating that PowerRadio successfully
injects malicious AC signals. The middle and bottom figures
of Fig. validate our analysis that the power supply and
digital communication remain unaffected by the attack signal.

3) Attack Distance

Additionally, we assess the impact of attack distance
on PowerRadio. Specifically, we constructed four alternative
electrical wiring paths with distances of 0.5m, 5m, 10m,
15m as shown in Fig. [I3] These paths can be switched using
control switches, and the additional wires are wound on the
back panel, as shown in Appendix A Fig. We evaluated
cross-wall attacks on a microphone (TAKSTAR MS-118) and
a camera (DS-2CE56DS8T-IT3) using attack signal at 320 kHz,
260 Vpp and 478kHz, 300 Vpp, respectively. The results
in Tab. [VII|demonstrate the feasibility of PowerRadio across
various attack distances. The essential reason for this effective-
ness is that PowerRadio exploits the power cable to transmit
CM voltage instead of DM current, resulting in minimal
energy loss along the electrical wiring. Compared to similar
wireless EMI research focused on tasks such as manipulating
sensor measurements [49]], injecting voice commands [72], or
interfering with image sensors [11]], PowerRadio achieves
a longer attack distance of up to 15 m. For example, [[72] was
capable of injecting inaudible voice commands at a maximum
distance of 4m, using 200 W of power, while [72]] interfered
with image sensors at a maximum distance of 50 cm.

VII. RELATED WORK

In this section, we introduce two types of injection attacks:
wireless and wired injection attacks, that pose significant
threats to sensor measurements.

A. Wireless Injection Attacks

Extensive sensor manipulation studies over the past decades
have focused on using wireless signals, including radiated
EMI (2} 3, 9, |11} |12} 49} [72H477], laser [4} |S]], sound [6l 7],
and ultrasound [8]]. For example, recent studies [2, (73} [74]
show that radiated EMI can interfere with capacitance mea-
surements, inducing false touches on touchscreens. Similarly,
various sensors are susceptible to radiated EMI, including
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CCD sensors [[11]], speed sensors [49], temperature sensors [3]],
microphones [12, [72], hall sensors [9], IMU sensors [78]],
etc. Additionally, Dayanikli et al. [77] utilized an IEMI
signal to control the PWM-controlled actuators and previous
works [750 [79, [80] have proposed that IEMI can disrupt
wireless communication signals. The basic principle under-
lying these attacks is Faraday’s law of induction [81]], which
states that a varying EM field can induce false currents in
transmission cables. However, wireless EM signals are sharply
attenuated as the distance from the source increases. Conse-
quently, long-distance attacks often require enhanced hardware
configurations, such as high-power microwave counter-drone
weapons [82]. Moreover, wireless EM attacks are easily mit-
igated by metal shielding enclosures, which are commonly
used in IoT devices or sensors. In contrast, PowerRadio
manipulates sensors via power cables, making it effective even
for devices with heavy metal enclosures and at a long attack
distance, such as 15 m. Additionally, attackers can utilize laser,
sound and ultrasound to spoof sensors, including lidars [5]],
cameras [4]], IMU [6], microphones [8], etc. While these
attacks can achieve relatively long distances compared to ra-
diated EMI-based attacks, their effectiveness is strictly limited
by line-of-sight requirements, such as environmental visibility
and obstructions between the signal source and the target
device. On the contrary, PowerRadio is not constrained
by these factors, as it exploits interconnected power cable to
transmit attack signals, bypassing the need for direct visibility
or physical proximity.

B. Wired Injection Attacks

Wired injection attacks, which exploit physical wires such as
power cables to transmit attack signals and manipulate sensors,
are an emerging threat to sensor measurements. For instance,
Yang et al. [83]] showed that by injecting false currents into
power lines, the switching mode power supply can emit sound,
thereby spoofing nearby voice assistants. Similarly, Wang et
al. [84]] presented that attackers could directly inject audio
signals into a victim’s phone via a modified charging cable.
Additionally, attackers [85] 86] have exploited power-supply
manipulation to perform fault injection on digital circuits.
For instance, Jiang et al. [87, |88|] present wired GhostTouch
attacks against capacitive touchscreens, where an attacker can
induce fake touches on the capacitive touchscreen by injecting
CM signals into the charging cable. However, these studies
primarily focused on special sensors and lacked a comprehen-
sive analysis of wired injection attacks, resulting in limited
attack performance. A closely related attack to PowerRadio
is Volttack [10], which exploits power noise to modify the
behavior of electronic components and interfere with sensors
measurements. However, these wired attacks generally require
compromising the power source and injecting differential
voltages into the power cable, necessitating a more capable
attacker compared to PowerRadio. Furthermore, differential
attack signals are easily filtered by voltage stabilizers and
attenuated by electronic components along the power cable. In
comparison, PowerRadio relies on common-mode voltage



by accessing the GND instead of differential voltages, which
does not have such concerns.

This paper introduces a new attack threat to sensors,
demonstrating how an attacker can manipulate sensor readings
by injecting crafted signals into the interconnected GND
at a distance, even enabling remote control of indoor sen-
sors. We systematically studied the underlying principles
of PowerRadio, established a general energy conversion
model adaptable to a wide range of sensors, and identified the
root causes of energy conversion through extensive modeling,
simulations, and physical experiments. Furthermore, our work
highlights an emerging threat from physical injection attacks,
where an attack exploits the internal circuits of the victim
device such as the GND wire as a potential antenna. This
method exhibits the advantages of both radiated and conducted
EM]I, e.g., the interconnected GND not only extends the attack
distance of radiated EMI but also eliminates the need for line-
of-sight or close physical proximity. We believe the insights
presented in this study shall guide for enhancing the sensor
security and power wiring during the design phases.

VIIL

A. Potential Countermeasures

DISCUSSION

PowerRadio exploits the GND wire to transmit voltages
to the target sensor, leveraging internal vulnerabilities in
sensor circuits to induce false measurements. However, since it
relies on CM voltage rather than current, conventional power
grid defenses such as circuit breakers and voltage stabiliz-
ers [59] are ineffective against PowerRadio, as demonstrated
in Sec. In this section, we propose potential coun-
termeasures focusing on both attack detection and prevention
strategies.

1) Detection Methods

To detect PowerRadio attacks and provide a protective
response, we design a detection circuit based on a three-phase
Common Mode choke (3P-CMC) [89]. The 3P-CMC consists
of three coils wound around a magnetic core, providing a low
impedance path for differential signals and a high-impedance
path for CM attack signals. Specifically, two windings are
connected to the signal and GND cables of the device, while
the third winding senses the magnetic flux variations caused
by CM current in the GND and signal cables. To validate
the effectiveness of this method, we conducted a simulation
experiment as shown in Fig. where V,, represents the attack
signal, and R, is the measuring resistance used to sense
the induced voltage. The oscilloscope results show that the
detection circuit successfully identifies the attack signal.

2) Prevention Methods

To ensure sensor integrity under attack, we propose preven-
tion methods.

Signal  Attenuation. The fundamental principle
of PowerRadio involves injecting a CM signal into
the GND to disrupt the victim device’s output. To counter
this threat, a straightforward and cost-efficient approach is
to apply a signal filtering mechanism, such as adding a CM
choke to the analog sensing circuit to eliminate CM current.
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Figure 14. Tllustration of the detection method. The simulated detec-
tion circuit consists of a 3P-CMC and a sensing resistance, which
can detect the magnetic flux variation caused by PowerRadio.

Predictability Reduction. The second defensive strategy
is reducing adversaries’ predictability by introducing random
processing. Attackers often seek to mimic the victim device’s
output by forecasting its behavior. To counter this, designers
are encouraged to implement random processing techniques
that disrupt the predictability factor. For instance, to prevent
an attacker from tuning the carrier frequency to induce a DC
offset, as introduced in Sec. designers can configure an
ADC to sample at a random intervals. This can be achieved by
adding a random delay, ¢g¢qy, to the original fixed sampling
time . The modified sampling time can then be expressed as
tp = tp + tdelay- This method is feasible and can be applied
to various sensors. A similar randomized sampling-based
prevention method has been validated in a prior study [40].

Structure  Optimization. To mitigate the threat
of PowerRadio, an effective way is to cut off the
coupling path, specifically the long analog signal wire and
the GND wire of the sensor’s output. This can be achieved
by adopting soldering techniques or shorting the analog
signal paths. Since the asymmetry of circuit impedance is the
root cause of CM-DM conversion, a well-designed Printed
Circuit Board (PCB) with a symmetrical layout and balanced
component placement can effectively prevent CM noises from
being converted into disruptive DM signals.

IX. CONCLUSION

we present PowerRadio, a new attack vector that ma-
nipulates sensor readings remotely by injecting signals into
the GND wire, enabling cross-room and cross-socket attacks.
Through an in-depth analysis of energy conversion principles
and root causes, we validate PowerRadio on 17 off-the-
shelf sensors and demonstrate its effectiveness in real-world
attacks on a surveillance system and a broadcast system.
Additionally, we establish a home power system to evaluate
the impact of electrical factors on PowerRadio and propose
countermeasures to mitigate its threat.
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APPENDIX
A. MODELING SIMULATION PARAMETERS Broadcasting

Conference Live Broadcast

The simulation parameters of the coupling model and con-
version model are defined as follows.
(1) Simulation Parameters in Coupling Stage.

Vs =300V pp
Zgq1 = 1000000 + j—x Tx 10750‘}9 ! Attack Signals
1 Figure 15. Illustrations of microphone attack scenarios. The attacker
Zsa1 = 1000000 + - Q can successfully inject audio into the public broadcasting system,
7 x0.99 x 105w remote conference system, and live broadcasting system.
1
Zgq2 = 1000000 Q
ga2 X101 x 10 5
1
Zsq2 = 1000000 Q
sa2 + X 0.98 x 10 5w
1
Z 451 = 1000000 Q
gsl t X121 x 105w
1

Z4s1 = 1000000 Q
gsl I 119 % 105w

1
Zs=0. ] 1076 —0
s = 0.00099 47 x 5 x 10 w+j><1.1><10—9w

1
Zy = 0.0001001 + j x 4.43 x 107 %w +

() tion: @® HIKVISION DS-2CE56C3T-IT3 , @ HIKVISION DS-

J %099 x 1079 2CE16GOT-IT3 [53], ® DH-HAC-HFW 1200M-I2 [61]], ® Panasonic
. . . . WV-CW314LCH , ® SAMSUNG SCO-2080RP , ® SONY

(2) Simulation Parameters in Converting Stage. CCD673-1200. @ SONY CCD-1200, and ® SONY IMX323 '

Zyr = 1000000 + -

jx1x 107w
Z”:lOOOOOOerQ LRRIIILILII
#io = 1000000+ 5 0.991>< 070
#20 = 1000000 + = 1.011>< 07"
Zs1 = 1000000 + —— 1.211>< e O
Z30 = 1000000 + —— 1.191>< e

1 Figure I17. The 7 commercial microphones tested for evaluation: @
wired earphone HUAWEI AM115 [63], @ desktop microphone HP
DHP-11001 [66], ® desktop wired microphone Lenovo Lecoo MCO1

Zr = 19. j . _— 0
R 999+]X005w+j><1.1><10—3w

. 1 [67], @ USB microphone UGREEN CM564 [68], ® broadcast mi-
21 =20.01 +j x 0.049w + jx1.2x 10—3wQ crophone SM88, ® conference microphone TAKSTAR MS-118 [54],

@ conference microphone HIKVISION DS-KAU30HG-M [69].

B. SUPPLEMENTARY MATERIALS OF EVALUATION

(a) Target voice signal. (b) Injected voice signal.

Figure 18. Recordings and spectrograms of (a) the target voice audio
and the (b) injected voice audio (“Attention, please”).
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(a) Back panel.

(b) Part of grid.

Figure 19. Illustration of the back panel of the household power
distribution system (left) and the side view of the system (right).

Figure 20. We evaluate the

of electrical noises

on PowerRadio by plugging 5 typical IoT devices into the

household power system.
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(a) Setup.
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(b) Results.

Figure 21. Experiment of effect on driver board. (a) Experimental
setup of measuring the output of the driver board under attack by
using the differential high-voltage probe. (b) Results of the differen-
tial probe. Top: analog output of the tested module. Middle: power
supply voltage of the driver board. Bottom: digital communication of

the laptop.
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