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I. INTRODUCTION

The increasing availability of sensor technology enables
trending progress in cloud-based Electronic Health Records
(EHR) systems. The success of cloud-based EHR (e.g., Fig. 1)
not only improves patient diagnosis speed but also reduces the
workload of the hospital staff [1]. Unfortunately, the current
cloud-based EHR suffers from cyberattacks [2], harming the
benefits of users, diagnosis parties, healthcare providers, and
EHR enterprises. Among different types of breaches in health-
monitoring applications, hacking, or Information technology
(IT) incidents increased from 4.02% in 2010 to 43.44% in
2018 [3]. Interestingly, the rate of incidents that happened
through laptops declined from 24.12% in 2020 to 4.64% in
2018 [3]. Increasing attacks happen at edge devices, which
have limited limitation computation power budgeted for se-
curity measures. Several factors increase the risk of edge
device manipulation [4] and privacy breaches [5]. Health
Insurance Portability and Accountability Act of 1996 (HIPAA)
primarily protects medical data privacy. However, many daily
use devices and applications are outside the scope of HIPAA
protections [6]. Thus, it is imperative to address the security
and privacy of health-monitoring sensors, and communication
channels between sensors to EHR clouds.
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Fig. 1. Cloud-based Electronic Health Records (EHR) system.

II. PROPOSED METHOD
A. Method Overview

The communication channel from health-monitoring edge
devices to cloud servers is vulnerable to information leakage.
We propose to use In-Sensor Computing (ISC) to address the
increasing concerns on the privacy and security of edge devices
while minimizing the latency and energy consumption in sen-
sory data transmission, analog-to-digital conversion (ADC),
and data pre-processing. In-Sensor Computing (ISC) emerges
as a new computation paradigm [7], [8]. Sensing units in an
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ISC do not only sense the target surroundings but also process
data at the point of collection, rather than requiring extensive
data transfer [7]. Different than the traditional wearable sen-
sor and near-sensor computing architecture, we will design
in-sensor computing architecture to simultaneously preserve
sensor data privacy and minimize the size of sensor data
while maintaining biometric features. Some sensing materials
inherently have some computation power, the essence of which
is a desired processing function implemented by leveraging
specific material/device mechanisms. Different than traditional
sensor system [9], near-sensor computing [10], we propose to
integrate sensing material (Sm) and basic computation unit
(C) into a single chip to perform preliminary data processing
before readout and ADC, as shown in Fig. 2(c). The array of
computing circuits can be configured via the built-in interface
ISC-Config to extract the biometric features interested in
continuous real-time monitoring applications.
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Fig. 2. Difference between existing sensor systems and our proposed ISC.
Block diagrams for (a) traditional sensor system, (b) near-sensor computing,
and (c) proposed in-sensor computing.

B. Privacy Preservation

Raw biometric data available at edge devices is vulner-
able to user-identifiable information leakage. Although data
anonymization techniques [11] remove or modify personally
identifiable information to prevent individuals from being
identified, these kinds of data processing techniques still
could fail if attackers learn more than a minimal amount of
information about an individual. Instead of modifying real-
time raw data (g (F,t)) with noise, we propose to send
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Fig. 3. Pain-level indication leaked by the intensity of muscle contraction
detected in action units.

the deviated sensor value (Ayp) from each individual’s own
baseline (¢5 (F,t)) to the EHR cloud.

Ap =vp (F,t) =Yg (F1) (D

In which, we use ISC-Config to implement the desired feature
F and only sample the value at moment ¢{. The data pre-
processing method is proposed to extract features at edge
devices. We adopted a facial expression analysis as a case
study. The feature extraction function can be implemented
in the ISC computing units to detect the intensity of muscle
contraction in Action Units (AUs) [12]. As AUs carry human
emotional features, we use machine learning to exploit AU
values to differentiate if a person is experiencing pain or not.
Figure 3(a) showcases the AUs for a man without and with
pain and Fig. 3(b) correlates the pain levels with the AU
values. The results confirm that AUs indeed leak pain levels.

C. Security Vulnerability

We examined the new ISC-based edge devices to identify
new attack surfaces of an ISC-based system. Given the high
integration degree, ISC architecture will be vulnerable to
new attacks, including environmental interference attacks and
device modeling attacks. We developed a proof-the-concept
example to demonstrate a board-level ISC system is vulner-
able to a low-cost environmental interference attack. This
ISC system captures a facial expression image via a CMOS
optical sensor and then utilizes the Py-Feat machine learning
model [13] to classify emotions. The experimental setup is
shown in Fig. 4(a). Figure 4(b) shows that the environmental
interference attack altered the classification result (from neu-
tral to other emotions). This demo indicates that the resilience
of ISC systems against harsh environments will be increasingly
important than traditional sensor-based computing systems.

III. CONCLUSIONS AND FUTURE WORK

Despite various protection mechanisms available in the
cloud for EHR systems, distributed sensor networks at user
ends are still vulnerable to cyberattacks, which challenge the
security and privacy of EHR. The proposed in-sensor com-
puting architecture provides a new paradigm for cloud-based
EHRs to preserve user-identifiable information at sensors. Our
preliminary work shows that this paradigm shift is promising
to address the increasing threats from cyberattacks. However,
the new architecture needs more investigation to ensure its
own resilience against security attacks on new surfaces.
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Fig. 4. Environmental interference attack on an optical-sensor-based ISC for
facial-expression-based emotion recognition. (a) Experimental setup for an
ISC system for emotion detection and (b) impact of temperature interference
on detection accuracy.
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