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Abstract—Social media users often experience regret after
impulsively sharing sensitive content, leading to personal and
professional consequences. Existing static nudges lack awareness
of the varied cultural backgrounds, individual preferences, and
social contexts that influence posting behavior and regret. We
present Rethink, an LLM-powered browser extension that pro-
vides real-time, tailored feedback on potential regrets before post-
ing on Facebook. Rethink analyzes post content while examining
social context through personal details, group memberships, and
friend information. The extension also incorporates user feedback
for continuous personalization. We present examples showcasing
Rethink’s ability to generate relevant regret analyses based on
the user’s social context and user feedback.

I. INTRODUCTION

Social media platforms like Facebook enable users to share
content instantly, but this often leads to impulsive, regrettable
posts which can result in personal embarrassment, reputational
damage, or even job loss [1]. These regrettable posts are
driven by factors like emotional impulsivity, social validation,
misjudgment of audience and social norms. Under such con-
ditions, it is challenging for users to manually assess their
potential audience and the impact of their posts in real-time.

Prior work identified two challenges on assessing sensitive
and regrettable posts: individual user differences and con-
textual factors. Every user’s unique personality and cultural
backgrounds may have significant influence on choices to post
certain content and level of regret experienced [2], [3]. Posting
behavior is also influenced by social context—users often self-
censor content and refrain from posting due to the inability
to precisely target their intended audience, highlighting the
necessity for selective sharing mechanisms [4].

Privacy nudge systems have been developed to remind users
to reconsider before posting impulsively. Wang et al. [5] eval-
uates two privacy nudges on Facebook: an audience nudge that
displays the profile pictures of potential viewers, and a timer
nudge that delays posting by 10 seconds. Their static nudges
were perceived differently by users, with some finding the
nudges unnecessary. The varying user opinions are attributed

Fig. 1. Example of Rethink’s regret analysis workflow: A Facebook post
(left) is intercepted to display potential regrets and suggested actions (right).
Users can leave feedback to improve future analyses or proceed with posting.

to different posting behaviors and personalities, which the
system does not account for due to limited context awareness.
These limitations underscore the need for tailored nudges that
enhance context awareness and continuously adapts to the
user’s preferences.

To address these challenges, we introduce Rethink, an LLM-
powered browser extension that provides real-time, person-
alized regret analysis to promote cautious content-sharing.
Rethink factors in post media, captions, and user social context
to generate tailored reports with potential regrets, recom-
mended actions, and severity ratings. Rethink incorporates so-
cial context to provide personalized privacy recommendations.
It utilizes a continuous feedback system, refining and tailoring
the regret analyses to the individual over time.

II. IMPLEMENTATION

Rethink is a Google Chrome extension for Facebook that
intercepts posts to provide real-time regret analysis. It eval-
uates three main factors: image, caption, and social context,
while incorporating user feedback for personalization.

A. Regret Analysis
1) Image and Caption Extraction: Rethink intercepts the

images and captions to generate a post description using GPT-
4, focusing on people, objects, interactions, mood, and setting.
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2) Social Context Analysis: Rethink uses a Selenium script
to gather user details for personalized recommendations:

• “About” information: Education, current location, home-
town, and relationship status. This helps infer local cul-
tural and religious norms (e.g., in Figure 1, the user from
Indonesia has a post flagged for including alcohol)

• Groups/communities the user is apart of, which will help
identify potential audience backlash.

• Information about friends and their public “About” de-
tails. We focused on the top five most and least interacted-
with friends. This considers how posts may affect close
friends, who are more likely to evoke regret, versus
distant friends, with varied perceptions due to weaker ties.

3) Feedback Mechanism: To incorporate individual prefer-
ences and avoid over-sensitivity, Rethink includes a feedback
mechanism. It is designed as a free-form comment system to
capture detailed, specific user preferences that can be most
effectively factored into our LLM prompt, as compared to a
simple thumbs up/down or rating system which will leave our
LLM to infer upon why the certain ratings exist.

4) Regret Analysis Prompt: A comprehensive prompt is
crafted to the GPT-4 LLM, where the image analysis’s re-
sulting description, caption, and gather social context details
are inputted. In addition, previously inputted user feedback, if
any, is added to the end of the prompt to personalize the regret
analysis and unnecessary or inaccurate suggestions. We use
in-context learning, providing three examples in the prompt
to guide the LLM to account for the contextual nuances and
generate actionable suggestions in the regret analysis.

B. User Interface
The regret analysis back-end processes begin after the user

clicks “Post” (Figure 1). While the process runs, a progress bar
appears, followed by the regret analysis. The user can toggle
the Ready to Post button to proceed to Post, or click “Close”
on the display and edit the post content. If the user finds that
certain presented regrets are not relevant to themselves, they
may leave feedback through the “Leave Feedback” button. The
future regret analysis will reflect the factoring of the feedback.

III. EXAMPLE USE CASES

We present two example use cases. Note they differ from
the in-context learning examples provided in the prompt.

A. Social Context
Sarah, a nurse at Toronto General Hospital living in Toronto,

decided to post a picture of anti-vaccine protesters outside her
workplace with a caption expressing her frustration: “These
idiots need to get a clue! #VaccinesSaveLives #AntiVaxxers.”
Before posting, the Rethink extension intercepted her post
for analysis. Considering her professional background, group
affiliations (”Vaccines Save Lives,” ”Muslims Community
in USA,” ”Anti-Vax Moms”), and location in Toronto, the
analysis highlighted several potential regrets. It noted that her
sensitive caption could provoke backlash from anti-vaccine

group members (Severe), confuse her audience due to con-
flicting group memberships (Mild), appear insensitive during a
health crisis in Toronto (Mild), and possibly spark controversy
within her religious community group (Mild). Rethink advised
her to revise the caption, ensure message consistency, limit
post visibility to Friends Only or Only Me, and prepare for
respectful dialogue if she posted. Sarah heeded this advice,
adjusted her post, and set its visibility to “Friends only.”

B. Feedback Mechanism
John is a married man and current Cybersecurity Engineer

with his hometown listed as Jerusalem, Israel. He posted
an image of multiple bottles of alcohol lined up with the
caption ”Party Time!.” John is also a part of “The Drinking
Club” group. Rethink’s initial regret analysis flagged several
potential issues including “promoting daytime drinking might
be inappropriate for his audience from Jerusalem especially
those with conservative or religious views (Severe)” However,
after John submitted feedback clarifying that he and his family
are not Jewish, have moved to the US decades ago, and that
his Facebook audience consists of American friends with no
ties to religious groups against drinking, Rethink removed the
first potential regret with concern to a religious audience.

IV. CONCLUSION AND FUTURE WORK

By leveraging LLMs and user-specific details, Rethink pro-
vides tailored, adaptive guidance. Despite these advancements,
Rethink has limitations. For example, a regret analysis costs
$0.37 on average due to API usage, assuming an optimal
caption length of 50 characters1, average of 338 friends2,
and average of five groups joined3. Longer captions or more
social connections can increase these costs. Future research
will explore strategies to reduce expenses, including optimized
API usage and alternative LLM models.
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User Makes a
Facebook Post

Party Time!

Regret Analysis PromptUser’s Social Context

CEO of Shopify
Married
From: Jakarta, Indonesia
Current: San Francisco

1. About Section

USA Muslims
The Drinking Club
Anime

2. Groups

Friend1: Lives in Jerusalem, Israel. Went
to Religious University
Friend2: Catholic Priest, Lives in Vatican
City

3. Friends’ Details

Post Content
1. Caption
2. Image Description (GPT-4o) 

Analyze the following 1. image
description of post, 2. caption of
post, and 3. user's profile
information for potential regrets
the user might have after making
the post... 

### In-Context Learning Examples
Image Description: [example image
description]
Caption:[example caption] 
Profile Information (bio/details)
+ Group names: [example social
context]
### Potential Regrets:
[list regret examples]
### Actions:
[list action examples]

### Custom Analysis
First, take into account the image
description, specifically objects,
people, or any type of details
that might lead to regrets.
Image Description:
{image_description}
Caption: {caption}
Profile Information (bio/details)
+ Group names (crucial to predict
audience & infer regrets) +
Information about Friends:
{profile_info}

{feedback_section}

Task
overview

In-Context
Learning
Examples

Analyze
post with
the user’s

social
context 

User
Feedback

Display Regret Analysis
Results

Potential Regrets
Damage to Professional image
Negative perception by religious
Indonesian viewers, fellow
members of USA Muslims, and 2
friends

Suggested Actions
Setting visibility to 'Only me' or
'Friends only'
Re-consider portrayal as a CEO
Explain/verify that friends will not
negatively perceive

Leave Feedback Ready to Post
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Introduction: 
Impulsive social media posts can lead to severe backlash, reputational damage, or job loss
Spanish actress Karla Sofía Gascón recently faced severe backlash after past derogatory and controversial
tweets resurfaced, leading to her removal from Netflix's promotional materials and public apologies.
Why Rethink?

Static privacy nudges for social media posts fail to adapt to users' cultural and social contexts
Introducing Rethink, a personalized, real-time regret analyzer powered by large language models (LLMs)
Provides tailored regret analysis based on user’s post content and social context
Uses NLP and continuous feedback for personalized recommendations

Overview of Rethink

When the user clicks “Post,” Rethink intercepts the action, extracts the image and caption, and uses the Selenium
package to scrape the user’s social context, including the user’s “About” section, group memberships, and friends’ details.

1.

These inputs are combined into a prompt for GPT-4, generating a regret analysis report with potential regrets and
suggested actions.

2.

The results are displayed to the user in a popup (right screenshot), showing potential regrets and recommendations.3.
User feedback provided through the "Leave Feedback" button is used to refine future analyses.4.

Rethink’s process for analyzing Facebook posts is demonstrated by the shown scenario where a user creates a post by
uploading an image and writing a caption (first image).

Example Use Case

High Costs & Delays:
Increased API costs from relying on GPT-4
Slow social context scraping with Selenium, especially for
users with extensive networks.
Future work will optimize scraping algorithms and explore
cost-efficient LLM models.

Limited Platform Support:
Currently restricted to Facebook.
Future efforts will expand Rethink to other platforms like
Twitter, Instagram, and LinkedIn.

Broader Content Analysis:
Limited to text and images.
Future enhancements include multi-modal analysis for
videos, audio, and live streams.

Limitations & Future Directions

Sarah is a nurse living in Toronto who is apart of the groups: 
Vaccines Save Lives, Muslims Community in USA, Anti-Vax Moms

Potential Regrets:
Backlash from anti-vaccine
group members (Severe).
Confusion due to conflicting
group memberships (Mild).
Appearing insensitive during a
health crisis (Mild).
Controversy within her religious
community group (Mild).

Suggested Actions:
Revise the caption for
consistency.
Limit visibility to "Friends
Only" or "Only Me."
Prepare for respectful
dialogue if posted.


