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Abstract

As the utilization of network traces for the network measurement research becomes increasingly prevalent, concerns regarding
privacy leakage from network traces have garnered the public’s attention. To safeguard network traces, researchers have proposed
the trace synthesis that retains the essential properties of the raw data. However, previous works also show that synthesis traces
with generative models are vulnerable under linkage attacks.

This paper introduces NETDPSYN, the first system to synthesize high-fidelity network traces under privacy guarantees. NET-
DPSYN is built with the Differential Privacy (DP) framework as its core, which is significantly different from prior works that apply
DP when training the generative model. The experiments conducted on three flow and two packet datasets indicate that NETDPSYN
achieves much better data utility in downstream tasks like anomaly detection. NETDPSYN is also 2.5 times faster than the other
methods on average in data synthesis.
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Evaluation Results
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(c) 2-way noisy marginal before (d) Actual 2-way marginal. = Model the temporal pattern in complex representation.
= Large Domain Size: E.g., the number of bytes per flow and long-tail distribution. marginal post-processing. = Cover all types of network environment and data type.
= Temporal Patterns: It is essential to downstream applications. However, such patterns cannot = Evaluate advanced downstream tasks like graph-based anomaly detection.

= Marginal Selection: DenseMarg (4] formalizes the marginal selection problem as an
optimization problem that balances dependency error (error caused by missing a marginal) and
noise error (error caused by adding noises to a selected marginal).

be synthesized using marginals tables.

= Inherent Constraints of Network Protocol: E.g., FTP communications use TCP and the Project Resources

destination ports are 20 and 21.

= Time Consuming: PrivSyn [4] uses the Gradually Update Method (GUM) to synthesize noise error  dependency error
records from noisy marginal tables, but this method can take a long time to converge for large
network datasets.
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