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Abstract—Backdoor attacks on Ethereum smart contracts are
attacks where an adversary exploits the privileges of his/her
developed smart contracts to manipulate assets generated by
the contracts. In this paper, we conduct an empirical study to
identify how many backdoor attacks are performed in the real
world. As a result, we totally found 288440 backdoors. The most
major backdoor attack is ArbitraryTransfer, which transfers
assets into any address, and there are 189874 smart contracts
for this attack. Another insight is that several backdoor attacks
are combined with other backdoors. Remarkably, more than 90%
of DisableTransfer, which disables transfers of assets into other
addresses, are combinations with other backdoor attacks.

I. INTRODUCTION

Ethereum smart contracts [1] have been widely utilized
as a tool to develop distributed applications and tokens for
cryptoassets. Ethereum smart contracts are programs deployed
on peer-to-peer (P2P) networks for blockchains and enable
users to execute the programs themselves by sending Ether
as cryptocurrency. (Hereafter, we refer to Ethereum smart
contracts simply as ”smart contracts.”)

Backdoor attacks (also known as rug pull) are security
issues on smart contracts [2]. Loosely speaking, an adversary
with backdoor attacks develops smart contracts and then mali-
ciously utilizes their privilege to manipulate cryptoassets such
as cryptocurrency or tokens. At Australia in June 2018, 6.6M$
were stolen from Soarcoin by backdoor attacks1. Nevertheless,
to the best of our knowledge, the existing empirical studies
about the backdoor attacks are limited. An empirical study
for backdoor attacks is crucial since it can shed light on the
financial impact, as well as the direction of subsequent works.

In this paper, we investigate how many backdoor attacks
occur and what the most frequent methods are for backdoor
attacks as an empirical study for backdoor attacks on smart
contracts. To this end, we analyzed 66,283,849 smart contracts
with source codes, which were generated by May 2024, with
several backdoor detection tools [3], [4].

1nz.finance.yahoo.com/news/backdoor-flaw-sees-australian-firm-115323212.
html

II. TECHNICAL BACKGROUND

1) Smart Contracts and Their Backdoors Attacks: Smart
contracts are implemented by a high-level language such as
Solidity, and there are eight major compiler versions from
v0.1 to v0.8 for Solidity. Once deployed on blockchains,
smart contracts are operated by peers with Ethereum virtual
machines (EVMs) on P2P networks. Each smart contract is
assigned a contract address and then can receive Ether and
execute its functions through the contract address. Peers can
obtain Ether as gas when their EVMs execute smart contracts.
Recent smart contracts can also provide various applications,
not only cryptocurrency but also tokens as cryptoassets [5].

For backdoor attacks on smart contracts below, users with
cryptoassets created from smart contracts for backdoor attacks
(named contract backdoors for the sake of convenience) may
lose their cryptoassets or accounts [3]. Specifically, we say
that smart contracts are contract backdoors if (1) they contain
executable functions for only a user with privilege, e.g., a
developer of smart contracts, and (2) they affect cryptoassets of
other users. There are five methods [3], i.e., ArbitrarilyTransfer
to transfer cryptoassets into any address, GenerateTokens to
mint new tokens, DestroyTokens to destroy cryptoassets on
any contract address, DisableTransfer to disable transferring
into certain accounts, and FreezeAccount to freeze certain
accounts directly by the owner. We investigate these methods
although we omit their details due to the space limitation.

2) Related Works: As empirical results in the existing
works [5], [6], the lifetime of more than 60% of contract
backdoors is shorter than one day [5] and 7487 contract
backdoors for non-fungible tokens have been found [6]. We
investigate contract backdoors for all the deployed smart
contracts with source code.

III. PROBLEM SETTING

In this paper, we collected all the smart contracts deployed
on the Ethereum blockchain from 2015/08/07 to 2024/05/31
and then analyzed their source code. Specifically, we focus
on static analysis of Solidity and hence utilize Etherscan2, a
publicly available explorer for the Ethereum blockchain, to
collect the smart contracts whose source code is available.
We then collected 66,283,849 smart contracts. When we
removed smart contracts whose bytecode is duplicated or 0x,

2https://etherscan.io/
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TABLE I
NUMBER OF CONTRACT BACKDOORS FOR EACH COMPILER VERSION

Values for each attack represent the number of contract backdoors, and ones with parentheses represent the ratio with the column of “Number of Contracts”.
The column of “Number of Backdoors” represents the number of smart contracts that are detected as at least one of the five methods, which is different

from the summation of values for the five methods.
Number of Contracts ArbitraryTransfer GenerateToken DestroyToken DisableTransfer FrozenAccount Number of Backdoors

v0.1 28 4 (14.3%) 1 (3.6%) 0 (0%) 3 (10.7%) 0 (0%) 4 (14.3%)
v0.2 88 5 (5.7%) 4 (4.5%) 0 (0%) 5 (5.7%) 0 (0%) 9 (10.2%)
v0.3 556 78 (14.0%) 43 (7.9%) 0 (0%) 70 (12.6%) 0 (0%) 106 (19.1%)
v0.4 82567 24706 (29.9%) 21405 (25.9%) 717 (0.9%) 18789 (22.8%) 2560 (3.1%) 34863 (42.2%)
v0.5 46334 8679 (18.7%) 13663 (29.5%) 39 (0.1%) 7708 (16.6%) 333 (0.7%) 10248 (22.2%)
v0.6 50005 6573 (13.1%) 15012 (30%) 30 (0.1%) 8798 (17.6%) 194 (0.4%) 18027 (36.1%)
v0.7 37163 2536 (6.8%) 4951 (13.3%) 15 (0%) 3018 (8.1%) 118 (0.3%) 6786 (18.3%)
v0.8 466414 147293 (31.6%) 87118 (18.7%) 1997 (0.4%) 173296 (37.2%) 44704 (9.6%) 218397 (46.8%)
Total 683153 189874 (27.8%) 142197 (20.5%) 2798 (0.4%) 211687 (31.0%) 47909 (7.01%) 288440 (42.2%)

we obtained 1,271,127 smart contracts in total. The static
analysis is executed with the existing tools [3], [4] to identify
backdoors. In doing so, we define that a smart contract is a
contract backdoor as long as either of the existing tools detects
it as a backdoor. The smart contracts are analyzed for each
compiler version since the specification of the compiler may
affect backdoor attacks.

IV. RESULT AND DISCUSSION

We show the results in Table I and discuss their insights
below. The first insight is that 42.2% of the smart contracts
are contract backdoors. The version with the largest number of
contract backdoors is v0.8, and 46.8% of the smart contracts
for this version are the backdoors. When we manually identify
these smart contracts, they also contain potential contract
backdoors that have only a portion of the functions for
the backdoors. In other words, they may become contract
backdoors by additionally developing several functions for the
backdoors. The largest backdoor contracts are DisableTransfer,
and 31.0% of the smart contracts are this backdoor.

When we analyzed these contract backdoors, we found the
second insight. According to Fig. 1, many contract back-
doors are based on combinations with other kinds of the
backdoors. Remarkably, whereas there are 173296 contract
backdoors for DisableTransfer in v0.8, 15195 contracts contain
only DisableTransfer. In other words, more than 90% of the
contract backdoors for DisableTransfer are combinations with
the others. It means that DisableTransfer is often combined as
a building block of the other backdoors. Further investigation
into these combinations needs to be undertaken.

Finally, we briefly describe threats to validity in this paper.
There were 169000 smart contracts that the tools returned
errors during the analysis. They may contain further contract
backdoors. Our results also depend on the utilized tools.

V. CONCLUSION

In this paper, we conducted an empirical study to identify
how many backdoor attacks are performed in the real world.
When we analyzed all the smart contracts deployed from
2015/08/07 to 2024/05/31, we found 288440 contract back-
doors. The most major backdoor attack was ArbitraryTransfer,

Fig. 1. The number of contract backdoors for each combination in v0.8.

and we found 189874 contract backdoors for this attack. We
also demonstrated that more than 90% of DisableTransfer
are combinations with the other backdoor attacks. We plan
to investigate each contract backdoor, including the above
combinations, in detail.
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