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Abstract—Machine learning (ML)-based fraud detection sys-
tems are widely employed by enterprises to reduce economic losses
from fraudulent activities. However, fraudsters are intelligent and
evolve rapidly, employing advanced techniques to falsify the
features of transactions to evade the detection system. Worse
still, since these falsification processes are not restricted to small
intervals, existing robustness enhancement methods based on
small-scale perturbations are ineffective. Detecting unrestrictedly
perturbed fraudulent activities, which significantly increases
uncertainties in fraud detection, is still an open problem.

To resolve this issue, we propose GAMER, a robust fraud
detection system based on two-player game, achieving both high
accuracy and strong robustness in detecting fraudulent activities.
Specifically, GAMER leverages feature selection to proactively
combat intelligent fraudsters in fraud detection (i.e., selecting
fewer features to reduce the combinations of feature falsification),
and innovatively formulates the detecting process as a two-
player game. By solving the equilibrium of the two-player game,
GAMER calculates the optimal probability for feature selection,
which takes into account all possible falsification strategies of
the fraudsters. The equilibrium-based selection probability not
only minimizes the profits obtained by fraudsters, demotivating
them to launch falsification; but also enables the system to
select robust features (i.e., the features that are less likely to
be falsified) in detecting fraudulent activities, enhancing the
robustness of the system in fraud detection. Our theoretical and
experimental results validate the properties of deterrence and
robustness enhancement. Moreover, experiments on real-world
attacks suffered by the world’s leading online payment enterprise
demonstrate that GAMER outperforms traditional techniques of
robustness enhancement, which increases the F1 score by 67.5%
on average for two-month fraud detection.

I. INTRODUCTION

Fraudulent activities are social issues that have far-reaching
effects in industry and our daily life. According to the statistical
study from Juniper Research, global payment fraud losses
will exceed $343 billion before 2027 [46]. Combine it with

ABA Banking Journal’s report1, the corporate cost caused by
fraudulent activities will exceed $1.495 trillion, which is 1.36%
of the global GDP. As a result, enterprises are forced to enhance
their fraud detection measures to protect themselves and their
customers from financial damage [46]. To cope with highly
complex fraud patterns, industry institutions have incorporated
machine learning (ML)-based methods as the crucial part of
fraud detection [74], [29], [71], [9]. Over 93% of the financial
institutions have invested in the ML-based fraud detection
system [48], and the market size is projected to reach $57.147
billion by 2033 [31].

However, traditional fraud detection systems cannot keep up
with the fast evolving fraud activities. Specifically, fraudsters
are constantly developing new tactics to evade ML-based
detection systems [18], [21], leading to more sophisticated
and stealthy fraud activities. These tactics are rooted in the
deliberately falsified features in fraud transactions, which cause
detection systems to misclassify them into benign transactions.
Worse still, fraudsters can employ advanced techniques to
detect vulnerabilities in the detection system, leading to more
effective methods to falsify features.

The act of falsifying transaction features to bypass detection
mechanisms can be formalized as executing adversarial attacks
against targeted detection systems. Yet, there are three distinct
characteristics in falsifying the features of fraud activities: (i)
the perturbations are unrestricted. Transactions are constituted
with monetary features (e.g., Transfer Amount, Register Capital)
or temporal features (e.g., Days After Certified), these features
are not restricted in small intervals; (ii) the falsification
process is resource consuming. Unlike adversarial examples
in the image or language field, which only changes pixels
or semantics, falsifying features in fraud detection consumes
resources (e.g., falsifying the feature of Days After Certified
takes substantial time to maintain accounts); (iii) the fraudsters
are profit-driven. Since fraudsters aim to get illegal profits from
fraud activities as much as possible, the variation of profits
exhibits a profound influence on their fraud behaviors (e.g.,
over 60% of the fraudsters gave up to purchase new accounts

1Every $1 lost to fraud costs $4.36 in related expenses (e.g., legal fees) [34].
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Fig. 1. Different strategies for robustness enhancement in fraud-transaction
detection: (a) When the falsi�cation process is unrestricted, fraudsters can
manipulate a wide range of features to evade detection; (b) Traditional
approaches restrict only a subset of manipulable features and therefore provide
merely local robustness, leaving the detector vulnerable once falsi�cation
extends beyond those constrained dimensions; (c) Our proposed method
formulates feature selection as a two-player game, enabling the detector to
select a compact set of robust features that both narrows the exploitable attack
surface and favors features that are inherently dif�cult for fraudsters to falsify
through equilibrium-based selection.

to launch falsi�cation when the costs of these accounts had
increased)2.

The aforementioned characteristics make the detection of fal-
si�ed fraud transactions signi�cantly different from traditional
defense methods. On the one hand, classical techniques such
as adversarial training, regularization, or data augmentation are
local robustness enhancement methods, which are ineffective
in detecting unrestrictedly perturbed fraud transactions. On the
other hand, the latter two characteristics allow us to incorporate
economical methods to design fraud detection systems, which
is fundamental to solving security issues [26], [3].

According to these intuitions, the effective detection of
falsi�ed fraud transactions depends on reducing the impact
of unrestricted perturbations and taking advantage of fraud-
sters' economical properties, which motivate us to design the
system with game-theoretic feature selection. To be more
precise, selecting fewer features in fraud detection reduces
the combinations of perturbed features, raising the dif�culties
of falsi�cation. Moreover, employing game theory in feature
selection maximizes the effectiveness of selected features [81],
minimizing the pro�ts of fraudsters.

To this end, we develop Game Selection, a game-theoretic
robust detecting method that leverages the equilibrium of a
two-player game in feature selection. As displayed in Fig. 1,
despite fraudsters can falsify features to evade the detection
system, Game Selection can select not to use falsi�ed features
in detection, which fails the falsi�cation process, resulting in
economic loss for fraudsters. The selection probability depends
on the equilibrium of a two-player game, which takes into
account the cost-pro�t of falsifying different features and the
fraudsters' response to any particular feature selection strategy.
In particular, equilibrium-based feature selection enables the
method to select robust features (i.e., the features that are less
likely to be falsi�ed) in detecting fraudulent activities, which
enhances the robustness of the detection method. Furthermore,
it also minimizes the pro�ts of attacks, exhibiting deterrence

2Originate from the statistics of the platform we cooperate with.

for fraudsters3.
Based on Game Selection, we propose GAMER (Game-

theoretic rAndoMized robust fraud dEtectoR), a robust fraud
detection system that achieves high accuracy and strong
robustness with hypothesis testing4. Speci�cally, GAMER
utilizes the consistency of two models, one is trained by the
classical method (e.g., SGD) to accurately detect unfalsi�ed
transactions and the other is equipped with Game Selection to
robustly detect falsi�ed transactions, to identify falsi�cation in
the transactions, thereby employing different models to detect
the transactions they expertise in. Through hypothesis testing,
GAMER leverages more statistical information of transactions,
which is collected from two different models, to accurately
identify the falsi�cation behaviors of fraudsters, allowing
the system to achieve high accuracy and strong robustness
simultaneously.

Moreover, we develop a theoretical model to analyze the
falsi�cation process in fraud detection. Based on causal
analysis [57], [27], we construct a causal diagram to model the
entire life cycle of fraud detection, which systematically reveals
the reasons for misclassi�cation, indicating that selection bias,
i.e., insuf�cient training data, is the cause of misclassi�cation.
Combining it with data coverage analysis5 [7], [32], we
prove that selection bias can be exponentially alleviated by
selecting fewer features (Thm. 1), theoretically demonstrating
that GAMER enhances the robustness of the detection system.
Our experiments on irrational fraudsters, which do not take
cost-pro�t information into consideration, validate this property,
indicating that GAMER is more effective in detecting fraud
transactions even if the transactions are irrationally falsi�ed.

We establish a partnership with one of the world's foremost
online payment enterprise and evaluate GAMER on real-world
transactions provided by the enterprise. In particular, the
enterprise experienced large-scale attacks in January, 2023,
which doubled the asset loss rate of the enterprise in that month.
Meanwhile, these attacks provide numerous data of falsi�ed
transactions, which can be used to evaluate GAMER over real-
world transactions. To the best of our knowledge, this is the
�rst time in fraud detection that real-world falsi�ed transactions
are used for evaluation. We discover that GAMER outperforms
traditional adversarial training techniques and improves the F1
score by67:5%on average in detecting real-world transactions.

The contributions of this paper are four-fold:

� We formulate the issue of detecting falsi�ed fraud transac-
tions as a two-player game between the detection system
and the fraudsters, and incorporate the equilibrium to
design the optimal detection strategy Game Selection.

� We propose a game-theoretic fraud detection system,
namely GAMER, based on Game Selection and hypothesis

3fraudsters will take into account that feature falsi�cation consumes
resources [4], [42] but can be useless once this feature is not selected.

4Hypothesis testing is a classic statistic method to decide whether the data
suf�ciently supports a particular hypothesis [73].

5Data coverage analysis aims to estimate if there are enough samples in
the dataset for each category [6].
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testing, which achieves both high accuracy and strong
robustness.

� We develop a theoretical model to analyze falsi�cation
in fraud detection, which demonstrates that GAMER not
only exhibits deterrence to fraudsters, but also enhances
detection robustness by utilizing fewer features.

� We validate GAMER on real-world transactions collected
by the world's leading online payment enterprise. The
system improves the F1 score by67:5%on average for
two-month fraud detection.

II. PROBLEM FORMULATION AND PRELIMINARY

A. Problem Formulation

In order to detect real-world frauds, we �rst formalize the
unrestricted falsi�cation process to clarify the target issue in
fraud detection. Then we formulate the issue of detecting
falsi�ed transactions as a two-player game and get the solution
based on solving the equilibrium. Finally, we employ causal
analysis and data coverage analysis to prove the effectiveness
of the detection model.

Regarding the falsi�cation process in fraud detection, there
is a target classi�erF (W ; �) for fraudsters, whereW is the
model parameter of the classi�er. The goal of the classi�er
is to identify a speci�c transactionx as fraud or not, i.e.,
F (W ; x) 2 f1; 0g . Moreover,x is also associated with a real
label yx , therefore the target classi�er naturally divides the set
of all possiblex , i.e., X , into two categories:X clean = fx j
F (W ; x) = y x g and X adv = fx j F (W ; x) 6= y x g, where
the latter is the set of adversarial examples. For clarity purposes,
since falsi�ed transactions are speci�c adversarial examples in
fraud detection, we will use them without distinction in the
following parts.

Based on these de�nitions, the target of a falsi�cation process
is to �nd an adversarial example that minimizes the costs of
falsi�cation. Hence, it can be formalized as

arg min
x �

Cost(x; x � ); s.t. yx = y x � ; x � 2 X adv : (1)

The �rst constraint indicates that the fraudsters' goal is
maintained, i.e., fraud or not. The second constraint requires
the falsi�cation to cause misclassi�cation, which implies
that the falsi�cation is successful. Finally, the target of cost
minimization reveals that fraudsters aim to maximize their
pro�ts. In particular, falsi�ed examples are not required to be
in the � -neighborhood of the input transactions, thus Eq. (1)
provides a more generic de�nition of adversarial examples [63],
[8]. For example, traditional adversarial examples are generated
by using Lp-distance, i.e.,kx � x � kp, as the cost function [84].

B. Preliminary

Two-player Game. In this paper, we formalize the issue of
detecting falsi�ed fraud transactions as a two-player game
between the detection system and the fraudster, and incorporate
the equilibrium to design the detection strategy.

In particular, the two-player game aims to model the
interactions between the detection system and the fraudster

based on security game [55], [81], [66], which provides
mathematical approaches for allocating security resources to
maximize their effectiveness. These games have been widely
used in solving social issues, e.g., airport security [59], wildlife
security [23], etc. In the game, both the system and the fraudster
decide their strategies to optimize their own pro�ts. Speci�cally,
there is a payoff matrix in the game to quantitatively depict the
pro�t of different strategies. The payoffs in the matrix can be
obtained by the knowledge acquisition from domain experts,
e.g., the answers to a set of questions about the impact of
attacks, which are created by domain experts [66]. With the
payoff matrix, the equilibrium of this game can be solved,
which consists of the best reactions of detection systems and
fraudsters to their opponents.

In sectionV-A, we propose Game Selection, a game-theoretic
robust strategy that achieves the optimal feature selection. In
practice, despite fraudsters can falsify features to evade the
fraud detection system, the system can select not to use falsi�ed
features for detection. These are strategies in the two-player
game, and Game Selection calculates the optimal selection
probabilities for each feature in equilibrium, which takes into
account the cost-pro�t of falsifying different features and the
fraudsters' response to any particular feature selection strategy.
Causal Analysis. Causal analysis [56], [58], [27], which has
been widely used in security analysis [47], [67], [44], is an
innovative methodology that can be used to identify causality in
correlations. It overcomes the limitations of traditional statistics
by constructing the causal diagram. As indicated in Fig. 2,
causal analysis divides the correlations into two categories:
causality and spurious correlations. The causality (i.e., the
black arrows in Fig. 2) represents that the result variableZ
will be changed accordingly when the cause variableX is
changed. In particular, the chain structure in Fig. 2 is one of
the three basic structures in the causal diagram. In this structure,
X is the cause ofZ andZ is the cause ofY , which means
that X causes changes ofY through the mediation variableZ .
When the data in the analysis is conditioned on the mediation
variableZ (e.g.,Z 2 f0; 1g but we only use the data ofZ = 1
in the analysis), X is independent of Y [57].

Fig. 2. Causal analysis identify causality from numerous correlations based
on different properties of these structures.

The other two basic structures are the reasons for spurious
correlations: the selection bias and the confounding bias in
Fig. 2. In selection bias,X andY are independent variables, but
both are the causes ofZ . When the data used in the analysis are
conditioned on the collider variableZ , X becomes spuriously
correlated toY . Finally, in confounding bias,X and Y are
actually independent but have a common causeZ , hence they
are spuriously correlated. If the data used in the analysis are
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conditioned on the confounder variableZ , X andY become
independent [57]. All casual diagrams are made up of these
structures, and the main difference between them is the role
of Z (i.e., mediation, collider, or confounder). Causal analysis
uses these properties to identify causalities from a vast of
correlations.

In sectionVI-A , we construct a causal diagram to model
the entire life cycle of fraud detection, which systematically
reveals the details of falsi�cation process in fraud detection.
Based on causal analysis, we discover that the spurious
correlation between the real label and the predicted label
caused by selection bias, i.e., insuf�cient training data, causes
misclassi�cation in fraud detection. Moreover, according to
this result, we further demonstrate that our proposed methods
can enhance the robustness of the detection system by using
fewer features.

III. THREAT MODEL AND PROBLEM STATEMENT

This paper studies the unrestricted falsi�cation process in
fraud detection, in which both the detection system and the
fraudster are smart enough. Speci�cally, the detection system
seeks to enhance the detection method to accurately detect
fraud activities and to be robust to various falsi�ed transactions.
The fraudsters aim to take advantage of the de�ciency of the
fraud detection system to evade it by falsifying transactions.
Moreover, the detection system and fraudster mutually impact
each other (e.g., the fraudster will not falsify the feature once
it is not selected by the detection system), trying to maximize
their pro�ts. This forms a two-player game [66] between them.
Threat Model. This paper considers strong fraudsters that can
employ various techniques (e.g., gradient ascent [45], semantic
composition [33], [62], [28], generative models [63], [72],
or even LLMs [79], [49]) to discover vulnerabilities of the
fraud detection system, which can seek out possible adversarial
examples (i.e.,8 x � 2 X adv ) to evade the detection system.
As indicated in Fig. 1, attackers can evade the system by
falsifying input transactions. To combat smart detection systems,
they can select to falsify different combinations of features
to craft transactions (e.g., feature falsi�cation via gradient
ascent). Moreover, feature falsi�cation consumes resources [42]
(e.g., money or time) and the costs are distinct for falsifying
different features (e.g., falsifying transfer amount costs less than
falsifying the registered capital). The fraudsters are intelligent
and smart enough, hence they try to minimize the cost of
feature falsi�cation.
Problem Statement. The goal of this paper is to tackle
the unknown and suf�ciently intelligent falsi�cation process,
which means that fraudsters can always discover adversarial
examples of a speci�c detection system. In particular, the
falsi�cation process is unrestricted and intelligent, hence it
cannot be throttled by existing methods, which utilize de�nite
approaches in the detection (i.e., the detection model and
the feature selection process are de�nite after deployment).
Speci�cally, to combat intelligent falsi�cation, the de�nite
model must be perfect that is a model without any adversarial
examples (i.e.,X adv = ? ). This idealized target raises the

asymmetric issue between detection systems and fraudsters, and
the local robustness enhancement [52] is ineffective in this case.
Moreover, perfectly training the detection model is unpractical
when falsi�cation processes are unrestricted since the detection
system cannot completely collect the training data [6], [32],
especially in the case of high-dimensional feature space [60].

To reverse the asymmetry between the detection system and
the fraudster, accurately detect unrestricted falsi�ed transac-
tions, we develop GAMER to achieve the following goals.

(1) Black-box Robustness Enhancement. GAMER should
not suppose the attack process, including constraints of
falsi�cation, ML algorithms, and background knowledge.
This requirement is reasonable since the falsi�cation
process is black-box and unpredictable to the detection
system, any unrealistic supposition will have the opposite
effect once it is violated [22], [69].

(2) Provable Deterrence Against Intelligent Fraudsters.
Even for unknown and intelligent falsi�cation processes,
GAMER can guarantee that there is no better pro�t for
the fraudsters. Moreover, the strategy of GAMER should
enable detection systems to select robust features in fraud
detection.

(3) High Accuracy and Strong Robustness. GAMER should
be as accurate as the non-robust model on clean examples,
and also be robust to adversarial examples.

IV. KEY OBSERVATIONS AND OVERVIEW

Key Observations. In real-world fraud detection, fraudsters
can deliberately craft transactions (i.e., falsify the features of a
transaction in Fig. 1) after system deployment, which employs
feature falsi�cation to evade the detection system. Moreover,
the falsi�cation approach consumes resources [42], fraudsters
will not falsify the feature if the pro�ts of the falsi�cation
cannot cover the costs. As shown in Fig. 1, the fraud detection
system can select features for fraud detection. The pro�t of
falsifying a feature is bound to be0 if it is not selected by the
detection system, and smart enough fraudsters will not consume
resources to falsify this non-pro�t feature (i.e., the unselected
feature). These strategies interact with each other. Therefore,
we can formulate the detection of falsi�ed transactions as a
two-player game and solve the equilibrium to get the optimal
strategy for feature selection.

Data collected from a real-world enterprise provides con-
crete evidence regarding the cost of feature falsi�cation. In
particular, falsifying the Days After Certi�ed attribute requires
considerable time investment and ongoing maintenance to keep
an account active. An alternative approach for fraudsters is to
directly purchase aged accounts: empirical market data shows
that accounts approximately six months old cost around $42,
nearly twice the price of newly registered accounts (roughly
$21). These observations demonstrate that falsifying this feature
entails a non-trivial and economically measurable cost. As a
result, designing detection methods that take this information
into account can increase fraudsters' operational costs and
serve as an effective deterrent against fraudulent behaviors.
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Fig. 3. Overview of GAMER.

Overview of GAMER. In this paper, we propose a novel
fraud detection system, namely GAMER, to accurately and
robustly detect real-world fraud transactions. Speci�cally,
GAMER employs the equilibrium of a two-player game in
feature selection, which enhances the system's ability to select
unfalsi�ed features in detection, improving the robustness of
the system. Moreover, GAMER leverages hypothesis testing to
identify falsi�cation transactions, utilizing more information
(the consistency of two models) in deciding the �nal prediction.

To be more precise, GAMER is composed of two models:
Completer and Selector (as in Fig. 3). Completer is a model
trained by classical methods (e.g., SGD) with all features,
which aims to make full use of all features to accurately
detect fraudulent transactions when transactions are unfalsi�ed.
Selector is a model equipped with game-driven feature selection,
i.e., Game Selection, which employs the equilibrium of a two-
player game in feature selection to robustly detect fraudulent
transactions when transactions are falsi�ed. In the Game
Selection, the cost-pro�t knowledge of feature falsi�cation
is obtained from security experts [66] and the detection of
falsi�ed transactions is formalized as a two-player game. By
solving for equilibrium of the game, Game Selection calculates
the optimal probability for feature selection, which motivates
the system to select unfalsi�ed features in detection, thereby
enhancing the robustness of the detection system. Moreover,
equilibrium-based feature selection also minimizes pro�ts for
fraudsters, demotivating them to launch feature falsi�cation.

After deployment, GAMER uses both models to detect
fraudulent activities. On the one hand, all features are sent
to Completer to get Completer prediction. On the other hand,
features are masked with equilibrium-based Bernoulli variables
to select input features, then the masked features are sent
to Selector to get Selector prediction. Finally, the absolute
distance between these predictions is used for hypothesis
testing, which uses statistical difference to identify falsi�ed
transactions. In particular, with hypothesis testing, GAMER uses
more information, which is obtained from two different models,
to make �nal decisions, leading to greater precision in detecting
fraudulent activities regardless of whether they are falsi�ed
or not. Deployment results reveal that implementing GAMER
raised the estimated cost borne by fraudsters by roughly 20%,
which corresponded to a 10–20% reduction in daily attack
attempts. Regulatory data further con�rm that attackers shifted

their activities to other payment platforms once the defended
platform became more costly to compromise.

V. ROBUST FRAUD DETECTION WITH GAME-THEORETIC

FEATURE SELECTION

In this section, we detail the design of GAMER. We �rst
propose Game Selection to obtain the optimal probability of
feature selection by solving the equilibrium of a two-player
game. Then we present how we can achieve both high accuracy
and strong robustness in our proposed GAMER.

A. Using Two-Player Game in Feature Selection

Unrestricted falsi�ed transactions aggravate the asymmetries
between the detection system and the fraudsters, reducing the
effectiveness of local robustness enhancement methods [15].
To counteract the asymmetry in fraud detection, we adopt a
proactive two-player-game based strategy to guide the design
of our detection method.

Note that, as shown in Fig. 1, incorporating selected features
enhances model robustness by increasing resistance to a range
of feature falsi�cation strategies in fraud detection. Moreover,
if a detection model relies on all available features and adjusts
their weights following failed detections, adaptive adversaries
may observe these updates and re�ne their attack strategies
accordingly. This feedback loop can drive both sides toward
a game-theoretic equilibrium in which neither party has an
incentive to further modify its strategy. At this equilibrium,
the detection model naturally converges to using a randomly
selected subset of features.

1) Game Selection: As illustrated in Fig. 1, the strategies
of feature selection and feature falsi�cation interact with each
other. This fact motivates us to formulate the detection process
as a two-player game and solve for the optimal strategy of
feature selection according to the equilibrium of the game,
enabling the system to proactively combat intelligent fraudsters.

Speci�cally, the inputX is composed of multiple features,
i.e., X i , i 2 f1; � � � ; dg , hence fraudsters can choose to
falsify various combinations of features. Meanwhile, the
detection system can select distinct features to accurately detect
fraudulent activities. To simplify the analysis, we assume that
the feature falsi�cation process and the feature selection process
are independent on different features, which makes the sub-
games onX i independent of each other. Therefore, the zero-
sum two-player game on Xi is constructed as follows.

TABLE I
TWO-PLAYER GAME BETWEEN DETECTION SYSTEMS AND FRAUDSTERS

Falsify X i Do not falsify Xi

Do not select Xi U (ns;a)
i � C i U (ns;na)

i

Select Xi U (s;a)
i � C i U (s;na)

i

In Table I,Ci is the cost of falsifying the featureX i , U(ns;a)
i

andU(ns;na)
i are the pro�ts of Do not select & Falsify and Do

not select & Do not falsify onX i , respectively. In particular,
U(ns;a)

i = U (ns;na)
i since if X i is not selected, falsifying it

will not affect the model prediction, which does not change
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Algorithm 1 SGD with Game Selection
Input: Initial model W (0) , the training data(X; y) , learning rate� , the

pro�t f�U i gd
i=1 , the cost fCi gd

i=1
Output: Final model W (T )

1: Get optimal probability of feature selection:
pi = min

�
1; C i

�U i

�
, i 2 f1; � � � ; dg

2: Get multivariate Bernoulli distribution:
m = (m 1 ; � � � ; m d ), where mi � Bernoulli(p i )

3: for t = 0 to T � 1 do
4: Sample (X(t) ; y (t) ) from (X; y)
5: Sample m(t) from m
6: W (t+1) = W (t) � � � r W L(F (W (t) ; X (t) � m (t) ); y (t) )
7: end for
8: return W (T )

the pro�ts. Additionally, U(s;a)
i andU(s;na)

i are the pro�ts of
Select & Falsify and Select & Do not falsify in regard toX i ,
respectively. These variables can be obtained via knowledge
acquisition from domain experts [66]. In this work, we assume
these variables can be speci�ed with precision.

According to the game in Table I, if the mixed strategy
of the detection system is de�ned as(1 � p i ; pi ), then the
equilibrium can be obtained by solving the following equation.

(1 � p i )(U
(ns;a)
i � C i ) + p i (U

(s;a)
i � C i )

= (1 � p i )U
(ns;na)
i + p i U

(s;na)
i : (2)

If X i is not selected, the falsifyX i will not affect the
fraudster's pro�ts. Therefore, by solving Eq. (2), the optimal
probability of feature selection is

pi = min

"

1;
Ci

U(s;a)
i � U (s;na)

i

#

: (3)

According to Eq. (3), the optimal probability of feature
selection is decided by two factors: the cost to falsifyX i ,
i.e., Ci , and the pro�t of falsifying X i when the detection
system selectsX i for prediction, i.e.,�U i = U (s;a)

i � U (s;na)
i .

As displayed in Fig. 4, if�U i � C i , i.e., falsifying X i is
unproductive, the fraudster will not falsifyX i , which implies
that the featureX i is trustworthy. Therefore, the optimal
selection probability is100%. Moreover, when falsifyingX i

is productive, i.e.,�U i > C i , the selection rate ofX i is an
increasing function of Ci and a decreasing function of �Ui .

After getting the optimal probability of feature selection,
a Bernoulli random variablemi is employed to mask the
featureX i , reducing the dependence onX i if X i is easily

Fig. 4. The optimal probability (i.e.,pi ) of selectingX i is an increasing
function of the cost Ci and a decreasing function of the pro�t �Ui .

to be falsi�ed. Speci�cally, mi � Bernoulli(p i ), wherepi is
calculated by Eq. (3).

In particular, to ensure that data distributions are consistent
in the training and testing phases, we employfm i gd

i=1 to
change traditional target function in the model training to

min
W

EX;m [L(F (W ; X � m); y)] ; (4)

wherem = (m 1; � � � ; m d) is the mask vector and� represents
the Hadamard product. The details of training process are
displayed in Algorithm 1 and Fig. 5. In particular, this method
can also be applied to the training of gradient boosting decision
tree (GBDT), we put these analyses in the appendix due to
the space limitation.

Fig. 5. The training of models equipped with Game Selection (i.e., Selector).

2) The Advantages of Game Selection: To intuitively il-
lustrate the advantages of Game Selection, we provide a toy
example of the two-player game based on one-dimensional
Gaussian data.
Basic Settings of the Game. The benign and the fraudulent
activities follow Gaussian distributions ofN (�1; 1:5) and
N (1; 1:5) respectively. In this case, the optimal classi�er is
x = 0 (i.e., the dashed line in Fig. 6(a)), which achieves the
optimal error rate [24].

(a) Before attack (b) After attack

Fig. 6. A toy example to illustrate the advantages of Game Selection.
Speci�cally, the benign activities followN (�1; 1:5) and fraudsters can falsify
the feature to change fraudulent activities from N (1; 1:5) to N (0:5; 2:5).

Under these settings, the detection system have two distinct
strategies: �rst, classifying without the training data (e.g.,
building the classi�er with other features), which provides
the classi�er with error rates0:21 and 0:25 for benign and
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fraudulent activities respectively; second, getting the optimal
classi�er with the training data, i.e.,x = 0 . With the optimal
classi�er, the error rates for both benign and fraudulent
activities are 0:2071 (i.e., the shaded area in Fig. 6(a)).

Fraudsters also have two strategies: �rst, falsifying the fea-
ture, changing it fromN (1; 1:5) to N (0:5; 2:5) (as displayed
in Fig. 6(b)). In this case, regarding the optimal classi�er before
the attack, i.e.,x = 0 , the error rate for benign data remains
the same but the error rate for fraudulent data increases from
0:2071to 0:3759. Second, do not falsify the feature, which
maintains the error rates for both benign and fraudulent data.
In particular, fraudsters consume $4 to falsify the feature and
can obtain $50 from successfully evading fraud detection, i.e.,
misclassifying fraudulent data into benign data. In this case,
the game can be constructed as Table II.

TABLE II
THE TWO-PLAYER GAME IN THE TOY EXAMPLE

Falsify Do not falsify

Do not select 8.5 12.5

Select 14.795 10.355

Speci�cally, the payoff matrix is calculated as follows.

� NS & F: 50|{z}
Pro�t

� 0:25|{z}
Error rate

� 4|{z}
Cost

= 8:5

� NS & NF: 50|{z}
Pro�t

� 0:25|{z}
Error rate

= 12:5

� S & F: 50|{z}
Pro�t

� 0:3759| {z }
Error rate

� 4|{z}
Cost

= 14:795

� NS & NF: 50|{z}
Pro�t

� 0:2071| {z }
Error rate

= 10:355

With the payoff matrix, we can get the mixed strategy
equilibrium f Detection system: (0.5485, 0.4515), Fraudster:
(0.2556, 0.7444)g, which means the probability0:4515is the
optimal probability for the detection system to select the feature.
In this case, the system and the fraudster have no incentives
to change their strategies since the mixed strategy maximizes
their pro�ts. The optimal pro�t for the fraudster is$11:342
(i.e., the optimal pro�t for the system is �$11:342).

In addition to Game Selection, the detection system can also
employ adversarial training to enhance the model's robustness.
In this scenario, the system can get the optimal classi�er after
the falsi�cation (i.e.,x = �0:0324 in Fig. 6(b)) by utilizing
the data after being falsi�ed. In this case, the error rates for
benign and fraudulent data are0:2148and0:3682, respectively.
Moreover, the fraudsters' pro�t is $14:405.

As illustrated in Table III, compared to other methods,
Game Selection reduces the fraudsters' pro�t from$14:795to
$11:342, thereby reducing the incentive of fraudsters to falsify
the features. Moreover, Game Selection reduces the error rate
by 33:47% in fraud detection and causes a 74:44% reduction
in committing falsi�cation, exhibiting deterrence to fraudsters.

B. Identifying falsi�cation behaviors

As indicated in Table III, the error rate of Game Selection is
slightly higher than the non-robust model in detecting the clean

TABLE III
COMPARISONS IN THE TOY EXAMPLE1

Pro�t
Benign Fraudulent Prob. of being
error error falsi�ed by
rate rate fraudsters

Non-robust 14:795(�) 20:71%(�) 37:59%(�) 100%(�)Training
Adversarial 14:405(#) 21:48%(") 36:82%(#) 100%(�)Training

Game 11:342(�) 20:87%(") 25:01%(�) 25:56%(�)Selection

1 The double arrow means the decrease is larger than 10%.

examples. To overcome this limitation, we employ hypothesis
testing to identify falsi�cation behaviors in fraud detection,
thereby using different models, e.g., model with Game Selection
or non-robust model, to detect the transactions they expert in.
Combining it with Game Selection, we design GAMER, a fraud
detection system that achieves both high accuracy on unfalsi�ed
transactions and strong robustness on falsi�ed transactions.

As the predictions of the robust model and the non-robust
model are signi�cantly different on falsi�ed transactions.6,
we can use this difference to identify falsi�cation behaviors.
Moreover, we employ the Game Selection strategy in the robust
model, which maintains the deterrent effect on fraudsters.
Hypothesis Testing. As illustrated in Fig. 3, two models (i.e.,
Completer and Selector) are trained with the classic non-robust
method (e.g., naive SGD) and Game Selection, respectively.
Then GAMER employs hypothesis testing to decide the output
prediction. In hypothesis testing, GAMER utilizes the training
data to construct the statistic of� = ky scoreSelector �
y scoreCompleter k1, i.e., the difference in predicted probability
between Selector and Completer, and sets the null hypothesis
for each transaction asH0 : it is an unfalsi�ed transaction.
Finally, GAMER chooses a signi�cance level� (e.g., the
frequently used 5%) for hypothesis testing and calculates the
quantile (i.e., � � ) of the rejection region [73].

After preparations, GAMER decides the output of the system
by hypothesis testing. IfH0 is rejected (i.e.,� > � � ), indicat-
ing that the transaction is falsi�ed, GAMER outputs Selector
prediction. Otherwise, GAMER outputs Completer prediction.
Moreover, if Completer prediction iŝyCompleter = 1 , GAMER
outputsŷCompleter since intelligent fraudsters will certainly
not falsify features to cause them to be detected.

VI. THEORETICAL ANALYSIS

In this section, we employ causal analysis to explain the
cause of misclassi�cation (i.e., the reasons why the predicted
label is different from the real label) in fraud detection. Based
on this cause, we demonstrate that GAMER enhances the
robustness of the detection model.

A. Causal model of Fraud Detection

To systematically reveal the reasons for the misclassi�cation
in fraud detection, a causal diagram is constructed to model the

6The difference is the reason why the robust model is more accurate than
the non-robust model on falsi�ed transactions.
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entire life cycle of ML-based fraud detection system. Based
on the causal diagram, we use causal analysis to explain the
reasons for fraud detection evasion.

1) Causal Diagram Construction: As illustrated in Fig. 7,
the work�ow of an ML-based fraud detection system is four-
fold, including training data collection, model training, model
prediction after deployment, and prediction based decision
making. The former two steps aim at preparing the detection
model (i.e., working during the training phase), and the latter
two steps work after model deployment (i.e., working during
the testing phase).

Fig. 7. The work�ow of an ML-based fraud detection system.

In particular, prediction based decision making process is
the motivation of fraudsters to falsify the transactions since
fraudsters are intelligent and pro�t-sensitive. Speci�cally, the
falsi�cation process consumes resources [42], e.g., falsifying
the feature of Registered Capital costs money in reality. If the
pro�ts cannot cover the falsi�cation cost, fraudsters will not
falsify features because it causes economic loss. The prediction
based decision making process results in differences in the
pro�ts of the fraudsters: fraudulent activities are successful
when the model identi�es them as benign, and fraudsters can
get illegal pro�ts from the fraudulent activities; otherwise,
fraudsters obtain nothing since the transaction is interrupted.
As a result, the prediction based decision making process leads
the model prediction to be the cause of feature falsi�cation
(i.e., to obtain illegal pro�ts from fraudulent activities).

As a result, the entire life cycle of fraud detection can be
explained as the process in Fig. 8. The fraud detection system
aims to distinguish fraudulent activities from benign activities,
hence collecting the training data and training the detection
model. Moreover, the fraudsters aim to evade the detection
system by falsifying input features to obtain illegal pro�ts from
fraudulent activities.

Fig. 8. The entire life cycle of fraud detection.

There are three connections in Fig. 8: �rst, the data
representation process (i.e., the black arrow on the left of
Fig. 8). In practice, the real label of a transaction (i.e.,y)

is unknown, we can only collect data with certain features
X = (X 1; � � � ; X d) to get information of various transactions,
e.g., we collect the features of account balance, registered
capital, etc., to describe transactions. Moreover,y results
in the variation of features, since it decides the behaviors
in the transaction, e.g., if transactions are collected from
fraudulent activities, their features must reveal the harmfulness
of fraudulence.

Second, the model training process (i.e., the blue arrow in
Fig. 8). With the collected data, the fraud detection system
trains a detection model to model the correlations between the
features and the label. The model can be a neural network,
a decision tree, etc. After training, the model is deployed to
detect real-world fraudulent activities. This process indicates
that the training process establishes the relationship between
the features of X and the predicted label ŷ.

Third, feature falsi�cation process (i.e., the red arrow in
Fig. 8). If the transaction is recognized as fraudulent, it will be
interrupted and the account will be disabled through prediction
based decision making process. These punishments motivate
fraudsters to falsify features to evade the detection system,
which escapes from the punishments and obtains pro�ts from
fraudulent activities. As a result, model prediction (i.e.,ŷ)
affects input dataX , i.e., fraudsters will consume resources to
falsify features if their transactions are identi�ed as fraudulent.

To formalize the relationship in Fig. 8, we construct a causal
diagram in Fig. 9. In this causal diagram, we separate the data
X T into X t andX t+1 to distinguish the falsi�ed dataX t+1

after deployment from the training dataX t . This separation
removes the cyclic connections [17], [1].

Fig. 9. The causal diagram of the fraud detection, revealing the cause of
misclassi�cation.

As indicated in the causal diagram,y is the cause of the
training dataX t , since it decides the intrinsic characteristic of
the data. For example, the fraud transaction (i.e.,y = 1 ) must
reveal the harmfulness of fraudulence, and this harmfulness is
characterized by features. Meanwhile,y is the cause of falsi�ed
dataX t+1 . That is, the falsi�cation process is restricted ify
is decided, which means that some features cannot be falsi�ed.
Otherwise,y will be changed (e.g., fraud activity changes to
benign activity due to the regulated behavior).

Moreover, training dataX t is the cause of model prediction,
i.e., ŷ. Speci�cally, in ML-based fraud detection system, a
detection model is trained with the data (i.e.,X t ) to establish
the relationship between input features and their labels.

Finally, the prediction̂y is the cause of falsi�ed dataX t+1

after model deployment. The reason is that fraudsters have
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incentives to falsify the data to get more pro�ts when the
data is identi�ed as fraudulent (i.e.,̂y = 1 ). If the data is
identi�ed as benign (i.e.,̂y = 0 ), fraudsters will not consume
resources to falsify features due to the optimality of the result,
i.e., fraudsters can obtain pro�ts from fraud activities. Table VII
in the Appendix provides detailed case analyses.

2) Causal Analysis of the Misclassi�cation in Fraud Detec-
tion: As indicated in Fig 9, the causal diagram consists of two
basic structures: the collider structure (i.e., the falsi�cation-
inclusive causal path) and the chain structure (i.e., the model-
inclusive causal path). These structures reveal different charac-
teristics in modeling the relationship between y and ŷ.

According to causal analysis, the cases are two-fold:
X t+1 =X t7 or X t+1 6=Xt . First, if X t+1 =X t , eitherX t+1

or X t represents the complete data distribution. That is, the
data in the training phase or after falsi�cation is not conditioned
on the timestamp, i.e.,X T =X t+1 =X t . Based on properties
explained in section II, the unconditioned data blocks the
collider structure (i.e., the falsi�cation-inclusive causal path),
hence the falsi�cation process cannot affect the model inference.
Moreover, the unconditioned data maintains the chain structure
(i.e., the model-inclusive causal path), which means that the
relationship between y and ŷ is a causal relationship.

Second, ifX t+1 6=Xt , which meansX t+1 andX t follow
different distributions. In other words, fraudsters falsify the
input data to make it fall into the uncovered area of the training
data [7]. In this case, both of the falsi�ed dataX t+1 and
the training dataX t are conditioned on the timestamp, i.e.,
X t+1 = X T j T = t + 1 andX t = X T j T = t . According
to the properties of the basic structures in causal diagrams, the
conditioned data blocks the chain structure and opens up the
collider structure, which means only the falsi�cation-inclusive
causal path is connected. The connected falsi�cation-inclusive
causal path makesy andŷ spuriously correlated with each other.
This spurious correlation originates from selection bias (i.e.,
insuf�cient training data), allowing fraudsters to craft spurious
correlation (y = 1) ! (ŷ = 0) through feature falsi�cation.

B. Robustness Enhancement of Game Selection

As selection bias causes misclassi�cation, the reason for
selection bias becomes vitally important. Selection bias arises
from the procedure by which data are selected in model
training [27], which is related to the idea of data coverage [7],
[43]. For instance, if the falsi�ed data is not selected in the
training process (i.e., the falsi�cation process causes distribution
shifts), it can cause misclassi�cation more easily.

For data coverage, we make the following de�nition.

De�nition 1 (Data coverage of a data point). For a speci�c
classi�er F (W ; �) , the data coverage of a data pointx is
de�ned as a d-dimensional cube with side length as follows.

� = min
F (W ;x � )6=F (W ;x) or y x � 6=yx

kx � � xk �1 ; (5)

where yx represents the real label of x.

7X t+1 =X t means the falsi�ed data and the training data follow the
identical data distribution.

Fig. 10. Using fewer features increases data coverage.

In particular,F (W ; x � ) 6= F (W ; x) is related to the model
smoothness, andyx � 6= yx is related to the ground truth, both
of which affect feature falsi�cation.

According to De�nition 1, we have the following theorem.

Theorem 1 (Maximum data coverage). Denote the volume of
the input space asVol, the data coverage (i.e.,
 ) of a dataset
with N data points is upper-bouned by


 � N �
�

�
d
p

Vol

� d

; (6)

where d is the number of selected features.

Theorem 1 is the consequence of the summation ofN cubes,
the inequality depends on the possible overlap of cubes (i.e.,
the data coverage of a data point).

If falsi�cation processes are unrestricted, the volume of
the input space (i.e.,Vol) becomes extremely large, which
means� � d

p
Vol. According to Theorem 1, the data coverage

exponentially decreases with the increase of feature dimension
(i.e., d), indicating that using fewer features increases the
data coverage (as shown in Fig. 10). In particular, asd is the
exponent, using fewer features is more ef�cient in dealing with
unrestricted perturbed fraud transactions, which is consistent
with the fact that feature selection is the dominant method of
dealing with selection bias [38].

As Game Selection reduces the expected number of features
used in model prediction, it enhances the model robustness by
enlarging the data coverage. Speci�cally, as indicated in Fig. 5,
Game Selection masks each featureX i with an independent
variablemi � Bernoulli(p i ), which means thatX i is selected
to use with probabilitypi . Therefore, the expected number of
features used in Game Selection is

E(
dX

i=1

mi ) =
dX

i=1

pi � d; (7)

demonstrating that GAMER uses fewer features for detection,
thereby enhancing the robustness of the detection system.

VII. EXPERIMENTAL EVALUATION

In this section, we aim to validate our design and demonstrate
that the proposed system is effective at detecting real-world
fraud activities regardless of fraudsters commit falsi�cations
or not. All experiments are performed upon a Supermicro
SYS-420GP-TNR server with two Intel(R) Xeon(R) Gold 6348
CPUs (2 × 28 cores), Ubuntu 18.04.1, 10GB memory, and four
NVIDIA A100 PCIe 80GB GPUs.
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Datasets. We �rst use three real-world fraud detection
datasets to perform the simulated experiments, including Tab-
Former [51], CreditCard [35], and IEEE-CIS [36]. Moreover,
we validate our design with the real-world data collected from
the world's leading online payment enterprise, which provides
real-world transactions for evaluation. We send the details of
these datasets to the Appendix due to the space limitation.
Moreover, we employ the techniques of SMOTE [13] and
random under-sampling to overcome the limitations of highly
unbalanced data.
Models. We evaluate our design with three ML models
commonly applied to tabular data. First, MLP, a model with
two hidden layers of 64 and 32 neurons respectively. The
activation function of MLP is Relu. Second, TabNet [5], a
transformer-based neural network specialized in tabular data.
Third, LightGBM [37], an ef�cient tree-based model used to
process tabular data.

A. Simulated Experiments

In this section, we design experiments to validate the roles
of feature selection and compare GAMER with traditional
techniques used in robustness enhancement.
The Roles of Feature Selection. As indicated in Fig. 1, feature
selection enables detection systems to affect fraudsters. To
validate this interaction, we employ a probabilistic fraudster
to attack the MLP model (i.e., falsifying features according to
the model) on the CreditCard dataset. The fraudster utilizes
a probabilistic strategy to attack the model with probability
pat:

8. If the fraudster falsify the feature, the Gaussian noise
N (4; 1) is added to the feature, otherwise the feature remains
unchanged. We utilize interpolation to investigate the impact of
feature selection. Speci�cally, the selection rate in Algorithm 1
is set top = 1�[��p at: +(1��)�0] (0 means training without
feature selection). The results displayed in Fig. 11 indicate that
the AUC and F1 score increase consistently as� increases,
which means that the system detects more accurately if the
selection probability is closer to the optimum (i.e., � = 1).

Fig. 11. Selection probabilities af-
fects the model performance.

Fig. 12. Selection probabilities af-
fects the feature importance.

Moreover, we use TabNet to investigate the rationale of
feature selection since it can estimate the feature importance
in model prediction. For this target, we train the TabNet with
different selection probability (i.e.,p 2 f0:1; 0:3; 0:5; 0:7; 0:9g
for a feature set that consists of the �rst two-thirds of all
features) and calculate the feature importance of this feature
set (i.e., the summation of the importance over all features in

8We randomly assign the probability for falsifying features withU(0; 1) to
eliminate the bias incurred by probability assignation.

the feature set). The results in Fig. 12 indicate that increasing
the selection probability increases the feature importance in the
prediction process. This is the reason that feature selection can
prevent feature falsi�cation because it reduces the importance
of the feature if it is more easily to be falsi�ed.
Compared with Existing Methods. We utilize a cost-aware
fraudster (as illustrated in Algorithm 3 in the Appendix) to
simulate real-world fraudulent activities [42] and compare
GAMER with the classical methods. We employ an MLP in
these experiments to ensure a fair and consistent comparison
across all methods. The data were normalized using standard
normalization, a widely adopted preprocessing technique for
tabular data. This procedure stabilizes model training and scales
feature magnitudes to a comparable range, typically within
(0, 1). Thus, perturbations applied to tabular inputs become
semantically meaningful when evaluated under classical vision-
style attacks. Moreover, we randomly setCi , which follows a
discrete uniform distribution (i.e.,Ci � U(1; 31) ), to X i and
repeat these experiments30 times to reduce the bias introduced
by cost assignment.

For GAMER, we set the cost identical to fraudster's cost
and set the pro�t as�U i =

p
At:Cost � C i , whereAt:Cost

represents the attack cost bound of the fraudster. The reasons
for this pro�t setting are two-fold: �rst, intelligent fraudsters
launch attacks if the total pro�t is larger thanAt:Cost and
they will enlargeAt:Cost if the pro�t is larger thanAt:Cost
to raise the successful probability, hence the total pro�t is
identical toAt:Cost ; second, the pro�t of falsifyingX i can
be formalized asAt:Cost � C i

�U i
= �U i , which indicates that

the fraudster's expected pro�t equals the real pro�t. Notably,
these experiments also reveal that taking cost-pro�t knowledge
into account is bene�cial in fraud detection.

First, we aim to validate that utilizing fewer features
enhances detection robustness (as illustrated in Fig. 10). In
these experiments, we use naive SGD to train non-robust
MLP models and use the cost-aware falsi�cation process with
various cost bounds to attack the models. In particular, the
normalization preprocess is not used and the sample sizes
of all datasets are similar to each other. As illustrated in
Fig. 13, the model trained on the dataset with fewer features
(i.e., TabFormer) reveals stronger robustness, the AUC and
F1 score decrease when the cost bound grows signi�cantly
large, which are consistent with our conclusion. As the model
on the Tabformer dataset reveals strong robustness due to the
small number of features, we utilize the other two datasets
(i.e., CreditCard and IEEE-CIS) to investigate the performance
of robustness enhancement.

Fig. 13. Using fewer features enhances model robustness.
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