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Abstract—With the rapid development of Large Language
Models (LLMs), their applications have expanded across var-
ious aspects of daily life. Open-source LLMs, in particular,
have gained popularity due to their accessibility, resulting in
widespread downloading and redistribution. The impressive ca-
pabilities of LLMs results from training on massive and often
undisclosed datasets. This raises the question of whether sensitive
content such as copyrighted or personal data is included, which is
known as the membership inference problem. Existing methods
mainly rely on model outputs and overlook rich internal repre-
sentations. Limited access to internal data leads to suboptimal
results, revealing a research gap for membership inference in
open-source white-box LLMs.

In this paper, we address the challenge of detecting the training
data of open-source LLMs. To support this investigation, we
introduce three dynamic benchmarks: WikiTection, NewsTection,
and ArXivTection. We then propose a white-box approach for
training data detection by analyzing neural activations of LLMs.
Our key insight is that the neuron activations across all layers of
LLM reflect the internal representation of knowledge related to
the input data within the LLM, which can effectively distinguish
between training data and non-training data of LLM. Exten-
sive experiments on these benchmarks demonstrate the strong
effectiveness of our approach. For instance, on the WikiTection
benchmark, our method achieves an AUC of around 0.98 across
five LLMs: GPT2-xl, LLaMA2-7B, LLaMA3-8B, Mistral-7B, and
LLaMA2-13B. Additionally, we conducted in-depth analysis on
factors such as model size, input length, and text paraphrasing,
further validating the robustness and adaptability of our method.

I. INTRODUCTION

Recent advances in Large Language Models (LLMs) have
significantly enhanced performance across a diverse set of
Natural Language Processing (NLP) tasks. Among the family
of LLMs, open-source models, such as GPT-2 [1], [2], [3],
BLOOM [4], Mistral [5], and LLaMA 1/2/3 [6], [7], [8],
hold a crucial position due to their large numbers, exceptional
performance, and wide-ranging impact. Currently, the Hug-
ging Face Hub hosts over 900,000 publicly available models,
spanning a wide array of architectures, including language

models, vision models, and multimodal systems [9]. According
to a Meta report, by early 2025, cumulative downloads of its
LLaMA series models had reached 1 billion, highlighting the
widespread adoption of open-source models [10].

The rapid advancement of LLMs has been primarily driven
by extensive training on massive datasets. For instance, the
training corpus for Meta’s first-generation LLaMA model
contains up to 1.4 trillion tokens [6]. These datasets include
not only vast amounts of general web content but also sensitive
information across various domains, including personal data,
financial records, and copyrighted materials [11]. With the
widespread deployment of LLMs, increasing attention is being
paid to the sources of training data and the associated privacy
risks. Notably, while model developers often release their
models to the open-source community, they are typically
reluctant to disclose detailed information about the training
corpora [12], [13], [14]. This lack of transparency complicates
ethical and legal compliance and raises concerns about privacy
protection. The corpora used for training LLMs may contain
unauthorized personal data or copyrighted content [15], [16],
potentially resulting in a series of legal disputes. For instance,
The New York Times filed a copyright infringement lawsuit
against OpenAI and Microsoft, accusing the companies of
using millions of articles without permission to train the Chat-
GPT model [17]. Furthermore, due to the opacity of training
data, it is impossible to confirm whether the performance of
LLMs stems from genuine task understanding or simply from
prior exposure to test data.

Since the training data for LLMs is not publicly
disclosed, how can we detect whether an open-
source LLM has been trained on a given text?

In this paper, we focus on the above question. The task of
detecting training data is essentially a membership inference
attack (MIA) [18], which seeks to determine whether a given
text was included in the LLM’s training corpus by analyzing its
behavior. Research in this field has made significant progress,
with most existing methods relying on the probability distribu-
tion of text tokens under the assumption that such distributions
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(a) LLaMA3-8B (b) Mistral-7B

Fig. 1: t-SNE visualizations of activations for member and
non-member data in the WikiTection dataset.

serve as indicators of whether a text was included in the
training set [19], [20], [21], [22], [23]. It is worth noting that
these methods are primarily designed for black-box LLMs,
which do not permit access to internal model information such
as gradients or activations. Due to limited access to internal
model information, their accuracy in membership inference
tends to be relatively low. Privacy auditing research on white-
box LLMs has explored the use of token embeddings, attention
weights, and gradients to perform MIAs [24]. However, due
to performance bottlenecks, the detection results of these
methods have consistently failed to be fully convincing.

In this paper, our primary focus is on open-source LLMs.
As these LLMs are white-box models, we can design effective
methods to fully leverage their internal information, enabling
high-accuracy training data detection. As the direct response of
an LLM to its input, neural activations may more accurately
reflect the membership status of the input. Our preliminary
experiments indicate that members, texts that were likely seen
by the model during training, and non-members, texts that are
unlikely to have been seen by the model, exhibit significant
differences in activations, as shown in Figure 1. Building
on this key finding, we propose NART (Neural Activations
Reveal Training), a training data detection pipeline based on
LLM activations. This pipeline consists of four main stages:
Data Collection, Activation Extraction, Preprocessing, and
NART Model Design.

A key challenge in evaluating MIAs on open-source LLMs
is ensuring that member and non-member datasets come
from the same distribution. Otherwise, models may exploit
distributional differences, leading to inflated and misleading
performance. Prior work [25] shows that even simple baselines
can take advantage of such shifts. Therefore, the widely
adopted strategy of using the model’s knowledge cutoff date
to distinguish between member and non-member data [26],
[20], [22], [24] is not a reliable approach. To mitigate this
issue, we fine-tune LLMs on curated datasets, treating included
samples as members and excluded ones as non-members.
However, since LLMs are pretrained on large-scale internet
corpora, many public datasets may already be part of their
training sets. To mitigate the risk of such data overlap, we
additionally construct three dedicated datasets: WikiTection,
NewsTection, and ArXivTection, sourced respectively from

Wikipedia, Common Crawl, and ArXiv. Importantly, all data in
these collections first appeared after the latest known training
cutoff date of the target LLMs, significantly reducing the
likelihood of unintentional data leakage. To better simulate
real-world scenarios where texts of varying lengths may need
to be detected, the data we collected is not of uniform length.
We first split each text in the dataset to ensure it meets
the input length constraints of the LLM. Then, we construct
prompts from the resulting subsequences and retrieve the
activation values for the last token in each prompt across all
layers in the LLM, and normalize them. Next, we introduce
three preprocessing strategies to effectively represent the di-
verse activation patterns. NonFE directly uses the normalized
activation matrix of the last token as the subsequence feature,
preserving full activation details but with high computational
cost. StatFE summarizes activations from each layer using
statistical descriptors such as the minimum, maximum, and
mean, thereby enhancing robustness and reducing dimension-
ality. HistFE captures activation distribution characteristics
through histograms, offering an efficient and noise-tolerant
representation. While these strategies yield informative acti-
vation representations, activation differences between member
and non-member samples remain subtle and dispersed across
layers. To address this challenge, we employ a triplet network
that learns a discriminative metric space by optimizing relative
distances between samples, embedding member activations
closer together while pushing non-member activations farther
apart. This metric-learning framework enables the model to
capture fine-grained relational beyond absolute activation val-
ues, and improving discrimination with limited labeled data.

We evaluate the effectiveness of NART across various model
architectures. Specifically, we fine-tune models such as GPT2-
xl [3], LLaMA2-7B [6], LLaMA2-13B, Mistral-7B [27], and
LLaMA3-8B on our constructed datasets. In addition, we
evaluate NART on the pretrained Pythia-12B [28] and DCLM-
1B [29] models using their publicly available training and
test sets from the Pile [30], MIMIR [31], and DCLM [29]
datasets, further demonstrating the method’s generalizability
and robustness. Furthermore, we evaluate the robustness of
NART under varying model sizes and input lengths.

In summary, our main contributions are as follows:

1) Since it has been observed that LLM activations encode
membership-related information, we propose NART, a
novel and automated membership inference pipeline for
open-source LLMs that is designed to detect whether
a given text was included in the training corpus of a
language model.

2) We introduce three new benchmarks for identifying
whether a text was used in the training of LLMs:
WikiTection, NewsTection, and ArXivTection, each com-
prising 6,000 text samples.

3) Our method has been empirically validated across di-
verse LLM architectures and experimental settings. It
consistently achieves an AUC around 98% on our cu-
rated benchmark datasets.
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