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Abstract—Optical fibers are widely regarded as reliable com-
munication channels due to their resistance to external interfer-
ence and low signal loss. This paper demonstrates a critical side
channel within telecommunication optical fiber that allows for
acoustic eavesdropping. By exploiting the sensitivity of optical
fibers to acoustic vibrations, attackers can remotely monitor
sound-induced deformations in the fiber structure and further
recover information from the original sound waves.

This issue becomes particularly concerning with the prolif-
eration of Fiber-to-the-Home (FTTH) installations in modern
buildings. Attackers with access to one end of an optical fiber can
use commercially available Distributed Acoustic Sensing (DAS)
systems to tap into the private environment surrounding the other
end. However, because the optical fiber alone is not sensitive
enough to airborne sound, we introduce a “Sensory Receptor”
that improves acoustic capture. Our results demonstrate the
ability to recover critical information, such as human activities,
indoor localization, and conversation contents, raising important
privacy concerns for fiber-optic communication networks.

I. INTRODUCTION

An optical fiber, a flexible, transparent medium made from
glass or plastic, is widely known for its ability to transmit light
across long distances with minimal loss. It has revolutionized
modern communications, enabling rapid data transmission
over extended ranges, and now forming the backbone of
high-speed internet, connecting regions, and continents across
long distances [1]. Unlike electrical cables, which can emit
radio-frequency (RF) signals that might be intercepted (e.g.,
TEMPEST attacks [2], [3] and crosstalks [4], [5]), optical
fibers do not produce any RF emissions, thus making people
believe that optical fibers are inherently more reliable trans-
mission medium that poses fewer side-channel risks than their
electrical counterparts [6], [7].

This study will challenge the assumption by showing a
critical privacy problem within optical fibers that can be ex-
ploited to eavesdrop on personal information, including human
activities and private conversations. The inherent sensitivity of
optical fibers to external vibrations [8] provides a potential
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attack surface: Sound waves could cause tiny deformations in
the optical fiber’s structure; these deformations further result
in slight phase shifts in the laser signals transmitted back and
forth through the optical fiber; as a result, it is possible to
recover acoustic information from these phase changes.

Indeed, the widespread adoption of Fiber-to-the-Home
(FTTH) technology [9] in modern buildings across many coun-
tries/places1 could intensify this concern. FTTH installations
wire optical fibers directly into residential and commercial
spaces to provide high-speed internet access. While one end
of a fiber resides within the user’s room, the other end is
situated remotely at an optical distribution point [11], [12],
[13]. By connecting the other end to a commercially off-
the-shelf Distributed Acoustic Sensing (DAS) system (see de-
tailed explanation in Section II-B), an attacker could remotely
capture acoustic information from the victims’ premises. It
is essential to mention that, in many cases, multiple optical
fibers are installed, each belonging to different internet service
providers (ISPs). Usually, only one fiber is in active use,
while the others remain unused (which are also known as
“dark fibers” [14], [15]), running along walls, ceilings, and
other interior structures. These fibers could potentially serve
as unintended channels for eavesdropping.

Yet, implementing such an optical-fiber-based eavesdrop-
ping attack in practical scenarios is far from straightforward
as described above. While the concept of acoustic information
leakage through optical fibers has been qualitatively discussed
since 2012 by Grishachev [16], [17] and others [18], these
studies largely remain theoretical. More recently, in 2022, Hao
et al. [19] demonstrated such an attack where both the optical
fiber and the sound source were placed in close proximity on
the same stainless steel experimental plate, and even in such an
idealized setting, recovering meaningful acoustic information
proved highly challenging. Additionally, this setting does not
reflect practical conditions, where sound propagates through
air or standard building materials rather than being directly
coupled to the optical fiber. The attenuation in the propagation
may make the attack more difficult. To date, the question

1In 2024, the penetration rate, defined as the proportion of households that
have actively subscribed to and are using FTTH services, varied: United Arab
Emirates (99.5%), South Korea (96.6%), China (93.6%), Hong Kong (89.9%),
Singapore (87.5%), United States (28.7%), United Kingdom (26.3%) [10].
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of whether such attacks can be successfully realized in real-
world scenarios remains unanswered, leaving a critical gap in
understanding its practical feasibility.

In this work, we will fill the gap by demonstrating the
attacks under more practical scenarios. To better understand
the potential threat, we present a threat model that is abstracted
from realistic optical fiber network scenarios, detailing system
functionality as well as the capabilities and limitations of an
attacker (Section III). We then ask a yet unanswered question:
“Can linearly laid fibers hear well enough?” To explore this,
we conduct preliminary experiments to demonstrate both the
capabilities and limitations of the optical fibers in an indoor
context, and we find that a linearly laid optical fiber alone
can hardly capture fine-grained acoustic information such
as human speech (Section IV). Based on our observations
from the preliminary experiments, to achieve effective acoustic
monitoring, we identify the following four challenges (denoted
as C1–C4) that need to be addressed.

C1: An Effective Structure to Capture Sound: As sound
waves propagate through the air to reach the optical fiber,
they attenuate rapidly, making it difficult for the sound waves
to cause any sufficient deformation in the optical fiber. A
primary challenge lies in developing a physical structure
(which we call a “Sensory Receptor”) that can amplify subtle
pressure fluctuations, thereby enhancing the fiber’s sensitivity
to acoustic vibrations.

C2: Sound Recovery from Fiber Deformations: Even
with a sensory receptor that enhances sensitivity, recovering
sound waves from the resulting structural deformations in
the fiber presents its own difficulties. The challenge lies in
understanding the limits of this approach, including identifying
the maximum range and volume of sound that can be captured
with sufficient clarity.

C3: Evaluating Adequacy for Sound Recovery: A key
technical question is how to assess the performance of the
amplification structure itself. For successful eavesdropping,
the sensory receptor must be sufficient to capture signals of
interest, such as speech or specific sound patterns. It is crucial
to use appropriate metrics and methods for evaluating whether
the structure consistently captures usable audio signals.

C4: Practical Performance and Usable Information:
Testing the practical performance of this eavesdropping ap-
proach in realistic settings is crucial. This challenge entails
determining the specific types of information that can be
consistently and reliably extracted. Understanding the limits
of data fidelity, such as clarity of speech or detail of sound
sources, helps to determine the overall effectiveness and the
privacy implications.

Further, we provide detailed solutions, namely, S1–S4, to
tackle corresponding challenges, guiding through our approach
from principles to experimental validation.

S1 and S2: We introduce an effective sensory receptor
to tackle the challenges of capturing and recovering acoustic
signals. We quantitatively model and parameterize the process
of eavesdropping through optical fibers, laying the ground-

work for further research into the risks, as well as potential
mitigation strategies. (Section V)

S3: We characterize a practical implementation of the
proposed sensory receptor and demonstrate the fidelity of the
recovered acoustic signals by comparing them with reference
signals across different cases. (Section VI)

S4: By employing our proposed sensory receptor, or a
combination of them, we can effectively recover multiple types
of information. Additionally, integrating state-of-the-art deep
learning algorithms allows us to push the limits of this attack
further, uncovering detailed relationships between the amount
of recoverable information, sound source volume levels, and
distance. (Section VII and Section VIII).

Note that the goal of our work is to turn the interesting
physical phenomena (i.e., optical fibers as sensors capturing
vibrations) into a practical, end-to-end privacy attack, and
demonstrate for the first time the success as well as limitations
of such attacks through thorough and realistic experiments.
We demonstrate that it is possible to infer human activi-
ties with performance exceeding that of random guessing,
localize sound sources with an average error on the order
of tens of centimeters, and capture spoken conversations by
retaining over 80% of the information within 2 m. These
findings illustrate the fine-grained level of information that can
potentially be recovered through such an optical-fiber-based
method. Some reconstructed audio samples can be found at
https://osf.io/wna5d/overview?view only=c4203a45b5ae4238
904d0627ebe8a561

II. BACKGROUND

This section provides background on optical fiber sensing
(OFS), and a type of OFS known as Distributed Acoustic
Sensing (DAS).

A. Optical Fiber Sensing

When an optical fiber is subjected to external interference,
the light wave transmitted in it will be modulated by external
fields so that its characteristic parameters, such as intensity,
phase, and polarization state, change accordingly. As a result,
there is an opportunity to detect the changes in these charac-
teristic parameters and further restore the external variations
to achieve the sensing function. Optical fiber sensing can be
classified into two categories: one is based on specialty optical
fibers, and the other is based on standard optical fibers.

Specialty optical fibers are those carefully engineered to
enhance sensing sensitivity or enable new sensing parameters
and applications [20], [21]. They are not utilized for data trans-
mission in telecommunication networks due to high loss or
incompatibility with standard transmission equipment. In this
study, since we are considering the scenario of telecommunica-
tions, we do not use specialty optical fibers for the purpose of
eavesdropping. On the other hand, utilizing standard telecom-
munication optical fibers as sensing media is attractive because
they have been extensively laid both underground and under
the sea, connecting buildings and spanning continents. As of
2025, there are nearly 1.4 million kilometers of submarine
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Fig. 1: Diagram of the DAS system. CIR: circulator, PD:
photo-detector, FUT: fiber under test.

cables in service [22]. These telecommunication cables have
already demonstrated capabilities for seismic detection [23],
wildlife monitoring [24], traffic flow estimation [25], etc.

B. Basics on Distributed Acoustic Sensing

The most widely used sensing technology based on stan-
dard optical fibers is called Distributed Optical Fiber Sensing
(DOFS). In DOFS, laser lights propagate through an optical
fiber, and because of inherent scattering phenomena [8], such
as Rayleigh scattering, the lights scatter everywhere along the
optical fiber and reflect back to the transmitter. This unique
scattering property allows for “distributed” sensing signals to
be collected along the entire length of the optical fiber.

DAS is a typical example of DOFS. The structure and
principles of the DAS system are briefly illustrated in Figure 1.
Probe pulses from a laser are pumped through a circulator
(CIR) into the fiber under test (FUT). When external vibrations
induce stress on the fiber, changes in the phase of Rayleigh
backscattering occur, in response to strain variations. This
phase shift pattern is captured by a photo-detector (PD),
enabling the system to retrieve acoustic wave parameters, such
as frequency and amplitude, through phase restoration. Since
DAS can detect real-time strain changes by demodulating the
phase change of Rayleigh scattering, potentially allowing for
the detection of sound waves occurring in the vicinity of the
optical fiber, effectively turning the optical fiber into a covert
listening device. In our study, we employ a commercial DAS
system. Our work is the first to demonstrate the potential
of using DAS in conjunction with telecommunication optical
fibers to extract fine-grained information, such as human con-
versations, beyond the coarse, large-scale vibrations targeted
in previous applications (e.g., [23], [24], [25]).

III. THREAT MODEL

In this section, we introduce a system model that illustrates
the eavesdropping scenario, and an attacker model.

A. System Model

A common Fiber-to-the-Home (FTTH) network is estab-
lished using a point-to-multipoint infrastructure, which is also
known as a passive optical network (PON), as depicted in
Figure 2. This type of network originates from the Optical
Line Terminal (OLT), managed by the ISPs. From the OLT,
a fiber optic cable extends to a splitter, which distributes
optical signals to various customers, and which is known as

Fig. 2: The optical fiber network starts from OLT, extending to
a splitter (ODN), and further connecting to an optical modem
at the users’ home (ONU).

the Optical Distribution Network (ODN). At the customer end,
the Optical Networking Unit (ONU) interfaces with the ODN
through optical fibers, receiving and processing signals to
provide services to individual customers. Within the ONU, the
fiber connection terminates at an optical modem, where optical
signals are converted into Ethernet signals. For example, a
router will disseminate data across local networks.

The wiring of optical fiber in a room can vary depending on
the layout and design of the space. In modern buildings, it is
common for the optical fiber to be channeled within the walls
or run overhead along the ceilings, offering a concealed route.
Alternatively, the fiber can be routed along the baseboards,
providing an unobtrusive pathway. The wiring typically ends
at an optical fiber outlet, as shown in Figure 2. Additionally,
any excess length of optical fiber outside the outlet is usually
gathered into an optical fiber box, as shown in Figure 2.

B. Attacker Model

In our model, we assume that an attacker has access to
both the victim’s premises (i.e., ONU) and the ODN. Such
access can realistically be achieved, as FTTH deployments
often involve physical access during installation, upgrades, or
troubleshooting [26]. For example, this access may be obtained
by an insider within the ISP, such as a technician or subcon-
tractor, or alternatively, by attackers impersonating these roles,
or through compromised third-party service providers, which
are approaches that have been observed and documented in
prior incidents [27].

To achieve effective eavesdropping, the attacker must over-
come a key limitation: standard optical fibers may not be
sensitive enough to air-borne sounds like human speech (see
details in Section IV). To address this, the attacker can
construct a sensory receptor, onto which the optical fiber is
wound. This structure can enhance the fiber’s ability to capture
sound vibrations. Details of the sensory receptor’s design
and functionality will be discussed in subsequent sections.
Note that the attacker can disguise the sensory receptor as
the ordinary optical fiber box, as shown in Figure 2. This
subtle camouflage allows the sensory receptor to blend in
with other networking equipment for home/business, reducing
the risk of raising suspicion. An example of the camouflage
is demonstrated in our case study later (i.e., Figure 12 in
Section VIII).
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At ODN, the attacker identi�es the speci�c �ber connected
to the victim's room and links it to their own equipment,
i.e., a Distributed Acoustic Sensing (DAS) device, which as
mentioned before is capable of measuring the phase shift of
light traveling through the �ber. With the �ber connection
established, the attacker can use the available signal processing
techniques for the phase-shift data, reconstructing the captured
sound waves. By applying deep learning models, the attacker
might even recognize speech content and other information.

Optical Fiber versus Other Sensors: Given a threat model
where the attacker has physical access to the victim's premises,
indeed, the attacker can perform other privacy attacks, such
as wiretapping potentially sensitive network traf�c. Directly
listening to voice-based conversations through optical �bers is
a new possibility enabled by our proposed attack; however,
we acknowledge that it is not the only nor the most powerful
one (see Section X for a discussion of other side-channel
eavesdropping methods). Further, one might question why an
attacker would not use conventional sensors such as micro-
phones or cameras. Unlike microphones, which require elec-
tricity and may emit detectable radio-frequency (RF) signals
(e.g., during analog-to-digital conversions [28], whether wired
or wireless), optical �bers operate without electricity and do
not emit RF signatures, making them invisible to standard RF
scanners and electromagnetic detection tools [28]. Moreover,
while hidden microphones and cameras have become common
focal points in privacy audits and surveillance countermea-
sures [29], such as Technical Surveillance Countermeasures
(TSCM) sweeps or bug sweeps, the acoustic sensing capability
of optical �ber is relatively obscure to the public, or even pro-
fessionals, and this obscurity increases the stealth of such at-
tacks. In addition, defenders can deploy ultrasonic jammers to
disrupt the microphones, while the performance of the optical-
�ber-based method is not signi�cantly affected (see more
details in Section VIII-B3). Although this optical-�ber-based
method may appear niche, it has value in high-stakes settings,
such as corporate boardrooms, government and diplomatic
facilities, where the use of conventional surveillance devices
is heavily scrutinized and tightly controlled. In such contexts,
the undetectable and unconventional nature of optical-�ber-
based eavesdropping makes it a strategically potent tool for
adversaries seeking to extract sensitive information without
raising alarms.

IV. CAN LINEARLY LAID FIBERS HEAR WELL ENOUGH?

What remains untested yet is whether these standard optical
�bers, which are used for telecommunications in indoor en-
vironments, can capture detailed sound information, such as
identifying the nature of the sounds, or any sensitive/critical
information they may carry. To explore this, we conducted
preliminary experiments.

A. Preliminary Experimental Setup

Our experiments were in a room with a wood �oor. The
total length of the standard telecommunication optical �ber is
more than 5 km, coiled on a big optical �ber spool designed

for collecting kilometer-length optical �bers. Note that the
total length of the optical �ber does not directly correspond
to the distance between the attacker and the victim. To avoid
confusion, the maximum distance we will evaluate in this
work is around 50 m, as demonstrated by the case study in
Section VIII. As shown in Figure 3, we arranged the last 4
meters of the �ber along the baseboard of the room in an
L-shaped con�guration. The �ber was securely �xed to the
baseboard using adhesive tape.

The other end of the �ber was connected to a DAS.
The data gathered by the DAS system was then processed
through a computer to reconstruct the audio signal (the speci�c
method for signal reconstruction is discussed in Section V).
We selected three equidistant points on the �ber within the
room for signal analysis, located at 5014m, 5016m, and 5018m
from the DAS system. It is worth noting that the optical �ber
functions as thousands of independent sensing points, each
capturing only local vibrations that deform a speci�c segment
of the optical �ber. Our sensing points are within the 4 m
tail of the optical �ber. Vibrations elsewhere along the �ber
(including those on the spool) do not affect or interfere with
the deformations measured at the tail.

B. Capturing Sound from Loudspeaker

A loudspeaker, on an acoustic foam that prevents sound
propagation through the ground, is placed around 1 m away
from the optical �ber, and plays a sound at 80 dB2 (approxi-
mately the volume of normal human loud speech [30], [31])
within the frequency range of 100 Hz to 1000 Hz (within
the range of frequency of human speech [31]). However, no
discernible audio signal could be recovered from the data
collected by the DAS system. This failure is attributed to the
fact that sound, as a pressure wave propagating through air, is
attenuated quickly. Also, the thickness of the optical �ber is
at a micrometer scale, and the sound wave induces insuf�cient
deformation in the optical �ber.

C. Capturing Sound of Walking

We marked 12 points along the �ber, as shown in Figure 3,
and a leather shoe hit these points 10 times, involving a “heel-
to-toe” pattern. The sound levels of the footsteps, measured
with a decibel meter, are 76 dB on average. We collected sig-
nals at the three selected points along the �ber and from each
point, we successfully reconstructed the footstep vibrations.

The reconstructed time-domain and frequency-domain sig-
nals are shown in Figure 3. We observed 12 steps, and
the frequency-domain analysis revealed that the vibrations
primarily occurred in the 10 Hz to 100 Hz range. This ex-
periment demonstrates that walking-induced vibrations can be
captured well. This is because the vibration from footsteps

2The sound pressure level in dB is de�ned and explained in Section V-A. We
did experiments and found that the sound level of human speech is 83:8 dB
on average (ranging from 51:1 dB to 97:2 dB), and more details are presented
in Appendix A. In addition, most previous studies, as discussed in Section X,
used sound levels higher than 80 dB. While internet searches may suggest that
normal speech is between 60 and 70 dB, these measurements are typically
taken from a distance and do not re�ect the actual sound level at the source.
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Fig. 3: Preliminary experimental setup. An optical �ber is
deployed along the baseboard of a room. A DAS is used to
collect vibration caused by sound sources, and a computer
(PC) is used to recover the acoustic sound, as shown on the
left.

transmits through the �oor to the baseboard, causing suf�cient
deformations for the optical �ber to capture.

D. Observations

As shown above, the linearly laid optical �bers are effective
at capturing structure-borne mechanical vibrations (e.g., walk-
ing), but inadequate for capturing air-borne acoustic signals
like human speech. This limitation suggests that, to achieve
�ner sensitivity to sound waves, especially for applications
including human speech, it is necessary to modify the system
in a way that enhances its responsiveness to air-borne acoustic
waves. Hence, we design the sensory receptor as follows.

V. DESIGN OF SENSORY RECEPTOR

To address C1 and C2, we begin by �nding a structure of
the sensory receptor to capture the sound and recover it.

Although the sound pressure on a small segment of optical
�ber in the perpendicular direction is minimal, if it can
be converted into a longitudinal strain along the �ber and
accumulated, it could result in a more noticeable deformation.
Inspired by previous designs of �ber-optic microphones [32]
and accelerometers [33], which used specialty optical �bers
(see details in Section II-A), a similar effect can be achieved
by winding the telecommunication optical �ber around a
cylindrical hollow structure, as illustrated in Figure 2. This
approach achieves both a directional transformation and an
accumulative effect: changes in the cylinder's diameter (caused
by sound waves) translate into stretching and contracting
forces along the �ber's length, while the coiling allows a
longer �ber segment to be subjected to the strain. In the
following subsections, we will model and explain how acoustic
information is recoverd.

A. Sound Propagation

For a point source with sound pressure of p, its sound pres-
sure level (SPL) P in dB can be represented by P = 20 logp

p0
,

where p0 = 20 � 10 �6 Pa is the reference sound pressure in
air. Let d represent the distance between the sound source
and the receiver, i.e., sensory receptor. The attenuation in

sound pressure level, �P , due to spreading over a spherical
surface [34] is given by: �P = 10 log( 1

4�d 2 ): This relationship
shows that if the distance d is doubled, the sound pressure level
decreases by approximately 6 dB. The sound pressure level at
the receiver is then Pr = P +�P: Note that the pressure pr on
the receiver can be expressed as: pr = p 010

P r
20 . Substituting

the previous equations into the equation of pr , we obtain

pr =
p
d

�
1

2
p

�
(1)

Equation 1 indicates that the sound pressure pr at the sensory
receptor is directly proportional to the initial sound pressure
p at the source, and conversely, inversely proportional to the
distance d.

B. Deformation and Phase Change

Consider a hollow cylinder with an external radius ra and
an internal radius rb. When a change in sound pressure, �pr ,
is applied, it causes a small expansion in the hollow cylinder's
outer radius. The change in ra is given by [35]:

�r a =
�p r � r a

E
(
r 2

a + r 2
b

r 2
a � r 2

b
� v) (2)

where E is Young's modulus of the material, describing its
elasticity; v is the Poisson ratio, which measures the tendency
of the material to expand in directions perpendicular to the
applied force.

Now, let's consider a �ber of length L wound tightly around
this cylinder. The pressure-induced expansion of its outer
radius �r a results in a proportional change in the length
of the �ber, denoted �L. This relationship is expressed as
�r a
r a

= �L
L . Note that the phase of the light propagating the

�ber with refractive index n is � = 2�
� nL, where � is the

optical wavelength in vacuum [36]. A change in the �ber's
length �L will cause a corresponding change in the phase of
light, ��, given by �� = 2�

� n�L. Substituting �L = L �r a
r a

into the equation of ��, we get �� = 2�
� n0L �r a

r a
, where

n0 = 1 � n 2

2 (p12 � v f (p11 + p 12)). Note that p12 and p11 are
the strain-optic coef�cients, which describe how the refractive
index n changes with strain, and vf is the Poisson ratio
of the �ber [36]. Substituting the expression for �ra from
Equation 2, we obtain �� = 2�

� n0L �p r
E ( r 2

a +r 2
b

r 2
a �r 2

b
� v). Finally,

according to Equation 1, we can express �pr = �p
d � 1

2
p

� ,
assuming d is not changed, and substitute it into the equation
of �� above and get:

�� =
p

�
�

n0L
�p

d � E
(
r 2

a + r 2
b

r 2
a � r 2

b
� v) (3)

C. Sound Information Recovery

As indicated by Equation 3, each phase change corresponds
directly to a change in the sound pressure at that moment, so
tracking these phase changes over time essentially captures the
oscillating pattern of the original sound wave.

The phase change sequence [��0; �� 1; :::; �� i ] represents
the sound-induced variations in the �ber length caused by the
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original sound signal, each corresponding to a speci�c point
in time. Note that these values are sampled at a consistent
interval. To avoid aliasing error, according to the Nyquist-
Shannon sampling theorem [37], we assume that the sampling
rate is greater than or equal to twice the highest frequency
component in a sound wave to be measured. To recover
the sound signal, we can calculate the cumulative sum of
these incremental phase changes over time. Let us denote the
recovered signal as s = [s0; s1; :::; si ], where

si = � i
k=0 �� k :

Note that to mitigate the impact of external vibrations
introduced during the return path of the re�ected light to the
DAS, we can select a reference point on the optical �ber that
is physically close to the sensing point but located outside
the sensory receptor. Supported by our prior experiments,
vibrations at such a reference point cause minimal mechanical
deformation, resulting in an extremely small phase shift. As
a result, the phase difference measured between the sensing
point and the reference primarily captures the signal of in-
terest. More importantly, when the light scattered from both
points travels back to the DAS through the same optical �ber,
since the speed of light is orders of magnitude faster than
any mechanical vibration, any external vibration affecting the
return path tends to be common-mode. Thus, by measuring the
differential phase between two adjacent points, such common-
mode noise naturally cancels out in the subtraction, making
the return-path impacts negligible in the sound information
recovery. In Section VIII-B1, we experimentally demonstrate
and analyze that the effects of external interference on the
optical �ber as conduit are minimal.

D. Limitations Due to Noise and Saturation

To make the attack practical, we need to carefully consider
the effect of noise, which inevitably affects the phase change
measurements used to recover sound signals. Various factors,
such as environmental and system noise, introduce noise into
the phase changes, which we denote as �noise � 0. The
maximum phase change measurable by the system is limited
to 2�. The maximum sound pressure is denoted as pmax , and
the maximum distance between the receptor and the furthest
sound source allowed in the space is denoted as dmax .

For the proposed method to work reliably, the phase changes
must lie within the range �noise < �� � 2�: By substituting
Equation 3 into the inequality, and introducing a constant
C =

p
�

� n0L 1
E ( r 2

a +r 2
b

r 2
a �r 2

b
� v), where C > 0, we can rewrite the

inequality as:
� noise

C
<

�p
d

�
2�
C

where 0 < �p � p max and 0 < d � d max .
This relationship, illustrated in Figure 4a, de�nes a bounded

region (the shaded area) within which the attack is feasible.
Below the curve �p = � noise

C d, the sound pressure is too
weak for the system to distinguish it from noise, making sound
recovery unreliable. Above the curve �p =2�

C d, the phase
changes exceed 2�, leading to saturation, and preventing sound

(a) (b)

Fig. 4: (a) Within the shaded region (red), an attacker can
achieve effective sound capture and recovery. (b) A testbed
for the characterization.

recovery. This analysis reveals how the attack is limited by the
laws of physics. A resourceful attacker can attempt to adjust
C by tuning system parameters such as the �ber length L or
the material properties to affect n0. Nevertheless, even with
these limitations, a meaningful privacy attack can be achieved
with off-the-shelf commodity optical �bers.

VI. CHARACTERIZING SENSORY RECEPTOR

To address C3, we assess the performance of the sensory
receptor across various cases, demonstrating its consistent
capability to recover high-quality signals. We start by selecting
an appropriate material for the sensory receptor. We considered
different types of materials, including polyethylene terephtha-
late (PET), resin, polyamide (PA), etc. By experiments, PET
(as shown in Figure 4b) was ultimately chosen for two reasons:
�rst, its transparency, which helps concealment, and second,
its ability to capture high-quality sound signals, as further
discussed in this section.

A. Sensory Receptor Performance

To demonstrate the performance and discuss the impact of
associated parameters, we evaluated the quality of the restored
signals by comparing them with sinusoidal signals at different
frequencies.

1) Testbed: A testbed is shown in Figure 4b. Both the
loudspeaker and the sensory receptor are placed on acoustic
foams to ensure that the sound waves travel through the air.
The ambient noise level in the room is between 50 dB and
60 dB. The loudspeaker volume ranges from 60 dB to 90 dB,
and the frequency of the sound varies from 100 Hz to 1000 Hz,
which include the human speech volume range and frequency
band as discussed in Section IV-B. The distance between the
loudspeaker and the sensory receptor varies from 10 cm to
200 cm, and the angle between them spans from 0� to 90� .
Note that all these parameters will be varied so as to study
their impacts. The optical �ber is wrapped on the sensory
receptor manually, and one end is connected to a DAS. Note
that the laser's wavelength used in the experiments is 1550 nm,
per the norms for telecommunications. The impacts of optical
wavelength on performance will not be further discussed in
this paper because the optical wavelength and optical network
structure used in the communication system are well-matched
and cannot be changed arbitrarily.
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