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Abstract—Cross-device authentication (XDAuth) has become
an essential mechanism for seamless account access across multi-
ple devices. In this paradigm, a user can sign in on one device (the
target device) by completing authentication on another trusted
device (the authentication device) that holds an active session
or stored credentials, improving user experience. However, the
decoupling of the authentication device and target device intro-
duces new risks: the physical and contextual separation disrupts
the usual authentication flow, creates information asymmetry,
and makes it hard for users to assess the legitimacy of an
authentication request. Consequently, users may inadvertently
approve malicious logins and face account compromise, especially
when key contextual details, explicit confirmation, or revocation
mechanisms are missing.

To address these risks, we start from a user-centric perspective
grounded in three fundamental user rights: the right to know,
the right to consent, and the right to control, to safeguard the
security and usability of XDAuth systems. We investigate how
these rights are supported in practice by examining 27 major
services spanning three typical XDAuth schemes. Our findings
are concerning: over half of the services do not provide any
information about the target device during authentication, not all
services enforce explicit user confirmation, and six lack a way to
revoke suspicious authorizations. We responsibly disclosed these
issues to the affected vendors, several of whom acknowledged the
problems and responded positively. We further conduct a user
study with 100 participants, uncovering that the vast majority
consider these rights essential and expect them to be upheld
in XDAuth. Our study reveals a clear gap between current
implementations and user expectations, underscoring the need
for stronger user rights support to develop more secure, user-
centered XDAuth.

I. INTRODUCTION

Currently, users frequently interact with online services
across multiple devices, including phones, tablets, and per-
sonal computers. Correspondingly, the landscape of user au-
thentication has evolved beyond single-device to a couple of
devices. This paradigm shift has given rise to cross-device
authentication (abbreviated as XDAuth), a critical mechanism
that facilitates seamless and secure access to digital accounts
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Fig. 1: Demonstration of the Cross-Device Authentication
(XDAuth) mechanism.

across multiple devices. XDAuth refers to an authentication
model in which a user initiates login on one device (the target
device) and completes the authentication on another trusted
device (the authentication device), as shown in Figure 1. The
authentication device typically holds an active user session
or securely stored credentials (e.g., passkeys), and is used
to authorize the login without requiring the user to enter
credentials on the target device.

In practice, the idea of XDAuth may be implemented
through various schemes, where the most popular ones include
QR code-based authentication, Push-based authentication, and
WebAuthn [1]. For example, in a QR code-based authentica-
tion process, a target device displays a QR code and is then
scanned by apps from the authentication device for users to
authorize the login. In this way, users can simply scan a QR
code and then click the “Allow” button (Figure 1) without
entering a password. As a result, XDAuth can greatly simplify
the login process and enhance user experiences.

However, the physical and contextual separation between
the authentication and target devices introduces new security
risks. This separation disrupts the expected contextual flow
of authentication: the device initializing the request and the
device authorizing it no longer share the same situational
cues, creating information asymmetry. Such asymmetry can
unintentionally lead to accidental deceptive patterns. These
deceptions do not arise from malicious intent by service
providers but from incomplete or ambiguous information
presentation that impairs users’ ability to make fully informed
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authentication decisions. In practice, diverse usage scenarios
and the lack of standardized design principles further amplify
these issues. Some implementations often omit key elements
like contextual clarity, explicit user confirmation, or effective
revocation mechanisms. As a result, users may lose track of
which device is requesting authorization, mistakenly approve
malicious login requests that exploit these gaps, and lack the
ability to revoke unintended approvals. Such situations can
lead to account compromise under modern threats such as
social engineering [2], [3] and malware [4].

In this paper, to address these risks, we adopt a user-centric
perspective and identify three essential user rights that should
be supported throughout the XDAuth process: the right to
know, the right to consent, and the right to control. Adapted
from principles originally developed in the privacy domain,
these rights are reframed as analytical lenses for ensuring clear,
fully informed communication of authentication in contexts
where information flows are fragmented across devices. These
rights correspond to three key stages of XDAuth workflow. 1)
In the pre-authentication stage, users should be fully informed
of details about the target device and authorization activity
(right to know). 2) During the authentication stage, explicit
user consent is critical to prevent unintended access (right
to consent). 3) In the post-authentication stage, users should
be able to revoke any suspicious authorizations to terminate
ongoing threats (right to control). Then we construct a tai-
lored evaluation framework with concrete, measurable metrics
to assess these rights across different stages. For example, to
assess the right to know during the pre-authentication stage,
we define six specific metrics that capture key aspects of the
target device and the authorization activity, enabling users to
make informed decisions.

Using our evaluation framework, we systematically assessed
27 major services that adopt three representative XDAuth
mechanisms: QR code-based authentication, Push-based au-
thentication, and WebAuthn. Our findings revealed that none
of these services fully guarantees all three rights. Specifically,
for the right to know, over half provide no information
about the target device, like device types, for users to judge
whether the request is legitimate. For the right to consent,
some services implement ambiguous denial mechanisms and
even allow the target device, which may be controlled by
attackers, to determine the validity period of the authorization,
introducing significant security risks. For the right to control,
six services do not offer revocation capabilities after authen-
tication. Even among those that do, some implementations
are flawed. For example, a top short video platform with
more than a billion downloads allows a revoked session to
continue accessing and monitoring the user’s chat history. We
have reported these issues to the affected service providers,
and as of the time of submission, we have received positive
acknowledgments from Zoho OneAuth [5], GitHub [6], etc.

Furthermore, we conducted a user study with 100 partic-
ipants to evaluate the perceived value of these rights from
the users’ perspective. The results showed that the majority
consider these rights essential and expect them to be upheld in

real-world XDAuth deployments. Besides, 98% believed these
rights can enhance XDAuth security, and 95% considered the
usability acceptable. These findings suggest that strengthening
user rights in XDAuth not only aligns with user expectations
but also enhances security without compromising usability.

In summary, we make the following contributions:
• We conduct the first empirical study on the usable security

of XDAuth, focusing on the users’ rights to know, consent,
and control, to help better mitigate potential risks across
different stages of the XDAuth workflow.

• We establish an evaluation framework with concrete met-
rics, and systematically assess 27 major services span-
ning three representative XDAuth mechanisms, revealing
significant deficiencies in safeguarding these user rights.
We responsibly report the issues to developers and receive
acknowledgments from them.

• We conduct a user study1 to evaluate users’ perceptions on
the user rights, finding that most users value these rights,
expect them to be protected in XDAuth, and believe they
won’t impact usability.

II. RELATED WORK

Usable Security of Authentication. Usability is a critical
factor in the effectiveness of authentication systems, as users
often avoid or misuse mechanisms they perceive as confusing
or burdensome. Prior work has explored this issue from two
main aspects: understanding user perceptions and improving
system design. On the perception side, studies have shown that
users often struggle with two-factor authentication (2FA) due
to its complexity and device compatibility issues [7], [8]. Even
with more modern methods like WebAuthn, usability remains
a concern—users often misunderstand how their biometric
data is handled, which undermines trust [9]. Similarly, vague
or context-poor login alerts in risk-based authentication often
leave users confused and unable to take correct actions [10].
These findings underscore the importance of clear communica-
tion and informed user decisions, which is one of the principles
our work builds upon.

On the design side, studies have explored user interfaces
and developer resources, such as identifying barriers to FIDO2
deployment and limitations in developer documentation [11],
[12]. Some studies have assessed the consistency of 2FA
workflows and found that the inconsistent design of 2FA user
journeys leads to user confusion and cognitive overload [13].
Other work evaluated the effectiveness of suspicious login
notifications and found that users preferred notifications that
contain detailed information [14]. Overall, evaluations show
that no single authentication method effectively balances us-
ability, security, and deployability [15].

While these studies have deepened our understanding of
how to make authentication more usable, they mainly focus
on issues in single-device scenarios, whether single-factor or

1The raw data of our user study is available at https://github.com/
XDAuth-security/XDAuth.
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two-factor authentication. The growing use of cross-device au-
thentication introduces unique interaction patterns and security
challenges that remain largely unaddressed. Our work fills this
gap by systematically studying the usable security of cross-
device authentication and proposing user rights tailored to its
distinct threats and interaction models.
Security and Usability of XDAuth. As authentication work-
flows increasingly span multiple devices, mechanisms like
QR code login, push-based approval, and WebAuthn offer
greater convenience but also raise new security and usability
concerns. Existing studies mostly focus on issues of specific
authentication schemes, identifying vulnerabilities in QR code-
based login implementations [16] and usability barriers in
WebAuthn [17], [18], [19]. Besides, the separation between
devices in XDAuth opens the door to social engineering
attacks, as shown in push-based authentication, where users
can be tricked into approving unauthorized requests [20], [21].
These attacks highlight the need for better user safeguards.
Our work aims to address this gap by proposing mitigations
from the user’s perspective that enhance decision-making and
recovery in such scenarios.

While prior work has explored the usability of multi-device
usage, it rarely focuses on the critical topic—authentication.
Studies have examined fragmented workflows [22], cross-
device privacy tracking risks [23], [24], and seamless session
transfer [25], but overlook the security and usability challenges
specific to authentication. Instead, our work fills this gap by fo-
cusing on how this device-separated authentication affects user
interaction and trust, demanding more attention to awareness,
consent, and control.

III. PROBLEM STATEMENT

A. Cross-Device Authentication

XDAuth Definition. As illustrated in Figure 1, XDAuth refers
to an authentication mechanism in which a user initiates
login on one device and completes the authentication on
another trusted device, which already holds an active session
or securely stored credentials (e.g., passkeys). In this paper, we
refer to the first device as the authentication device and the
second device as the target device. This design allows users
to approve login requests without entering credentials on the
target device, enabling seamless and often passwordless access
across multiple devices. A typical example is using a logged-in
app on a smartphone to authorize login on the website accessed
via a personal computer without entering credentials.

It is important to distinguish XDAuth from two-channel au-
thentication methods, where users receive a one-time password
(OTP) via SMS, email, or an authenticator app on a secondary
device, and then manually enter it on the device initiating the
login (the target device). In such cases, the secondary device
serves only as a delivery channel for the OTP, while the login
is finalized on the target device. In contrast, XDAuth involves
active interaction solely on the authentication device, such as
approving a prompt or scanning a QR code, without requiring

the user to return to the target device to complete the login
with credential input.

XDAuth can function as a standalone authentication method
or be integrated into a multi-factor authentication (MFA)
flow. Its core characteristic is that trust is transferred between
devices through direct user action on the authentication device,
thereby streamlining the login experience while minimizing
credential exposure.
Analysis Scope. In this study, we focus on three widely
adopted XDAuth methods: QR code-based authentication,
push-based authentication, and WebAuthn [1], as summarized
in Table I. These three mechanisms represent the most popular
forms of XDAuth in current real-world deployments and serve
as the scope of our analysis. We provide a brief overview of
each in the following.

TABLE I: Three types of typical XDAuth mechanisms.

Type Description Examples

QR Code-based
Using the authentication device
to scan a QR code shown on
the target device.

WhatsApp, TikTok

Push-based
Receiving a notification on the
authentication device to approve
the login on the target device.

Facebook, Microsoft

WebAuthn
Using the authentication device
to approve the login request
based on cryptographic credentials.

Google, Apple

QR code-based authentication allows the user to scan a QR
code displayed on the target device using a trusted authen-
tication device, without requiring manual credential entry. It
is commonly used in messaging and social media platforms
such as WhatsApp and TikTok, where users frequently switch
between mobile and desktop devices.

Push-based authentication sends a login notification to
the authentication device, where the user can explicitly ap-
prove or reject the notification request, enabling authentication
decisions. This mechanism is widely adopted by services
like Facebook and Microsoft, especially in contexts requiring
multi-factor authentication.

WebAuthn supports cross-device authentication by allowing
users to authorize login requests on an authentication device
based on public key cryptography [1]. Users first link their
device by scanning a QR code shown by the target device.
After this initial pairing, future logins can be requested via
push notifications without rescanning. Unlike QR or push-
based schemes, WebAuthn relies on cryptographic key pairs
stored on the authentication device, enabling secure, password-
less authentication across platforms. It is now widely adopted
by major providers such as Google and Apple.

We focus on mechanisms with interactive web or app-based
interfaces, as they offer stronger potential to support user-
facing operations. In contrast, we do not consider schemes like
OAuth 2.0 Device Authorization Grant [26] and FIDO hard-
ware security keys (e.g., Yubikey [27]), which are typically
used on input-constrained or low-interaction devices, where
support for active user rights is inherently limited.
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These three XDAuth mechanisms reduce users’ burden by
replacing password entry while enhancing security. It has seen
an increase in adoption across various service domains. How-
ever, the user-facing design of these systems raises important
questions about whether users are adequately informed, em-
powered, and in control throughout the authentication process.

B. Motivation

This paper focuses on the usable security of XDAuth. While
XDAuth improves usability by allowing users to authenticate
across multiple devices, its distributed nature also introduces
new risks, especially from social engineering and phishing.
As illustrated in the IETF cross-device security draft [28],
attackers can exploit the unauthenticated channel between the
two devices and persuade users to grant authorization to gain
unauthorized access. Unlike traditional single-device logins,
XDAuth workflows often rely on user approval on a second
device, which can be manipulated by attackers if users lack
sufficient context or control.

A prominent motivating example is QRLJacking reported
by OWASP [3], where attackers trick users into scanning a
malicious QR code that mimics a legitimate login page. As
shown in Figure 2, if users do not receive sufficient informa-
tion about the target device and authorization activity, or if
their consent is not explicitly required, they may unknowingly
authorize a login session controlled by the attacker, leading to
account takeover and privacy breaches.

Victim Attacker"Seems good. 
I'll approve it."

No info provided

Attacked!

Scan to login
Controlled 
by attacker

Scan this!

Fig. 2: The example of QRLJacking that demonstrates the
importance of user rights.

These risks reveal a core challenge in XDAuth design: users
are central to the authentication process, but lack sufficient
support to make informed, secure decisions. Without clear
information such as device identity, session details, or real-
time feedback, and without the ability to reject or revoke
access, users may be exposed to attacks. Thus, securing
XDAuth requires more than technical protections. It demands
a user-centric approach that enforces the rights to awareness,
consent, and control throughout the entire login process. We
argue that these rights are not optional usability enhancements
but essential to secure and trustworthy XDAuth systems.
Threat Model. Our threat model focuses on XDAuth-specific
risks from authentication-target device separation, which cre-
ates inherent information asymmetry: users approve requests
on one device without directly observing the environment or
state of the other. Adversaries can exploit this by initiating
login requests from a device under their control (the malicious
target) and deceiving users into approving them via their
legitimate authentication devices. Unlike traditional credential

phishing, which fabricates fake websites and steals passwords,
this abuses legitimate XDAuth workflows and contextual con-
fusion, not technical vulnerabilities. We exclude conventional
password theft or network attacks, focusing on cross-device
deceptive risks in XDAuth.

From the perspective of contextual integrity [29], these
threats arise because XDAuth disrupts the expected flow of
information within the authentication context. In traditional
single-device authentication, information about the login ac-
tion (e.g., purpose, device state, and environment) remains
within a coherent context the user can interpret. Cross-device
workflows, however, transfer authorization information across
distinct contexts, breaking these situational boundaries. When
contextual cues are fragmented, users can no longer verify
authorization request alignment with their expectations, mak-
ing them vulnerable to deceptive approvals. This work thus
treats the restoration of contextual integrity through reinforcing
awareness, consent, and control as key to mitigating such
threats.

IV. XDAuth ANALYSIS

To systematically assess the security and usability of
XDAuth mechanisms, we begin by analyzing the general
structure of the XDAuth workflow and identifying key user
rights that should be preserved throughout the process.

A. Workflow of XDAuth

As shown in Figure 3, the workflow of XDAuth gener-
ally consists of three key stages: pre-authentication, during-
authentication, and post-authentication. Each stage involves
distinct user actions and system behaviors across the authen-
tication and target devices. We provide a detailed discussion
of each stage below.

⑤ Complete Login

Authentication DeviceUser

 ③ Judging Legitimacy

Target Device

① Request Login
② Notify & Provide Infomation

④ Allow / Deny

⑦ Controll the Active Sessions 

Right to Consent

Revoke

⑧ Revoke Sessions
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Account

⑨
Access
Revoked
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Fig. 3: The abstracted workflow of XDAuth.

Pre-authentication. This stage begins when the user initiates
a login attempt on the target device. The system communicates
with the authentication device using methods such as QR code
scanning or push notifications ( 1 ). Then the user is notified on
the authentication device and prompted to respond to the login
request ( 2 ). Based on this information, the user evaluates the
legitimacy of the request ( 3 ).
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The goal of this stage is to provide users with sufficient
contextual information to accurately identify the target device
and the source of the login attempt. However, the physical
and contextual separation between devices can limit the user’s
ability to verify whether the request is legitimate. Attackers
may exploit this gap, for example, by replacing a QR code
with a malicious one, tricking users into authorizing access to
unintended devices.
During-authentication. In this stage, the user interacts with
the authentication device to approve or deny the request ( 4 ).
Since this device is already logged in and trusted, users are
usually not required to re-authenticate. Instead, they are asked
to confirm the action through simple interactions such as
tapping a button or confirming biometric input.

The goal of this stage is to ensure that the user’s decision
is explicit and intentional. However, unclear interface designs
or insufficient interaction requirements can cause users to
approve requests unintentionally.
Post-authentication. Once the user approves the request,
the target device is granted access ( 5 ) and begins operating
under an authenticated session ( 6 ). At this point, the user
may no longer have direct visibility into the session’s status
or behavior, especially when the device is temporary or shared.

The goal of this stage is to ensure users can monitor and
manage ongoing sessions. Ideally, users should be able to
control active sessions ( 7 ), revoke access to any suspicious
or unrecognized session ( 8 ), and confirm that access has
been successfully terminated ( 9 ). In practice, many systems
lack mechanisms for post-login notifications or remote session
termination, leaving users without effective means to respond
to unauthorized access.

B. User Rights in XDAuth

Building on the goals of each stage in the XDAuth workflow,
we propose three essential user rights—the right to know, right
to consent, and right to control—that should guide the design
of both secure and user-centered XDAuth systems. These rights
are adapted from principles or originally developed in the
privacy domain, but reframed here as analytical lenses for
understanding the accidental deception and information asym-
metry in authentication rather than ownership of data. This
cross-domain adaptation reflects a paradigm-style exploration:
applying privacy-derived models to usable security, where the
goal is not to manage information disclosure but to ensure
clear, fully informed communication of authentication.

These rights are grounded in established security and
privacy principles from standards such as GDPR [30],
CPRA [31], and the NIST frameworks [32], [33], which
emphasize transparency, agency, and accountability. The IETF
cross-device security draft [28] also highlights the risks intro-
duced by unauthenticated cross-device channels and explicitly
states that “the only mitigation against this unauthenticated
channel is the user’s judgement.” In addition, guided by
the analysis of autonomy harms [34] arising from failure to
inform, manipulation, and lack of control, we frame these

rights as safeguards that preserve users’ ability to make in-
formed, self-directed authentication decisions. Together, these
standards and theoretical foundations support the three user
rights that correspond to each stage of the XDAuth process,
serving as actionable principles for assessing and improving
real-world deployments in ways that strengthen both security
and user autonomy.

Right to Know. In the pre-authentication stage, users often
face difficulties in understanding the details of the authentica-
tion request and assessing the legitimacy of the requesting
device. This lack of transparency can lead to uninformed
decisions and increased security risks, such as granting ac-
cess to malicious or unauthorized devices. The importance
of transparency is well established in both regulation and
research. For instance, GDPR [30] and CPRA [31] grant
individuals the right to receive clear and relevant information
before making decisions about their data. Similarly, prior
work [21] highlights that missing contextual information in
login prompts may compromise 2FA systems. In the context
of XDAuth, the IETF cross-device security draft [28] also
emphasizes the importance of “providing better information
with which to make decisions to authenticate the channel”
as a key mitigation against cross-device risks. By ensuring
that sufficient context is available for users, the right to know
mitigates the autonomy harm of failure to inform, enabling
users to make informed choices with clear information.

Right to Consent. In the during-authentication stage, users
must determine whether an authentication request is legitimate
and then explicitly allow or deny it. However, the lack of
mechanisms to ensure explicit consent from the user will
increase the risk of accidental or unauthorized approvals. Reg-
ulatory principles such as GDPR [30] emphasize that consent
must be freely given through a clear affirmative action, and
prior work has similarly underscored this need. For example,
Bonneau et al. [15] identified explicit consent as a critical
security feature in authentication, arguing that the process
should be actively triggered and explicitly approved by the
user. Building on this, we propose the right to consent to
foster user trust and improve security. This directly addresses
autonomy harms stemming from manipulation, as insufficient
consent flows can subtly influence users’ decision-making.

Right to Control. In the post-authentication stage, users
should be able to keep control over their active sessions to
prevent prolonged or unnoticed misuse of access. Without such
control, unintended or malicious authorizations may persist
without the user’s awareness. This is motivated by standards
like NIST frameworks [32], [33], which emphasize the need
for revocation when users detect compromise or no longer
require access. The IETF cross-device security draft [28]
also highlights the importance of “recovering from incorrect
channel authentication decisions by users,” reinforcing the
need for post-login intervention. Building on these principles,
we propose the right to control to ensure users can detect
and respond to unauthorized or unwanted access, mitigating
against autonomy harms associated with a lack of control.
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V. EVALUATING USER RIGHTS IN XDAuth

Building on the user rights proposed for each stage of
the XDAuth workflow, this section aims to identify specific
aspects and metrics for effectively assessing each right. We
first introduce our methodology to derive these metrics, which
involves collecting real-world services, exercising and doc-
umenting their workflows, and coding the specific metrics.
Based on this analysis, we construct an evaluation framework
that maps each user right to a set of measurable criteria. As
shown in Table II, these metrics allow us to systematically
assess how well real-world services support user awareness,
consent, and control in XDAuth.

A. Methodology for Deriving Evaluation Criteria

This subsection describes how we constructed the dataset
and derived our evaluation framework. Our process includes
three steps: 1) selecting major real-world XDAuth services,
2) documenting their XDAuth workflows, and 3) deriving
evaluation metrics through coding-based analysis.
Dataset. We collected 27 widely used authentication ser-
vices that implement one of three typical XDAuth schemes
(QR code-based, push-based, or WebAuthn) 2. To ensure
diversity and representativeness, we selected 10 popular ser-
vice categories (e.g., social networking, shopping, technology)
from Sitereview [35]. For each category, we selected the top
10 websites using the Tranco top site list [36], resulting
in 100 representative candidates. Then we manually tested
each service for XDAuth support, identifying 23 services.
Additionally, recognizing that authenticator applications often
implement rich authentication flows, we further included four
popular authenticator services, resulting in 27 services across
10 categories.
XDAuth Workflow Documentation. Based on the col-
lected 27 services, we systematically documented the XDAuth
workflows of each service to identify specific metrics for
evaluating user right support. Specifically, three researchers
independently interacted with each service and documented its
XDAuth workflow using notes and screenshots. Observations
were guided by predefined goals aligned with the three user
rights: 1) For right to know, we examined whether users
receive sufficient contextual information about the authen-
tication request and the environment of the target device.
2) For right to consent, we focused on whether decision
points (e.g., approve/deny) and related authorization settings
are clearly presented. 3) For right to control, we observed
whether users receive feedback and have options to review
and manage authorization events. We conducted two rounds
of documentation. The first exploratory round captured all
observed details related to the three rights, including any newly
emerging aspects. We then consolidated these observations
into a unified set of documentation dimensions and performed
a second round to ensure consistent recording across all 27
services under the same dimensions.

2The complete list appears in Table III.

Metrics Identification. Because no existing framework evalu-
ates user rights in XDAuth, we applied grounded theory [37] to
identify specific evaluation metrics. All login processes share
a common framework of three user rights but differ in imple-
mentations, thus qualifying as semi-structured observational
subjects. During open coding, three researchers extracted
elements relevant to user rights from the workflow records
and assigned conceptual labels. In axial coding, these concepts
were grouped inductively, such as combining “IP address” and
“geographical location” into “location & network information”
to form broader, more generalizable categories. Coding was
refined through multiple discussions to resolve disagreements,
following recommended reliability practices [38].
Testing Procedure. All tests were approved by the Institu-
tional Review Board (IRB) of our university and strictly adhere
to established ethical standards in security research. We used
researcher-owned accounts and devices, interacted only with
publicly accessible interfaces, and avoided actions affecting
system integrity or user data. Tests were primarily conducted
on a Windows 11 desktop and a Pixel 8 (Android 15), with
an iPhone 16 used where iOS was required.

B. Metrics for Right to Know

Building on our methodology, we identify concrete metrics
for evaluating the rights as listed in Table II. The first one,
the right to know, requires that users receive sufficient context
about an authentication request. Our analysis yields two cat-
egories of information: authorization activity information and
target device environment information.
Authorization Activity Information. This information helps
users assess the legitimacy of an authentication request. We
evaluate three specific elements:
• Purpose of authorization. This refers to whether the system

clearly presents the purpose of the request (e.g., authorizing
access to log in to the user’s account). Clear descriptions
receive ; missing descriptions . This metric is critical
because missing purpose information can increase users’
cognitive ambiguity, making authorization requests from
malicious attackers appear deceptive, thus directly affecting
the perceived legitimacy.

• Time of authorization. This evaluates whether the time of
the request is shown. Providing exact time earns ; absence
earns . In particular, XDAuth has an active pattern: users
actively initiate authentication using the authentication de-
vice (e.g., scanning a QR code), where authorization time
is inherently known. Thus, we mark it as in such cases. In
the passive pattern, where the authentication device receives
requests passively (e.g., push-based authentication), time
information helps users correlate the authrozation with their
expected requests to detect suspicious ones.

• Granted capabilities and data. This assesses whether users
are informed about what capabilities and data are being
granted. Systems are rated when stating this information
and otherwise. This information helps users understand
authorization scope and potential consequences. Missing
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TABLE II: Three user rights and the evaluation framework with corresponding metrics.

Stage Right Category Metrics Description

Pre-Auth Know

Authorization
activity

Purpose What this request is for.

Time When the login request is made.

Capabilities & data What capabilities and data the login request asks for.

Target device
environment

Device info Details about the target device.

Location & network Where the target device is and what network it’s using.

Device risks Whether the target device is trusted or risky.

During-Auth Consent Explicit authorization Explicit consent & rejection Let users clearly allow or deny the request.

Duration Agreement on duration Whether the target device will be remembered for future logins.

Post-Auth Control

Notification Login notification A message sent to users after a login happens.

Authorization review Ease of finding Users can easily find and view their active login sessions.

Session details Users can see details of active sessions.

Authorization revocation Revocable session Users can revoke any login they no longer trust.

descriptions may lead users to unknowingly grant excessive
capabilities, increasing practical deceptiveness.

Target Device Environment Information. This information
helps users confirm whether the requesting device matches
their expectations and reduces information asymmetry caused
by cross-device separation. There are three specific data points:
• Device information. Detailed device information helps users

verify if the requesting device is their own or expected. As
real-world information granularity varies and more precise
details aid device recognition, we evaluate it by granularity:
Specific models (e.g., “ThinkPad X1”) as , general system
information (e.g., Windows) as , and coarser or missing
identifiers (e.g., browser only) as . Granularity matters be-
cause generic identifiers often fail to distinguish legitimate
devices from attackers’ devices.

• Location and network information. Providing location and
network data helps with legitimacy checks. Detailed geo-
graphic information earns ; IP-only earns due to being
unintuitive for regular users; absence earns . This acts as
an intuitive anomaly signal.

• Device risks. This evaluates whether the system indicates
unfamiliar or first-time devices. Presence earns ; absence

. The risk warning is encouraged and practical as even
simple heuristics (e.g., first-time login on that device)
effectively raise awareness and mitigate deception risks, and
implementation is feasible given that most services collect
device data.
To safeguard the right to know, XDAuth systems should

present the above information clearly and accessibly on the au-
thentication device. This enables informed decisions, reduces
unauthorized access risks, and builds user trust.

C. Metrics for Right to Consent

The right to consent is evaluated on two aspects: explicit
authorization and duration agreement, capturing how user
intent is respected and deceptive patterns are prevented.
Explicit Consent and Rejection. This evaluates whether
systems provide balanced and explicit approval and rejection
mechanisms. Systems offering both clear options are rated

; approval-only interfaces are ; bypassing approval is .

This metric is essential because lacking an explicit consent or
highlighting only approval without rejection may prompt users
into unintended consent.
Agreement on Authorization Duration. Users should be
able to choose whether access is temporary or remembered.
Providing explicit choices (e.g., “this session only”, “remem-
ber this device”) on the authentication device earns . Default
temporary authorization without explicit choice is . Systems
that default to persistent authorization or provide options only
on the target device are rated , as these patterns may allow
prolonged unauthorized sessions after compromise.

To uphold the right to consent, XDAuth systems should use
clear, balanced interfaces with equally prominent approval and
rejection options, and let users choose authorization duration
to prevent persistent malicious access. Explicit, user-driven
consent strengthens security against unauthorized access and
reinforces trust by respecting user intent and control.

D. Metrics for Right to Control

We evaluate real-world support for the right to control
across three progressive capabilities: notification, authorization
review, and authorization revocation.
Notification. This assesses whether users are promptly in-
formed when new authorization sessions occur, a key first
step for ongoing control. We classify implementations into
three levels by notification channel and visibility. Persistent
alerts (e.g., in-app messages, email, SMS) earn ; temporary
notifications (e.g., pop-ups, transitional pages) earn as
they are easily missed unless users are highly attentive; no
notifications earn . Timely and persistent notifications are
crucial because unnoticed login events may lead to deceptive
or prolonged compromise in XDAuth, and invisible alerts leave
users unaware of unauthorized sessions.
Authorization Review. This aspect is critical for users to
monitor authorization activities and verify legitimacy, staying
informed after login. We assess it using two factors:
• Ease of finding. How easily users can find the interfaces

displaying active authorizations is essential for effective
review and control. We assess it using “page path length”,
defined as how many clicks or steps are needed from the
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homepage. A single step is ideal, though practical designs
often need extra steps for function organization. Neverthe-
less, shorter paths make the feature easier to notice and
use, while deeply buried functionality reduces its visibility
and makes users less likely to review or manage ongoing
authorization requests.

• Session details. Systems should provide existing authoriza-
tion session details for review. These largely overlap with
right-to-know metrics, including authorization time, device,
and location, plus login method (e.g., QR code, password)
to help users verify alignment with their expectations.
Shared criteria match the right to know; login method
visibility earns if provided, if absent. In this functional-
ity, single cues (e.g., location) are ambiguous as attackers
may share attributes like city. Thus, combining multiple
contextual factors improves differentiation, aligning with
prior findings [39], [10] that richer information enhances
suspicious or unauthorized login detection.

Authorization Revocation. Users should be able to promptly
revoke uunauthorized or malicious sessions after reviewing
existing ones to mitigate persistent threats. We evaluate this
capability by the revocation feature availability and usability.
Direct, usable revocation earns ; revocation provided but
compromising usability earns ; lack of revocation option
earns . Authorization revocation enables post-authentication
control, and its absence turns one-time mistakes into sustained
exploitation.

Overall, these metrics characterize how XDAuth empowers
users to maintain ongoing awareness and control. Notifications
and review enable real-time monitoring and anomaly detec-
tion. Revocation supports prompt risk mitigation, empowering
proactive user action, reducing prolonged unauthorized access
risks, and enhancing XDAuth security.

VI. EVALUATION RESULTS

Based on the evaluation framework, three researchers in-
dependently assessed real-world XDAuth deployments. Fleiss’
Kappa (κ) for 15 metrics showed high inter-rater reliability: a
mean κ = 0.982 (near-perfect), with substantial agreement for
“Granted capabilities and data” (κ = 0.844) and “Authorization
revocation” (κ = 0.879) and perfect agreement for the rest.
All findings were cross-validated for consistency. Below we
present evaluation results, identifying common deficiencies in
supporting user rights and key improvement directions.

A. Overall Results

As shown in Table III, none of the 27 evaluated ser-
vices fully safeguard all three user rights in XDAuth. While
some services demonstrate partial support across different
dimensions, no single implementation achieves comprehensive
protection. For example, Yandex and Uber offer relatively
strong coverage across multiple rights, but still lack in areas
such as authorization duration control. In contrast, services like
Apple and Xero Verify perform poorly across all three rights.

Among the three rights, the right to consent is the most
consistently enforced. Nearly all services implement some

form of explicit user approval through button taps or biometric
confirmation before granting access. However, some enforce-
ments offer no management over session duration. The right
to control is less supported: nearly a quarter of the services
fail to provide revocation options, while notification of login
activity and accessible session review features are frequently
missing or poorly integrated.

The right to know is often only partially supported. Al-
though some services display basic request information, few
provide sufficient details about the target device or the envi-
ronment, such as geolocation, device types, or risk alerts. This
lack of contextual information limits users’ ability to evaluate
the legitimacy of authentication requests, increasing the risk
of social engineering attacks or unintentional approvals.

Additionally, we observed that WebAuthn implementations
by Apple and Google use Bluetooth Low Energy (BLE) to en-
force proximity during authentication, which can help reduce
certain threats. However, as noted in the IETF cross-device
security draft [28], WebAuthn may implement these user rights
to further strengthen security. QR code-based and push-based
schemes lack such distance constraints and therefore should
ensure strong support for user-facing protections.

Key Insight 1 (overall results): Despite the critical role
of users in XDAuth, none of the evaluated services fully
safeguard all three user rights. The right to consent is
most widely supported, while the right to know is often
poorly implemented, especially in conveying device and
environment details. The right to control shows mixed
implementation quality. Overall, support across rights is
uneven, leaving significant room for improvement.

B. Detailed Analysis of User Rights

Right to Know. The right to know enables users to assess
whether an XDAuth request is legitimate by providing clear,
contextual information. However, our evaluation shows that
this right is often insufficiently supported. Among the 27 ser-
vices, over half (14) provide no device or environment infor-
mation (e.g., model, geolocation), leaving users without cues
to verify the authenticity of the target device. For instance,
TikTok displays only a generic message (“Confirm login to
TikTok on the PC”) without specifying any device information.
Additionally, only three services explicitly disclose capability
scopes (e.g., access to contacts, managing private accounts),
while others entirely obscure such details. Moreover, only QQ
alerts users to environmental risks (e.g., suspicious login),
making it harder to identify potential threats.

Even when information is provided, it is often incomplete or
presented in unhelpful formats. For example, Keeper displays
IP addresses, which in theory could help infer the login
location. However, non-technical users may find it challenging
to correlate these IP addresses with specific devices without
direct geographical information. Some other services disclose
only coarse-grained location data, such as country-level ge-
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TABLE III: Evaluating results for user rights in 27 real-world XDAuth services.

Right to Know Right to Consent Right to Control

Mechanisms Service Category Authorization
Activity Info1

(Pur,Tm,Capability)

Device and
Environment Info2

(Dev,Loc,Risk)

Explicit
Authorization

Agreement on
Durations

Notification
Authorization

Review3

(Pth/Tm,Mtd,Dev,Loc)

Authorization
Revocation

WhatsApp Chat (IM)/SMS † 2 /
Telegram Chat (IM)/SMS 3 /
TikTok Audio/Video Clips 5 /
Steam Games 3 /
Yandex Search Engines/Portals x‡/
Uber Travel x /
QQ Chat (IM)/SMS 4 /
Mail App Search Engines/Portals 3 /
Roblox Games 3 /
Discord Chat (IM)/SMS 3 /
Taobao Shopping 4 /
Baidu Search Engines/Portals 5 /
VK Social Networking 4 /
Ivi Entertainment 2 /

QR Code-based
Authentication

Weibo Social Networking 4 /

Facebook Social Networking 6 /
Microsoft Technology/Internet 2 /
Steam Games 3 /
GitHub Technology/Internet x /
Keeper Technology/Internet 3 /
Google Prompt Search Engines/Portals 4 /
Zoho OneAuth Business/Economy 1 /
Xero Verify Business/Economy x /
Wise Business/Economy x /

Push-based
Authentication

Snapchat Chat (IM)/SMS 3 /

Apple Technology/Internet 2 /
WebAuthn

Google Search Engines/Portals 4 /
† “ ” indicates not applicable for this service.
‡ “x” indicates that the service lacks a session review function.
1 Authorization activity information includes, in order, purpose, time, and granted capabilities & data.
2 Device and environment information refers to, in order, device information, location & network, and device risk.
3 Authorization review includes, in order, page path length, login time, login method, device information, and location & network.

olocation (e.g., “United States”), which fails to highlight
suspicious intra-country logins.

These issues reflect deeper challenges in XDAuth design.
First, an overemphasis on usability creates a “security illu-
sion”, where over-simplified interfaces obscure critical details.
While clean UI design improves user experience, it can also
encourage users to approve vague or deceptive prompts (e.g.,
“Click Agree to Use the Service”) without sufficient scrutiny.
Second, a lack of industry standards often shifts responsibility
to backend systems, assuming that security decisions should
be automated rather than user-driven. In reality, the provider’s
context might not fully overlap with the user’s context, and
users are often well-positioned to identify unusual activity,
particularly when they know their own trusted devices, if given
adequate information.

Finally, the right to know raises a fundamental tension
between privacy and transparency. Richer information aids risk
detection but may reveal sensitive details, especially in shared-
device scenarios. Future designs could address this trade-off
through adaptive disclosure mechanisms, which present more
detailed information only when risk levels are high or user
context demands greater visibility, striking a balance between
privacy protection and informed user decision-making.

Key Insight 2 (right to know): The right to know is
often partially supported, with many services failing to
present device or environment details. Future designs should
move beyond generic prompts and adopt context-sensitive
disclosures that balance transparency with privacy.

Right to Consent. The right to consent empowers users to
make deliberate decisions during XDAuth, requiring explicit
actions to decide authorization scope and duration. While most
services enforce explicit consent (e.g., via button clicks), sev-
eral design and implementation flaws weaken the effectiveness
of this right.

First, a key issue observed is that some services still lack an
explicit user consent step during authentication. For example,
Ivi’s QR code-based login grants access immediately after
scanning the QR code, without requiring user confirmation
on the authentication device. This design can expose users to
potential risks of social engineering attacks such as QRLJack-
ing [3], where malicious QR codes of attackers are used to
trick users into unintentionally authorizing access.

Even among services that enforce explicit consent, usability
and security gaps remain. Four services lack a clear “Deny”
button, forcing users to close the interface to refuse a login
attempt, which can create confusion and hesitation. In some
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cases, visual design choices further weaken the rejection
path, such as rendering “Deny” in low-contrast colors or
placing it in a less prominent position than “Approve”. These
patterns may discourage refusal and risk inadvertent approvals,
manipulating users and causing autonomy harm.

Notably, WhatsApp and Telegram fall under the “not appli-
cable” category for this criterion. In these two cases, the QR
code scanner is only accessible after the user explicitly initiates
the device linking process by tapping a “Link New Device”
button, which already implies user consent. As a result, despite
no separate “approve” step after scanning, the user’s prior
action serves as a form of confirmation. Nevertheless, these
variations in confirmation flows across services may lead to
user confusion and weaken their mental models of secure login
behavior, as also noted in prior work [13].

On the other hand, most services do not allow users to
control the duration of authorization. Only three services offer
options like “remember this device” on the authentication
device, while the others do not provide users the right to decide
this key authorization setting. Worse yet, some services (e.g.,
WhatsApp, Microsoft, Google Prompt) allow session duration
decisions to be made on the target device. This violates the
least-privilege principle, enabling attackers to extend access
without user knowledge or consent once compromised.

These issues reveal that current XDAuth designs often rely
on flawed assumptions about user intent. Treating actions
like QR code scanning as implicit consent overlooks the risk
of unintentional triggers or social engineering. The lack or
poor visibility of denial options suggests a trade-off favoring
convenience over control, where usability for seamless access
comes at the cost of security clarity. Moreover, delegating
critical decisions such as session duration to the target device,
which is potentially attacker-controlled, reflects a systemic
asymmetry in design responsibility, where control over risk
is shifted away from the user. To truly uphold the right
to consent, authentication systems should provide explicit
confirmation, accessible refusal, and user-controlled session
settings—all handled on the authentication device.

Key Insight 3 (right to consent): While most services
support explicit consent, some skip it or use specially
designed pages to encourage users toward approval, raising
potential risks. Future systems should ensure consent is
intentional and user-driven, with explicit prompts and full
user control over key decisions.

Right to Control. The right to control is vital for keeping
security after authentication, enabling users to monitor active
sessions and revoke access when needed. However, our evalu-
ation reveals that this right is significantly undermined by the
lack of timely notification and limited session visibility.

First, many evaluated services (10/27) fail to provide any
form of real-time notification when a login occurs, making
it difficult for users to detect unauthorized access promptly,
especially in designs that skip explicit consent. Even among
those that do provide alerts, most (13/17) rely on temporary

UI elements like brief toast messages that last only a second,
making them easy to miss. Also, when users attempt to verify
active sessions afterward, they often face further obstacles.
Specifically, 5 services do not offer a session review function at
all, while others may bury it deep within settings, significantly
reducing its usability. For instance, Facebook requires digging
through six menus just to access the review function.

Furthermore, the session management functions in most
services are insufficient for users to take effective action. Six
evaluated services provide no means to revoke active sessions,
while for those that support revocation, the mechanisms may
be unreliable or difficult to use. For example, Microsoft relies
on password resets to revoke access to unauthorized devices,
which imposes significant usability burdens and provides un-
clear feedback about whether the action is effective. Worse
still, password changes do not terminate existing sessions,
exposing flaws in session management. In a more serious
case, a leading short video service fails to fully revoke access,
allowing the revoked session to continue accessing the user’s
real-time chat history.

These issues reflect a fundamental weakness in XDAuth
systems design: the neglect of post-authentication security.
To streamline the login experience, many services sacrifice
visibility into security risks and reduce the ability to in-
tervene after authorization. Features like silent notifications,
hidden session review interfaces, and ineffective revocation
mechanisms make it difficult for users to identify or respond
to potential threats. This problem is further amplified in
decentralized architectures. For example, Google’s password
manager supports storing passkeys for multiple third-party
services to achieve WebAuthn logins. While this improves
usability, it fragments session control, as users cannot directly
review or revoke all granted authorizations from a centralized
place. Moving forward, future designs should better balance
usability with user control, ensuring visibility, consistency, and
revocation ability in the post-authentication stage so users can
meaningfully retain full control over their active sessions.

Key Insight 4 (right to control): Current implementa-
tions of the right to control are fragmented, where many
services lack timely notification, accessible session views,
or effective revocation, leaving users unable to manage
access. Future designs should ensure unified, transparent,
and actionable post-authentication control.

Developer Feedback. We responsibly reported our evalua-
tion findings and user rights recommendations to the service
providers involved. As of the time of submission, several
developers have responded and acknowledged our reports.
For instance, the popular authenticator service Zoho OneAuth
responded positively that our suggested feature has been added
to their product roadmap and is currently under development.
These interactions suggest a growing awareness among de-
velopers, but also highlight the need for more accessible and
usable implementations of user-centric features.
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VII. USER PERCEPTIONS

Our evaluation of major services reveals critical gaps in how
XDAuth implementations protect user rights, yet understanding
user perspectives is equally essential to assess the practical
importance and usability impact of these rights. We therefore
conducted a user study to explore how real users perceive
and value these rights in the XDAuth process. This section
first presents the questionnaire-based user study’s design and
methodology, then presents its results and insights.

A. Design of the User Study

To better understand users’ perspectives on XDAuth and
their attitudes toward these three user rights, we conducted
a user study guided by the following research questions:
• RQ1: How do users engage with XDAuth?
• RQ2: How do users perceive these three user rights?

To answer these questions, we designed an online question-
naire including 14 questions. The survey consisted of three
main parts and was carefully crafted to ensure clarity and
realism for general users. We began by introducing the concept
of XDAuth using three illustrative diagrams based on real-
world services. These help participants intuitively understand
what XDAuth means. Participants who have never used such
authentication methods were not included in the study.

The first part of the questionnaire focused on participants’
use of XDAuth, including the specific schemes they adopt
and how frequently they interact with them in daily life. The
second part investigated user attitudes toward the three user
rights. To help participants understand how these rights man-
ifest during the XDAuth flow, we provided a demo video of a
typical QR code–based login. For each right, we prepared two
diagrams—one illustrating the absence of the right and one
showing its presence—based on modified screenshots from
real services with company names removed to avoid brand-
related bias. Participants indicated their preferred version and
explained their reasoning. Furthermore, we asked them about
the impact of these user rights on security and usability. The
final section collected demographic information for statistical
analysis. The full questionnaire is provided in Appendix A.
Recruitment and Demographics. We recruited N = 100
participants from the United States via Prolific, a widely used
online survey platform in usability and security studies [10],
[13], [14]. The user study was conducted in March and April
2025. To ensure participants have XDAuth experience, we
included a screening question following the guidelines of
Prolific [40]. Each participant could submit only once. On
average, participants took 8.5 minutes to complete the survey
and received a compensation of $1.57, aligned with Prolific’s
recommended hourly rate.

Among the participants, 57% were female. The largest age
groups were 18–30 (36%) and 31–45 (37%). Most participants
(82%) held a college degree or higher, and 55% had a STEM
background. Table V presents the demographic statistics.
Qualitative Analysis. For the three open-ended questions
(Q4, Q6, Q8), we collected a total of 300 responses and con-

ducted a qualitative code analysis. Two researchers first inde-
pendently developed preliminary codebooks for each question
using inductive analysis [41]. They then coded all responses
separately to ensure comprehensive data coverage. Inter-coder
reliability was assessed using Cohen’s Kappa, with all cate-
gories achieving satisfactory values above 0.70 (mean Kappa
value = 0.90) after iterative discussion and refinement. After
resolving discrepancies, we finalized three codebooks (one per
question) and performed frequency analysis (Appendix B-B).

B. User Perception Analysis

Through analyzing responses from 100 participants, we
proceed to answer our research questions with the according
findings. Overall, the results indicate that as a widely adopted
mechanism, there is still room for XDAuth to improve. Users
clearly value the rights to know, consent, and control, and
prefer interfaces that incorporate these rights. Encouragingly,
the integration of such rights does not appear to harm usability
while improving security, suggesting the potential for practical
deployment in real-world XDAuth systems.
RQ1: User Engagement. Among users with XDAuth expe-
rience, push-based and QR code–based authentication were
the most widely used schemes, with nearly 80% having
used one of them (Q1) while WebAuthn was slightly less
commonly encountered. Over 60% reported using XDAuth
daily or several times per week (Q2), indicating that it has
become a regular part of their digital routines. This widespread
and frequent use underscores the need for secure and user-
respecting authentication experiences.

Key Insight 5 (XDAuth importance): XDAuth is integral
to users’ digital activities, and its high usage frequency
underscores the need to ensure its security and usability.

RQ2: Perceptions of User Rights. When shown con-
trasting designs—one supporting a user right and one lack-
ing it—participants overwhelmingly preferred the rights-
preserving version (Table IV). These preferences were statisti-
cally robust (all p < .001) with large effect sizes, reflected by
Risk Differences ranging from +46% to +82%. This demon-
strates a strong user demand for more informed, intentional,
and controllable authentication workflows.

TABLE IV: Statistical analysis of user preference between
designs with and without user rights.

Question Right Design
w/ Right

Design
w/o Right p-val Risk

Difference
95% CI

for w/ Right

Q3 Know 91% 9% p < .001 +82% [+83.8%,+95.2%]
Q5 Consent 73% 27% p < .001 +46% [+63.6%,+80.7%]
Q7 Control 85% 15% p < .001 +70% [+76.7%,+90.7%]

We also examined whether user characteristics (age, edu-
cation, professional background, usage frequency) influenced
these preferences. Chi-square tests showed no significant asso-
ciations for any factor (all p > .05; see Table VIII). Although
not statistically significant, several descriptive patterns across
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Fig. 4: Response distributions for open-ended questions on the reasons behind user rights design choices.

different user subgroups were observed. Older participants
(46+) expressed a stronger preference for the right to con-
sent (81%) compared to younger users (70%). Non-STEM
participants tended to favor explicit consent more than STEM
users (82% vs. 65%). For the right to control, preferences
were slightly higher among high-frequency users (88%) than
low-frequency users (81%).

Notably, 98% of participants believed that protecting these
rights enhanced the overall security of XDAuth (Q9). We
further analyzed participants’ reasons behind their choices,
as illustrated in Figure 4, to better understand the motivation
driving their preferences.

Right to Know. In our survey, 91% of participants chose
the design that explicitly shows the details of the login request
and device (Q3). The primary reasons (70/91) emphasized
transparency and security (Q4). For instance, one participant
stated, “I chose B because it offers transparency, helping
users make informed decisions and detect suspicious devices
or activities early.” Another user mentioned, “It’s safer in my
opinion and the fact that we can figure out if it’s someone
that I know who is trying to log in.” This indicates that most
users consider clear and detailed login request information as
an essential factor for authentication decisions.

Among the 9 participants who did not choose the design
supporting this right (Q3), 5 appeared to reflect confusion
or misunderstanding (Q4)—for example, some mistakenly
thought personal data would be displayed to the target device
when requesting login, or selected the option conflicting with
their stated reason. The other 4 cited reasons include preferring
simplicity, following familiar patterns from daily use, or hav-
ing privacy concerns. However, our usability measure shows
that the overall usability of these rights is acceptable (Key
Insight 6). Moreover, incorporating user rights protections
barely changes familiar usage. For privacy, future designs
could explore dynamic disclosure mechanisms (e.g., risk-based
detailed information) to enhance protection.

Right to Consent. Most participants (73%) preferred the
design explicitly supporting the right to consent in XDAuth
(Q5). These users emphasized that requiring an explicit ap-
proval step enhanced security and control (Q6), preventing

unauthorized access, especially in cases where the QR code
is replaced by a malicious one. As one participant put it,
“I chose this option because it enhances security by giving
users control over login approvals, preventing unauthorized
access from unknown devices”, while others highlighted that
it “lessens the opportunity for fraud” and “feels like I have
more control.” Users also felt more empowered when given
the ability to approve or reject access themselves, reinforcing
a sense of control and reducing unintended authorization.

By contrast, 23 participants chose the design without ex-
plicit consent (Q5), primarily citing ease of use. This prefer-
ence for simplicity over security is concerning. Besides, some
believed scanning a QR code implied consent, while others
were influenced by familiar designs. These responses reflect
a misunderstanding of meaningful consent. Simply scanning
does not ensure users fully grasp what they are authorizing or
prevent them from scanning malicious codes and triggering an
unauthorized login. Simplicity matters, but not at the cost of
user control and protection. This calls for future research on
balancing security and usability in XDAuth design.

Right to Control. 85% of participants chose the design
supporting the right to control (Q7), indicating strong demand
for post-authentication control mechanisms in XDAuth. Most
highlighted that being able to view and log out active sessions
or connected devices boosted security and personal control
(Q8). This feature is seen as essential for mitigating risks
like forgotten logins on shared devices, unauthorized access,
or fraudulent activity. As one user explained, “I chose this
option because it provides greater control, enabling users to
log out sessions or devices, improving security and privacy”,
while another noted, “It empowers me to take action against
fraud opportunists”. Others appreciated the ease of managing
sessions and described the design as more user-friendly. These
responses reflect a common expectation of retaining post-login
session review and revocation ability.

Only 15 participants opted against the design supporting the
right to control (Q7), mainly prioritizing simplicity. However,
such control features barely impact usability as they do not
interfere with user experience when unused. One participant
raised concern about others controlling their account, likely a
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misunderstanding, as the feature is designed to give control
solely to the account owner. While simplicity is important,
reducing user control may lead to greater security risks and a
lack of control over ongoing sessions.

C. Interactive Validation Study

Considering the 100-participant survey relied on static
screenshots and video demonstrations, which may not reflect
the real implications of XDAuth. To strengthen the validity of
our findings, we conducted an additional small-scale interac-
tive study by implementing a functional XDAuth prototype.
This follow-up study aimed to enable real user interactions
with live systems to verify if the earlier preferences and trade-
offs hold in practical contexts.
Study Design. The demo system we developed included a
website to log in and a corresponding mobile app in an authen-
ticated state. Participants were asked to log in to the website by
scanning the QR code with the app, experiencing a simulated
typical XDAuth workflow with a step-by-step interaction guide.
To protect participants’ privacy, the system used predefined
simulated data (e.g., device information, location) and a demo
account that avoided collecting real credentials or personal
information. After completing the task, participants filled out
a questionnaire used in the 100-participant survey to assess
their perception of user rights. The questionnaire excluded the
demo-video part, and the questions about participants’ prior
use of the three XDAuth schemes. Instead, after completing
the interactive task, participants answered only the questions
concerning the three user rights.
Recruitment and Findings. We recruited 10 U.S. participants
via Prolific, following the same procedure as the main study.
The participants interacted with the live system and completed
the questionnaire in an average of 17.8 minutes, receiving
$3.32 each. The demographic statistics are presented in Ta-
ble V. Results aligned with the earlier findings: participants
strongly valued these three user rights in XDAuth. Eight
preferred the design implementing the right to consent, nine
favored the right to know and right to control. Moreover, eight
considered these designs improved security without reducing
usability. These consistent outcomes confirm that users’ pos-
itive attitudes toward the rights persist in real interactions,
supporting the robustness of our earlier conclusions.

Key Insight 6 (user perception on rights): Most users view
the three user rights essential for XDAuth and expect them to
be respected. 98% of participants believe these rights make
XDAuth more secure, while 95% find usability acceptable.

VIII. DISCUSSION

Implementation Recommendations for Developers. Draw-
ing on our empirical evaluation and user study, we pro-
vide practical recommendations to enhance user protection
in XDAuth systems. Implementing these features in practice
requires a careful balance between security and usability.

Provide clarity without overload. Authorization interfaces
should include key contextual cues (e.g., device information,
location, request purpose) while avoiding cognitive overload.
A progressive disclosure strategy can surface critical details
first, with optional access to more detailed fields (e.g., folded
until user expansion). Highlight anomalous attributes (e.g.,
unfamiliar device or location) from user patterns to help users
quickly identify suspicious activity.

Maintain intentionality with minimal friction. Design con-
sent mechanisms for deliberate user decisions without sac-
rificing efficiency. Use balanced approve and deny options,
lightweight confirmations, and clear interaction hints to en-
force explicit consent while streamlining flow. Ease of use
should not be interpreted as cutting user actions at the expense
of intentional choice, but minimizing unnecessary friction.

Offer reliable revocation with easy access. Session visibil-
ity and revocation options should be easy to find, not buried in
deep settings. A centralized session overview with direct revo-
cation offers strong corrective control when pre-authentication
judgments fail. Notifications should appear when meaningful
session changes occur and link directly to relevant controls.

Furthermore, the community should work toward devel-
oping a unified guideline or standard for upholding user
rights, ensuring the security and usability of XDAuth. Major
Internet service providers, with their significant influence, are
well-positioned to lead this effort by setting examples and
promoting best practices.

Comparison with Single-Device Authentication. Compared
to traditional single-device authentication, XDAuth introduces
both convenience and risks. Single-device logins maintain con-
textual integrity [29]: the same device initiates and confirms
authentication, preserving immediate situational awareness. In
contrast, cross-device workflows distribute information and
control across devices, widening the context gap between user
perception and target device state. This shift breaks the con-
textual integrity [29] by introducing information asymmetry,
expanding the attack surface through unauthenticated cross-
device channels. Therefore, secure and usable XDAuth design
should strive to restore informational symmetry and user
agency through transparent authorization cues, explicit consent
mechanisms, and post-login control options, thus preserving
informed, secure communication of authentication.

Limitation & Future Work. This study systematically
analyzes how to make a clear, fully informed authentication
communication in XDAuth, yet certain limitations remain.
First, while our sample includes 27 widely-used services
across diverse categories, it may not capture less common
cases. Nevertheless, the rights identified are grounded in recur-
ring patterns across services, suggesting that our findings are
broadly indicative. Second, as with prior work [14], [10], our
user study involved primarily U.S.-based participants. Cross-
cultural studies could further validate the generalizability of
awareness, consent, and control as core user rights. Third,
while the 100-participant study used video and screenshots,
we conducted an additional small-scale interactive study to
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validate the reliability of these findings under real XDAuth
scenarios. As an online survey, users’ potential self-report bias
was mitigated via neutral wording and quality checks.

Future work could further explore translating high-level
user rights into actionable, context/platform-specific design
patterns and interface elements. Standardizing rights-centric
practices may improve consistency and usability. Additionally,
engaging developers directly through interviews or targeted
surveys could also reveal implementation barriers and inform
practical design guidance.

IX. CONCLUSION

This study identifies critical gaps in current XDAuth im-
plementations to ensure clear, informed authentication com-
munication. A systematic evaluation of 27 major services
and a 100-participant user study show many systems lack
sufficient transparency, explicit consent, and effective post-
authentication control, which are capabilities users consistently
value as essential. These gaps erode trust and expose users to
threats like social engineering, session abuse, and unauthorized
access. To mitigate risks, we advocate integrating the rights to
know, consent, and control as core XDAuth design principles,
calling for a shift to more user-centric, accountable mecha-
nisms aligned with security standards and user expectations.
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APPENDIX A
QUESTIONNAIRE FOR OUR USER STUDY

Dear Participant:
Thank you for participating in our study. This research focuses on

cross-device authentication. Your participation is invaluable to us. In
this study, you will be engaged in the following activities:

1) Viewing Examples of Cross-Device Authentication Methods:
You will be presented with example images and videos of
cross-device authentication methods to gain a more intuitive
understanding.

2) Completing a Questionnaire: You will be invited to complete a
questionnaire to share your opinions and experiences regarding
cross-device authentication.

We assure you that your personal information will be strictly
confidential. All collected data will be anonymized and used solely
for the purposes of this study. Your participation is entirely voluntary,
and you have the right to withdraw from the study at any stage
without any penalty or adverse consequences.

The following three images are examples of cross-device authenti-
cation methods, which are QR code-based authentication, push-based

authentication, and WebAuthn (Figure 5). Please review the images
and answer the following questions.
• Fig 5a: An example of QR Code-based authentication.
• Fig 5b: An example of Push-based authentication.
• Fig 5c: An example of WebAuthn authentication.

(a) QR Code-based authentication example.

(b) Push-based authentication example.

(c) WebAuthn authentication example.

Fig. 5: Three Cross-device authentication examples.

Part 1
Q1. Which of the following login methods have you used? [Multiple
choice]

□ QR Code-based authentication (Figure 5a)
□ Push-based authentication (Figure 5b)
□ Webauthn authentication (Figure 5c)

Q2. The above login methods all use a logged-in mobile phone to au-
thorize login on websites from another device, known as cross-device
authentication. How often do you use cross-device authentication?

Almost daily Several times a week
Several times a month Other lower frequency

Part 2
Please watch the demo video3 to understand how cross-device

authentication works and answer the following questions about it.
Part 2-1. Pre-authentication
Q3. Below are two designs of pre-authentication workflow (Figure 6).
Which one do you expect (prefer) to use? (The design diagrams are
provided below.)

3The demo video is available at an anonymous link: https://imgur.com/a/
OKIsEh4.
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(a) Design A. (b) Design B.

Fig. 6: Two designs in the pre-authentication stage.

Fig 6a. Doesn’t provide any device and activity information
before authorization.
Fig 6b. Provides information about the device to be authorized
and activity information before authorization.

Q4. Why did you choose the selected method?
Part 2-2. During-authentication

(a) Design A.

(b) Design B.

Fig. 7: Two designs in the during-authentication stage.

Q5. Below are two designs of during-authentication workflow (Fig-
ure 7). Which one do you expect (prefer) to use? (The design
diagrams are provided below.)

Fig 7a. Completes the login immediately after scanning the QR
code without requiring user consent.
Fig 7b. Requires users to grant or deny authorization before
logging in on another device.

Q6. Why did you choose the selected design?
Part 2-3. Post-authentication
Q7. Below are two approaches for managing account sessions
(Figure 8). Which one do you expect (prefer) to use? (The design
diagrams are provided below.)

Fig 8a. Allows users to only view the currently logged-in
sessions or devices.

(a) Design A. (b) Design B.

Fig. 8: Two designs in the post-authentication stage.

Fig 8b. Allows users to view and log out any active sessions or
devices in addition to viewing them.

Q8. Why did you choose the selected design?
Q9. Do you think these new features (the latter options in the three
questions above, including Figure 6b, Figure 7b and Figure 8b) make
cross-device authentication more secure?

Yes, the new features improve security.
Yes, the new features slightly improve security.
No, the new features do not affect the security.
No, the new features make it less secure.

Q10. Do you think these new features (the latter options in the three
questions above, including Figure 6b, Figure 7b and Figure 8b) make
cross-device authentication less usable (e.g., harder, slower, or more
confusing), discouraging you from using it?

Yes, the new features harm usability, and I’d avoid it.
Yes, the new features somewhat harm usability, but I’d still want
to use it.
No, the new features do not affect usability.
No, the new features increase usability.

Part 3
To support our analysis, please provide the following background

information. The information we collect in this survey is for research
purposes only. Your responses will be kept confidential and not
disclosed to any third parties.
Q11. What is your gender?

Male Female Decline to say
Q12. What is your age range?

Below 18 18-30 31-45 46-60 61 above
Q13. What is the highest level of education you have completed?

No high school/Some high school/High school graduate
Some college – No degree
Associates (2-year degree) /Bachelor (4-year degree)
Graduate degree – Master, PhD, professional, medicine, etc

Q14. Which describes best regarding your professional background?
STEM (Science, Technology, Engineering, Mathematics)
Liberal arts
Other

Thank you! This ends our survey.
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APPENDIX B
RESULTS OF OUR USER STUDY

A. Detailed Demographics

We specifically present the demographics data in our main
user study and the validation study in Table V.

TABLE V: Participant demographics.

Demographic Subcategory User Study
(N = 100)

Validation Study
(N = 10)

Gender
Male 42 6
Female 57 4
Decline to say 1 0

Age

18-30 36 0
31-45 37 7
46-60 20 2
61 above 7 1

Education
Level

No/Some/Graduate high school 7 2
Some college – No degree 11 2
Associates / Bachelor 34 4
Graduate degree 48 2

Professional
Background

STEM Fields 55 4
Liberal Arts 16 1
Other 29 5

B. Codebook for Open-ended Responses

We present the codebooks for responses to open-ended ques-
tions in our user study and the validation study in Table VII
and Table VI, respectively.

TABLE VI: Codebook for the Responses to Open-ended
Questions in the validation study.

Right to Know Right to Consent Right to Control
Code Freq Code Freq Code Freq

Confirmation 8 Security 7 Revoke 6
Information 7 Control 5 Control 5

Security 5 User-friendly 2 Security 3
Transparency 4 User-friendly 2

Privacy 1 Visibility 1

C. User Rights Independence Tests

As shown in Table VIII, we demonstrate the independence
tests analyzing the association between the user characteristics
and their preferences for user rights. Yates’ continuity correc-
tion was applied to 2×2 tables where expected cell frequencies
fell below five.
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TABLE VII: Codebook for the Responses to Open-ended Questions.

Code Freq Description Example

Q4. Why did you choose the selected method? (right to know)

Transparency 39% The method increases transparency. “Providing information about the device and activity before authorization
improves transparency and security.”

Security 31% The method improves security. “There’s more information to provide an extra layer of security.”
Information 25% Activity and device information. “Provides information about the device to be authorized is given.”
Confirmation 21% Confirm the device or identity. “It confirms more specifically that I’m the person logging in.”
User-friendly 20% The method is more user-friendly. “It is safer and more convenient.”
Invalid 8% Invalid answer or misunderstanding. [B] (only the option)
Daily habit 5% The daily habit of participants. “This is the method I have used or seen the most.”
Privacy 4% Worried about the privacy. “It can help identify who’s trying to access my privacy.”
Not sure 2% Not sure about the answer. “I’m not sure. It just seemed right.”

Q6. Why did you choose the selected design? (right to consent)

Security 55% The design improves security. “Because it requires that the users approve or reject the authorization. It also
fosters security.”

Control 25% Improves user access control. “It actually enhances user confidence and gives them more control over their
security.”

User-friendly 24% The design is more user-friendly. “Easier and simple.”
Invalid 5% Invalid answer or misunderstanding. [B] (only the option)
Daily habit 3% The daily habit of participants. “I use it from time to time.”
Cross-Device
Authentication

3% Log in on another device. “I expect to be asked whether or not I am granting use of the program on
another device.”

Transparency 2% The design increases transparency. “Requiring users to grant or deny authorization before logging in ensures
greater control, security, and transparency.”

Q8. Why did you choose the selected design? (right to control)

Revoke 30% Revoke the existing sessions. “It allows you to log out any active users on your account that don’t belong
there. It is more secure.”

Control 26% More control on sessions or devices. “I chose B because it provides greater control, enabling users to log out
sessions or devices, improving security and privacy.”

Security 25% The design improves security. “In case a device is lost revoking access is way more secure.”
User-friendly 20% The design is more user-friendly. “It enhances security by providing a clear, user-friendly interface to monitor

and manage devices connected to the account.”
Visibility 7% Visibility on sessions or devices. “Because it allows users to get the details of the devices where it’s logged on,

and grant them the opportunity to either remove it or let it stay.”
Protection 7% Protection on privacy. “Because of data privacy and protection as well as easy to follow the arrest

the hackers.”
Invalid 5% Invalid answer or misunderstanding. [B] (only the option)
Verification 5% Verification on sessions. “This is better, but there should be verification before critical actions can be

taken.”
Daily habit 3% The daily habit of participants. “Seems more familiar to me.”
More choices 3% The design gives more choices. “I think this design is more flexible and gives more optionality.”
Risk 2% Security risks of accounts. “This feature is crucial for managing potential security risks, such as unau-

thorized access or forgotten logins on shared or public devices.”

TABLE VIII: Chi-square Tests of Independence for User Characteristics and User Rights Preferences.

User Rights
Variable Right to Know Right to Consent Right to Control Overall Conclusion

Age χ2(1) = 0.54, p = .464 χ2(1) = 1.35, p = .245 χ2(1) = 0.08, p = .777 No significant effect
Education χ2(1) < 0.01, p = 1.000 χ2(1) < 0.01, p = .986 χ2(1) = 2.46, p = .116 No significant effect
Major χ2(1) = 0.10, p = .752 χ2(1) = 3.53, p = .060 χ2(1) = 0.18, p = .673 No significant effect
Usage Frequency χ2(1) < 0.01, p = 1.000 χ2(1) = 0.36, p = .548 χ2(1) = 0.87, p = .351 No significant effect

18


	Introduction
	Related Work
	Problem Statement
	Cross-Device Authentication
	Motivation

	XDAuth Analysis
	Workflow of XDAuth
	User Rights in XDAuth

	Evaluating User Rights in XDAuth
	Methodology for Deriving Evaluation Criteria
	Metrics for Right to Know
	Metrics for Right to Consent
	Metrics for Right to Control

	Evaluation Results
	Overall Results
	Detailed Analysis of User Rights

	User Perceptions
	Design of the User Study
	User Perception Analysis
	Interactive Validation Study

	Discussion
	Conclusion
	References
	Appendix A: Questionnaire for Our User Study
	Appendix B: Results of Our User Study
	Detailed Demographics
	Codebook for Open-ended Responses
	User Rights Independence Tests


