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Abstract—By integrating language understanding with per-
ceptual modalities such as images, multimodal large language
models (MLLMSs) constitute a critical substrate for modern Al
systems, particularly intelligent agents operating in open and
interactive environments. However, their increasing accessibility
also raises heightened risks of misuse, such as generating harmful
or unsafe content. To mitigate these risks, alignment techniques
are commonly applied to align model behavior with human
values. Despite these efforts, recent studies have shown that
jailbreak attacks can circumvent alignment and elicit unsafe
outputs. Currently, most existing jailbreak methods are tailored
for open-source models and exhibit limited effectiveness against
commercial MLLM-integrated systems, which often employ addi-
tional filters. These filters can detect and prevent malicious input
and output content, significantly reducing jailbreak threats.

In this paper, we reveal that the success of these safety filters
heavily relies on a critical assumption that malicious content
must be explicitly visible in either the input or the output. This
assumption, while often valid for traditional LLM-integrated sys-
tems, breaks down in MLLM-integrated systems, where attackers
can leverage multiple modalities to conceal adversarial intent,
leading to a false sense of security in existing MLLM-integrated
systems. To challenge this assumption, we propose Odysseus,
a novel jailbreak paradigm that introduces dual steganography
to covertly embed malicious queries and responses into benign-
looking images. Our method proceeds through four stages: (1)
malicious query encoding, (2) steganography embedding, (3)
model interaction, and (4) response extraction. We first encode
the adversary-specified malicious prompt into binary matrices
and embed them into images using a steganography model. The
modified image will be fed into the victim MLLM-integrated
system. We encourage the victim MLLM-integrated system to
implant the generated illegitimate content into a carrier image
(via steganography), which will be used for attackers to decode
the hidden response locally. Extensive experiments on benchmark
datasets demonstrate that our Odysseus successfully jailbreaks
several pioneering and realistic MLLM-integrated systems, in-
cluding GPT-40, Gemini-2.0-pro, Gemini-2.0-flash, and Grok-3,
achieving up to 99% attack success rate. It exposes a fundamental
blind spot in existing defenses, and calls for rethinking cross-
modal security in MLLM-integrated systems.
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I. INTRODUCTION

Multimodal large language models (MLLMs), such as GPT-
4o [2] and Gemini [57], integrate language, vision, and au-
ditory modalities to enable cross-modal understanding and
generation, establishing a transformative paradigm in the field
of artificial intelligence (AI). These models have demonstrated
unprecedented capabilities in tasks such as image captioning
[35], visual question answering [49]], and interleaved content
generation [25]. Recent advancements underscore their broad
applicability and versatility across various domains, position-
ing them as powerful tools [79].

As MLLMs become more powerful, they are increasingly
misused to generate harmful content, leak sensitive informa-
tion, and assist in prohibited or malicious activities, signifi-
cantly lowering the technical barrier to harmful operations and
enabling non-experts to carry out sophisticated attacks [76]]
[71] [70]. To mitigate such risks, developers have proposed
a range of alignment techniques aimed at steering MLLMs
toward generating responses that align with human values
and social norms. These methods typically include supervised
fine-tuning (SFT) [53]], reinforcement learning from human
feedback (RLHF) [45], and reinforcement learning from Al
feedback (RLAIF) [4]. Specifically, SFT involves training the
model on instruction-response pairs curated by human anno-
tators. RLHF further refines model behavior beyond SFT by
leveraging reward signals derived from human preferences. In
RLAIF, human evaluators are replaced by a trained preference
model that simulates human judgments to score candidate
responses. Aligned MLLMs are designed to reject prompts that
solicit malicious content or violate safety guidelines, thereby
serving as a first and critical line of defense against misuse.

Despite these alignment efforts, recent studies [33[], [62],
[74], [S0] demonstrated that alignment can be bypassed
through jailbreak attacks. Jailbreaking refers to techniques
that circumvent safety alignment mechanisms, enabling models
to generate harmful, biased, or restricted content [76]]. By
crafting carefully designed inputs [36], attackers can even
manipulate the model into engaging in harmful behaviors,
such as spreading misinformation or violating privacy. Early
approaches typically focus on manipulating textual inputs
through prompt engineering [36] or adversarial perturbations
[84]. With the emergence of MLLMs, the attack surface has
significantly expanded, which introduces unique attack vectors
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not present in traditional large language models (LLMs). These
jailbreak methods can be broadly categorized into two types:
optimization-based and domain transfer attacks. Speci cally,
optimization-based jailboreak methods manipulate model be-
havior by perturbing the input via gradient-based or heuristic
optimization, aiming to maximize the likelihood of eliciting
policy-violating outputs. Domain transfer attacks [13] [33]
embed adversarial content in one modality and exploit the
model's cross-modal reasoning to reconstruct it in another.
However, we observe that many existing methods are pri-
marily e ective on open-sourcanodels yet show limited
e cacy against commercial MLLM-integratedsystems For
example, FigStep [13] obtains up to a 98% attack success
rate on models such as LLaVA [29], but only 34% on GPT-
4V, as reported in their paper. A principal cause is that these
commercial systems incorporate additional safety lters both
before and after the aligned model, including text lters an&fig. 1: Comparison of prior jailbreak attacks withdysseus
image lters [10] [31]. Concretely, text Iters aim to block Whereas earlier methods rely on explicitly or weakly dis-
harmful textual content by analyzing linguistic patterns anguised malicious text that can trigger safety lte@dysseus
semantic intent; they identify signals such as inappropriasgealthily embeds the malicious payload in a di erent modality
language, implicit instructions, or unnatural phrasing that mg8+4+,an image) via steganography.

indicate adver_sarial manipulation. Im_age lters, on the 0thed'ircumvent conventional moderation mechanisms that focus
hand, target visual content by examining textual elements refly jetectingexplicitly malicious content, while subsequently
dered within images alongside the overall semantic meaning o ding the desired content from the generated irt ly.
These lters assess whether an image contains unsafe symbolg, ii/ated by these observations, we prop@eysseus
embedded prompts, or objgctlonable visual reprgsentatmgsnovel jailbreak attack paradigm targeting MLLM-integrated
Both classes of_lterls are typ|cglly deployed at multiple St"."ges%/stems. In generadysseusintroducesdual steganography
?f the MI;I;L\]/I plp?llne, m?udmg hpre- falnd p?st;gen“e/lrfﬁll\c;lnto covertly embed malicious information into auxiliary modal-
to prevent the nal generation ot harmiul content In MELW-iiag at poth the input and output stages of MLLM-integrated
mtegra?e_d systemg. W'th. all these _sa_fety lters, an Intrlgulnsttems, as illustrated in Figure Qdysseus proceeds in
andt C”t'CTI qgestu?n arls_egtmr_e _ltta)XIstll(ngttMLkLI’\)/I-mtegrated four stages(1) malicious query encoding?2) steganography
systems afready sale against jarbreak attacks: . embedding(3) model interaction, an¢(4) response extraction.
Unfortunately, the answer to this question is negative. In tgpeci cally, a dedicated steganography model is trained to

lpatlpetr, e revial _tk;ﬁt tcurr?n.t safety tltes rtilytlon a cnt;c erform both embedding and extraction at rst. In std@#
atent assumption. that maliclous contenEwplicitly present ‘yne harmfyl intent in the textual query is encoded as binary

in the input or output. However, this assumption, while Oftthatrices; In stagd2), these matrices are embedded into an

valid in LLMs, does not consistently hold in MLLM—mtegrateqim‘,ﬂge via the steganography model's encoder; During stage

systems, where adversaries can deliberately conceal malici S'the crafted input is submitted to the MLLM-integrated

contept within benign-looking modalities using steganograph, stems, which generates an image response that may contain
techniques. In general, steganography [83] refers to the practice (encoded) content that would otherwise be blocke6y

of hiding information within other content. Leveraging thisoomb-making instructions): Finally, in stagd), given the

capability, an attacker can rst embed malicious prompts in enerated image, the adversary decodes the hidden content
images before feeding them into MLLM-integrated system '

. ; 5ing the steganography model's decoder and decrypts it
as the multimodal nature of MLLMs provides a naturg g ganograpny yp

h | for hiding inf i di i daliti ocally. In particular, considering that images sent to the system
channel ffor hiding Information across dierent moadall IeSmay undergo transformations such as resizing, we incorporate

This vulnerability is further amplied in agentic settings.a check-code mechanism for robustness: a lightweight check

In particular, function calling a core mechanism for con- ; ; ; ;
. o . code is appended to the embedded matrices during encodin
structing Al agents, is widely deployed in advanced MLLM- PP g g

. . . . nd jointly learned with the steganography model, then veri ed
integrated systems to enable interaction with external to‘ﬂﬁring decoding to better ensure content integrity

and the autonomous execution of user-de ned (including We evaluate our method againdtcommercial MLLM-

attacker-de ned) operations on the user's local environmen . . .
[43]. Most commercial MLLM systems permit user-de nedInttegrated systems, _including GPT-40, Gemini-2.0-pro,

. - . . q,emini-z.O— ash, and Grok-3, using two benchmark datasets:
tools and avoid overly restrictive controls, since stringen
limitations would substantially degrade agent functionality and
. A y deg 9 k y 10dysseus is the legendary Greek hero known for devising the Trojan
user experience. As a consequence, attackers can more eagiy: ‘sirategy, in which soldiers were concealed within a wooden horse to
embed malicious instructions into non-textual modalities ardcretly in ltrate and capture the city of Troy.



SafeBench[13] and JBB-Behaviors[8]. Compared to10 designed to achieve stronger cross-modal reasoning and im-
existing jailbreak baselines, our method achieves substantigilpved performance on real-world applications. In this paper,
higher performance, reaching up to a 99% attack succees focus on MLLMs with image and text modalities, as
rate. The attack images generated @glysseus are visually they are currently the most widely supported among existing
indistinguishable from the originals, achieving high SSIMommercial MLLM-integrated systems [2] [57].
and PSNR scores, and demonstrating strong stealthines8s MLLMs are deployed in increasingly sensitive appli-
by remaining imperceptible to both human observers amdtions, safety mechanisms have become a necessary com-
automated detectors. Moreover, our method demonstragement to mitigate potential misuse in practical deployment.
robustness against potential adaptive defenses, where lthegeneral, modern MLLM-integrated systems incorporate
attacker can still accurately extract the hidden informatidnput and output safety Iters that aim to prevent harmful,
from the transformed images. biased, or policy-violating content [10]. Arguably, the current
In summary, we make the following contributions: mainstream lIters can be broadly categorized into two types:

We reveal that current system's safety lters rely on a  Text lters. These assess the safety of queries and re-
latent yet critical assumption that may not hold in real- ~SPonses by analyzing semantics, intent, and policy vi-
world scenarios for MLLM-integrated systems, poten-  olations, using techniques such as keyword matching,
tially leading to a false sense of security. anomaly detection, and binary classi cation.

We proposeOdysseus a novel jailbreak paradigm and Image lters. These assess visual queries and generated
technique that leverages dual steganography to covertly images by examining factors such as pixel patterns, visual
embed malicious intent into alternative modalities. This ~Semantics, and potential adversarial manipulations.
foundementally enables harmful content to evade bothBeyond the safety considerations, recent MLLM-integrated
human scrutiny and safety lters, e ectively jailbreakingSystems have also introducihction callingmechanisms [43]
existing commercial MLLM-integrated systems. to further improve e ectiveness. It allows models to interact
We demonstrate the e ectiveness of our method on fouyith external APIs or tools to retrieve real-time information,
commercial MLLM-integrated systems: GPT-40, Geminiperform computations, or execute speci c actions. Instead of
2.0-pro, Gemini-2.0- ash, and Grok-3. Our approackelying solely on end-to-end generation, MLLMs can now act
achieves up to a 99% success rate, signi cantly outpets orchestrators that autonomously determine when to invoke
forming existing baselines, while remaining stealthy angnctions, extract relevant parameters from multimodal inputs,

robust to potential (adaptive) defenses. and incorporate external outputs into responses. While this
greatly expands the range of supported tasks, it also enlarges
II. Background and Related Work the attack surface and introduces new security challenges.

A. Multimodal Large Language Model-integrated Systems B. Jailbreak Attacks

Recently, MLLMs have gained signi cant attention due EXtensive studies have shown that MLLMs are highly
to their ability to process and generate responses basedsdfceptible to diverse jailbreak attacks [30], [47]. Beyond
textual, visual, and auditory modalities. These models halheriting LLM's vulnerabilities, their complex cross-modal
been widely applied in commercial interactive systems, whidhteractions introduce additional security risks [13] [33].
leverage an MLLM as their backend and can be accesdddM Jailbreak Attacks. The jailbreak attacks targeting
through various interfaces such as web platforms or applicatibbMs can be broadly categorized in{d) prompt-based at-
programming interfaces (APIs), enabling human-like dialoguacks,(2) gradient-based attack&) cipher-based attacks, and
generation and content creation [10]. With the incorporatiqd) ne-tuning-based attack®rompt-based attackexploit the
of MLLMSs, these chat systems can enhance human-computesdel's tendency to follow instructions by crafting adversarial
communication by reasoning over multimodal inputs. prompts that bypass safety mechanisms. These include direct

The architecture of open-source MLLMs typically comprompt injections, role-playing strategies, and multi-turn ma-
prises three core components: modality encoders, LLM bagkpulations, where attackers incrementally guide the model to
bones, and modality generators [80]. Modality encoders, levgenerate harmful responses. Representative methods include
aging models like CLIP ViT [51] or HUBERT [18], con- ArtPrompt [20], GPT-Fuzzer [75], and PAP [78Bradient-
vert heterogeneous inputs (e.g., images, audio) into uni éthsed attackdeverage the gradient information of LLMs
token representations. These tokens are processed by lavigh respect to input tokens to generate adversarial samples
language models (e.g., LLaMA-2 [59], Vicuna [9]) throughhat mislead model predictions. Examples include GCG [84],
cross-attention mechanisms. Modality generators (e.g., StaBlgoDAN [32], and I-GCG [19];Cipher-based attack§’7]
Diusion [54], AudioLDM-2 [28]) decode these represen-encode malicious inputs using techniques such as Unicode
tations into outputs across modalities, enabling tasks sushcoding, thereby deceiving the model into interpreting them
as image synthesis or audio generation. In contrast, closed- benign;Fine-tuning-based attackg24] directly alter the
source MLLMs often employ more sophisticated architectur@sodel's internal parameters to weaken its safety constraints.
and larger-scale multimodal training corpora. While the exaéttackers may retrain or adapt existing models, thereby re-
implementation details remain undisclosed, these models dtecing their ability to reject harmful queries. However, in



all these approaches, the malicious content remains entir€ly input-based,(2) encoder-based;3) generator-based, and
within the text modality, enabling the Iters to potentially(4) output-based defenses [34hput-based defensesm to
detect harmful intent via textual analysis, which limits thdter or transform potentially harmful prompts before process-
overall e ectiveness of such attacks to some extent. ing. Methods such as input smoothing [52] and translation-

MLLM Jailbreak Attacks. The integration of additional Pased rewriting [61] neutralize adversarial manipulations by
modalities introduces two distinct jailbreak attack surfaceBormalizing irregularities, thereby revealing hidden intent.
(1) optimization-based attacks af2) domain transfer attacks. Encoder-based defensemdify internal representations to dis-
Optimization-based attackapply imperceptible adversarial’UPt malicious alignments. for example, ECSO [15] converted
perturbations to nontextual inputd+es images or audio) to suspect images into textual d_escrlptlons, allowing MLLMs to
induce unintended behavior while preserving apparent natévérage LLM safety mechanism&enerator-based defenses
ralness. Representative techniques include imgJP [42], UN@ikide output generation by gdjustmg token_ probab|I|t.|es _toward
[62], and the visual adversarial examples (VAE) proposé@fer content. SafeDecoding [69] amplied the likelihood
by Qi et al. [50]; Domain transfer attackexploit modality- ©f dISC|aI'I‘T.1€I’S during beam 'search,'whlle SelfDefend [65]
speci ¢ processing di erences by embedding malicious salsed auxiliary models to monitor and interve@tput-based
mantics into nontextual inputs and subsequently transformifl§fénsesfocus on sanitizing the nal output through self-
them back into text via mechanisms such as OCR. FigStep [£#fTection or ensemble analysis. CoCA [11], for instance,
exempli ed this approach through typographic manipu|ati0ngontra§ted logits from safety-constrained and unconstramed
that evade text-based safety lIters. Furthermore, Liu et glecoding to detect harmful content. Such mechanisms are
[33] proposed using query-related images to alter the modefdely and successfully deployed in commercial MLLM-
response behavior: the presence of relevant images activAiéggrated systems [10], although their speci ¢ implementa-
the vision language alignment module, which is often traineiOns are proprietary and not publicly disclosed.

on datasets lacking robust safety alignment, causing the moBeI
to overlook harmful queries and generate inappropriate re- ) . o _ ]
sponses. This vulnerability has been corroborated by severaPt€ganography conceals information within seemingly in-
studies [26], [37], [22]. Nevertheless, most existing MLLMOCUOUS carriers, s_uch as text, images and gud|o, in order to
jailbreak techniques remain explicit in nature, either injectingvade human scrutiny and automated detection systems [41].
visually noticeable perturbations or converting malicious corl’® €mbedding process preserves the integrity of the carrier
tent directly across modalities, which exposes the attack intdRgdium, allowing the hidden data to be reliably recovered at

Information Steganography

and increases the risk of detection by safety Iters. the receiver's end. Among various media, images are the most
widely used due to their high redundancy, large embedding ca-
C. Jailbreak Defenses pacity, and broad presence in digital communication systems.

MLLM jailbreak defenses are broadly categorized into A widely used early method, Least-Signi cant Bit (LSB)

intrinsic and extrinsic approaches [63]. Intrinsic defensesSUbSt'tUt'o.n’ embed_s secret bits into the !owest bits of pixel
alues owing to their minimal perceptual impact [21]. How-

modify the model architecture or training objectives to improv\é ; . . : .
model's intrinsic robustness, such as reinforcement learni elrr Itglsss;eggmglrjeesgoﬁn;ﬁ:ltea}ibr:z f(\)/\th\i]ciEﬁcllrSggssDti)se(frZ?se
from human feedback (RLHF) [6] for enhanced safety alig ~osine Transform (DCT), quantization, and entropy coding,

ment and ne-tuning [53] for increased resistance. In contras . e
extrinsic defenses serve as external security layers, aiminglrr;t? ir:/apbli(eeI-[I?ge;(jr)(;re:;sslot?]ign?rgzt‘(oer;hjsoi:\?;bde?gagr?i
provide post-hoc protection for MLLMs. : ' PP

such as DCT-based steganography emerged. These methods
Intrinsic Defenses. Intrinsi_c defenses against MLLM jail- embed information into quantized DCT coe cients after par-
breaks focus onsafety alignmentand decoding guidance tjtioning the image int@® 8 blocks, ensuring compatibility with
[63]. Safety alignmenta core component, entails re ning 3peG encoding and improving resistance to detection through
training objectives to enforce ethical constraints. RLHF [eﬂrequency—domain modi cations [46]. Although such methods
enhances this alignment by optimizing policy models basedcyi ce payload capacity, they oer improved robustness
on human-de ned safety signalecoding guidancesup- py restricting embedding to coe cients less vulnerable to
plements alignment by steering generation at inference t"@@mpression artifacts during transmission.

without altering model parameters. Zhou et al. applied Monte yith the emergence of deep learning, steganography has
Carlo Tree Search (MCTS) combined with self-evaluation {ghdergone a shift. Convolutional Neural Networks (CNNs)
adjust token selection, mitigating adversarial prompt e ecfgaye signi cantly enhanced steganalysis performance by learn-
[82]. It is important to note that most commercial MLLM-ing hierarchical representations of subtle embedding patterns,
integrated systems already incorporate some form of intringigrpassing traditional handcrafted features [72]. Generative
safety mechanism by default, although the speci ¢ alignmeRijyersarial Networks (GANs) further advanced the eld by
strategies they employ have not been publicly disclosed.  gnapling end-to-end steganographic pipelines, where synthetic
Extrinsic Defenses.Extrinsic defenses against MLLM jail- carrier images are generated to conceal embedded payloads
breaks consist of external mechanisms deployed at four stadéf]. Representative works such B&DeN [83] and Neural



Steganographyl] demonstrate the feasibility of adaptive andvhereR c andR g denote the textual and visual components
high-capacity hiding schemes guided by neural architectureof the respons® , respectively.
Given a target malicious prompt, the attacker seeks a
i _ ) transformation functiorg® © such that the adversarial query
A. MLLM-integrated Systems with Input and Output Filters Q = gt° yields a response that approximates the model's
We begin by formally de ning the problem. Let a MLL#M output on the original prompt, while still conforming to the
(8+4+M ) is parameterized by . Given an input queryQ, system's safety constraints. That is,
which may contain text, images, or other modalities, the
MLLM generates a respond®, de ned as: r=itR°=iM*Q; ° M t; °- (4)

I1l. Problem Formulation

R =M!Q; © 1) wherer denotes the nal malicious output as observed by the
. _ attacker, and * © is a post-processing function used to extract
To enforce ethical and security standards, commercile main intension content from the system's response.

MLLM-integrated systems are typically equipped with Safetkﬁefender's Goal and Capability. The defender's objective

Iters, denoted byF , which aim to detect and block harmful,. . . .
IS to prevent the system from being exploited for malicious

biased, or policy-violating content. These lters operate rposes, while maintaining its utility for legitimate use cases.

varlous'stag.es qf the processing pipeline and are broa e defender is assumed to have the following capabilities:
categorized into input Iters and output Iters.

Input lters. Input Iters Fg=assess the textual component
Qcand the visual componefg of the query to identify
potentially harmful or adversarial inputs. Queries agged
as unsafe are blocked before reaching the model.
Output Iters. Output Iters Fspc evaluate the model's
textual responsdk ¢ and visual respons®sg, ensuring
that the output complies with safety policies and does
not contain prohibited content.

When the systenM receives a query, the input Safety C. Analyzing the Limitations of Existing Jailbreak Attacks
Iter Fg=assigns a safety score based on the query content t%xisting jailbreak attacks [13], [84], [50] su er from fun-
determine whether it should be forwarded to the model. Afte mental limitations in how adversarial queri@s are con-
generation, the output lteFpc re-evaluates the responsgrycted. Most prior methods inject malicious intent directly
to determine whether it meets the safety requirements. Aq the textual modalityQ, or naively o oad it to weaker
response is returned to the attacker if and only if both Iterg,qqalities such a®, in MLLMs. As a result, these ap-

deem the interaction saf@s4s proaches often fail to bypass the input and output It&rje

Pre-deploymentThe defender can improve the model's
alignment through techniques like safety ne-tuning and
reinforcement learning from human feedback (RLHF)
using carefully designed multimodal datasets.
Post-deploymentThe defender can exploit safety lters
when using the aligned MLLMs to deploy their systems,
to Iter and prevent unsafe inputs and outputs.

Fs'QcQf G- and F>pdRcRe Goe (2 FoQcQq” 1 98- O FoocRcR4% 1000 (5)

wheregs= and g-pcare two safety thresholds, respectively. Arguably, these failures are largely due to theplicit nature
B. Threat Model of curreqt at.taqks, which feed malicious content direc.tly into
’ and receive it directly from the model/system. Adversaries may
Consistent with prior work [76], we consider a black-boxttempt to attenuate the apparent maliciousness of a single
threat model in which an adversary interacts with an On“nﬁoda“ty by d|str|but|ng the malicious pay'oad across mul-
MLLM-integrated system through multimodal queries comjple modalities 4+6s embedding textual instructions within
prising both text and images. The adversary has no accesggiges) to evade the security Iters of MLLM-integrated
the model's internal parameters or gradients, but can obseggtems. However, the payload is still processgglicitly by
the system's responses and use them to craft adversarial inpﬂ'fé-systems. As such, any success is both di cult to achieve
Attacker's Goal and Capability. The adversary aims to and inherently transitory; as soon as safety lIters advance,
construct an adversarial quel® , consisting of a textual such strategies become ine ective. Experiments in Section
componentQ¢ and a visual componen®g, such that it V-B substantiate this observation. Guided by this analysis, we
bypasses the system's safety IteEs and elicits a harmful introduce Odysseus a new jailbreak paradigm for MLLM-
responseR that would otherwise be blocke8s4e integrated systems in which the malicious payloads of both the
R =M1O : © qguery and the response dmaplicitly and covertly embedded
= Q; and S . . . X )
(3) within a modality with a good capacityt¢6s the image). This
FelQcQg® &= F>pdRcR® &b attack paradigm fundamentally bypasses existing safety lIters,
2This study concentrates on MLLMs that handle both image and te%is the ma."Cious p?‘yload Is not explicitly present in the content,
modalities, as this con guration is the most widely adopted in currerfl though it can still be extracted later by the model or the
commercial MLLM-integrated systems [2] [57]. adversary. Its technical details are in the next section.



Fig. 2: Overview of theOdysseus pipeline. The pipeline comprises four stagés) malicious query encoding, where the

input query is encoded and converted into binary matrix suitable for embed@pgteganographic embedding, where the

binary matrix is embedded into an image using an enco@@rmodel interaction, where the encoded image is sent to the
MLLM:-integrated system, which uses function calling to extract the prompt, generate a response, and re-embed the response
into an image; and4) response extraction, where the attacker decodes the returned message. Dashed arrows hereby indicate
potential internal inference processes that are implicitly performed by the MLLM, without explicit exposure.

IV. Methodology function calling. In the last stage, the attacker retrieves the
. concealed response by decoding the returned image locally.
A. Overview . . !

We elaborate on each stage in the following subsections.
The core design of oubdysseuslies in its implicit attack

paradigm, which contrasts with prior attacks that explicithd. Malicious Query Encoding

inject maligious content. Such approaches expose .harmeIThe goal of this stage is to transform the malicious query
semaqtlcs in a visible form, making them susceptible ﬁﬂto a robust binary representation that can be reliably em-
detection by safety lters. By c'optraSDdysseusemploys dual bedded into images and later recovered by MLLMs, even
§teganography. both the malicious query_apd the porrequﬂﬁ-der various transformations. Unlike prior attacks that inject
ing response are covertly embedded within benlgn-lookl%rmful semantics directly into the input query, we aim to

auxiliary modalities like the image. In general, owing to th%onceal such semantics within binary structures.
ubiquity and exibility of visual modalities in modern MLLM-

integrated systems, images provide a natural and e ectidé@licious Content Encryption. Directly embedding a query
carrier for hidden semantics [33] [13], although our techniqui'ing risks exposing harmful semantics in plaintext, which
is modality-agnostic in principle. may be agged by lters or dl'rectly refusgd to answer by
Figure 2 illustrates the overall pipeline Gfdysseus which  &ligned MLLMs. Therefore, the input quefy is rst encoded
consists of four main stage¢l) malicious query encoding, USiNg @ standard encoding algorithm, such as Base64, to
(2) steganographic embeddingg) model interaction, ang4) gengrate an |nfcermed|ate messa'g@..We fgrther (_avaluate
response extraction. In the rst stage, the attacker encod8§ impact of di erent encoding algorithms in Section V-C.
the malicious prompt into binary matrices for embedding. IBinarization of Encoded MessageTo embed the encoded
the second stage, a steganography model embeds the encogessage into an image using steganography, we need to
binary matrices into benign-looking images using a trainetst convert the text into a xed-length binary format that
encoder; a paired decoder enables accurate recovery in lgieserves full information and aligns with the requirements of
stages. In the third stage, the images are submitted as inpl, encoder. Given an intermediate messaggconsisting of
prompting the model to decode the embedded prompt, generateequence of characters, the rst step is to segment it into
a response, and re-embed the result into a new image maltiple xed-length sub-strings, forming the basic units for



further encoding. Speci cally, we divid¢ i, into = equal- Algorithm 1 The process of information steganography.
length sub-strings: ;—<,—«*+—= each of length, to match Input: Malicious queryQ, original image 2>, segment length
the capacity of the steganography model. This segmentation :, encoder

ensures compatibility with the binary embedding mechanis@utput: Embedded images=

and facilitates batch processing during both encoding ang: EncodeQ using Base64 to obtaih i,

decoding. For each sub-strirgs, to embed it into the image, 2: Split " i, into sub-strings < ;— <s— e« +—<g of length;

we convert the text into a binary matrix using the 8-bit ASCII 3: for each sub-string g do

representation for each character. Speci cally, each character Convert< g to binary matrix g using 8-bit ASCII

29 in <gis transformed into an 8-dimensional binary vector: s; ComputeAs.t.2* ; A 1
2910 192 fO-1gPe © ° ILfe]‘ s thAen
We adopt this representation because it oers a simplesg: Pad gwith zeros to length
xed-length, and widely supported binary format that pre- o: end if
serves full character information. After that, each sub-stringd:  Insert parity bits into g at positions20—21—eee28 1
<gis mapped to a binary matrixg 2 f0-1g &, where; is the 11: Compute parity bits based on even parity
length of the sub-string. 12: 4= Loo— ¢

Redundancy Injection via Check CodesBefore embedding, 13: end for

we apply theHamming codg55] to introduce error correction 14: return 4=

capability, which is lightweight yet e ective for our setting.

Since our steganography model already achieves a high extrac-

tion accuracy, it can provide a good balance between corree adopt a GAN-based steganography architecture inspired by
tion performance and e ciency, further improving robustnes#liDDeN [83], which comprises an encoder a decoder , a

with a mild redundancy. Arguably, the Hamming code canoise layer#, and a discriminator . Speci cally, the encoder
detect and correct any single-bit error within each codeworeinbeds the binary matrixg into acover image »- to produce
which is su cient for our case since most errors caused bgn encoded images=; 4= is passed through a noise layer

the decoding process are isolated and sparse. # that simulates real-world distortions, yieldimgised image
Speci cally, we add redundancy tog before feeding it —--; The decoder then attempts to recover the original matrix
into the encoder using agenerator matrix . is the from -, while the discriminator encourages the encoder to

generator matrix of ah?— °2 Hamming code, which maps:a generate images that are visually indistinguishable from cover
bit input matrix to an?-bit encoded matrix with redundancy.image. The entire model is trained using a multi-objective loss
This redundancy allows for the detection and correction @inction, designed as follows.

errors after matrix extraction. Speci cally, we calculate theoss for Matrix Reconstruction. The matrix reconstruction
number of required parity bit8, such that lossL = jj s »pdjs enforces e ectiveness by mini-
A A 1e (7) mizing the discrepancy between the original input and its
. ) ~ corresponding decoded binary information matrix. It also
We then rearrange the bits of each binary sequence to insgthances robustness by guiding the modeétmver accurate
parity bits at positions20-2'—««+2% 1. If the original bit matrices even when the encoded images are perturbed

sequence is shorter than the data lengtk ; A we pad general, we exploit the technique of expectation over random
it with zeros; if longer, it is truncated accordingly. The parity;gnsformations [3] to ful Il it.

bits are computed based on even paritytoallowsingle-biterrl?r for Ad ial Discriminator. To furth bf t
correction during extraction. oss for Adversarial Discriminator. To further obfuscate

the embedding from adversarial discriminator detection to

C. Steganography Embedding improve the (detector-side) stealthiness, we incorporate an

This stage is responsible for embedding the encoded maiversarial discriminator loss , which follows a standard
cious query into an image carrier using a neural steganogra$pgtN formulation, as follows:
model. This embedding process must balance three critical
objectives: (1) e ectiveness to ensure the model correctly 2>
reconstructs the intended malicious contéBj;robustnessto ) ) ) S
maintain recoverability of the embedded matrices under cof2SS for Image Distortion. To preserve visual similarity and
mon image transformations; ar@) stealthinessto prevent achieve (human-perceived) stealthiness, we include an image
detection by both automated moderation systems and hungigfortion lossL = jj 2> 4=ij5, which penalizes perceptual
observers. By jointly optimizing these objectiveddysseus di erences between the cover and encoded images.
can ensure that the malicious intent remains both e ective y8lverall Loss. The nal training objective integrates all three
covert throughout the pipeline of MLLM-integrated systemscomponents de ned above:

To ful Il these objectives, we design a neural steganography
architecture that jointly considers these aspects. In general, min L * & >p8, ab 4%, 2L 25—~ (9)

21,0400 1 25, o1, od0gll 1 4200% (8)

4=



where s denotes model parameters, am _p are Weights Algorithm 2 The process of information extraction.
balancing the trade-o s between reconstruction accuracy, "’\ﬂbut'
versarial discriminator, and image distortion loss.

Set of @embedded imaget - —++ -éz@g, decoder
, thresholdg, parity-check matrix

Once the steganography model is trained, the encoder Output: Decoded messade -pc
used to embed binary matrices into images. Speci cally, given: for each embedded imagéff do

a cover image 2> and a binary matrix g the encoded image »: v 1 ﬁo
is generated as follows: 3: end for;
4 v 1' @ @
_ o _ o (10) . 81
4= 2>— 8 5. spc Thresholdv-¢@§ .
where ﬁ) denotes the resulting image composed of muItipIeSf for each kggjary segment, pcdo
1280128 sub-images, each embedding 32 bits that collectively’ ( >DC
if ( <0 then

represent the hidden information. The overall procedure of th&'
information embedding process is summarized in Algorithm 1%
Beside, to further improve robustness and reduce the potequi >DC soc 42
tial impact of speci ¢ image content, we embed binary matrix end if o 1
g @imes into di erent cover images. At the end of this phase%zz Remove parity b|t§ from .pc L e
the encoded images- is ready to be delivered to the targetlg: Convert each 8-bit group to ASCII strirg

system, initiating the subsequent stage of the attack. 14 ?nd for ao
15: " 5pc  concatenate alB

16: return >DC

Losgate errscoJr positior? based on

D. Model Interaction

In this stage, all operations are executed autonomously by

the target MLLM-integrated system, not by the attacker. Upon 14 recover the binary matrix spc 2 fO-1g , we apply a

receiving the encoded imaga-, the system internally(1) yresholding function to binarize each elemenwof
extracts the hidden query via function-callin@) performs

inference on the decoded content to generate a response; and 159 (0_ if vg_o¥ @
icv-violati i i -pe = 182vg g = = (13)
(3) embeds the policy-violating response into a cover image DC 1— otherwise
2> using steganographic techniques. Implementation details
for each step are provided in the following parts. whereg denotes a xed threshold value, typically set to 0.5,

Step 1: Error-corrected Extraction. Upon receiving the Which determines the binarization boundaryg represents
image 4=, the modelM extracts the embedded informathe 9th bit within the 8th sub-matrix, with each sub-matrix
tion through a function-calling mechanism. This mechanisg®rresponding to a sub-string of the original message.
enables the model to determine whether to invoke a us@enotes thedth bit in the8th sub-vector.

speci ed function (via a JSON-formatted call). If so, the user's Despite this thresholding, bit-level errors may still exist. To
local environment executes the designated function and retugfigviate this problem, we apply error correction by computing
the result. Notably, such capabilities are natively support@dsyndrome vectof using a parity-check matrix :

by most commercial LLM-integrated system&6s GPT-40) T )

and require no additional modi cations [43]. Moreover, these (= spc - (14)

systems typically do not restrict user-de ned local tools, avT/here is an= 1= :° matrix capable of detecting single-

doing so would hinder agent-style applications and SEVETEY errors. If ( = 0, the decoded binary matrix is considered

degrqde user experience. Speci _cally, the model 5.6'??t5 Rlid. Otherwise( identi es the bit position? where an error

$1&s occurred. We correct the error using the bitwise XOR

call to an attacker-speci eéxtraction function This function ; . )
ation as described below:

accepts the image as input and decodes the embedded comBAt

using the decoder trained in the steganography pha8e4e ( @ P
B _ >DC” if (=0
>DC™ 1@ = (15)
v= 1,40 (11) spc 4-.— otherwise

wherev is a matrix of continuous values #-1%representing Where4- is a vector with a single one at positihand zeros
the raw decoded output. Since each binary matrix is embedddgewhere in the vector.

@imes into di erent images, the model extra@orrespond-  Once error correction is complete, we remove the parity bits
ing matricesv '1°~v'2—« « " @_ These are averaged to obtairfintroduced by the Hamming code) and recover the original

a more robust estimation: data bits. Each group of 8 bits is interpreted as an ASCI| char-_
~ acter, and the decoded characters are concatenated to obtain
_1 1 the original message, denoted 'aspg The full pseudocode
v=—_ Vv e (12) : : . :
@&l of the extraction process is presented in Algorithm 2.



Step 2: Model Inference. In this step, the modeM has Finally, the corrected binary matrice® are mapped to
obtained" .p¢ The extracted conterit .pcrepresents the en- ASCII to reconstruct the encoded response. A standard en-
coded query that was previously embedded within the imagmding algorithm like Base64 is then applied to recover the
Guided by this content, the model then performs inference itdended policy-violating response.

generate the corresponding respoRse

R =M." 5pg O (16)

V. Evaluation

A. Experiment Setup
The respons® is also encoded using algorithms such as

Base64 to conceal the true answer to the hidden query. Sif@lasets.We use theSafeBenctfrom FigStep [13] and the
both the input and output remain in encoded form throughodBB-Behaviord8] to evaluate the jailoreak attacks.

the inference processthe model's internal reasoning and The SafeBenct{13] dataset comprises 10 categories of
alignment constraints are e ectively circumvented. harmful queries, each containing 50 questions, aligned
Step 3: Response Steganograph@nce the model generates ~ With OpenAl's [44] and Meta's [39] usage policies. For
the responseR, it initiates a function call to invoke the ~ ©Our study, we use the 50 questions fr@afeBench-tiny
attacker-speci echiding function which embeds the response & curated subset of SafeBench [13] o cially released by
into the cover image ,-. This function accepts two argu-  the dataset authors, consistent with FigStep-Pro [13].
ments: the cover image and the response to be hidden. To TheJBB-Behaviord8] dataset encompasses 100 distinct
ensure correct execution, we insert a hiding instruction and Misuse behaviors, categorized into ten groups, aligned
enforce the function call using tf@>>;2 >824eld [43]. The with OpenAl usage policies [44].

complete prompt is provided in Appendix A. Following thesystems We evaluate our method ahwidely deployed com-
same procedure in Algorithm 1, this function rst convertnercial MLLM-integrated system, including GPT-40-2024-08-
the respons& into a binary matrix sgs which is further 6 Gemini-2.0-pro, Gemini-2.0- ash, and Grok-3, to demon-

processed using the Hamming code for error detection. Tégate e ectiveness across di erent MLLMs in practice.
resulting matrix is then embedded into the cover image

using the encoder, yielding the nal response imag&e4s
g o

= 1 —
58= 2>~ 5g=

Baselines.We compare our method againkd state-of-the-
art baselines spanning the jailbreak paradigms introduced in
(17) Section II-B. ArtPrompt [20] represents prompt-based attacks
- - . _ that hide harmful content in natural language, analogous to our
where g_and g,_denote theBth encoded image and itssteganographic strategy in other modalities; CipherChat [77] is
corresponding binary matrix, respectively. Finally, the imaggrepresentative cipher-based attack; VAE [50], UMK [62], and
58=IiS returned to the attacker. BAP [74] are optimization-based attacks; FigStep-Pro [13],
E. Response Extraction MM-S_afetyBench [33], HADES [26], and H_IMRD [58] are
domain-transfer attacks. In particular, ne-tuning-based attacks
. ) are excluded since they require internal model access, which
integrated syste_m, the attacker will further ex_tract and "< infeasible under our threat model. Gradient-based attacks
construct t_he hldo_len response locally. Follo_wmg the SaMfe conceptually similar to optimization-based ones and are
procegiure in Algorithm 2, the attacker rst appll_es the stegan?ﬁuS covered by VAE, UMK, and BAP. Speci cally, for all
graphic decoder * © to recover the value matrii from white-box methods, we adapt them to the transferability-based
= 1 0 (18) black-box setting, where adversarial image samples are trained

. 110 4 190 1 on the LLaVA-v1.5-7B [29] model. Additionally, we provide
1 2 — 000 @ . . . -
As before, @redundant mat_rlce@ 2 b_ are 4 comparison and discussion with a related concurrent work,
extracted and averaged to obtain a more robust estiméathe

Attack [12], in A ix C.
averaged matrix is then passed through a binarization functigfqego tack [12], in Appendix C

182 © to produce the nal binary matri. Metrics. Our attack success criteria follow prior work on

To detect and correct potential bit-level errors introducd@iiPreaking [58], [13]. We use the Attack Success Rate (ASR),
during transmission or processing, a parity-check matriis de ned as the percentage of generated jailbreak prompts that

After receiving the nal output images, from the MLLM-

used to compute the syndrorfefor each matrixb'®: include at least one successful query, measured against the
- S total number of samples in the dataset. Detailed evaluation
p=b - (19) procedures are described in Appendix B. A higher ASR

whereb*® denotes th&th binary matrix inb. If the resulting indicates stronger attack performance. In addition, we assess
syndromep equals the zero vectd, no error is detected angthe stealthiness of the attack using the Structural Similarity
the binary matrix is accepted as is. Otherwise, a bit-ip iddex (SSIM) [66] and Peak Signal-to-Noise Ratio (PSNR)
performed at the position indicated by the error pattésrto [64], where higher values re ect lower perceptibility of the

correct the corrupted bit; modi cations. To validate the g.ectiveness of the_ GAN n_et—
. _ work, we evaluate the reliability of extracted information
bi® _ b*®_ if P=0 . (20) via character-level extraction accuracy (ACC), de ned as the

b*® 4, otherwise proportion of correctly recovered characters.



Fig. 3: Successful jailbreak instance on commercial MLLM-integrated systems. The images from left to right are the cover
image, the encoded image, and the modi cation visualizat®»,{di erence between these two images), respectively.

TABLE I. Attack success rate (ASR) of our method and state-of-the-art jailbreak approaches across multiple systems and
datasets. Bold numbers indicate the highest ASR for each setting, while values in red represent ASR below 10%.

Method!

System# Dataseté FigStep-pro  MM-SafetyBench HIMRD HADES VAE BAP UMK CipherChat ArtPrompt Ours

GPT-40 SafeBench 16% 26% 28% 32% 44% 40% 38% 6% 32% 54%

JBB-Behaviors 35% 2% 3% 9% 7% 22% 6% 1% 12% 50%

Gemini-2.0-pro SafeBench 32% 24% 68% 20% 4% 46% 30% 40% 16% 72%

JBB-Behaviors 3% 5% 34% 1% 0% 7% 0% 85% 1%  90%

- SafeBench 6% 20% 98% 6% 24% 46% 16% 4% 0% 76%

Gemini-2.0- ash )

JBB-Behaviors 36% 5% A47% 17% 0% 12% 1% 0% 9%  85%

Grok:3 SafeBench 42% 26% 92% 62% 52% 58% 52% 78% 34% 98%

JBB-Behaviors 81% 4% 88% 34% 24% 36% 33% 88% 32% 99%

Average 31% 14% 57% 23% 26% 33% 25% 43% 19% 78%

Fig. 4: Attack success rate (ASR, %) across di erent content categories. Categories are de nedBBiBehaviordataset,
including #1 Malware, #2 Harassment, #3 Disinformation, #4 Fraud, #5 Sexual Content, #6 Physical Harm, #7 Economic
Harm, #8 Government Decision, #9 Privacy, and #10 Expert Advice.

Computational Facilities. In all experiments, evaluatedcomparison of our method against several state-of-the-art
MLLM-integrated systems are accessed through their respbaselines across multiple systems and datasets. On average, our
tive APIs with the temperature set to 0. Each attack method achieves an ASR of 78%, which is signi cantly higher
attempted 10 times to ensure consistency and robustness.tiddin the next best-performing method, HIMRD [58], with an
experiments are conducted on NVIDIA A100 80GB GPUs. average ASR of 57.25%. Our method consistently achieves the
highest score across nearly all systems and datasets, except for

B. Jailbreak E ectiveness Gemini-2.0- ash onSafebenchOriginally, white-box methods

We hereby demonstrate the attack e cacy Ofdysseus (463 VAE and UMK) sometimes exhibit no e ect, which may
ga_e attributed to architectural discrepancies from the LLaVA-

Overall Performance. Figure 3 displays instances of succes : !
ful jailbreaks byOdysseus Table | provides a comprehens;ive\ll'l‘:"7B [29] model. Meanwhile, CipherChat [77] and Art-
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(a) E ectiveness of steganography compared to cipher-only attack. (b) Impact of di erent encoding algorithms on ASR.

Fig. 5: Ablation study results. (Left) and (middle): Attack success rate (ASR) comparison on steganography and cipher-only
methods oveSafeBencltand JBB-Behaviors(Right): Demonstrates the impact of di erent encoding algorithms on ASR.

TABLE II: Visual and quantitative comparison of stealthinesg,inimal distortion and o ers superior visual stealthiness.
across di erent methods. Bold values indicate the best perfor-
mance in terms of perceptual similarity. C. Ablation Study

Method! VAE BAP UMK Ours

Impact of Steganography. As shown in Figure 5(a), the
integration of steganography with the cipher-only attack, where
Cover malicious intents are only encrypted, signi cantly enhances the
Image ASR on bo th theSafeBenchand JBB-Behaviorsacross all
evaluated systems. These results underscore the necessity of
our dual-steganography design. Speci cally, MLLM-integrated
E|?r?§d:d systems typically enforce stringent Itering on both user inputs
g and model outputs, which explains why text-only encryption
(4+6¢ cipher-pnly) remains largely ine ective: encrypted con-
tent is still processed through the same moderation pipeline.
In contrast, intermediate artifacts generated during function

calling undergo substantially less auditing, primarily due to

Prompt [20] also fail to jailbreak on some MLLM-integrateqpeir intrinsic structural complexity (see Appendix F). Exploit-
systems,_hkely due to system updat_es. We furthgr con rm theﬁflg this gap, embedding the payload within images rather than
observations under an alternative jud§érongRejeciS6], as  yithin textual input or output naturally circumvents these lters

detailed in Appendix E1. and yields a substantially higher ASR.

Performance across Content Categories/Ve further analyze Type of Encoding Algorithm. Figure 5(b) shows the e ects
performance across 10 categoriegBB-BehaviorsAs shown under di erent encoding algorithms. Overall, Base64 tends
in Figure 4, our method consistently ranks highest acrogs achieve the highest ASR, particularly notable on Grok-3,
nearly all systems, demonstrating superiority in both overalhere it outperforms the other methods signi cantly. However,
ASR and category-level robustness. In contrast, baselings encoding algorithms result in reasonably high success
perform well only on select categories and fail on othergates, indicating that the attack performance remains relatively
For instance, HIMRD [58] achieves strong ASR on physicabbust regardless of the specic encoding algorithm used.

harm for Gemini-2.0-pro but performs poorly on malware. Thishis suggests that the choice of encoding algorithm does not
indicates that the apparent success of current methods rggstically a ect the attack success rate.

rely on harmful queries not yet captured by Qxisting Iterg, anﬁlumber of Test Times. Table Il shows the impact of

Yhe number of test times on the experimental ASR. As the
number increases, ASR steadily improves across all systems
Visual Stealthiness EvaluationWe compare our method with and datasets. For example, the Gemini-2.0-pro and Gemini-
VAE, BAP, and UMK using 100 randor@OCO[27] samples. 2.0- ash on JBB-Behaviorgd8] reach their maximum values
Unlike baselines that rely on direct image transformations, oafter approximately 7 attempts. This shows that multiple query
approach embeds information while preserving the originattempts can e ectively overcome the problem of the model
structure, making visual di erence a meaningful metric. Asot following instructions. Moreover, Table IV indicates that
shown in Table I, our method achieves an SSIM of 0.836dven under the 1-shot constraint, where performance naturally
and a PSNR of 68.5971, substantially outperforming baselinégclines relative to multi-attempt settings, our method remains
This indicates that our steganographic process introduaesctive and obtains an average ASR of approximately 55%.

SSIM(") 0.4488 0.4487 0.4487 0.8361
PSNR() 60.9247 60.9239 60.9242 68.5971

strengthen, as previously discussed in Section IlI-C.
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TABLE IlI: Impact of the number of test times8¢4query repetition) on attack success rate (ASR).

Attempt
Systend Datasett 1 2 3 4 5 6 7 8 9 10
GPT-40 SafeBench 22% 34% 40% 44% 48% 50% 52% 52%  52%4%

JBB-Behaviors 28% 36%  40% 50% 50% 50% 50% 50% 50% 50%

Gemini-2.0-bro SafeBench 46% 54% 58% 62% 62% 64% 66%/2% 72% 72%
P JBB-Behaviors 69% 77% 82% 86% 89% 89%  89%90% 90% 90%

SafeBench 74% 76% 76% 76% 76% 76% 76% 76% 76% 76%
JBB-Behaviors 81% 84% 84% 84% 84% 84%85% 85% 85% 85%

SafeBench 88% 92% 98% 98% 98% 98% 98% 98% 98% 98%
JBB-Behaviors 86% 93% 97%  98% 99% 99% 99% 99% 99% 99%

Gemini-2.0- ash

Grok-3

TABLE IV: Average single-shot attack success rate and stan- TABLE VI: Steganalysis detection o®dysseus
dard deviation across 10 repeated jailbreak attempts.

Detector \ Precision Recall F1
Datasetl . Discriminator (ours) 0.369 0.118 0.179
System# SafeBench  JBB-Behaviors Xu-Net 0.508 0974  0.668
GPT-40 12.8%7.0%  16.2% 13.0% Yedroudj-Net 0.700 0.331 0.450
Gemini-2.0-pro  41.6%4.0%  61.5% 4.0% . .
Gemini-2.0- gsh 7520%1.3%  77.1%3.4% A) and the input (encoded) image produced by our encoder,
Grok-3 78.8%5.2%  77.0%8.1% is submitted for safety analysis. The detection rate is 894

our method can fully bypass this lIter.

TABLE V: Extraction accuracy (ACC) of embedding timé Steganalysis Detection.To assess whether steganalysis de-

Times 1 2 3 4 5 tectors can identify our encoded images, we rst con-
Color shiing  92.38%  93.18%  94.20% 92.31%  91.51% Struct a train_ing datgset us_ing a broad _suite of_classical
Crop 100.00% 100.00% 100.00% 100.00% 100.00% Steganographic algorithms, including spatial-domain meth-
Dropout 92.09%  92.70%  95.06%  93.12%  96.00% ods (LSB [21], HUGO [48]), transform-domain methods
JPEG ~ 99.74%  99.24% = 99.23%  97.37% = 99.67% (g5 [67], J-UNIWARD [17]), and deep-learning based ap-
Random noise  100.00% 100.00% 100.00% 100.00% 100.00% hes (HIDDeN 831, St GAN 181]). F h of th
Resize 84.87% 94.72% 97.31% 97.99% 98.70% Proaches (HIiDDeN [83], Stegano [81]). For each of the

six methods, we generate 1,000 stego images, resulting in

6,000 stego samples and their corresponding cover images,

which are used to train steganalysis models. Based on these

datasets, we train three representative detectors: the discrim-

inator used during our model training and two state-of-the-
t CNN-based detectors, Xu-Net [68] and Yedroudj-Net [73].

do not issue@separate queries; instead, @kencoded images As shown in Table VI_' the integrated discrimir_la_tor fail§ tq
are sent together in a single request and processed Iocallyd e_CF our encoded images b_e_cause the training objective
the attacker-speci ed extraction function. This design ensurgé licitly promotes .IO.W (.je_tectablhty (Eq. (8))- T_he two SOTA
that the additional runtime remains negligible (2 3 seconds p ptectors a]so ?Xh'b't.“m'ted. detection capability, I|l_<ely qu
request). Additional ablation study is provided in Appendix go substantial distributional .mlsmatches between their training
data and the steganographic patterns produced by our scheme.
D. Robustness against Potential Defenses Image Transformation. We evaluate the robustness of our
We hereby evaluate the robustness of @dysseusmethod method against six types of image transformations applied to
against four types of defensemput Itering, steganalysis both the input and the output. As shown in Figure 6, even
detection image transformation and adaptive defensedn at the highest intensities, our method preserves high extrac-
general, input ltering aims to detect and block harmfution delity (92% 100%), with operations such as cropping,
content before it reaches the system; steganalysis detecfiédizing, and random noise maintaining near-perfect accuracy.
attempts to determine whether an image contains any efglditional analysis and discussions on how extraction accu-
bedded payload; image transformation introduces perturbatid@gy a ects ASR performance is presented in Appendix ES.
intended to disrupt the embedded payload; adaptive defenkigiire 7 further shows that performance degrades only slightly
are targeted countermeasures deployed when the defendasigyansformation intensity increases; even severe color shifting
aware of the attack method. Discussions of more potentl&tains about 92% accuracy, while median lItering exceeds
defenses and their limitations appears in Appendix F. 97%. These results demonstrate strong resilience against both
Input Filtering. We evaluate whether the input can be agge&erturbation-based and denoising-based defenses. Detailed set-

by input moderation methods. We use OpenAl's ModeratiotH1gIS are provided in Appendix D. Above results consider

API [40], using the “omni-moderation-latest’ model with itgSingle trans_formfitions, we_also analyze the e ect of multiple
default con guration, to analyze each input. The completsansformations in Appendix E2.
request, which contains the prompt text (as shown in Appendiaptive Defenses.Assuming the defender is aware of our

Impact of Redundant Images. As shown in Table V, we
analyze the e ect of embedding timéon extraction accuracy
under di erent transformations. In practice, we s@3 to

balance robustness and e ciency: larg@yields marginal ac-
curacy gains while increasing computational cost. Notably,
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Fig. 6: The examples of visual impact of various transformation attacks at maximum intensity. We hereby include six types of
attacks:(1) Color Shifting: adjusts overall color appearance like the brightness, saturation, ar@)Qeop: removes a portion

of the image content by cutting out a random regi8). JPEG: applies DCT on YUV channels and discards high-frequency
coe cients via a zigzag-masked lter(4) Resize: rescales the input image to a smaller or larger resol&pRandom Noise:

injects Gaussian nois€6) Dropout: randomly zeroes out patches.

Fig. 7: Extraction accuracy under increasing levels of six transformation types, including ve perturbation-based distortions
(8+4+color shifting, crop, resize, random noise, and dropout) and one denoising-based defdmsedian ltering).

TABLE VII: Detection success rate of adaptive defenses {g articulate step-by-step inference. However, the sensitive

detecting ourOdysseus using toxicity detectors. payload stays encoded throughout, leaving CoT traces benign
Dsetecu;; P-APl HarmBench ToxiGen HateBERT and failing to expose thg attack. This demonstrates that even
yste with transparent reasoning, the encoded representation con-
GPT-40 0% 0% 0% 0% ceals harmful content and bypasses detection.
Gemini-2.0-pro 0% 0% 0% 0%
Gemini-2.0- ash 0% 0% 0% 0% .
Grok-3 0% 0% 0% 0% VI. Conclusion

method, it may deploy adaptive defenses that analyze output3his paper revealed a critical gap in existing defenses for
returned through the function-calling interface. We apply fowlLLM-integrated systems, which often assumed that harmful
representative toxicity and jailbreak detectors, including Parentent had to be explicitly visible in inputs or outputs.
spective APl (P-API) [14], HarmBench [38], ToxiGen [16],We argued that this assumption did not necessarily hold
and HateBERT [7]. As all intermediate results remain encodéar MLLM-integrated systems, given their broadened attack
and do not trigger classi er lters, all of these detectors faiurfaces arising from multimodality. To verify this, we intro-
to identify the malicious semantics, as shown in Table VIducedOdysseus a novel jailbreak paradigm that challenged
Besides, recent work [5], [23] proposes chain-of-thought (Cothe prevailing assumptions underpinning commercial safety
monitoring to reveal harmful intent via intermediate reasonindters. By leveraging dual steganograph@dysseusenabled

To test this, we enabled CoT prompting, requiring the modattackers and MLLMs to embed harmful semantics implicitly
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