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Abstract—Shuffle DP (Differential Privacy) protocols provide
high accuracy and privacy by introducing a shuffler who ran-
domly shuffles data in a distributed system. However, most shuffle
DP protocols are vulnerable to two attacks: collusion attacks
by the data collector and users and data poisoning attacks. A
recent study addresses this issue by introducing an augmented
shuffle DP protocol, where users do not add noise and the shuffler
performs random sampling and dummy data addition. However,
it focuses on frequency estimation over categorical data with a
small domain and cannot be applied to a large domain due to
prohibitively high communication and computational costs.

In this paper, we fill this gap by introducing a novel augmented
shuffle DP protocol called the FME (Filtering-with-Multiple-
Encryption) protocol. Our FME protocol uses a hash function
to filter out unpopular items and then accurately calculates fre-
quencies for popular items. To perform this within one round of
interaction between users and the shuffler, our protocol carefully
communicates within a system using multiple encryption. We
also apply our FME protocol to more advanced KV (Key-Value)
statistics estimation with an additional technique to reduce bias.
For both categorical and KV data, we prove that our protocol
provides computational DP, high robustness to the above two
attacks, accuracy, and efficiency. We show the effectiveness of our
proposals through comparisons with twelve existing protocols.

I. INTRODUCTION

DP (Differential Privacy) [1] has been widely adopted by
industry [2], [3], [4] and government agencies [5] to perform
data analysis while protecting individual privacy. DP has been
originally studied in the central model, where a single data
collector holds all users’ personal data and adds noise to
the statistical results. Although central DP enables accurate
data analysis, all personal data can be leaked by data breach
incidents [6]. LDP (Local DP) [7], [8], [9] addresses this issue
by adding noise to each user’s personal data before sending it
to the data collector. However, LDP suffers from low accuracy,
as it needs to add a lot of noise to each user’s personal data.

The shuffle model of DP [10], [11], [12], [13], [14], [15],
[16] has been recently studied to achieve high accuracy

and privacy. It assumes a distributed system involving an
intermediate server called the shuffler and typically works as
follows. Each user adds noise to her input data and sends
an encrypted version of the noisy data to the shuffler. The
shuffler randomly shuffles the noisy data and sends it to the
data collector. Finally, the data collector decrypts the shuffled
data. Under the assumption that the shuffler does not collude
with the data collector, the random shuffling amplifies privacy.
Specifically, DP strongly protects privacy when the privacy
budget ε is small (e.g., ε ≤ 1), and the shuffling significantly
reduces ε. Thus, the shuffle model achieves the same value of
ε as the local model with less noise, i.e., higher accuracy.

However, most shuffle DP protocols have the following two
vulnerabilities. First, they are vulnerable to collusion attacks
by the data collector and users (or collusion with users) [17],
[18]. Specifically, the data collector can obtain noisy data of
some users by colluding with them or compromising their
accounts. In this case, the data collector can reduce the number
of shuffled values and thereby reduce the effect of shuffling. As
a result, the actual value of ε can be significantly increased
(e.g., from around 1 to 8; see Section IV-B). Second, most
shuffle protocols are vulnerable to data poisoning attacks [18],
[19], [20], which inject fake users and carefully craft data sent
from the fake users to manipulate the statistical results.

A recent study [18] addresses these two issues by introduc-
ing an augmented shuffle model, where the shuffler performs
additional operations, such as random sampling and adding
dummies, before shuffling. Specifically, [18] proposes the LNF
(Local-Noise-Free) protocol, in which each user sends her
(encrypted) input data to the shuffler without adding noise, and
the shuffler performs random sampling, adding dummies, and
shuffling. The key idea of this protocol is to prevent malicious
users’ behavior by adding noise on the shuffler side rather than
the user side. The protocol can also be easily implemented
using any PKE (Public Key Encryption) scheme, such as RSA
and ECIES. It is shown in [18] that the LNF protocol is robust
to both collusion with users and poisoning from users while
also providing higher accuracy than other shuffle protocols.

Unfortunately, the LNF protocol in [18] is limited to a
simple frequency estimation task with a small domain and
cannot be applied to data analysis with a large domain.
Specifically, both the communication and computational costs
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of the LNF protocol are linear in the number d of items
and are prohibitively large when d is large. For example,
our experimental results show that the LNF protocol would
require about 100 Terabits of communications and 3 years of
run time to calculate a frequency distribution when d = 109

(see Section VIII). The LNF protocol also cannot be applied
to a more complicated task, such as KV (Key-Value) statistics
estimation [21], [22], [23], with large d for the same reason.

In this work, we fill this gap by introducing a novel protocol
for large-domain data. We first focus on frequency estimation
over categorical data with a large domain and consider a
simple extension of the LNF protocol that reduces the domain
size using a hash function common to all users. We analyze
the theoretical properties of this protocol and show that it
suffers from low accuracy due to hash collision. We also show
that this issue cannot be addressed by introducing a different
hash function for each user (or each user group assigned in
advance), as dummies need to be added for each hash function.

To achieve high accuracy and efficiency, we propose a novel
protocol called the FME (Filtering-with-Multiple-Encryption)
protocol. Below, we explain its technical overview.

A. Technical Overview

Our Protocol. In our FME protocol, we use a hash function to
filter out unpopular items with low (or zero) frequencies rather
than to calculate frequencies. Then, we accurately calculate
frequencies for the selected items. This can be realized by
introducing a two-round interaction between users and the
shuffler, where each user sends her hash value for in the
first round and her input data or a symbol “⊥” representing
an unselected item in the second round. However, the two-
round interaction significantly reduces the usability, as each
user must respond to the shuffler twice. Moreover, it needs
synchronization [24] in that the shuffler must wait for all users’
responses before shuffling in each round. Thus, the two-round
protocol would not be practical for many systems.

We overcome this issue by replacing unselected items
with ⊥ on the data collector side and introducing multiple
encryption [25]. Specifically, our FME protocol achieves one
round of interaction between users and the shuffler as follows.
Each user sends her hash value and input data simultaneously
to the shuffler. The shuffler performs augmented shuffling
for the hash values and sends them and the corresponding
input data to the data collector. The data collector filters items
based on the shuffled hash values, replaces unselected items
in the input data with ⊥, and sends them back to the shuffler.
Finally, the shuffler performs augmented shuffling for the input
data, and the data collector calculates frequencies from the
shuffled input data. Note that the input data are communicated
between the shuffler and the data collector three times in
this protocol. Thus, a lot of information can be leaked by
comparing them. To prevent this leakage, we use multiple
encryption for the input data and have the shuffler and data
collector decrypt the input data each time they receive them.
We rigorously analyze the privacy of our protocol and prove
it achieves computational DP [26], [27]. We also show that

it achieves high robustness against collusion and poisoning
attacks, accuracy, and efficiency. Furthermore, we optimize the
range of the hash function in terms of efficiency.

Then, we apply our FME protocol to KV statistics es-
timation, where each user has KV pairs (e.g., movies and
ratings) and the goal is to estimate the frequency and mean
value for each key (item). For this data type, we propose an
additional technique called TKV-FK (Transforming KV Pairs
and Filtering Keys), which transforms KV pairs into one-
dimensional data and filters the data at a key level to reduce
bias in the estimates. We extensively evaluate our proposals
and show they are effective for both categorical and KV data.

Technical Novelty. Our main technical novelty lies in a
technique that carefully uses multiple encryption to provide
(computational) DP within one round of interaction for users,
and in the rigorous proof of DP. To our knowledge, we are the
first to use multiple encryption to reduce the number of rounds
while providing DP (see Section II for details). In addition,
our FME protocol does not use multiple encryption merely
to implement onion routing [28]. More importantly, multiple
encryption enables the data collector to remove ciphertexts
corresponding to unpopular items without revealing this fact
to the shuffler by replacing them with ciphertexts that encrypt
⊥. We prove the DP guarantee of such a protocol by reducing
it to the security of a PKE scheme. Our work also includes
other technical contributions, such as the optimization of the
hash range and a technique to reduce bias (i.e., TKV-FK).

Furthermore, we prove many theorems that are not simple
extensions of [18]. Examples include our theoretical results
for KV data (e.g., Theorems 11 and 12), as [18] does not deal
with KV data. In particular, the existing robustness analysis for
KV data [19] assumes that the number of each user’s KV pairs
does not exceed the padding length [23], which may not hold
in practice. Theorem 11 removes this assumption and shows
the robustness of our protocol in a general setting where the
number of KV pairs can exceed the padding length. Another
example is Theorem 8, which analyzes the communication
cost of our FME protocol based on the size of single, double,
or triple ciphertexts and a bound on the expected number of
selected items. This theorem is also new and serves as a basis
for optimizing the hash range. We also present a new theorem
(Theorem 5) that shows the low accuracy of a simple extension
of the LNF protocol [18] using the common hash function
under the 2-wise independence assumption [29].

B. Our Contributions

We make the following contributions:
� We propose a novel augmented shuffle protocol called the

FME protocol for large-domain categorical and KV data.
Our protocol achieves high privacy, robustness, accuracy,
and efficiency within one round of interaction for users
using multiple encryption. For KV data, we propose an
additional technique called TKV-FK to reduce bias.

� We demonstrate the effectiveness of our proposals
through theoretical analysis and extensive experiments
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that compare ours with twelve state-of-the-art shuf�e
protocols (eight for categorical and four for KV data).

Compared to the LNF protocol [18], our protocol reduces the
communication cost from about100 Terabits to260 Gigabits
and the run time from about3 years to1 day (d = 109). Note
that d is much smaller than109 in most practical applications
(e.g., there ared = 8 � 106 census blocks in the US; Amazon
has d = 6 � 108 products in total [30]), in which case the
communication and computational costs are also smaller. We
also show that our protocol can be applied to a system with
large-scale users and items (e.g., item rating system [31]) by
introducing user sampling. The proofs of all statements are
given in our full paper [32]. Our code is available in [33].

II. RELATED WORK

Shuf�e DP. The shuf�e model of DP can be divided into
two models: apure shuf�e modeland anaugmented shuf�e
model [18]. Most existing work (e.g., [11], [12], [13], [14],
[15], [16], [34], [35], [36]) assumes the pure shuf�e model,
where the shuf�er performs only shuf�ing. However, this
model is vulnerable to collusion with users and data poisoning.
This vulnerability is inevitable in this model because genuine
users need to add noise to their input data; in this case, the
data collector can increase" by obtaining noisy data of some
users, and fake users can effectively manipulate the statistical
results bynot adding noise to their input data [19].

Beimel et al. [37] show a pure shuf�e protocol for general
tasks, which achieves accuracy comparable to the central one.
However, their protocol requires two rounds of interaction for
users whereas ours requires only one round of interaction.

Some protocols, including Google's Prochlo [10], assume
the augmented shuf�e model, where the shuf�er performs
additional operations, e.g., randomized thresholding [10], ran-
dom sampling [38], and adding dummies [17]. A recent
study [18] proposes the LNF protocol that does not add
noise on the user side and shows that it is robust to both
collusion and poisoning attacks. However, this protocol cannot
be applied to large-domain data. We address this issue by
introducing a novel protocol with multiple encryption.
Collusion/Poisoning Attacks. Some studies [17], [18] show
that pure shuf�e protocols are vulnerable to collusion with
users. To address this issue, Wanget al. [17] add dummies
uniformly at random from the domain of noisy data on the
shuf�er side. However, their protocol still suffers from the in-
crease in" by collusion with users, as shown in Appendix E-B.

Data poisoning attacks have been studied in various data
types, e.g., categorical [19], [39], KV [20], numerical [40],
and set-valued data [41]. Although these attacks assume the
local model, they can also be applied to the shuf�e model.
Defenses have also been studied for categorical or KV data.
The defenses in [42], [43], [44], [45] introduce multiple rounds
for users and reduce usability. The defenses in [19], [46]
have limited effectiveness [18]. We also show that the defense
in [20] has limited effectiveness in Appendix E-B.
Cryptographic Protocols. Multiple encryption has been stud-
ied in the �eld of cryptography [25], [47], [48]. Its applications

include key-insulated encryption [47], onion routing [28], mix-
net [49], and an instant messenger [50]. To our knowledge,
we are the �rst to use multiple encryption to provide DP for
distributed systems within one round of interaction for users.

Finally, a DP protocol using secure multi-party computation
is proposed in [51] to calculate a frequency distribution. Their
protocol requires a PKE scheme with a homomorphic property,
whereas ours can use any PKE scheme based on a wider
class of assumptions. Moreover, the protocol in [51] cannot be
applied to more advanced KV statistics estimation, as (i) each
user may hold multiple KV pairs, and (ii) the data collector
needs to estimate both frequency and mean for each key. In
contrast, our protocol can be used to estimate KV statistics.

III. PRELIMINARIES

A. Notations

Let R, R� 0, N, and Z � 0 be the sets of real numbers,
non-negative real numbers, natural numbers, and non-negative
integers, respectively. Letn 2 N be the number of users, and
d 2 N be the number of items. Fori 2 [n] (= f 1; 2; : : : ; ng),
let ui be the i -th user. LetX be the space of input data,
and x i 2 X be the input data of userui . Sections V and VI
focus on frequency estimation over categorical data, whereas
Section VII focuses on frequency and mean estimation over
KV data. Below, we introduce the notations for each case.

Categorical Data. For categorical data, we follow [18], [19],
[52] and represent an item as an integer from1 to d. Each
user's input datax i (i 2 [n]) is an item, i.e.,X = [ d]. The data
collector estimates the (relative) frequencyf i 2 [0; 1] for each
item i 2 [d]. The frequencyf i is given byf i = 1

n

P n
j =1 1x j = i ,

where 1x j = i takes1 if x j = i and 0 otherwise. We denote
the estimate off i by f̂ i 2 R. Let f = ( f 1; : : : ; f d) and f̂ =
(f̂ 1; : : : ; f̂ d). The goal for the data collector is to calculatef̂
as close as possible tof under DP.

KV Data. For KV data, we follow [20], [21], [22], [23]
and represent a key (item) as an integer from1 to d and a
numerical value as a real value between� 1 and1. Note that
we can assume that the values are in the range[� 1; 1] without
loss of generality, as numerical values can be transformed into
[� 1; 1]. In this use case, each user's input datax i (i 2 [n])
is a set of KV pairshk; vi , wherek 2 [d] and v 2 [� 1; 1].
Note that each user has at most one KV pair per key, i.e.,
X =

S d
i =1 ([d] � [� 1; 1])i . The data collector estimates the

frequency� i 2 [0; 1] and the mean value	 i 2 [� 1; 1] for
each keyi 2 [d]. They are given by

� i = 1
n

P n
j =1 1hk; �i2 x j ; 	 i = 1

n � i

P
j 2 [n ];hk;v i2 x j

v;

where1hk; �i2 x j takes1 if x j includes keyk and0 otherwise.
Let �̂ i (resp.	̂ i ) 2 R be the estimates of� i (resp.	 i ). Let
� = (� 1; : : : ; � d), 	 = (	 1; : : : ; 	 d), �̂ = ( �̂ 1; : : : ; �̂ d),
and 	̂ = ( 	̂ 1; : : : ; 	̂ d). The goal is to calculatê� and 	̂ as
close as possible to� and 	 , respectively, under DP.

We also summarize our notations in Table I of Appendix A.
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B. Differential Privacy

In this work, we use DP [1] and its computational version
called CDP (Computational DP) [26], [27] as privacy notions:

De�nition 1 (("; � )-DP/CDP). Let " 2 R� 0 and � 2
[0; 1]. We say a randomized algorithmM with domainX n

provides ("; � )-DP if for any neighboring databasesD =
(x1; : : : ; xn ) 2 X n and D 0 = ( x0

1; : : : ; x0
n ) 2 X n that differ

on one entry and anyS � Range(M ),

Pr[M (D) 2 S] � e" Pr[M (D 0) 2 S] + �: (1)

We also sayM provides("; � )-CDP (Computational DP)if
for any attackerA running in time polynomial in
 2 N,

Pr[A (M (D)) = 1] � e" Pr[A (M (D 0)) = 1] + � + negl(
 );
(2)

where negl is a function that approaches0 faster than the
reciprocal of any polynomial in
 .

In our work, 
 coincides with the security parameter of a
PKE scheme.("; � )-CDP (resp. DP) can be used for shuf�e
DP protocols with (resp. without) PKE schemes. In shuf�e
protocols, the shuf�er or the data collector can be an attacker
A . In either case, all messages the attacker receives during the
protocols are outputs ofM . Note that" � 5 is unsuitable in
most applications [53].� should be much smaller than1n [1].

We also introduce LDP [7], [54], which can be used as a
building block for pure shuf�e DP protocols:

De�nition 2 (" -LDP). Let " 2 R� 0 and � 2 [0; 1]. We say
a randomized algorithmR with domainX provides"-LDP if
for any input valuesx; x 0 2 X and anyS � Range(R),

Pr[R(x) 2 S] � e" Pr[R(x0) 2 S]: (3)

Examples of LDP mechanismsR include the GRR [17],
RAPPOR [2], OUE [52], and OLH [52].

C. Pure Shuf�e Model

Below, we explain the pure shuf�e model assumed in most
existing shuf�e DP protocols. Assume that the data collector
has a private key and publishes the corresponding public key.
In the pure shuf�e protocols, each userui adds noise to her
datax i using a randomized algorithmR, encrypts it using the
public key, and sends the encrypted version ofR(x i ) to the
shuf�er. The shuf�er randomly shuf�es (encrypted) noisy data
R(x1); : : : ; R (xn ) and sends them to the data collector. The
data collector decrypts the shuf�ed data using the private key.

Under the assumption that the shuf�er does not collude with
the data collector, the data collector obtains only the shuf�ed
data. The shuf�ed data provides("; � )-DP, where" = g(n; � )
andg is a monotonically decreasing function ofn and� . For
example, whenR provides LDP,g is expressed using the state-
of-the-art privacy ampli�cation result [16] as follows:

Theorem 1 (Privacy ampli�cation result in [16]). Let "0 2
R� 0 and D = ( x1; : : : ; xn ) 2 X n . Let R : X ! Y be
a randomized algorithm. LetM S : X n ! Y n be a pure
shuf�e algorithm that takesD as input, samples a uniform

random permutation� over [n], and outputsM S (D ) =
(R(x � (1) ); : : : ; R (x � (n ) )) . If R provides"0-LDP, then for any
� 2 [0; 1], M S provides("; � )-DP with " = g(n; � ), where

g(n; � ) = ln
�

1 + ( e" 0 � 1)
4
p

2 ln(4 =� )p
(e" 0 +1) n

+ 4
n

�
(4)

if "0 � ln( n
8 ln(2 =� ) � 1) and g(n; � ) = "0 otherwise.

By (4), " is much smaller than"0 in the LDP mechanism
when n is large. In multi-message protocols [34], [35], [36],
g(n; � ) is different from (4). See [34], [35], [36] for details.

D. Communication Cost and Accuracy

We use the following measures for the communication cost
and accuracy (i.e., utility):

Communication Cost. Let CU � S (resp.CS� D ) 2 R� 0 be
the expected number of bits sent from users to the shuf�er
(resp. from the shuf�er to the data collector). Then, the
expected total numberCtot of bits sent from one party to
another is given byCtot = CU � S + CS� D . We useCtot as a
measure of the communication cost.

Accuracy. For categorical data, we follow [17], [18], [52],
[55] and measure the expected squared errorE[(f̂ i � f i )2] of
the estimate~f i for each itemi 2 [d]. If the estimate ~f i is
unbiased, thenE[(f̂ i � f i )2] is equal to the varianceV[f̂ i ].
Similarly, we follow [23] and measure the expected squared
errorsE[(�̂ i � � i )2] andE[(	̂ i � 	 i )2] (i 2 [d]) for KV data.

IV. COLLUSION AND POISONING ATTACKS

In this section, we explain collusion and poisoning attacks
in detail. Section IV-A de�nes our threat model and clari�es
why we focus on these attacks. Sections IV-B and IV-C explain
collusion and poisoning attacks, respectively.

A. Threat Model

We assume that anyone except a single user (victim),
including the shuf�er, the data collector, and other users, can
be an attacker who attempts to infer the input data of the
victim. We assume that input datax1; : : : ; xn are independent
(which is necessary for DP guarantees [56]) and that the
attacker can obtain input data of all users except the victim as
background knowledge.

We also assume that the data collector can collude with
some users except the victim (or compromise their accounts)
to obtain their noisy data sent to the shuf�er. In addition, the
attacker can inject fake users and send an arbitrary message
from each fake user to manipulate the statistics. The former
and latter attacks are collusion and poisoning attacks, respec-
tively. We focus on these attacks because attacks by malicious
users pose a threat in practice – [57] shows that the attacker
can inject a large number of fake users in practical systems. In
particular, collusion attacks are threatening because" can be
increased from about1 to 8 in the pure shuf�e protocols when
10%of users collude with the data collector; see Section IV-B.
It is also dif�cult to know the number of colluding users (and
hence the actual value of" ) in these protocols.
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As with most existing shuf�e protocols, we assume that
the shuf�er and the data collector are semi-honest and do
not collude with each other. Our protocol cannot achieve DP
or accurate estimates when these servers deviate from the
protocol (e.g., when the shuf�er leaks data sent from users
or does not perform shuf�ing; when the data collector alters
the estimates). One way to address this issue is to ensure data
con�dentiality and enforce the servers to follow the protocol
via a legally binding contract or a TEE (Trusted Execution
Environment) [10], [58]. Another way is to provide security
against the servers who deviate from the protocol (i.e., mali-
cious security) by using MPC (Multi-Party Computation) [59].
We leave the use of the TEE or MPC for future work.

B. Collusion with Users

Wanget al. [17] point out that" in the pure shuf�e model
can be increased when the data collector colludes with some
users to obtain their noisy data sent to the shuf�er.

Speci�cally, let 
 � [n]. Assume that the data collector
colludes with usersf ui ji 2 
 g and obtains their noisy
data sent to the shuf�er. Then, the privacy budget" for the
remaining users is increased fromg(n; � ) to g(n �j 
 j; � ) [18].
For example, ifn = 106, j
 j = 105, and � = 10 � 12 in
Theorem 1, then" can be increased from1:1 to 8:3.

Ideally, the value of" should not be increased even if some
users share their data sent to the shuf�er with the data collector.
Below, we formally de�ne suchrobustness to collusion with
users. We �rst introduce
 -neighboring databases [60]:

De�nition 3 (
 -Neighboring databases). Let 
 � [n]. We
say two databasesD = ( x1; : : : ; xn ) 2 X n and D 0 =
(x0

1; : : : ; x0
n ) 2 X n are 
 -neighboringif they differ on one

entry whose indexi is not in 
 , i.e., x i 6= x0
i for somei =2 


and x j = x0
j for any j 6= i .


 -neighboring databases consider an attacker who colludes
with users f ui ji 2 
 g. Based on this, we can de�ne the
robustness to collusion with users as follows:

De�nition 4 (Robustness to collusion with users). Let M be a
shuf�e protocol that provides("; � )-DP (or CDP). Fori 2 [n],
let � i be data sent from userui to the shuf�er in M . For

 � [n], let M 
 be a protocol that takes a databaseD 2 X n

as input and outputsM 
 (D ) = ( M (D); (� i ) i 2 
 ). We sayM
is robust to collusion with usersif for any 
 � [n], any 
 -
neighboring databasesD andD 0, and anyS � Range(M 
 ),
M 
 also satis�es (1) (or (2)), i.e., if" and� are not increased
by collusion with users.

The data� i sent from userui to the shuf�er depends on
the protocol M . For example, in the baseline protocol in
Section V-B,� i = h(x i ), whereh is a hash function. In our
protocol in Section VI,� i = ( x i ; h(x i )) .

Unfortunately, pure shuf�e protocols cannot provide the
robustness in De�nition 4, as they need to add noise on the
user side. The robustness in De�nition 4 can be achieved by
introducing the augmented shuf�e model and adding noise on
the shuf�er side, as shown in Sections V to VII.

C. Data Poisoning Attacks

Following [19], [20], we consider the following targeted
attacks as data poisoning attacks. LetT � [d] be the set of
target items. We assume that the attacker injectsn0 2 N fake
users; there aren + n0 users in total, includingn genuine
users. Each fake user can send an arbitrary message to the
shuf�er. This is called the output poisoning attack [40]. For
i 2 [n0], let mi be a message sent from thei -th fake user. Let
m = ( m1; : : : ; mn 0) be the messages ofn0 fake users.

Categorical Data. For categorical data, the attacker attempts
to increase the estimates for the target itemsT (i.e., to promote
T ) as much as possible. Formally, letf̂ 0

i 2 R be the estimate of
f i after poisoning. Then, the attacker'soverall gainis de�ned
as Gf (m) =

P
i 2T E[f̂ 0

i � f̂ i ] [19]. The attacker's goal is to
maximizeGf (m).

Let Gmax
f = max m Gf (m) be the maximum value of

Gf (m). Cao et al. [19] propose the MGA (Maximal Gain
Attack) that crafts the messagesm to achieveGmax

f . We use
the maximum gainGmax

f to measure the robustness to data
poisoning attacks in categorical data.

KV Data. For KV data, the attacker attempts to maximize
the frequency and mean estimates for the target itemsT (i.e.,
to promoteT ). Let �̂ 0

i (resp.	̂ 0
i ) 2 R be the estimate of� i

(resp.	 i ) after poisoning. Then, thefrequency gainand the
mean gainare given byG� (m) =

P
i 2T E[�̂ 0

i � �̂ i ] and
G	 (m) =

P
i 2T E[	̂ 0

i � 	̂ i ], respectively [20]. The goal is
to maximizeG� (m) andG	 (m) simultaneously.

Let Gmax
� = max m G� (m) and Gmax

	 = max m G	 (m).
Wu et al. [20] propose the M2GA (Maximal Gain Attack) that
crafts m to achieveGmax

� and Gmax
	 simultaneously. We use

the maximum frequency gainGmax
� and the maximum mean

gain Gmax
	 as robustness measures in KV data.

V. BASELINE PROTOCOLS

In this section, we present two baseline protocols for
categorical data and explain why they are unsuitable for
large-domain data. Section V-A describes the LNF (Local-
Noise-Free) protocol in [18] and explains that it suffers from
prohibitively high communication and computational costs.
Section V-B introduces the CH (Common Hash) protocol to
address this issue and shows that it suffers from low accuracy.

A. Local-Noise-Free Protocol

Protocol. Fig. 1 shows the overview of the LNF protocol.
We show an algorithmic description of the LNF protocol in
Algorithm 2 of Appendix B-A. We denote the LNF protocol
by SLNF

D ;� . SLNF
D ;� has adummy-count distributionD over Z � 0

with mean� 2 R� 0 and variance� 2 2 R� 0 and asampling
probability � 2 [0; 1] as parameters.

The LNF protocolSLNF
D ;� is simple and works as follows

(we omit the encryption/decryption process). First, each user
ui (i 2 [n]) sends her input valuex i 2 [d] without adding
noise. Then, the shuf�er performs three operations: random
sampling, adding dummies, and shuf�ing. Speci�cally, the
shuf�er randomly selects each input value with probability
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Fig. 1. Overview of the LNF protocol (n = 6 , d = 3 ). In this example, the
shuf�er discards input data ofu2 and adds(z1 ; z2 ; z3 ) = (1 ; 0; 2) dummies.

� . For each itemi 2 [d], the shuf�er randomly generates
zi from the dummy-count distributionD (zi � D ) and adds
zi dummy values. Lety1; : : : ; y~n 2 [d] be the selected input
values and dummies, where~n 2 Z � 0 is the total number of
these values. The shuf�er samples a random permutation�
over [~n] and sendsy� (1) ; : : : ; y� (~n ) to the data collector. In
Fig. 1, y� (1) ; : : : ; y� (~n ) = (1 ; 2; 3; 3; 2; 1; 3; 1) (~n = 8 ).

After receiving the shuf�ed valuesy� (1) ; : : : ; y� (~n ) , the
data collector calculates their histogram. Speci�cally, the data
collector calculates a count (absolute frequency)~ci 2 Z � 0

for each itemi 2 [d] from y� (1) ; : : : ; y� (~n ) . In the example
of Fig. 1, (~c1; ~c2; ~c3) = (3 ; 2; 3). Finally, the data collector
calculates an unbiased estimatef̂ i of f i as f̂ i = 1

n� (~ci � � )
and outputŝf = ( f̂ 1; � � � ; f̂ d).

Theoretical Properties. SLNF
D ;� provides DP and is robust

to both data poisoning and collusion attacks if a simpler
mechanism called thebinary input mechanismprovides DP:

De�nition 5 (Binary input mechanism). Let D be a dummy-
count distribution overZ � 0. The binary input mechanism
M D ;� : f 0; 1g ! Z � 0 with parametersD and � 2 [0; 1]
takes binary datax 2 f 0; 1g and outputs

M D ;� (x) = �x + z;

where� andz are random variables that follow the Bernoulli
distribution Ber(� ) andD, respectively (� � Ber(� ), z � D ).

Theorem 2 ([18]). If M D ;� provides( "
2 ; �

2 )-DP, thenSLNF
D ;�

provides("; � )-CDP1 and is robust to collusion with users.

Theorem 3 ([18]). Let � = n 0

n + n 0 and f T =
P

i 2T f i . SLNF
D ;�

provides the following robustness against poisoning attacks:

Gmax
f = � (1 � f T ): (5)

Gmax
f in (5) does not depend on" and is smaller than

existing pure shuf�e protocols [19], [34], [35], [36]. Thus,
Theorems 2 and 3 mean thatSLNF

D ;� provides DP and is robust
to collusion and data poisoning attacks ifM D ;� provides DP.

In addition,SLNF
D ;� achieves the following accuracy:

1Note thatM D ;� provides CDP, as it uses a PKE scheme. Speci�cally,
it provides("; � )-DP for the data collector and(0; 0)-CDP for the shuf�er.
In addition, " and � in SLNF

D ;� are doubled. This is because neighboring data
x; x 0 2 f 0; 1g in M D ;� differ by 1 in one dimension, whereas neighboring
databasesD; D 0 2 [d]n in SLNF

D ;� differ by 1 in two dimensions.

Theorem 4 ([18]). For any i 2 [d], SLNF
D ;� outputs an unbiased

estimate (i.e.,E[f̂ i ] = f i ) and achieves the following expected
squared error:

E[(f̂ i � f i )2] = f i (1 � � )
n� + � 2

n 2 � 2 : (6)

The error in (6) decreases as� 2 decreases and� increases.

Dummy-Count Distribution D. Examples ofD providing
DP include the binomial distribution and the asymmetric geo-
metric distribution. In particular, [18] shows that the asymmet-
ric geometric distribution provides higher accuracy than the
binomial distribution and existing pure shuf�e protocols when
� = 1 and achieves pure DP (� = 0 ) when � = 1 � e� "= 2.

Limitations. The drawback ofSLNF
D ;� is that it cannot be

applied to large-domain data due to its high communication
and computational costs. Speci�cally, the communication costs
of SLNF

D ;� are:CU � S = �n , CS� D = � (�n + �d ), and

Ctot = � ((1 + � )n + �d ); (7)

where � is the size of each ciphertext. Thus,Ctot can be
expressed asO(n + d). Note that we can effectively reduce
n by randomly sampling users, as shown in our experiments.
However, we cannot reduced by randomly sampling items
without losing accuracy. Moreover, the mean� of the dummy-
count distributionD is much larger than1, e.g.,� = 108 in the
asymmetric geometric distribution (� = 1 , " = 1 , � = 10 � 12).
Thus,Ctot in (7) can be prohibitively large whend is large.
For example, whenn = 105, d = 109, � = 108, � = 1 , and
the 2048-bit RSA is used,SLNF

D ;� needsCtot = 220 Terabits.
Similarly, the computational cost ofSLNF

D ;� is O(n + d) and
can be prohibitively large whend is large. For example,SLNF

D ;�
requires about3 years whend = 109 in our experiments.

B. Common Hash Protocol

Protocol. The LNF protocol SLNF
D ;� cannot be applied to

categorical data with large domain sized, as both the com-
munication and computational costs areO(n + d). A natural
approach to improving the ef�ciency would be to reduce the
domain size using a hash function. Our baseline, called the
CH (Common Hash) protocol, simply uses a hash function
common to all users. We denote this baseline bySCH

D ;� .
Speci�cally, letH be a universal hash function family whose

domain is[d] and whose range is[b] (b � d). The CH protocol
SCH

D ;� randomly selects a hash functionh : [d] ! [b] from
H, appliesh to input valuesx1; : : : ; xn , and runs the LNF
protocol SLNF

D ;� . In other words,SCH
D ;� runs Algorithm 2 (lines

1-11) with inputs(h(x1); : : : ; h(xn )) , b, D, and� . Then, the
data collector obtains(~c1; : : : ; ~cb), where~cj (j 2 [b]) is a count
of a hash valuej calculated from the shuf�ed values. Finally,
the data collector calculates an unbiased estimatef̂ i (i 2 [d])
of f i as f̂ i = b

n� (b� 1) (~ch( i ) � n�
b � � ).

Theoretical Properties. We show DP and the robustness of
SCH

D ;� in Appendix B-B. Below, we analyze the communication
cost of SCH

D ;� . SinceSCH
D ;� reduces the domain size fromd to
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b via the hash functionh, the communication costs ofSCH
D ;�

are:CU � S = �n , CS� D = � (�n + �b ), and

Ctot = � ((1 + � )n + �b ); (8)

where � is the size of each ciphertext.Ctot in (8) can be
expressed asO(n + b). Similarly, the computational cost of
SCH

D ;� is O(n + b). Therefore, the CH protocolSCH
D ;� is much

more ef�cient than the LNF protocolSLNF
D ;� whenb � d.

Limitations. Unfortunately, the CH protocolSCH
D ;� is also

unsuitable for large-domain data because it suffers from low
accuracy due to hash collision.

Speci�cally, assume that the hash functionh is 2-wise inde-
pendent; i.e., for anyi 1; i 2 2 [d] and j 1; j 2 2 [b], Pr(h(i 1) =
j 1jh(i 2) = j 2) = Pr( h(i 1) = j 1) = 1

b . For example, let
p 2 [d;2d) be a prime,a1 2 [p � 1], and a0 2 [p]. Then, a
hash functionh de�ned byh(x) = (( a1x + a0) mod p) mod b
is (almost) 2-wise independent [29]. This hash function is
used in [34] and is also used in our experiments. Under this
assumption, the accuracy ofSCH

D ;� can be quanti�ed as follows:

Theorem 5. For any i 2 [d], SCH
D ;� with a 2-wise independent

hash functionh outputs an unbiased estimate (i.e.,E[f̂ i ] = f i )
and achieves the following expected squared error:

E[(f̂ i � f i )2] = b2

n 2 � 2 (b� 1) 2

�
nf i � (1 � � ) + � 2 + !

�
; (9)

where

! =
P d

j =1 ;j 6= i

�
(n 2 f 2

j � 2 + nf j � (1 � � ))( b� 1)
b2 + nf j � (1 � � )

b2

�
:

The �rst and second terms in (9) are almost the same as
the squared error in (6). However, the third term in (9) is
introduced by hash collision and is very large whenb is small.
For example, when� = 1 andb = n, the squared error in (6)
is � 2

n 2 . In contrast, the squared error in (9) is about� 2 + n
n 2 in

the worst case. In other words, the squared error is increased
from O(n� 2) to O(n� 1) due to the hash collision. We also
show thatSCH

D ;� suffers from low accuracy in our experiments.
In Appendix B-C, we describe other baselines thanSLNF

D ;�

andSCH
D ;� and explain that they also suffer from low accuracy.

VI. F ILTERING-WITH-MULTIPLE-ENCRYPTION PROTOCOL

In this section, we propose a novel DP protocol called the
FME (Filtering-with-Multiple-Encryption) protocolto address
the issues in the baselines. Section VI-A explains its technical
motivation and overview. Section VI-B describes the details
of our FME protocol. Section VI-C analyzes its theoretical
properties. Section VI-D proposes a method to optimize the
rangeb of the hash function in our FME protocol.

A. Technical Motivation and Overview

Technical Motivation. As explained in Section V-B, hash val-
uesh(x1); : : : ; h(xn ) cannot be used for frequency estimation
due to hash collision. However, they can be used to�lter out
unpopular items with low (or zero) frequencies. This is helpful
in large-domain data because the frequency distributionf is
sparse; e.g., most items have a count of zero whenn � d.

Fig. 2. Two-round protocol using a hash functionh.

Fig. 3. Overview of our FME protocol. It reduces the number of rounds
between users and the shuf�er in Fig. 2 by introducing multiple encryption.

After reducing the input domain by �ltering, we can ef�ciently
use the LNF protocol to obtain high accuracy.

Based on this, we can consider atwo-roundprotocol shown
in Fig. 2. In the �rst round, each userui sends her hash
value h(x i ) to the shuf�er. The shuf�er performs augmented
shuf�ing (i.e., sampling, adding dummies to hash values, and
shuf�ing) and sends the shuf�ed hash values to the data
collector. The data collector �lters out unpopular items and
sends a set� � [d] of popular items to the users. In the
second round, each userui replaces her input valuex i with
? representing anunselected itemif x i =2 � . Then, the parties
run the LNF protocol for selected items� and ? ; i.e., [d] is
replaced with� [ f?g .

The two-round protocol provides high accuracy for popular
items� , as it uses the LNF protocol for them. In addition, the
second round can be ef�ciently performed since the domain
is restricted to� [ f?g . Similar approaches have been taken
in [22], [61] – they introduce the �rst round to �nd popular
items and the second round to calculate statistics for them.

However, the two-round protocol is not desirable for many
practical systems, as it signi�cantly requires a great deal of ef-
fort from users and synchronization, as described in Section I.
We are interested in providing high accuracy and communi-
cation/computation ef�ciencywithout introducing two rounds
of interaction between users and the shuf�er.

Overview. Our key idea is to remove the two rounds of
interaction between users and the shuf�er in Fig. 2 byreplac-
ing unselected items with? on the data collector sideand
introducing multiple encryption. Fig. 3 shows the overview of
our FME protocol that embodies our key idea.

For ease of explanation, we begin with our FME protocol
without encryption. In our protocol, each userui sends her
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hash valueh(x i ) and input valuex i simultaneously. After
receiving each user's pairhh(x i ); x i i (i 2 [n]), the shuf�er
performs augmented shuf�ing for the pairs, where dummies
are added to hash values (i.e., in the form ofhh(i ); ?i for
i 2 [b]), and sends the shuf�ed pairs to the data collector. Then,
the data collector selects a set� of popular items based on the
shuf�ed hash values and replaces unselected itemsx i =2 � in
the shuf�ed pairs with? . After that, the data collector sends�
and the shuf�ed input values (including? ) back to the shuf�er.
Note that the shuf�ed input values are the same as the ones
the shuf�er receives in the second round in Fig. 2 (except that
dummies are added to? ). Thus, as with Fig. 2, the shuf�er
performs augmented shuf�ing for� and? and sends shuf�ed
input values to the data collector.

The above protocol achievesone round of interactionbe-
tween users and the shuf�er by replacing unselected items
with ? on the data collector side rather than the user side.
Note, however, that we must handle the shuf�ed input values
very carefully to prevent information leakage. For example, if
each userui encryptshh(x i ); x i i using a public key of the
data collector, then the data collector can obtainx1; : : : ; xn

by decrypting them. Moreover, the shuf�ed input values are
communicated between the shuf�er and the data collectorthree
times(shuf�er ! data collector! shuf�er ! data collector),
and a lot of information can be leaked by comparing them.
For example, the shuf�er would know whose input values are
replaced with? by comparing the �rst and second shuf�ed
data. The data collector would know which values are added
as dummies by comparing the second and third shuf�ed data.

We address this issue by introducing multiple encryption, as
shown in Fig. 3. Speci�cally, each userui encrypts her input
value x i three timesusing public keys of the data collector,
the shuf�er, and the data collector. The data collector and
the shuf�er decrypt the shuf�ed data each time they receive
them. Then, intuitively, the above information leakage can be
prevented for two reasons: (i) the data collector cannot see the
contents of the �rst shuf�ed data, and (ii) the three shuf�ed
data are completely different from each other. We prove that
this approach provides (computational) DP in Section VI-C.

B. Details

Protocol. Algorithm 1 shows an algorithmic description
of our FME protocol. Our protocol uses two dummy-count
distributionsD1 (mean:� 1, variance:� 2

1) andD2 (mean:� 2,
variance:� 2

2). D1 and D2 are used for adding dummy hash
values and dummy input values, respectively. We denote these
distributions byD � = ( D1; D2) and our FME protocol by
SFME

D � ;� . In Appendix C, we show a toy example ofSFME
D � ;� .

First, each userui sends her hash valueEpkd
[h(x i )] and

input valueEpkd
[Epks

[Epkd
[x i ]]], wherepkd andpks are public

keys of the data collector and the shuf�er, respectively (lines
1-3). After receiving them, the shuf�er randomly selects each
pair with probability� (line 4). Then, for each hash valuei 2
[b], the shuf�er adds a dummyhEpkd

[i ]; Epkd
[Epks

[Epkd
[? ]]]i

for zi � D 1 times (lines 5-7). LetyH
1 ; : : : ; yH

~n 2 [b] (resp.y1;
: : : ; y~n 2 [d] [ f?g ) be the selected hash (resp. input)

Fig. 4. Example of �ltering items. In this example,� = 0 :05, zth = 15 ,
b = 10 , l = 3 , and� H = f 1; 3; 7g.

values and dummies, where~n 2 Z � 0 is the total num-
ber of these values. The shuf�er samples a random per-
mutation � over [~n] and sends(Epkd

[yH
� (1) ]; : : : ; Epkd

[yH
� (~n ) ])

and (Epkd
[Epks

[Epkd
[y� (1) ]]]; : : : ; Epkd

[Epks
[Epkd

[y� (~n ) ]]]) to
the data collector (lines 8-9).

Then, the data collector decrypts them and calls theCount
function, which calculates a count~cH

i 2 Z � 0 for each hash
value i 2 [b] from yH

� (1) ; : : : ; yH
� (~n ) (lines 10-11). Based

on ~cH
1 ; : : : ; ~cH

b , the data collector calls theFilterItems
function, which selects a set� H � [b] of popular hash values
and a set� � [d] of the corresponding input values (line 12).
We explain theFilterItems function later in detail. Then,
the data collector replaces unselected itemsEpks

[Epkd
[y� ( i ) ]],

whose corresponding hash values areyH
� ( i ) =2 � H , with

Epks
[Epkd

[? ]] (lines 13-17). Note that the data collector can
do this without seeingy� ( i ) , as she knowsyH

� ( i ) . The data
collector sends� and shuf�ed input values(Epks

[Epkd
[y� (1) ]];

: : : ; Epks
[Epkd

[y� (~n ) ]]) back to the shuf�er (line 18).
The shuf�er decrypts ~n shuf�ed input values while

removing those corresponding to dummy hashes, i.e.,
Epkd

[Epks
[Epkd

[? ]]] generated by the shuf�er (line 19). The
shuf�er can remove them because she knows the random
permutation� . Then, for each selected itemi 2 � , it adds
a dummy Epkd

[i ] for zi � D 2 times (lines 20-22). Let
y�

1 ; : : : ; y�
~n � 2 [d] be ~n input values and dummies, where

~n� 2 Z � 0 is the total number of these values. The shuf-
�er samples a random permutation� over [~n� ] and sends
(Epkd

[y�
� (1) ]; : : : ; Epkd

[y�
� (~n � ) ]) to the data collector (lines 23-

24). Finally, the data collector calculates an unbiased estimate
f̂ i of f i for i 2 � and outputs� andf f̂ i ji 2 � g (lines 25-30).

Filtering Items. Below, we explain the details of the
FilterItems function in Algorithm 1 (line 12). This
function takes two parameters as input: a signi�cance level
� 2 [0; 1] and the maximum numberl 2 [b] of selected hashes.
Speci�cally, we �rst calculate a thresholdzth 2 Z � 0 so that a
random variablez generated fromD1 is larger than or equal
to zth with probability at most� , i.e.,Pr(z � zth ) � � . Then,
we compare each count~cH

i (i 2 [b]) to the thresholdzth and
select the hash valuei if ~cH

i � zth . If the number of selected
hash values exceedsl, we selectl hash values with the largest
counts. Finally, we add the selected hash values to� H and
the corresponding input valuesx such thath(x) 2 � H to � .
Fig. 4 shows an example of� H .

Suppose that no user has a hash valuei 2 [b]. Then, we
incorrectly addi to � H with probability at most� ; i.e., the
false positive probability is at most the signi�cance level� ,
which is small. In addition, we add at mostl hash values to
� H . Thus, we can improve the ef�ciency by reducingl.
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Input: Input values(x1; : : : ; xn ) 2 [d]n , hash functionh : [d] ! [b], dummy-count distributionsD � = ( D1; D2) (D1

has mean� 1 and variance� 2
1 ; D2 has mean� 2 and variance� 2

2), sampling probability� 2 [0; 1], signi�cance
level � 2 [0; 1], maximum number of selected hashesl 2 [b].

Output: Selected items� � [d], estimatesf f̂ i ji 2 � g.
/ * Send hash values and input values (users ! shuffler) * /

1 foreach i 2 [n] do
2 [ui ] SendhEpkd

[h(x i )]; Epkd
[Epks

[Epkd
[x i ]]]i to the shuf�er;

3 end
/ * Random sampling * /

4 [s] SamplehEpkd
[h(x i )]; Epkd

[Epks
[Epkd

[x i ]]]i (i 2 [n]) with probability � ;
/ * Dummy hash data addition * /

5 foreach i 2 [b] do
6 [s] zi  D 1; Add a dummyhEpkd

[i ]; Epkd
[Epks

[Epkd
[? ]]]i for zi times;

7 end
/ * Random shuffling * /

8 [s] Let yH
1 ; : : : ; yH

~n 2 [b] (resp.y1; : : : ; y~n 2 [d] [ f?g ) be the selected hash (resp. input) values and dummies. Sample
a random permutation� over [~n];

/ * Send shuffled data (shuffler ! data collector) * /
9 [s] Send(Epkd

[yH
� (1) ]; : : : ; Epkd

[yH
� (~n ) ]) and(Epkd

[Epks
[Epkd

[y� (1) ]]]; : : : ; Epkd
[Epks

[Epkd
[y� (~n ) ]]]) to the data collector;

/ * Filtering ( � H � [b]: selected hash values, � � [d]: selected items) * /
10 [d] Decrypt yH

� (1) ; : : : ; yH
� (~n ) andEpks

[Epkd
[y� (1) ]]; : : : ; Epks

[Epkd
[y� (~n ) ]];

11 [d] (~cH
1 ; : : : ; ~cH

b )  Count (yH
� (1) ; : : : ; yH

� (~n ) );
12 [d] � H ; �  FilterItems (~cH

1 ; : : : ; ~cH
b ; �; D1; l );

/ * Replace unselected items with ? * /
13 foreach i 2 ~n do
14 if yH

� ( i ) =2 � H then
15 [d] Epks

[Epkd
[y� ( i ) ]]  Epks

[Epkd
[? ]];

16 end
17 end

/ * Send selected items and shuffled data (data collector ! shuffler) * /
18 [d] Send� and(Epks

[Epkd
[y� (1) ]]; : : : ; Epks

[Epkd
[y� (~n ) ]]) to the shuf�er;

/ * Dummy input data addition * /
19 [s] DecryptEpkd

[y� (1) ]; : : : ; Epkd
[y� (~n ) ] while removing those corresponding to dummy hash data;

20 foreach i 2 � do
21 [s] zi  D 2; Add a dummyEpkd

[i ] for zi times;
22 end

/ * Random shuffling * /
23 [s] Let y�

1 ; : : : ; y�
~n � 2 [d] [ f?g be ~n input values and dummies. Sample a random permutation� over [~n� ];

/ * Send shuffled data (shuffler ! data collector) * /
24 [s] Send(Epkd

[y�
� (1) ]; : : : ; Epkd

[y�
� (~n � ) ]) to the data collector;

/ * Compute an unbiased estimate * /
25 [d] Decrypt y�

� (1) ; : : : ; y�
� (~n � ) ;

26 [d] (~c1; : : : ; ~cd)  Count (y�
� (1) ; : : : ; y�

� (~n � ) );
27 foreach i 2 � do
28 [d] f̂ i  1

n� (~ci � � 2);
29 end
30 return � and f f̂ i ji 2 � g

Algorithm 1: Our FME protocolSFME
D � ;� . pkd (resp.pks) represents a public key of the data collector (resp. shuf�er).
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Parameters. SFME
D � ;� has parameters� , � , and l. We explain

how to setl in Section VI-D and� and � in Appendix E-A.

C. Theoretical Properties

Privacy and Robustness.First, we show thatSFME
D � ;� provides

DP and is robust to both data poisoning and collusion attacks:

Theorem 6. If the binary input mechanismsM D 1 ;� and
M D 2 ;1 in De�nition 5 provide ( " 1

2 ; � 1
2 )-DP and ( " 2

2 ; � 2
2 )-DP,

respectively, thenSFME
D � ;� provides("; � )-CDP, where("; � ) =

("1 + "2; � 1 + � 2), and is robust to collusion with users.

Theorem 7. Let � = n 0

n + n 0 and f T =
P

i 2T f i . SFME
D � ;�

provides the following robustness against poisoning attacks:

Gmax
f = � (1 � f T ) +

P
i 2T � i f i ; (10)

where � i 2 [0; 1] is the probability that thei -th item is not
selected in the �ltering step (i.e.,i =2 � ) before data poisoning.

Theorem 6 uses the basic composition theorem [1]. In
Appendix C, we explain that this is almost tight in our
case.SFME

D � ;� spends("1; � 1) and ("2; � 2) for hash and input
values, respectively. When� = 1 and the same dummy-count
distribution is used forD1, D2, andD, SFME

D � ;� needs the total
budget("; � ) twice as large as the LNF protocolSLNF

D ;� .
In addition, Theorem 6 assumes that the shuf�er does not

disclose dummies after running the protocol in the same way
as [17], [18]. This can be achieved, e.g., by using the TEE. We
note, however, that even if the shuf�er discloses dummies, we
can guarantee DP for the outputs by adding additional noise
to the outputs before publishing them. In Appendix E-F, we
show the accuracy is hardly affected by this additional noise.

In Theorem 7, the second term in (10) is introduced because
a target itemi 2 T can be discarded in the �ltering step
before poisoning and selected after poisoning. This results in
a slight increase in the overall gain. We note, however, that the
second term in (10) is very small in practice, as� i is extremely
small whenf i is large (e.g.,� i decreases exponentially asf i

increases whenl = b; see [32]). When the second term is
ignored,Gmax

f of SFME
D � ;� is equal to that ofSLNF

D ;� in (5).

Ef�ciency. We next analyze the communication cost ofSFME
D � ;� :

Theorem 8. Let � 1; � 2; � 3 2 R� 0 be the size of a single ci-
phertext, double ciphertext, and triple ciphertext, respectively,
in SFME

D � ;� . Then, the total communication cost ofSFME
D � ;� is

Ctot = CU � S + CS� D , where

CU � S = ( � 1 + � 3)n

CS� D � (2� 1 + � 2 + � 3)( �n + � 1b) + � 1(� 2 + 1) E[j� j];

and the expected numberE[j� j] of selected items is:

E[j� j] �

(
( �n + � ( l � �n )) d

b (if �n � l � b)
ld
b (otherwise):

(11)

For example, if we use ECIES with256-bit security [62],
then� 1, � 2, and� 3 are712, 1392, and2072bits, respectively.
By optimizing b, Ctot of SFME

D � ;� can be expressed asCtot =

O(n +
p

ld) when l < �n . See Section VI-D for details.
Similarly, the computational cost ofSFME

D � ;� can beO(n +
p

ld)
in this case. See [32] for details.

Accuracy. Finally, we analyze the accuracy ofSFME
D � ;� :

Theorem 9. For any itemi 2 � selected in the �ltering step,
SFME

D � ;� outputs an unbiased estimate (i.e.,E[f̂ i j�] = f i ) and
achieves the following variance:

V[f̂ i j�] = f i (1 � � )
n� + � 2

2
n 2 � 2 : (12)

SFME
D � ;� also achieves the following expected squared error:

E[(f̂ i � f i )2] = (1 � � i ) V[f̂ i j�] + � i f 2
i ; (13)

where � i 2 [0; 1] is the probability that thei -th item is not
selected in the �ltering step (i.e.,i =2 � ).

The variance in (12) is the same as that ofSLNF
D ;� in (6).

The second term in (13) is introduced becauseSFME
D � ;� always

calculatesf̂ i as0 for an unselected itemi =2 � . However, the
second term in (13) is very small, as� i is extremely small
for a largef i , as explained above. When ignoring the second
term, thel2 loss ofSFME

D � ;� is almost the same as that ofSLNF
D ;� .

Summary. Our FME protocolSFME
D � ;� can achieve almost the

same accuracy and robustness as the LNF protocolSLNF
D ;� by

using ("; � ) twice as large asSLNF
D ;� . It can also achieve the

communication and computational costs ofO(n +
p

ld) by
optimizing b, as explained below.

D. Optimizing the Rangeb of the Hash Function

As shown in Theorem 8, the communication costCtot of
SFME

D � ;� depends on the hash rangeb. A larger b results in the
increase of dummy values sent from the shuf�er to the data
collector. In contrast, a smallerb results in the increase of
E[j� j] in (11). The optimalb can be obtained by calculating
b that minimizes the upper bound onCtot in Theorem 8.

For example, ifl = b, then the optimal value ofb is given

by b =
q

� 1 ( � 2 +1) � (1 � � )nd
(2 � 1 + � 2 + � 3 ) � 1

. In this case,Ctot of SFME
D � ;� can

be simpli�ed asCtot = O(n +
p

nd + �d ) by treating� 1, � 2,
and� 3 as constants. This is larger thanO(n) but much smaller
thanO(n + d) whend � n.

If l < �n , the optimal value ofb is b =
q

� 1 ( � 2 +1) ld
(2 � 1 + � 2 + � 3 ) � 1

. In

this case,Ctot of SFME
D � ;� can be written asCtot = O(n +

p
ld).

Setting l . In practice, the frequency distributionf is sparse
in large-domain data, and we are often interested in popular
items with large frequencies [23], [34], [63]. Thus, in this
work, we propose to setl to l = max f n 2

d ; cg, wherec 2 N
is some constant (c = 50 in our experiments). In this setting,
Ctot does not depend ond until d exceedsn 2

c . Moreover, this
setting guarantees that at leastc popular items are selected.
In our experiments, we show that our FME protocol with this
setting provides high accuracy and ef�ciency.
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Fig. 5. Example of �ltering at a (a) KV pair level or (b) key level. The
number in the matrix represents a count of each KV pair in the �rst shuf�ed
data sent from the shuf�er to the data collector.

VII. A PPLICATION TO KEY-VALUE DATA

In this section, we propose a protocol for frequency and
mean estimation over KV data by applying the FME protocol
SFME

D � ;� with an additional technique calledTKV-FK (Trans-
forming KV Pairs and Filtering Keys). Section VII-A explains
our protocol. Section VII-B shows its theoretical properties.

A. Our Protocol for KV Data

Overview. Our protocol for KV data, denoted bySKV
D � ;� , �rst

uses padding-and-sampling [23], a state-of-the-art sampling
technique for a large domain. Then, it applies the FME
protocolSFME

D � ;� to KV data with an additional technique called
TKV-FK, which transforms KV pairs into one-dimensional
data and �lters the data at a key level. Finally, it calculates
unbiased estimateŝ� and	̂ of frequencies� and mean values
	 , respectively. Below, we explain these techniques in detail.

Padding-and-Sampling. We �rst use a padding-and-sampling
technique [23]. This technique samples a single KV pair for
each userui to avoid splitting the privacy budget" into mul-
tiple KV pairs x i . Speci�cally, if the numberjx i j of KV pairs
is smaller than a parameter� 2 N called the padding length,
userui adds dummy KV pairshd+ 1 ; 0i ; : : : ; hd+ � � j x i j; 0i
to x i . Then, ui samples a single KV pairhki ; v�

i i from x i

and discretizesv�
i to vi = 1 with probability 1+ v �

i
2 and

vi = � 1 with probability 1� v �
i

2 . As a result,ui obtains a
single, discretized KV pairhki ; vi i 2 [d] � f� 1; 1g.

TKV-FK. After padding-and-sampling, we apply the FME
protocol SFME

D � ;� to the KV pair hki ; vi i (i 2 [n]) with our
TKV-FK technique. This technique �rst transforms the KV
pair hki ; vi i of user ui into one-dimensional datasi 2 [2d]
by si = ki + 1

2 (vi + 1) d. Then, we can directly apply the
FME protocolSFME

D � ;� by treating(s1; : : : ; sn ) 2 [2d]n as input
values. However, this approach does not work well, as �ltering
is performedat a key-value pair level. Fig. 5(a) shows its
example. In this example, the KV pairh2; 1i is selected in
the �ltering step, whereash2; � 1i is not. This causes a large
positive bias in the estimatê	 2 of the mean value	 2 for key
2. Thus, mean values	 cannot be accurately estimated.

Our TKV-FK technique addresses this issue by �ltering data
at a key level, as shown in Fig. 5(b). Speci�cally, it makes the
following three changes to the FME protocolSFME

D � ;� (Algo-
rithm 1): (i) each userui applies a hash functionh : [d] ! [b]
to her key ki and sendsEpkd

[h(ki )] and Epkd
[Epks

[Epkd
[si ]]]

to the shuf�er (line 2), (ii) based on shuf�ed hash values, the
data collector selects a set� H � [b] of popular hash values
and a set� � [d] of the correspondingkeys(line 12), and

(iii) for each i 2 � , the data collector addszi; 1; zi; � 1 � D 2

dummies to KV pairshi; 1i andhi; � 1i , respectively (line 21).

Calculating Unbiased Estimates. Finally, we calculate un-
biased estimateŝ� and 	̂ as follows. Fori 2 � , let ~ci; 1

(resp.~ci; � 1) 2 Z � 0 be a count of KV pairhi; 1i (resp.hi; � 1i )
in the shuf�ed data the data collector decrypts. Fori 2 � , the
data collector calculateŝ� i and 	̂ i as follows2:

�̂ i = �
n� (~ci; 1 + ~ci; � 1 � 2� 2); 	̂ i = �

n� �̂ i
(~ci; 1 � ~ci; � 1): (14)

Thanks to our TKV-FK technique, we can calculate both~ci; 1

and ~ci; � 1 for each selected keyi 2 � . Thus, the estimates in
(14) are (almost) unbiased, as shown in Section VII-B.

B. Theoretical Properties

Privacy and Robustness. Our KV protocol SKV
D � ;� also

provides DP and is robust to collusion and poisoning attacks:

Theorem 10. If the binary input mechanismsM D 1 ;� and
M D 2 ;1 in De�nition 5 provide ( " 1

2 ; � 1
2 )-DP and ( " 2

2 ; � 2
2 )-DP,

respectively, thenSKV
D � ;� provides("; � )-CDP, where("; � ) =

("1 + "2; � 1 + � 2), and is robust to collusion with users.

Theorem 11. Let � = n 0

n + n 0 , � T =
P

i 2T � i , and 	 T =P
i 2T 	 i . Let Ui be the set of users who have keyi 2 [d].

For uj 2 Ui , let  j;i 2 [� 1; 1] be the value of keyi held by
user uj . For j 2 [n], let � j = max fj x j j; � g. SKV

D � ;� provides
the following robustness against poisoning attacks:

Gmax
� = �

n + n 0

�
(
P

i 2T

P
u j 2U i

1
� j

) + n0
�

� � T

+
P

i 2T � i � i (15)

Gmax
	 �

0

@
X

i 2T

(
P

u j 2U i

 j;i

� j
) + n 0

jT j

(
P

u j 2U i

1
� j

) + n 0

jT j

1

A � 	 T ; (16)

where � i 2 [0; 1] is the probability that thei -th item is not
selected in the �ltering step (i.e.,i =2 � ) before data poisoning.
The approximation in (16) is obtained from a Taylor expansion
E[ X

Y ] � E[X ]
E[Y ] for two random variablesX and Y .

Theorem 11 states thatGmax
� and Gmax

	 of SKV
D � ;� in (15)

and (16) do not depend on the privacy budget" . It is shown
in [20] that the existing KV protocols become vulnerable to
data poisoning as" increases or decreases. For example, in
PrivKVM [21], Gmax

� increases (resp. decreases) as" decreases
whenjT j = 1 (resp.jT j � 3). In PCKV-GRR and PCKV-UE,
Gmax

� increases as" decreases. In contrast,SKV
D � ;� does not

suffer from such �uctuation inGmax
� andGmax

	 .
Moreover,Gmax

� andGmax
	 of SKV

D � ;� are much smaller than
those of the existing KV protocols analyzed in [20]. See [32]
for details. In our experiments, we show thatSKV

D � ;� is much
more robust than the existing protocols.

Ef�ciency. Our KV protocol SKV
D � ;� achieves the same ef�-

ciency asSFME
D � ;� . Speci�cally, SKV

D � ;� can achieve the commu-
nication and computational costs ofCtot = O(n +

p
ld).

2Note that	̂ i is not de�ned for an unselected keyi =2 � . We set	̂ i = 1
for i =2 � to eliminate the (unnecessary) mean gain for unselected keys.
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Accuracy. Finally, we show the accuracy ofSKV
D � ;� :

Theorem 12. If � � j x j j for any j 2 [n], then for any keyi 2
� selected in the �ltering step,SKV

D � ;� outputs almost unbiased
estimates. Speci�cally,SKV

D � ;� achieves:

E[�̂ i j�] = � i (17)

V[�̂ i j�] = � i ( � � � )
n� + 2� 2 � 2

2
n 2 � 2 (18)

E[	̂ i j�] � 	 i (19)

V[	̂ i j�] . � 2

n� 2 (2(qi � q2
i + r i � r 2

i ) � �
� (1 � �

� )) ; (20)

whereqi = � (1+	 i )
2� and r i = � (1 � 	 i )

2� . The approximations
in (19) and (20) are obtained from Taylor expansionsE[ X

Y ] �
E[X ]
E[Y ] and V[ X

Y ] � V[X ]
E[Y ] for two random variablesX and Y .

In addition, SKV
D � ;� achieves the following expectedl2 loss:

E[(�̂ i � � i )2] = (1 � � i ) V[�̂ i j�] + � i � 2
i

E[(	̂ i � 	 i )2] = (1 � � i ) V[	̂ i j�] + � i (1 � 	 i )2;

where � i 2 [0; 1] is the probability that thei -th key is not
selected in the �ltering step (i.e.,i =2 � ).

In our experiments, we show thatSKV
D � ;� provides higher

accuracy than the existing KV protocols.

VIII. E XPERIMENTAL EVALUATION

A. Experimental Set-up

Datasets. We conducted experiments using four real datasets:
� Foursquare [64]: Location dataset withn = 18201 users

in New York. We divided the city into1000� 1000regions
(d = 1000000) at regular intervals.

� AOL [65] : Web access dataset. Following [34], we ex-
tractedn = 10000 users and used the �rst three characters
of each URL as an item (d = 2 24 = 16777216).

� E-Commerce [66]: Clothing review dataset withn =
23486users,d = 1206 keys (items), and23486ratings.

� Amazon [31]: Amazon rating dataset withn = 1210271
users,d = 249274 keys, and2023070ratings.

The �rst two are categorical, and the last two are KV datasets.

Protocols. We compared our FME protocol with the CH pro-
tocol and existing shuf�e protocols. In our FME protocol, we
set � = 0 :05 and used the asymmetric geometric distribution
[18] with � = 1 as dummy-count distributionsD1 and D2

(i.e., ("1; � 1) = ( "2; � 2)). Then, we optimized the hash range
b as described in Section VI-D and set the maximum number
l of selected hashes tol = b (denoted byProposal (large l))
or maxf n 2

d ; 50g (Proposal (small l )). For KV data, we used
our TKV-FK technique. In Appendix E-A, we also evaluated
our FME protocol when we changed"1 (= " � "2), � , andl.

For existing protocols, we evaluated twelve protocols.
Speci�cally, for categorical data, we evaluated four pure
shuf�e protocols using the GRR [17], RAPPOR [2], OUE [52],
and OLH [52]. For these protocols, we used a numerical
upper bound in [15] because it is tighter than Theorem 1
(we con�rmed that the upper bound is very close to the

lower bound in [15]). We also evaluated three multi-message
protocols in [34] (for a large domain), [35], [36], denoted by
LWY22-Large, BC20, andCM22, respectively. We used their
ampli�cation results for these protocols. Since these protocols
assume that" is within a certain range, we evaluated them
only within the range. ForCM22, we generated10 dummy
values per user in the same way as [36]. We also compared our
protocols with the LNF protocol [18] in terms of ef�ciency.
Following [2], [52], we used a signi�cance threshold, which
assigns0 to an estimate below a threshold for each protocol.

For KV data, we evaluated four pure shuf�e protocols based
on PrivKVM [21], PrivKVM* [22], PCKV-GRR [23], and
PCKV-UE [23] using the numerical upper bound in [15].
We did not evaluate the protocol in [67], as it leaks the
number of KV pairs held by each user and fails to provide
DP. Following [23], we clipped frequency estimates to[0; 1]
and set the padding length� to � = 1 (resp. 3) in the E-
Commerce (resp. Amazon) dataset.

Performance Metrics. Sinced is large in our experiments,
most items have low or zero frequencies. Thus, we evaluated
the accuracy for top-50 items (keys) with the largest frequen-
cies. Speci�cally, we evaluated the MSE (Mean Squared Error)
over the50 items. Here, we varied" from 0:1 to 5, as DP with
this range of" provides theoretical privacy guarantees against
the inference of input values. See Appendix D for details.

For robustness to collusion attacks, we refer to" when no
(resp. j
 j) users collude with the data collector as atarget
" (resp.actual " ). We set the target" to 0:1 and evaluated
the actual" while changingj
 j. For robustness to poisoning
attacks, we evaluated the maximum gainsGmax

f , Gmax
� , and

Gmax
	 . We ran each protocol10 times and averaged the MSE

and the gains. For ef�ciency, we evaluatedCtot and measured
the run time using a workstation with Intel Xeon W-2295 (3.00
GHz, 18 Cores) and 256 GB main memory.

User Sampling. In the KV datasets,n is large. Thus, for
each protocol (except for the LNF protocol), we introduced
user sampling, which randomly samples users with probabil-
ity 0:05 before running the protocol to improve ef�ciency.
We evaluated the MSE between the estimates and the true
frequenciesbeforeuser sampling.

B. Experimental Results

Accuracy. First, we evaluated the relationship between the
MSE and" . Fig. 6 shows the results.

Fig. 6 shows thatProposal (large l) signi�cantly outper-
forms the existing protocols. This is because our FME protocol
with l = b achieves almost the same accuracy as the LNF
protocol, which is shown to be very accurate in [18], by
doubling ("; � ). Fig. 6 also shows thatProposal (small l )
provides almost the same MSE asProposal (large l), which
means that we can improve the ef�ciency without affecting
accuracy by reducingl as proposed in Section VI-D.

In Appendix E-C, we also show that the CH protocol has
poor accuracy for unpopular items due to hash collision and
cannot be improved by using user/group-dependent hashes.
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Fig. 6. MSE vs." (� = 10 � 12 ).

Fig. 7. Actual " vs. the ratioj
 j=n of colluding users (target" = 0 :1,
� = 10 � 12 ).

Moreover, in Appendix E-E, we show the effectiveness of our
TKV-FK technique through an ablation study.

Robustness to Collusion Attacks.Next, we evaluated the ro-
bustness to collusion with users. Fig. 7 shows the relationship
between the actual" and the ratioj
 j=n of colluding users.

We observe that in all the existing protocols, the actual"
rapidly increases with an increase inj
 j. This vulnerability is
inevitable in the existing protocols because they add noise on
the user side. In Appendix E-B, we also show that the defense
in [17] is insuf�cient in that the actual" still increases with an
increase inj
 j. In contrast, the actual" always coincides with
the target" in our proposals, demonstrating the robustness of
our proposals to collusion with users.

In Appendix E-D, we also setj
 j=n = 0 :1 and evaluate the
relationship between the actual" and the target" .

Robustness to Poisoning Attacks. We also evaluated the
robustness to poisoning attacks. Here, we randomly selected

Fig. 8. Maximum gainsGmax
f , Gmax

� , andGmax
	 vs. " (� = 0 :1, � = 10 � 12 ).

Fig. 9. Computational costCtot and run time (" = 1 , � = 10 � 12 ).

jT j = 10 target items for categorical data andjT j = 1 target
item for KV data. Then, we set the fraction� of fake users to
� = 0 :1; we also changed� in Appendix E-D.

Fig. 8 shows the results.3 We observe that the existing
protocols suffer from large maximum gains. In Appendix E-B,
we also show that the defense in [20] has limited effectiveness.
In contrast, our proposals always achieve smallGmax

f , Gmax
� ,

andGmax
	 , and are robust to poisoning attacks.

Ef�ciency. Finally, we evaluatedCtot and the run time.
Speci�cally, we measuredCtot and the run time of the LNF
protocol, Proposal (large l), and Proposal (small l ) in the
Foursquare and Amazon datasets. For an encryption scheme,
we used the2048-bit RSA or ECIES with256-bit security
in [62]. Then, we calculated the time to encrypt or decrypt a

3In Fig. 8, we omit the gain for the CH protocol because it is very close
to the gains for our proposals.
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single message using multiple encryption and estimatedCtot

and the run time when we changedd from 105 and109.
Fig. 9 shows the results. We observe thatCtot and the

run time of the LNF protocol are linear ind and extremely
large whend is large; e.g.,Ctot is about100 Terabits and
the run time is about3 years whend = 109 and ECIES is
used.Proposal (small l ) addresses this issue. Speci�cally, in
Proposal (small l ), bothCtot and the run time do not depend
on d until d = 106 or 107 and then increase inO(

p
d), which

is consistent with our theoretical results in Section VI-D.
For example, whend = 109, Proposal (small l ) reduces

Ctot from about 100 Terabits to260 Gigabits and the run
time from about3 years to1 day. Thus, accurate, robust, and
ef�cient data analysis over large-domain categorical and KV
data is now possible under DP.

IX. CONCLUSION

We proposed the FME protocol for large-domain categorical
and KV data and showed its effectiveness through theoretical
analysis and extensive experiments. LDP protocols for cate-
gorical data serve as a basis for many complex tasks, such
as frequent itemset mining [41], ranking estimation [68], and
range queries [69]. Thus, we believe our FME protocol can
also be used as a building block for such tasks. For future
work, we would like to generalize our protocol for such tasks.
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APPENDIX A
BASIC NOTATIONS

Table I shows the basic notations in this paper.

APPENDIX B
MORE DETAILS ON THE BASELINES

A. Algorithmic Description of the LNF Protocol

Algorithm 2 shows an algorithmic description of the LNF
protocol SLNF

D ;� . The Count function (line 11) calculates a
count ~ci for each itemi 2 [d] from y� (1) ; : : : ; y� (~n ) .

B. DP and Robustness of the CH Protocol

We show DP and the robustness of the CH protocolSCH
D ;� :

Theorem 13. If the binary input mechanismM D ;� in Def-
inition 5 provides( "

2 ; �
2 )-DP, thenSCH

D ;� provides("; � )-CDP
and is robust to collusion with users.

Theorem 14. Let � = n 0

n + n 0 and f T =
P

i 2T f i . SCH
D ;�

provides the following robustness against poisoning attacks:

Gmax
f = � (jT j � f T ): (21)

C. Other Baselines

Below, we explain two other baselines thanSLNF
D ;� andSCH

D ;� :

User/Group-Dependent Hash Protocol. We can consider a
variant ofSCH

D ;� that uses a different hash functionhi for each
userui (or each user group) to avoid the hash collision among
users. However, this variant also results in low accuracy, as it
needs to add dummy values for each hash functionhi and
each hash value in[b] to provide DP. In Appendix E-C, we
show that this variant providesworseaccuracy thanSCH

D ;� .

Protocol in [34]. Yet another baseline is a protocol for large-
domain data in [34], denoted byLWY22-Large. Speci�cally,
LWY22-Large applies a hash functionhi different for each
user ui and then repeatedly adds dummy values to a tuple
of a hash function and a hash value uniformly chosen from
H� [b]. This protocol also does not work well. This is because
it generates dummy values uniformly at random, which is
shown to be ineffective in [18]. In Section VIII, we show
that LWY22-Large does not provide high accuracy.

APPENDIX C
MORE DETAILS ON THE FME PROTOCOL

Toy Example of SFME
D � ;� . Assume thatn = 5 , d = 8 ,

b = 4 , (x1; : : : ; x5) = (2 ; 8; 4; 8; 2), (h(x1); : : : ; h(x5))
= (1 ; 1; 3; 1; 1), � = 1 , and the binomial distributionB (2; 0:5)
is used asD1 and D2. The shuf�er adds(z1; z2; z3; z4)
= (1 ; 0; 1; 1) dummies for hash values. Then, the shuf�ed
data are, e.g.,(yH

� (1) ; : : : ; yH
� (8) ) = (1 ; 3; 1; 4; 1; 1; 1; 3) and
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TABLE I
BASIC NOTATIONS.

Symbol Description
n Number of users.
d Number of items.
u i i -th user.
x i Input value of useru i .
X Space of input data.
f i Frequency of itemi in categorical data.f = ( f 1 ; : : : ; f d ).
f̂ i Estimate off i . f̂ = ( f̂ 1 ; : : : ; f̂ d ).
� i Frequency of keyi in KV data. � = (� 1 ; : : : ; � d ).
�̂ i Estimate of� i . �̂ = ( �̂ 1 ; : : : ; �̂ d ).
	 i Mean value of keyi in KV data. 	 = (	 1 ; : : : ; 	 d ).
	̂ i Estimate of	 i . 	̂ = ( 	̂ 1 ; : : : ; 	̂ d ).
T Set of target items.
n0 Number of fake users.
� Fraction of fake users (� = n

n + n 0 ).
Gmax

f Maximum gain in categorical data.
Gmax

� Maximum frequency gain in KV data.
Gmax

	 Maximum mean gain in KV data.
Ctot Expected number of bits sent from one party to another.
h Hash function.
b Range of hash functionh.
D � Dummy-count distributions (D � = ( D1 ; D2 ); D1 has mean

� 1 and variance� 2
1 ; D2 has mean� 2 and variance� 2

2 ).
� Sampling probability.
� Signi�cance level.
l Maximum number of selected hashes.
� H Set of selected hash values after �ltering.
� Set of selected items after �ltering.
� Padding length in the padding-and-sampling technique.

(y� (1) ; : : : ; y� (8) ) = (8 ; 4; 2; ? ; 8; ? ; 2; ? ). The data collector
�lters items and selects� = f 2; 8g and � H = f 1g. In this
case, the shuf�ed input values become(y� (1) ; : : : ; y� (8) ) =
(8; ? ; 2; ? ; 8; ? ; 2; ? ) (4 is replaced with? ). Finally, the shuf-
�er removes? generated by the shuf�er and adds(z2; z8) =
(1; 2) dummies for input values. Then, the shuf�ed input
values are, e.g.,(y�

� (1) ; : : : ; y�
� (8) ) = (2 ; 8; ? ; 8; 2; 8; 2; 8), and

the estimatêf is f̂ = (0 ; 0:4; 0; 0; 0; 0; 0; 0:6).

On the Composition in SFME
D � ;� . Below, we explain that the

basic composition theorem in Theorem 6 is almost tight. To
show this, we consider the optimal composition theorem [70].
This theorem provides the tightest bound when each sub-
mechanism provides("; � )-DP. However, even this theorem
cannot improve the bound in Theorem 6, as our protocol com-
posesonly twosub-mechanisms – one outputting hash values
and the other outputting input values. Speci�cally, assume that
each sub-mechanism provides( "

2 ; �
2 )-DP, i.e., "1 = "2 = "

2
and � 1 = � 2 = �

2 in Theorem 6. Then, the theorem in
[70] states that the entire protocol provides("; � � ( �

2 )2)-DP
(or (0; � 0)-DP with an extremely large� 0), which is almost
equivalent to("; � )-DP. Thus, the basic composition theorem
is almost tight in our case.

APPENDIX D
" IN DP AND PRIVACY GUARANTEES

Below, we show the relationship between" in DP and pri-
vacy guarantees against the inference of input values through
hypothesis testing interpretations [70]. Speci�cally, DP con-
siders two neighboring databases,D andD 0, that differ in the

Input: Input values(x1; : : : ; xn ) 2 [d]n , #items
d 2 N, dummy-count distributionD (mean:� ,
variance:� 2), sampling probability� 2 [0; 1].

Output: Estimateŝf = ( f̂ 1; � � � ; f̂ d).
/ * Send input values * /

1 foreach i 2 [n] do
2 [ui ] SendEpkd

[x i ] to the shuf�er;
3 end

/ * Random sampling * /
4 [s] SampleEpkd

[x i ] (i 2 [n]) with probability � ;
/ * Dummy data addition. * /

5 foreach i 2 [d] do
6 [s] zi  D ; Add a dummyEpkd

[i ] for zi times;
7 end

/ * Random shuffling * /
8 [s] Let y1; : : : ; y~n 2 [d] the selected input values and

dummies. Sample a random permutation� over [~n];
/ * Send shuffled values * /

9 [s] Send shuf�ed values(Epkd
[y� (1) ]; : : : ; Epkd

[y� (~n ) ])
to the data collector;

/ * Compute an unbiased estimate * /
10 [d] Decrypt y� (1) ; : : : ; y� (~n ) ;
11 [d] (~c1; : : : ; ~cd)  Count (y� (1) ; : : : ; y� (~n ) );
12 foreach i 2 [d] do
13 [d] f̂ i  1

n� (~ci � � );
14 end
15 return f̂ = ( f̂ 1; � � � ; f̂ d)

Algorithm 2: LNF protocol SLNF
D ;� [18]. [ui ], [s], and

[d] represents that the process is run by userui , the
shuf�er, the data collector.pkd represents a public key
of the data collector.

input value of the victim (see De�nition 1). Thus, given an
output Y of a randomized algorithmM , we can de�ne the
following hypotheses:H0: “Y came fromD.”; H1: “Y came
from D 0.” Assume that, givenD and D 0, the attacker who
obtainsY guesses which ofH0 or H1 is correct. The attacker
may chooseH1 when H0 is true (type I error). Conversely,
the attacker may chooseH0 when H1 is true (type II error).
Let pI ; pII 2 [0; 1] be the probabilities of type I and II errors,
respectively. Then, DP is closely related topI andpII :

Theorem 15 ([70]). A randomized algorithmM provides
("; � )-DP if and only if the following inequalities holds for any
neighboring databasesD and D 0 and anyY 2 Range(M ):

pI + e" pII � 1 � �; e " pI + pII � 1 � �: (22)

Theorem 15 states that("; � )-DP is equivalent to lower
bounding type I and II errors by (22). Fig. 10 shows the
relationship between" and the lower bound on the error
probability p� when the type I and II errors are equal, i.e.,
p� = pI = pII . Note thatp� is the error probability when the
attacker is given two candidates for the victim's input value.
The inference of the victim's input value is much more dif�cult
in practice, as there ared (� 2) candidates for it.
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Fig. 10. " in DP and the lower bound on the attacker's error probabilityp�

(= pI = pII ) obtained from (22) (� = 10 � 12 ).

Fig. 11. MSE of our FME protocol when changing parameters" 1 (= " � " 2 ),
� , andl in the Foursquare dataset (" = 1 , � = 10 � 12 ).

Fig. 10 shows that when" is close to0, p� is close to0:5 (the
error probability of a random guess). In contrast, when" � 5,
p� is almost zero. This means that DP cannot provide strong
privacy guarantees in this case, as claimed in [53]. Taking this
into account, we varied" from 0:1 to 5 in Section VIII.

APPENDIX E
ADDITIONAL EXPERIMENTS

A. Changing Parameters in the FME Protocol

We evaluated the MSE ofSFME
D � ;� when we changed param-

eters"1 (= " � "2), � , andl in the Foursquare dataset. Here,
we set"1 = 0 :5" , � = 0 :05, andl = max f n 2

d ; 50g as default
values and changed each parameter while �xing the others.

Fig. 11 shows the results. The MSE is roughly the same
when "1 is between0:2" and 0:5" , which indicates that this
range of"1 can balance the trade-off between the noise for
hash values and the noise for input values. Fig. 11 also shows
that the MSE rapidly increases as we decrease� and l from
10� 6 and 50, respectively. This is becauseSFME

D � ;� �lters out
almost all items in this case. Our suggestion is to avoid such
extreme settings; e.g., if we are interested in the frequency of
top-k items,� and l should be:� � 10� 5 and l � k.

Note thatSFME
D � ;� also has the sampling probability� as a

parameter. [18] shows that the communication cost is improved
by reducing� . However, it comes at the cost of accuracy.
Since we can signi�cantly improve the communication cost
by settingl small, our suggestion is to set� = 1 .

B. Existing Defenses against Collusion and Poisoning Attacks

We evaluated the existing defenses against collusion and
poisoning attacks not evaluated in Section VIII.

Collusion Attacks. For collusion attacks, we evaluated a
defense in [17], which adds dummies uniformly at random
from the domain of noisy data. This defense increases the MSE
by (1 + � )2 times by adding�n dummies, where� 2 R� 0.
We set� = 0 :5, in which case the MSE is increased by2:25
times. We applied the defense in [17] to the existing protocols
and evaluated the relationship between the actual" and the
ratio j
 j=n of colluding users using the Foursquare dataset.

Fig. 12. Actual" vs. the ratioj
 j=n of colluding users when the defense
in [8] is applied to the existing protocols in the Foursquare dataset (" = 0 :1,
� = 10 � 12 ).

Fig. 13. FPR and FNR of the defense in [20] in the Amazon dataset (� = 0 :1,
� = 10 � 12 ).

Fig. 12 shows the results. The actual" still increases with
an increase inj
 j=n, which indicates that the defense in [17]
is insuf�cient as a defense against collusion attacks.

Poisoning Attacks. For poisoning attacks, we evaluated a
defense in [20]. The defense in [20] detects fake users based
on isolation forest in KV statistics estimation. Note that the
isolation forest simply divides users into two groups. Since we
can set the size of each group in the isolation forest, we assume
that the data collector knows the numbern0 of fake users,
divides the users into a group withn0 users and another group,
and treats the former group as a fake group. Following [20], we
used the FPR (False Positive Rate) and FNR (False Negative
Rate) as performance measures. The FPR (resp. FNR) is the
ratio of genuine users decided as fake (resp. fake users decided
as genuine). We evaluated the FPR and FNR of the defense
in [20] applied to PCKV-GRR/UE using the Amazon dataset.

Fig. 13 shows the results. Although the FPR and FNR are
low for PCKV-GRR, the FNR is very high for PCKV-UE. This
is because, for PCKV-UE, the M2GA sets bits corresponding
to the target keys to1 and randomly samples other bits to evade
detection [20]. Our result shows that the effectiveness of the
defense in [20] is limited for PCKV-GRR. This is consistent
with the experimental results in [20].

C. User/Group-Dependent Hash Protocol

We also evaluated the UH (User-Dependent Hash) and GH
(Group-Dependent Hash) protocols.

UH/GH Protocol. Below, we explain the GH protocol, as it is
more general than the UH protocol. Letg 2 [n] be the number
of groups. For eachi 2 [g], the data collector randomly selects
a hash functionhi : [d] ! [b] from H. Then, the data collector
selects a group IDr i 2 [g] for each userui (i 2 [n]) and sends
r i and hr i to ui . Userui (i 2 [n]) sends a pairhr i ; hr i (x i )i
of the group ID and the hash value to the shuf�er.

The shuf�er randomly selects each pair with probability� .
For each group IDj 2 [g] and each hash valuek 2 [b],
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Fig. 14. MSE of our proposal and the CH/GH/UH protocol in the Foursquare
dataset (left: MSE over all items, right: MSE over the top-50 items). The CH
and UH protocols are the GH protocol withg = 1 and100, respectively.

Fig. 15. Robustness against collusion and poisoning attacks when varying
the target" and the fraction� of fake users in the Foursquare dataset (left:
j
 j=n = 0 :1, � = 10 � 12 ; right: " = 1 , � = 10 � 12 ).

the shuf�er randomly generateszjk from the dummy-count
distributionD (zjk � D ) and adds a dummy pairhj; k i for zjk

times. The shuf�er randomly shuf�es the selected hash values
and dummies to the data collector. Finally, the data collector
calculates an unbiased estimatef̂ i (i 2 [d]) of f i as: f̂ i =

b
n� (b� 1) (

P
( j;k )2 Si

~cjk � n�
b � g� ), where~cjk is the number

of hj; k i in the shuf�ed data, andSi = f (j; k )jhj (i ) = kg,
i.e., the sethj; k i of pairs that could be produced from itemi .

Note that this protocol is equivalent to a protocol that
independently applies the CH protocol to each group. Thus,
the GH protocol inherits the theoretical properties of the CH
protocol, e.g.,("; � )-CDP. The UH protocol is a special case
of the GH protocol whereg = n andr i = i (i 2 [n]).

Experimental Results. We compared our proposals with the
UH and GH protocols using the Foursquare dataset. Note that
the GH protocol is inef�cient wheng is large. To reduce the
run time, we randomly selectedn = 100 users and divided the
city into 100� 100 regions (d = 10000) at regular intervals.
Then, we evaluated the MSE over all items (regions) and
the MSE over the top-50 items while changingg in the GH
protocol from1 to 100. Note that the CH and UH protocols
are the GH protocol withg = 1 and100, respectively.

Fig. 14 shows the results. In the GH protocol, the MSE
increases asg increases. This is because the GH protocol needs
to add dummies for each group. In addition, the CH protocol
(i.e., GH with g = 1 ) suffers from a large MSE over all
items. This is because the CH protocol has poor accuracy for
unpopular items due to the hash collision. The poor accuracy
cannot be improved by using user/group-dependent hashes.

D. Changing Parameters in Collusion and Poisoning Attacks

We evaluated the robustness against collusion and poisoning
attacks when varying the target" and the fraction� of fake
users in the Foursquare dataset. Fig. 15 shows the results.

Fig. 16. MSE of our proposals with/without the TKV-FK technique in the
Amazon dataset (� = 10 � 12 ).

Fig. 17. MSE of our proposals with additional noise in the Foursquare and
Amazon datasets (� = 10 � 12 ).

Fig. 15 shows that the actual" rapidly increases as the
target " increases in the existing protocols. In contrast, the
actual" is always the same as with the target" in our FME
protocol, demonstrating robustness against collusion attacks.
Our proposals also achieve the smallest gainGmax

f and is the
most robust to poisoning attacks for all values of� .

E. Effectiveness of TKV-FK

For an ablation study, we evaluated our proposalwith our
TKV-FK technique (Fig. 5(b)) and our proposalwithout our
TKV-FK technique (Fig. 5(a)) in the Amazon dataset.

Fig. 16 shows the results. The MSE for means is signi�-
cantly improved by introducing TKV-FK, demonstrating the
effectiveness of TKV-FK for reducing bias. The MSE for
frequencies is also signi�cantly reduced by introducing TKV-
FK. This is because our proposal with TKV-FK effectively
�nds popular items by �ltering data at a key level.

F. Our Proposals with Additional Noise

Theorem 6 assumes that the shuf�er does not disclose dum-
mies after running the protocol. However, even if the shuf�er
discloses dummies, we can guarantee DP for the outputs of
SFME

D � ;� by adding additional DP noise before publishing them.
We denote this modi�ed protocol byProposal*.

Speci�cally, Proposal* adds noise randomly generated
from the two-sided geometric distributionGeo(e� "= 4) [71]
with parametere� "= 4 to each of the counts~cH

1 ; : : : ; ~cH
b (cf.

Algorithm 1, line 11). Since the sensitivity of the count
is 2, adding noise fromGeo(e� "= 4) provides "

2 -DP for � .
Similarly, Proposal* adds noise fromGeo(e� "= 4) to each of
the counts~c1; : : : ; ~cd (cf. Algorithm 1, line 26) to provide"

2 -
DP for f . Then, publishing� andf provides"-DP, even if the
shuf�er discloses dummies after running the protocol.

We evaluated the MSE of this protocol using the Foursquare
and Amazon datasets. Fig. 17 shows the results. The accuracy
is hardly affected by introducing additional noise.
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