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Abstract—Shuffle DP (Differential Privacy) protocols provide
high accuracy and privacy by introducing a shuffler who ran-
domly shuffles data in a distributed system. However, most shuffle
DP protocols are vulnerable to two attacks: collusion attacks
by the data collector and users and data poisoning attacks. A
recent study addresses this issue by introducing an augmented
shuffle DP protocol, where users do not add noise and the shuffler
performs random sampling and dummy data addition. However,
it focuses on frequency estimation over categorical data with a
small domain and cannot be applied to a large domain due to
prohibitively high communication and computational costs.

In this paper, we fill this gap by introducing a novel augmented
shuffle DP protocol called the FME (Filtering-with-Multiple-
Encryption) protocol. Our FME protocol uses a hash function
to filter out unpopular items and then accurately calculates fre-
quencies for popular items. To perform this within one round of
interaction between users and the shuffler, our protocol carefully
communicates within a system using multiple encryption. We
also apply our FME protocol to more advanced KV (Key-Value)
statistics estimation with an additional technique to reduce bias.
For both categorical and KV data, we prove that our protocol
provides computational DP, high robustness to the above two
attacks, accuracy, and efficiency. We show the effectiveness of our
proposals through comparisons with twelve existing protocols.

I. INTRODUCTION

DP (Differential Privacy) [1] has been widely adopted by
industry [2], [3], [4] and government agencies [S]] to perform
data analysis while protecting individual privacy. DP has been
originally studied in the central model, where a single data
collector holds all users’ personal data and adds noise to
the statistical results. Although central DP enables accurate
data analysis, all personal data can be leaked by data breach
incidents [6]. LDP (Local DP) [7]], [8], [9] addresses this issue
by adding noise to each user’s personal data before sending it
to the data collector. However, LDP suffers from low accuracy,
as it needs to add a lot of noise to each user’s personal data.

The shuffle model of DP [10]], [L1], [12], [13], [14], [L5],
[16] has been recently studied to achieve high accuracy
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and privacy. It assumes a distributed system involving an
intermediate server called the shuffler and typically works as
follows. Each user adds noise to her input data and sends
an encrypted version of the noisy data to the shuffler. The
shuffler randomly shuffles the noisy data and sends it to the
data collector. Finally, the data collector decrypts the shuffled
data. Under the assumption that the shuffler does not collude
with the data collector, the random shuffling amplifies privacy.
Specifically, DP strongly protects privacy when the privacy
budget ¢ is small (e.g., € < 1), and the shuffling significantly
reduces <. Thus, the shuffle model achieves the same value of
¢ as the local model with less noise, i.e., higher accuracy.

However, most shuffle DP protocols have the following two
vulnerabilities. First, they are vulnerable to collusion attacks
by the data collector and users (or collusion with users) [17],
[18]. Specifically, the data collector can obtain noisy data of
some users by colluding with them or compromising their
accounts. In this case, the data collector can reduce the number
of shuffled values and thereby reduce the effect of shuffling. As
a result, the actual value of ¢ can be significantly increased
(e.g., from around 1 to 8; see Section . Second, most
shuffle protocols are vulnerable to data poisoning attacks [18l],
[L9], [20], which inject fake users and carefully craft data sent
from the fake users to manipulate the statistical results.

A recent study [[18]] addresses these two issues by introduc-
ing an augmented shuffle model, where the shuffler performs
additional operations, such as random sampling and adding
dummies, before shuffling. Specifically, [18] proposes the LNF
(Local-Noise-Free) protocol, in which each user sends her
(encrypted) input data to the shuffler without adding noise, and
the shuffler performs random sampling, adding dummies, and
shuffling. The key idea of this protocol is to prevent malicious
users’ behavior by adding noise on the shuffler side rather than
the user side. The protocol can also be easily implemented
using any PKE (Public Key Encryption) scheme, such as RSA
and ECIES. It is shown in [[18]] that the LNF protocol is robust
to both collusion with users and poisoning from users while
also providing higher accuracy than other shuffle protocols.

Unfortunately, the LNF protocol in [18] is limited to a
simple frequency estimation task with a small domain and
cannot be applied to data analysis with a large domain.
Specifically, both the communication and computational costs



of the LNF protocol are linear in the number d of items
and are prohibitively large when d is large. For example,
our experimental results show that the LNF protocol would
require about 100 Terabits of communications and 3 years of
run time to calculate a frequency distribution when d = 10°
(see Section [VIII). The LNF protocol also cannot be applied
to a more complicated task, such as KV (Key-Value) statistics
estimation [21], [22], [23], with large d for the same reason.

In this work, we fill this gap by introducing a novel protocol
for large-domain data. We first focus on frequency estimation
over categorical data with a large domain and consider a
simple extension of the LNF protocol that reduces the domain
size using a hash function common to all users. We analyze
the theoretical properties of this protocol and show that it
suffers from low accuracy due to hash collision. We also show
that this issue cannot be addressed by introducing a different
hash function for each user (or each user group assigned in
advance), as dummies need to be added for each hash function.

To achieve high accuracy and efficiency, we propose a novel
protocol called the FME (Filtering-with-Multiple-Encryption)
protocol. Below, we explain its technical overview.

A. Technical Overview

Our Protocol. In our FME protocol, we use a hash function to
filter out unpopular items with low (or zero) frequencies rather
than to calculate frequencies. Then, we accurately calculate
frequencies for the selected items. This can be realized by
introducing a two-round interaction between users and the
shuffler, where each user sends her hash value for in the
first round and her input data or a symbol “1” representing
an unselected item in the second round. However, the two-
round interaction significantly reduces the usability, as each
user must respond to the shuffler twice. Moreover, it needs
synchronization [24] in that the shuffler must wait for all users’
responses before shuffling in each round. Thus, the two-round
protocol would not be practical for many systems.

We overcome this issue by replacing unselected items
with | on the data collector side and introducing multiple
encryption [23]]. Specifically, our FME protocol achieves one
round of interaction between users and the shuffler as follows.
Each user sends her hash value and input data simultaneously
to the shuffler. The shuffler performs augmented shuffling
for the hash values and sends them and the corresponding
input data to the data collector. The data collector filters items
based on the shuffled hash values, replaces unselected items
in the input data with L, and sends them back to the shuffler.
Finally, the shuffler performs augmented shuffling for the input
data, and the data collector calculates frequencies from the
shuffled input data. Note that the input data are communicated
between the shuffler and the data collector three times in
this protocol. Thus, a lot of information can be leaked by
comparing them. To prevent this leakage, we use multiple
encryption for the input data and have the shuffler and data
collector decrypt the input data each time they receive them.
We rigorously analyze the privacy of our protocol and prove
it achieves computational DP [26]], [27]. We also show that

it achieves high robustness against collusion and poisoning
attacks, accuracy, and efficiency. Furthermore, we optimize the
range of the hash function in terms of efficiency.

Then, we apply our FME protocol to KV statistics es-
timation, where each user has KV pairs (e.g., movies and
ratings) and the goal is to estimate the frequency and mean
value for each key (item). For this data type, we propose an
additional technique called TKV-FK (Transforming KV Pairs
and Filtering Keys), which transforms KV pairs into one-
dimensional data and filters the data at a key level to reduce
bias in the estimates. We extensively evaluate our proposals
and show they are effective for both categorical and KV data.

Technical Novelty. Our main technical novelty lies in a
technique that carefully uses multiple encryption to provide
(computational) DP within one round of interaction for users,
and in the rigorous proof of DP. To our knowledge, we are the
first to use multiple encryption to reduce the number of rounds
while providing DP (see Section |l for details). In addition,
our FME protocol does not use multiple encryption merely
to implement onion routing [28]. More importantly, multiple
encryption enables the data collector to remove ciphertexts
corresponding to unpopular items without revealing this fact
to the shuffler by replacing them with ciphertexts that encrypt
1. We prove the DP guarantee of such a protocol by reducing
it to the security of a PKE scheme. Our work also includes
other technical contributions, such as the optimization of the
hash range and a technique to reduce bias (i.e., TKV-FK).

Furthermore, we prove many theorems that are not simple
extensions of [18]. Examples include our theoretical results
for KV data (e.g., Theorems [IT] and [T2)), as [18]] does not deal
with KV data. In particular, the existing robustness analysis for
KV data [[19] assumes that the number of each user’s KV pairs
does not exceed the padding length [23]], which may not hold
in practice. Theorem (11| removes this assumption and shows
the robustness of our protocol in a general setting where the
number of KV pairs can exceed the padding length. Another
example is Theorem [§] which analyzes the communication
cost of our FME protocol based on the size of single, double,
or triple ciphertexts and a bound on the expected number of
selected items. This theorem is also new and serves as a basis
for optimizing the hash range. We also present a new theorem
(Theorem 3)) that shows the low accuracy of a simple extension
of the LNF protocol [18] using the common hash function
under the 2-wise independence assumption [29].

B. Our Contributions

We make the following contributions:

We propose a novel augmented shuffle protocol called the
FME protocol for large-domain categorical and KV data.
Our protocol achieves high privacy, robustness, accuracy,
and efficiency within one round of interaction for users
using multiple encryption. For KV data, we propose an
additional technique called TKV-FK to reduce bias.

We demonstrate the effectiveness of our proposals
through theoretical analysis and extensive experiments



that compare ours with twelve state-of-the-art shuf énclude key-insulated encryption [47], onion routing [28], mix-

protocols (eight for categorical and four for KV data). net [49], and an instant messenger [50]. To our knowledge,
Compared to the LNF protocdl [1L8], our protocol reduces thee are the rst to use multiple encryption to provide DP for
communication cost from abodi00 Terabits t0260 Gigabits distributed systems within one round of interaction for users.
and the run time from abo@ years tol day d = 10°). Note Finally, a DP protocol using secure multi-party computation
thatd is much smaller thad® in most practical applications is proposed in [51] to calculate a frequency distribution. Their
(e.g., there ard =8 1P census blocks in the US; Amazonprotocol requires a PKE scheme with a homomorphic property,
hasd = 6 10° products in total[[30]), in which case thewhereas ours can use any PKE scheme based on a wider
communication and computational costs are also smaller. \lass of assumptions. Moreover, the protocol in [51] cannot be
also show that our protocol can be applied to a system witipplied to more advanced KV statistics estimation, as (i) each
large-scale users and items (e.g., item rating system [31]) bser may hold multiple KV pairs, and (ii) the data collector
introducing user sampling. The proofs of all statements aneeds to estimate both frequency and mean for each key. In
given in our full paper[[32]. Our code is available [n[33]. contrast, our protocol can be used to estimate KV statistics.

II. RELATED WORK

Shufe DP. The shufe model of DP can be divided into
two models: apure shufe modeland anaugmented shufe A. Notations

model [18]. Most existing work (e.g.,[[11], [12], [13], [14], Let R, R o, N, and Z o be the sets of real numbers

[15], [16], [34], [35], [36]) assumes the pure shufe modelh i | b tural b q .
where the shufer performs only shufing. However, thisi ?gég?gargspfgivzllj;litrsz, %agjézathr;urrﬂjrﬁlrase,raor} UZZ?S'HZ%‘Z Ve
model is vulnerable to collusion with users and data poisonin 2 N be the number of items. Fér2 [n] (= f1:2:::::ng).

This vul ility is inevitable in thi I i : .
is vulnerability is inevitable in this model because genuu‘lﬁgui be thei-th user. LetX be the space of input data,

users need to add noise to their input data; in this case, . .

data collector can increaseby obtaining noisy data of some?ndxi 2n)§ be the mpt;t d‘?a of user, .tSect!onlsttand Xl

users, and fake users can effectively manipulate the statisti 9qus on Irequency estimation over categorical data, whereas
ection VIl focuses on frequency and mean estimation over

results bynot adding noise to their input data [19]. : .
Beimel et al. [37] show a pure shufe protocol for generaIKV data. Below, we introduce the notations for each case.

tasks, which achieves accuracy comparable to the central oBategorical Data. For categorical data, we follow [18], [19],
However, their protocol requires two rounds of interaction fdb2] and represent an item as an integer frémo d. Each
users whereas ours requires only one round of interaction.user's input datx; (i 2 [n]) is an item, i.e.X =[d]. The data

Some protocols, including Google's Prochlo [10], assunmmllector estimates the (relative) frequeri¢y2 [g 1] for each
the augmented shufe model, where the shufer performgemi 2 [d]. The frequency; is given byf; = j”:1 1y =i,
additional operations, e.g., randomized thresholding [10], rawhere 14, -; takes1 if x; = i and O otherwise. We denote
dom sampling [38], and adding dummies [17]. A recerthe estimate of; by f; 2 R. Letf = (fq;::::fq4) andf =
study [18] proposes the LNF protocol that does not addy;::::fy). The goal for the data collector is to calculdte
noise on the user side and shows that it is robust to baib close as possible founder DP.

collusion and poisoning attacks. However, this protocol cannlg{/ Data. For KV data, we follow [20], [21], [22], [23]

be applied to large-domain data. We address this issue z?ﬁ/d représent a key (ite;’n) as an intege'r frd)réo d a,nd a

introducing a novel protocol with multiple encryption. numerical value as a real value betweeh and 1. Note that

Collusion/Poisoning Attacks. Some studies [17], [18] shov_v we can assume that the values are in the rdnde1] without

that pure shufe protocols are vulnerable to collusion withyss of generality, as numerical values can be transformed into

users. To address this issue, Waetggl. [17] a}dd dummies [ 1;1]. In this use case, each user's input data(i 2 [n])

uniformly at random from the domain of noisy data on thg 5 set of KV pairstk: vi, wherek 2 [d] andv 2 [ 1:1]

shuf er side. However, their protocol still suffers from the in e §1at each user has at most one KV pair per key, i.e.,

crease it by collusion with users, as shown in Appendix E-By - d_l (d] [ 1:1]). The data collector estimates the
Data poisoning attacks have been studied in various d‘ﬁ@quenlc_y . 2 [0;1] and the mean value; 2 [ 1;1] for

types, e.g., categorical [19], [39], KV [20], numerical [40]g4ch keyi 2 [d]. They are given by

and set-valued data [41]. Although these attacks assume the P P

local model, they can also be applied to the shufe model. ; = % J.”:l iz x; 0= % J2mpneviz x; Vi

Defenses have also been studied for categorical or KV data. ' e

The defenses in [42], [43], [44], [45] introduce multiple roundsrherely i «; takeslif x; includes keyk and0 otherwise.

for users and reduce usability. The defenses in [19], [46kt *; (resp.”i) 2 R be the estimates of; (resp. i)'ALet

have limited effectiveness [18]. We also show that the defense= ( ,;:::; O = uiod M= (Mg a),

in [20] has limited effectiveness in Appendix E-B. and” = ( "‘.1.;': 211 "4). The goal is to calculaté and ® as
Cryptographic Protocols. Multiple encryption has been stud-close as possible to and , respectively, under DP.

ied in the eld of cryptography [25], [47], [48]. Its applications We also summarize our notations in Table | of Appendix A.

Ill. PRELIMINARIES

S|k



B. Differential Privacy random permutation over [n], and outputsM s(D) =

In this work, we use DP [1] and its computational versiofR (X ));:: % R(X-(n))).'. IfR provi'deﬁ"o-LDP, then for any

called CDP (Computational DP) [26], [27] as privacy notions: 2 [0;1], M s provides("; )-DP with" = g(n; ), where
P
Denition 1 (("; )-DP/CDP) Let" 2 R o and 2 g(n; )=In 1+ (e 1)1, 2in@4=) , 4 (4)
[0;1]. We say a randomized algorithid with domain X" (eo+yn 1
provides ("; )-DP if for any neighboring database® = « In n 1) anda(n: )= " otherwise.
(X150 %) 2 X" and D%= (x9;:::;x%) 2 X" that differ 0 (ome=y 1) an: )= "o
on one entry and an Range(M ), By (4), " is much smaller thatip in the LDP mechanism
. whenn is large. In multi-message protocols [34], [35], [36],
Pr{M (D)2 S] e Pr[M (D92 S]+ : (D) g(n; ) is different from (4). See [34], [35], [36] for detalils.

We also sayM provides("; )-CDP (Computational DPIf

A o D. Communication Cost and Accuracy
for any attackerA running in time polynomial in 2 N,

) We use the following measures for the communication cost
P[A(M (D))=1] e Pr[A(M (D)) =1]+ +negl ); and accuracy (i.e., utility):
@ Communication Cost. Let Cy s (resp.Cs p) 2 R ¢ be
where negl is a function that approache® faster than the the expected number of bits sent from users to the shufer
reciprocal of any polynomial in . (resp. from the shufer to the data collector). Then, the

N . : | numbe€,; of bits sent from one party to
In our work, coincides with the security parameter of aexpecteq tota tot
yp another is given byCiot = Cy s+ Cs p. We useCiyt as a

PKE scheme("; )-CDP (resp. DP) can be used for shufe .
DP protocols with (resp. without) PKE schemes. In shuf gneasure of the communication cost.
protocols, the shufer or the data collector can be an attackAgcuracy. For categorical data, we follow [17], [18], [52],
A. In either case, all messages the attacker receives during [ and measure the expected squared €&  f;)?] of
protocols are outputs dfl . Note that" 5 is unsuitable in the estimatefj for each itemi 2 [d]. If the estimatef7 is
most applications [53]. should be much smaller thah [1]. unbiased, therE[(fi  f;)?] is equal to the varianc¥/[f}].

We also introduce LDP [7], [54], which can be used as @imilarly, we follow [23] and measure the expected squared
building block for pure shuf e DP protocols: errorsE[("i  §)?landE[(";  )?] (i 2 [d]) for KV data.

De nition 2 ("-LDP). Let" 2 R g and 2 [0;1]. We say V. COLLUSION AND POISONING ATTACKS
a randomized algorithniR with domainX provides"-LDP if

. 0 In this section, we explain collusion and poisoning attacks
for any input valuex;x”2 X and anyS RangeR),

in detail. Section IV-A de nes our threat model and clari es
PrlR(x) 2 S] e Pr[R(x% 2 sI: (3) why we focus on these attacks. Sections IV-B and IV-C explain

_ ) collusion and poisoning attacks, respectively.
Examples of LDP mechanisnm® include the GRR [17],

RAPPOR [2], OUE [52], and OLH [52]. A. Threat Model

C. Pure Shufe Model - We assume that anyone except a single user (victim),
. : including the shuf er, the data collector, and other users, can
Below, we explain the pure shuf e model assumed in mo%te an attacker who attempts to infer the input data of the
existing shufe DP protocols. Assume that the data collector P n

. . . - ~rvictim. We assume that input data; :::; x,, are independent
has a private key and publishes the correspondlr_lg public k?\Xhich is necessary for DP guarantees [56]) and that the
In the pure shufe protocols, each user adds noise to her

. . . ) . attacker can obtain input data of all users except the victim as
datax; using a randomized algorithR, encrypts it using the P P

public key, and sends the encrypted versiorRdik;) to the background knowledge.

) We also assume that the data collector can collude with
shuf er. The shuf er randomly shuf es (encrypted) noisy data _— : :
some users except the victim (or compromise their accounts)

data collector decrypts the shuf ed data using the private k?:/) obtain their noisy data sent to the shuf er. In addition, the

Under the assumption that the shuf er does not collude wi ttacker can inject fake users and send an arbitrary message

the data collector, the data collector obtains only the shuf eaar? (TI;?g:]ai?gskf;;tgoﬂfs?é%ufgz tho?sztnaiglsugtst.azise Iggm::;_
data. The shuf ed data providgs; )-DP, where" = g(n; ) P 9 » esp

: . . . tively. We focus on these attacks because attacks by malicious
andg is a monotonically decreasing function mwfand . For

example, whemR provides LDPg is expressed using the stateUSErs pose a threat in practice — [57] shows that the attacker

) o . can inject a large number of fake users in practical systems. In
of-the-art privacy ampli cation result [16] as follows: . : . ,
particular, collusion attacks are threatening becdusan be

Theorem 1 (Privacy ampli cation result in [16]) Let "p 2 increased from abodutto 8 in the pure shuf e protocols when
R ogandD = (X1;:::;%Xn) 2 X". LetR : X 'Y be 10%of users collude with the data collector; see Section IV-B.
a randomized algorithm. LemM s : X" 'Y " be a pure Itis also dif cult to know the number of colluding users (and
shuf e algorithm that takedD as input, samples a uniform hence the actual value 8} in these protocols.



As with most existing shufe protocols, we assume thaf. Data Poisoning Attacks
the shufer and the data collector are semi-honest and dOFollowing [19], [20], we consider the following targeted

not collude with each other. Our protocol cannot achieve DRi5 ks as data poisoning attacks. Met [d] be the set of

or accurate estimates when these servers deviate from %et items. We assume that the attacker injaf® N fake
protocol (e.g., when the shufer leaks data sent from USEfSers; there ar@ + n° users in total, including1 genuine

or does not perform shufing; when the data collector altet§sers Each fake user can send an arbitrary message to the
the estimates). One way to address this issue is to ensure dai& er. This is called the output poisoning attack [40]. For

con dentiality and enforce the servers to follow the protocql , [n9, let m; be a message sent from theh fake user. Let
via a legally binding contract or a TEE (Trusted Executiop, = (mMi:::::mno) be the messages of fake users.

Environment) [10], [58]. Another way is to provide security ‘ ical Data. F ¢ ical data. the attacker att i
against the servers who deviate from the protocol (i.e., maﬁ—a egorical Data. For catégorical data, the attacker attempts

cious security) by using MPC (Multi-Party Computation) [59]Er0 mcreasehthe esumates':for thi ta%(azt 'fgﬁ'i" to p_romotef
We leave the use of the TEE or MPC for future work. ) as much as possible. Formally, € the estimate o

f; after poiso‘ging. Then, the attackedserall gainis de ned
B. Collusion with Users asGr(m) = ,; E[f? fi][19]. The attacker's goal is to

Wanget al. [17] point out that" in the pure shufe model MaXimizeGs (m).

can be increased when the data collector colludes with somé-et G = maxm Gr(m) be the maximum_ value 9f
users to obtain their noisy data sent to the shuf er. Gt (m). Caoet al. [19] propose the MGA (Maximal Gain

Speci cally, let [n]. Assume that the data collectortack) that crafts the messages to achieveGy™". We use
colludes with usersfuiji 2 g and obtains their noisy the maximum gainG{"® to measure the robustness to data

data sent to the shufer. Then, the privacy budgefor the POISONINg attacks in categorical data.

remaining users is increased fragm; )tog(nj j; )[18]. KV Data. For KV data, the attacker attempts to maximize
For example, ifn = 106, j j = 10°% and = 10 ' in the frequency and mean estimates for the target ifEnfse.,
Theorem 1, thert can be increased frorr1 to 8:3. to promoteT). Let "9 (resp.”?) 2 R be the estimate of ;

Ideally, the value of should not be increased even if soméresp. i) after poisoning. Then, thlp_ﬂequency\ gain/?nd the
users share their data sent to the shuf er with the data collectarean gainlgre given byG (m) = i1 E[? i] and
Below, we formally de ne suchrobustness to collusion withG (m) = ¢ E["P "1, respectively [20]. The goal is
users We rst introduce -neighboring databases [60]: to maximizeG (m) andG (m) simultaneously.

Let G™* = maxy G (m) and G™* = max, G (m).
Wu et al. [20] propose the M2GA (Maximal Gain Attack) that
craftsm to achieveG™®* and G™** simultaneously. We use
the maximum frequency gai6™® and the maximum mean
gain G™® as robustness measures in KV data.

De nition 3 ( -Neighboring databases) et [n]. We

(x9;:::;x8) 2 X" are -neighboringif they differ on one
entry whose index is notin , i.e.,x; 6 xi0 for somei 2
andx; = x? for anyj 6 i.

-neighboring databases consider an attacker who colludes V. BASELINE PROTOCOLS

with usersfu;ji 2 g. Based on this, we can de ne the In this section, we present two baseline protocols for
robustness to collusion with users as follows: categorical data and explain why they are unsuitable for
large-domain data. Section V-A describes the LNF (Local-
Noise-Free) protocol in [18] and explains that it suffers from
prohibitively high communication and computational costs.
Section V-B introduces the CH (Common Hash) protocol to
address this issue and shows that it suffers from low accuracy.

De nition 4 (Robustness to collusion with user&etM be a
shuf e protocol that provide¢"; )-DP (or CDP). Fori 2 [n],
let ; be data sent from usem; to the shufer inM . For

[n], letM  be a protocol that takes a databaPe2 X "
as input and output™ (D) =(M (D);( i)i2 ). We sayM
is robust to collusion with users for any [n], any - A. Local-Noise-Free Protocol
neighboring database® andD? and anyS RangeM ),
M also satis es (1) (or (2)), i.e., if and are not increased
by collusion with users.

Protocol. Fig. 1 shows the overview of the LNF protocol.
We show an algorithmic description of the LNF protocol in
Algorithm 2 of Appendix B-A. We denote the LNF protocol
The data ; sent from usew; to the shufer depends on by Sg"F. S§F has adummy-count distributiofd overZ o
the protocolM . For example, in the baseline protocol inwith mean 2 R o and variance 2 2 R o and asampling
Section V-B, | = h(x;), whereh is a hash function. In our probability 2 [0; 1] as parameters.
protocol in Section VI, ; = (x;i;h(x;)). The LNF protocol S5\ is simple and works as follows
Unfortunately, pure shufe protocols cannot provide théwe omit the encryption/decryption process). First, each user
robustness in De nition 4, as they need to add noise on the (i 2 [n]) sends her input valug; 2 [d] without adding
user side. The robustness in De nition 4 can be achieved bpise. Then, the shufer performs three operations: random
introducing the augmented shuf e model and adding noise @ampling, adding dummies, and shufing. Specically, the
the shuf er side, as shown in Sections V to VII. shuf er randomly selects each input value with probability



Theorem 4 ([18]). For anyi 2 [d], S§"¥ outputs an unbiased

estimate (i.e.E[ﬁ] = f;) and achieves the following expected
squared error:

2

E[(fT fi)2]= "0 D4 5 (6)

The error in (6) decreases a$ decreases and increases.

Fig. 1. Overview of the LNF protocoln(= 6, d = 3). In this example, the Dummy-Count Distribution D. Examples ofD providing

shufer discards input data afz and addgz1;22;z3) = (1 ;0;2) dummies.  pp jnclude the binomial distribution and the asymmetric geo-

metric distribution. In particular, [18] shows that the asymmet-

ric geometric distribution provides higher accuracy than the

binomial distribution and existing pure shuf e protocols when
=1 and achieves pure DP €0) when =1 e =2,

. For each itemi 2 [d], the shufer randomly generates
z; from the dummy-count distributio® (z; D ) and adds

values and dummiesi where?2 Z 0 is the total number of Limitations. The drawback ofSE'\"F is that it cannot be
these values. The shufer samples a random permutationapplied to large-domain data due to its high communication

over [r] and sends/ (y;:::;Y () to the data collector. In and computational costs. Speci cally, the communication costs
Fig. Ly @y; 5y ) =(1;2,3;3,2,1;3;1) (R =8). of S§¥F are:Cy s= n,Cs p= (n + d), and
After receiving the shufed value viin , the
¥ A Co = ((1+ )n+ d); (7)

data collector calculates their histogram. Speci cally, the data
collector calculates a count (absolute frequengy2 Z o

for each itemi 2 [d] fromy (1y;:::;Y (s). In the example
of Fig. 1, (€1;€;63) = (3;2;3). Finally, the data collector

calculates an unbiased estimdieof f; asfi = (s )

where is the size of each ciphertext. Thu§y: can be
expressed a®(n + d). Note that we can effectively reduce

n by randomly sampling users, as shown in our experiments.
However, we cannot reducg by randomly sampling items

and outputd = (f1;  ;fy). without losing accuracy. Moreover, the meawf the dummy-
Theoretical Properties. SSNF provides DP and is robust count distributiorD is much larger thaa, e.g., =108 in the
to both data poisoning and collusion attacks if a simpl@symmetric geometric distribution ¢ 1," =1, =10 *?).

mechanism called thkeinary input mechanismprovides DP:  Thus, Ci in (7) can be prohibitively large whed is large.
- _ _ . For example, whem = 10%, d = 10°, =108, =1, and

De nition 5 (Binary input mechanism)Let D be a dummy- ha 2048bit RSA is used S5NF needsCy; = 220 Terabits.

count distribution overZ o. The binary input mechanism Similarly, the computatioﬁal cost @5\VF is O(n + d) and

Mp. :f0;1g! Z o with parametersD and 2 [0;1] o i LNF
takes binary data 2 f 0: 1g and outputs can pe prohibitively large Wh(id |ssalqrge. For exqmplesD;
requires abou8 years wherd = 10° in our experiments.
Mp. X)= x + z;
B. Common Hash Protocol
where andz are random variables that follow the BernoulliProtocol

N _ The LNF protocol S cannot be applied to
distribution Bef ) andD, respectively ( Ber( ),z D ).

categorical data with large domain side as both the com-
Theorem 2 ([18]). If M p. provides(%; 5)-DP, then SENF munication and computational costs &@¢n + d). A natural

provides("; )-CDP* and is robust to collusion with users. approach to improving the ef ciency would be to reduce the
domain size using a hash function. Our baseline, called the

Theorem 3 ([18]). Let = "’ andfr = P o7 fi. SENF CH (Common Hash) protocol, simply uses a hash function
' n+n | ' )

provides the following robustness against poisoning attacksSommon to all users. We denote this base"@@?’ .
Speci cally, letH be a universal hash function family whose

G = (1 fr): (5) domain is[d] and whose range ] (b  d). The CH protocol
i _ St randomly selects a hash functidn: [d] ! [b] from
G in (5) does not depend oh and is smaller than " ahpjiesh to input valuesxy;::::xna, and runs the LNF

existing pure shufe protocols [19], [34], [35], [36]. Thus, yy6t0c0I SLNF. In other wordsSSH runs Algorithm 2 (lines
Theorems 2 and 3 mean th8§"" provides DP and is robust 1-11) with inputs(h(x1);::::h(x,)), b, D, and . Then, the
to coIIusi_o_n and data ppisoning attackaD; provides DP. 45t collector obtaings,; :::; &), whereg (j 2 [b]) is a count
In addition, S5* achieves the following accuracy: of a hash valug calculated from the shuf ed values. Finally,
the data collector calculates an unbiased estirﬁ\a(é 2 [d])

) = b . n_
INote thatM p. provides CDP, as it uses a PKE scheme. Speci caII)},Jf fi asﬁ “n (b1 (eﬂ(l) b )
it provides("; )-DP for the data collector an(D; 0)-CDP for the shufer. Theoretical Properties. We show DP and the robustness of
In addition,” and in SJNF are doubled. This is because neighboring datg ¢ . di | | h N
x;x%2f0;1gin M p. differ by 1 in one dimension, whereas neighboring%D; in Appendix B-B. Below, we analyze the communication

database®; D 2 [d]" in SY\F differ by 1 in two dimensions. cost of S§H . SinceSS™ reduces the domain size frothto



b via the hash functiorn, the communication costs &S"
are:Cy s= n,Cs p= (n + b),and

Cot = (1+ In+ b); 8)

where is the size of each ciphertexCi; in (8) can be

expressed a®©(n + b). Similarly, the computational cost of

S§H is O(n + b). Therefore, the CH protocdS" is much

mdre ef cient than the LNF pI’OtOCO$|'5NF Whenb d. Fig. 2. Two-round protocol using a hash function

Limitations. ~ Unfortunately, the CH protocoS§" is also
unsuitable for large-domain data because it suffers from low
accuracy due to hash collision.

Speci cally, assume that the hash functibris 2-wise inde-
pendent; i.e., for anyy;i, 2 [d] andj1;j2 2 [b], Pr(h(i1) =
jijh(iz) = j2) = Pr( h(iy) = ji1) = % For example, let
p 2 [d;2d) be a prime,a; 2 [p 1], andag 2 [p]. Then, a
hash functiorh de ned byh(x) = (( aix+ ap) mod p) mod b
is (almost) 2-wise independent [29]. This hash function is
used in [34] and is also used in our experiments. Under this
assumption, the accuracy Sﬁ” can be quanti ed as follows:

Theorem 5. For anyi 2 [d] SSH with a 2-wise independent Fig. 3. Overview of our FME protocol. It reduces the number of rounds

] i . ; between users and the shuf er in Fig. 2 by introducing multiple encryption.
hash functiorh outputs an unbiased estimate (|E[t’}] = 1)
and achieves the following expected squared error:

After reducing the input domain by Itering, we can ef ciently
EI(f} f)2]= 25—z nfi (I )+ 241 ; D) '
[(Fi )= F=@nz N ) » ) use the LNF protocol to obtain high accuracy.
where Based on this, we can considetveo-roundprotocol shown
= Py (2 Zent; @ Wb ont @ ) . in Fig. 2. In the rst round, each usew; sends her hash
S b b2 b? value h(x;) to the shuf er. The shuf er performs augmented

The rst and second terms in (9) are almost the same 88Ufing (i.e., sampling, adding dummies to hash values, and
the squared error in (6). However, the third term in (9) i€hufing) and sends the shufed hash values to the data
introduced by hash collision and is very large wsia small. collector. The data collector Iters out unpopular items and
For example, when =1 andb= n, the squared error in (6) sends a set [d] of popular items to the users. In the
is né In contrast, the squared error in (9) is abedt™ in second round, each user replaces her input valug; with

the worst case. In other words, the squared error is increasedePresenting aonselected itenf x; Z . Then, the parties

from O(n 2) to O(n 1) due to the hash collision. We also™u" the LNF protocol for selected itemsand?; i.e., [d] is
replaced with [f?g

show thalSS';* suffers from low accuracy in our experiments. . .
In Appendix B-C, we describe other baselines tgif{F The two—rpund protocol provides high accuracy fo.r.popular
items , as it uses the LNF protocol for them. In addition, the

andSSH and explain that they also suffer from low accuracy: . . .
D: P y ysecond round can be ef ciently performed since the domain

VI. FILTERING-WITH-MULTIPLE-ENCRYPTION PROTOCOL is restricted to [f?g . Similar approaches have been taken

In this section, we propose a novel DP protocol called tH@ [22], [61] — they introduce the rst round to nd popular
FME (Filtering-with-Multiple-Encryption) protocoto address items and the second round to caIc_uIate stat|_st|cs for them.
the issues in the baselines. Section VI-A explains its technicalHowever, the two-round protocol is not desirable for many
motivation and overview. Section VI-B describes the detaiRfactical systems, as it signi cantly requires a great deal of ef-
of our FME protocol. Section VI-C analyzes its theoreticdPrt from. users and.synchr'or_ﬂzatiqn, as described in Sectionll.
properties. Section VI-D proposes a method to optimize tif¥€ aré interested in providing high accuracy and communi-
rangeb of the hash function in our FME protocol. cation/computation ef ciencyvithout introducing two rounds

of interaction between users and the shuf er.

A. Technical Motivation and Overview Overview. Our key idea is to remove the two rounds of

Technical Motivation. As explained in Section V-B, hash val-interaction between users and the shuf er in Fig. 2reglac-

due to hash collision. However, they can be usedtés out introducing multiple encryptionFig. 3 shows the overview of
unpopular items with low (or zero) frequencies. This is helpfulur FME protocol that embodies our key idea.

in large-domain data because the frequency distributios For ease of explanation, we begin with our FME protocol
sparse e.g., most items have a count of zero when d. without encryption. In our protocol, each user sends her



hash valueh(x;) and input valuex; simultaneously. After

receiving each user's pahh(x;);x;i (i 2 [n]), the shufer

performs augmented shufing for the pairs, where dummies

are added to hash values (i.e., in the formhboti); ?i for

i 2 [b]), and sends the shuf ed pairs to the data collector. Theglg. 4. Example of Itering items. In this example, = 0:05, z, = 15,
the data collector selects a sebf popular items based on theb=10,1=3,and " = 1;3;7g.

shuf ed hash values and replaces unselected itep®  in
the shuf ed pairs with? . After that, the data collector sends
and the shuf ed input values (includirgy) back to the shuf er.
Note that the shufed input values are the same as the o : H o1 H
the shuf er receives in the second round in Fig. 2 (except thfputation . over [7] and send<Ep, [y (1)]’ S Bpigly (ﬁ)])
dummies are added @). Thus, as with Fig. 2, the shuf er 8"d (Epi,[Epi [Epi,ly @ 111225 Epk, [Epk [Epk, [y (]I o

performs augmented shufing for and? and sends shuf ed the data collector (lines 8-9).
input values to the data collector. Then, the data collector decrypts them and callsCbant

The above protocol achieveme round of interactiorbe- function, which calculates a cousf' 2 Z  for each hash

tween users and the shufer by replacing unselected iteﬁ@lue : )
with ? on the data collector side rather than the user sidd) €1 ;- iié;?, the data collector calls theilterltems
Note, however, that we must handle the shuf ed input valud¥nction, which selects a set" [b] of popular hash values
very carefully to prevent information leakage. For example, f1d @ set  [d] of the corresponding input values (line 12).
each usew; encryptshh(xi);xii using a public key of the We explain theFilteritems function later in detail. Then,
data collector, then the data collector can obtein:::;x, the data collector replaces unselected itegg [Epi[y ()]l
by decrypting them. Moreover, the shufed input values ar@hose corresponding hash values g, 2 , With
communicated between the shuf er and the data collattee Epk,[Epk,[?]] (Iines 13-17). Note that the data collector can
times(shufer ! data collectol shufer ! data collector), d0 this without seeing (), as she knows/";,. The data
and a lot of information can be leaked by comparing therfiollector sends and shuf ed input value$E p [Epk [y (1) II;
For example, the shuf er would know whose input values are :; Epk [Epi,[Y (n)]]) back to the shufer (line 18).
replaced with? by comparing the rst and second shufed The shufer decryptsr shufed input values while
data. The data collector would know which values are addégmoving those corresponding to dummy hashes, ie.,
as dummies by comparing the second and third shuf ed dafapk,[Epk,[Epk,[? 1] generated by the shufer (line 19). The
We address this issue by introducing multiple encryption, 8§uf er can remove them because she knows the random
shown in Fig. 3. Speci cally, each user encrypts her input permutation . Then, for each selected item2 , it adds
value x; three timesusing public keys of the data collector,@ dummy Ep [i] for z D  times (lines 20-22). Let
the shufer, and the data collector. The data collector antl:::::¥» 2 [d] be r input values and dummies, where
the shufer decrypt the shufed data each time they recei® 2 Z o is the total number of these values. The shuf-
them. Then, intuitively, the above information leakage can b@" samples a random permutation over [r | and sends
prevented for two reasons: (i) the data collector cannot see ffex Y @ 1 12 Epk,[y (5 )]) to the data collector (lines 23-
contents of the rst shufed data, and (i) the three shuf ed?4). Finafly, the data collector calculates an unbiased estimate
data are completely different from each other. We prove thatOf fi fori 2 and outputs andffiji 2 g (lines 25-30).
this approach provides (computational) DP in Section VI-CFiltering Items. Below, we explain the details of the
) Filterltems function in Algorithm 1 (line 12). This
B. Details function takes two parameters as input: a signi cance level
Protocol. Algorithm 1 shows an algorithmic description 2 [0; 1] and the maximum numbeér2 [b] of selected hashes.
of our FME protocol. Our protocol uses two dummy-counsBpeci cally, we rst calculate a thresholdy, 2 Z ¢ so that a
distributionsD; (mean: 1, variance: ?) andD, (mean: ,, random variablez generated fronD; is larger than or equal
variance: 3). D; and D, are used for adding dummy hashto z;, with probability at most , i.e.,Pr(z  zp) . Then,
values and dummy input values, respectively. We denote these compare each cousf' (i 2 [b]) to the thresholdz, and
distributions byD = (D1;D,) and our FME protocol by select the hash valueif &' zj . If the number of selected
SEME . In Appendix C, we show a toy example 8fME . hash values exceetiswe select hash values with the largest
First, each usew; sends her hash valugp, [h(xj)] and counts. Finally, we add the selected hash values Hoand
input valuek py [E pk [E pk, [Xi ]I, wherepk, andpkg are public the corresponding input valuessuch thath(x) 2 H to
keys of the data collector and the shuf er, respectively (lineBig. 4 shows an example oft .
1-3). After receiving them, the shuf er randomly selects each Suppose that no user has a hash vali [b. Then, we
pair with probability (line 4). Then, for each hash valii@ incorrectly addi to " with probability at most ; i.e., the
[b], the shufer adds a dummyE . [i]; Epk [Epk [Epk,[? ]]li  false positive probability is at most the signi cance level
forzi D 1 times (lines 5-7). Ley!!;:::; ﬂ 2 [b] (resp.y1; which is small. In addition, we add at mdshash values to
:ye 2 [d] [ f2g ) be the selected hash (resp. input) ™. Thus, we can improve the ef ciency by reducihg

values and dummies, whene 2 Z o is the total num-
r%s-sr of these values. The shufer samples a random per-



Input: Input values(xq;:::;Xn) 2 [d]", hash functiorh : [d] ! [b], dummy-count distribution® = (D1;D;) (D1
has mean ; and variance ?; D, has mean , and variance 3), sampling probability 2 [0; 1], signi cance
level 2 [0;1], maximum number of selected hashe [h).
Output: Selected items  [d], estimatesfiji 2 g.
/* Send hash values and input values (users I shuffler) */
1 foreachi 2 [n] do
2 \ [ui] SendhE i, [h(Xi)]; Epk, [Epk [Epk, [Xi]]li to the shufer;

3 end

/* Random sampling */
4 [s] SamplehE i, [h(Xi)]; Epk, [Epk [Epk,[Xillli (i 2 [n]) with probability ;

/+* Dummy hash data addition * [

5 foreachi 2 [b] do
6 \ [s]zi D 1; Add a dummyhEpy [i]; Epk, [Epk [Epk,[? ]]]i for z times;
7 end
/* Random shuffling */
g [s] Letyt';:::;yH 2 [0 (resp.yi;::i;yn 2 [d][f?g ) be the selected hash (resp. input) values and dummies. Sanj
a random permutation over [R];

/* Send shuffled data (shuffler I data collector) * [
o [s] Send(Epi, [y Ii : 15 Epi, [y ) ]) @nd (Epi, [Epi, [Epk, [y ) 111525 E i, [Epk, [Epk, [y (n]1]) to the data collector;
[ * Filtering ( H  [b): selected hash values, [d]: selected items) */

10 [d] Decrypty™ ;i y gy andEpc [Eply @110 Epe [Epk,y ()]
H .

12[d "; Filteritems  (ef';:::;¢ef; 5 Dasl);

/ * Replace unselected items with ? */
13 foreachi 2 r do
w | if yi;y 2 ™ then

15 ‘ [d] Epk[Epi,ly (]l Epk [Epk,[?]];
16 end
17 end

/* Send selected items and shuffled data (data collector I shuffler) * [
18 [d] Send  and (Epk [Epk, [y @ 1]i:: 5 Epk [Epk,[Y (s)]]) to the shufer;

/+* Dummy input data addition */
19 [s] DecryptEp [y @]i::: Epk,Y (ny] while removing those corresponding to dummy hash data;

20 foreachi 2 do
21 \ [s]zi D »; Add a dummyEy [i] for z; times;

22 end

/* Random shuffling */
23 [s] Lety;;::ty, 2 [d][f?g benr input values and dummies. Sample a random permutatiover [f ];

/* Send shuffled data (shuffler I data collector) * [
24 [s] Send(E pk, [y (1)]; s Eply (n )]) to the data collector;

/= Compute an unbiased estimate */

27 foreachi 2 do

2 | [dfi e )
29 end

30 return andff’}jiz g

Algorithm 1: Our FME protocolSEME . pk, (resp.pks) represents a public key of the data collector (resp. shufer).

ple



Parameters. SSM;E has parameters, , andl. We explain O(n + pﬁ) whenl| < n . See Section VI-D for thj\ils.
how to setl in Section VI-D and and in Appendix E-A. Similarly, the computational cost &M can beO(n+ " Id)
. . in this case. See [32] for details.
C. Theoretical Properties )
Accuracy. Finally, we analyze the accuracy 8fVE :
Privacy and Robustness.First, we show thaBFME provides o _ -
DP and is robust to both data poisoning and collusion attackg}eorem 9. For any itemi 2 selected in the ltering step,
_ _ . SFME outputs an unbiased estimate (i.€[fij] = f;) and
Theorem 6. If the binary input mechanismM p,; and gchieves the following variance:

" "

M p,:1 in De nition 5 provide (5-; 3-)-DP and (%; %)-DP,
respectively, ther8EME provides("; )-CDP, where("; ) = VIRjl= B4y . (12)
("1+ "2, 1+ »), and is robust to collusion with users. n n
Theorem 7. Let = -2 andfr = P o7 fi. SEME SEVE also achieves the following expected squared error:
provides the following robustness against poisoning attacks:
P E[(T 2= )VIfijl+ ifZ (13)
GM™ = (1 fr)+ ,r ifi; (10)

where ; 2 [0;1] is the probability that the-th item is not

where ; 2 [0;1] is the probability that the-th item is not selected in the ltering step (i.ei,2 ).

selected in the ltering step (i.ei,2 ) before data poisoning.

. . . s
Theorem 6 uses the basic composition theorem [1]. InThe variance in (12) is the same as thatSf™ in (6).

Appendix C, we explain that this is almost tight in our € sécond term in (13) is introduced becaGf¥® always

case.SEME spends("1; 1) and ("; 2) for hash and input calculates’} asO for an unselected item2 . However, the
values, respectively. When= 1 and the same dummy-counts€cond term in (13) is very small, as is extremely small
distribution is used foD1, D, andD, SEME needs the total for @ largef;, as explained above. When ignoring the second
budget(*; ) twice as large as the LNF protoc85\F. term, thel, loss of SfVE is almost the same as that 8§

In addition, Theorem 6 assumes that the ShU:r er does nghmmary_ Our FME protoco'SEME can achieve almost the

disclose dummies after running the protocol in the same Wa¥me accuracy and robustness as the LNF protegf by
as [17], [18]. This can be achieved, e.g., by using the TEE. VMging (" ) twice as large aS5\F. It can also aﬂ’iéVe the

note, however, that even if the shuf er discloses dummies, we - .
. . .communication and computational costs @fn +  Id) by

can guarantee DP for the outputs by adding additional noIsg . . ina b as exolained below

to the outputs before publishing them. In Appendix E-F, wep gb P '

show the accuracy is hardly affected by this additional noise.

In Theorem 7, the second term in (10) is introduced becaude OPtimizing the Range of the Hash Function

a target itemi 2 T can be discarded in the ltering step As shown in Theorem 8, the communication c@sl; of
before poisoning and selected after poisoning. This resultsglgME depends on the hash rangeA largerb results in the

a slight increase in the overall gain. We note, however, that thgrease of dummy values sent from the shufer to the data
second term in (10) is very small in practice, ass extremely cojlector. In contrast, a smallds results in the increase of
small whenf; is large (e.g., i decreases exponentially & E[j j] in (11). The optimalb can be obtained by calculating
increases wheth = b; see [32]). When the second term ig, that minimizes the upper bound @ in Theorem 8.

ignored, G"** of SEMF is equal to that oSp" in (5). For example, ifl = b, then the optimal value df is given
Ef ciency. We next analyze the communication cos&3f=:  py p = W In this caseCiot of SEME can
’ 1 2 3 1 ’

Theorem 8. Let 1; 2; 3 2 R o be the size of a single ci- be simplied asCy,; = O(n+ nd+ d) by treating 1, »,
phertext, double ciphertext, and triple ciphertext, respective@nd 3 as constants. This is larger th@¢n) but much smaller
in SEME. Then, the total communication cost 8fYE is thanO(n + d) whend  n. q

1( 2+1) Id

Cot = Cy s+ Cs p, where If 1< n | the optimal value obisb= 5220 — In
1t o2 3)p1

Cus=( 1+ 3)n this caseCyo; of SEME can be written a€ir = O(n+ " 1d).
Csp 21+ 2+ 3)(n+ 10+ 1( 2+1)E[ jl; Settingl. In practice, the frequency distributidnis sparse
in large-domain data, and we are often interested in popular
items with large frequencies [23], [342], [63]. Thus, in this

o (n+x @ n)d Gf n | p work, we propose to sdtto | = maxf 7-;cg, wherec 2 N
El jl a (11) is some constanic(= 50 in our experiments). In this setting,

b Ciot does not depend odh until d exceed%z. Moreover, this

For example, if we use ECIES witB56-bit security [62], setting guarantees that at le@spopular items are selected.
then 1, 2, and 3 are712 1392 and2072bits, respectively. In our experiments, we show that our FME protocol with this
By optimizing b, Cio¢ of S,S""F can be expressed &, = setting provides high accuracy and ef ciency.

and the expected numbegfj |] of selected items is:

(otherwise)

10



(iii) for eachi 2 , the data collector addg.1;z; 1 D »2

dummies to KV pairdi; 1i andh; 1i, respectively (line 21).

Calculating Unbiased Estimates. Finally, we calculate un-

biased estimate$ and " as follows. Fori 2 , let &1
Fig. 5. Example of Itering at a (a) KV pair level or (b) key level. The (resp.a; 1) 2 Z o be a count of KV paihi; 1i (resp.h; 1i)
number in the matrix represents a count of each KV pair in the rst shuf eth the shuf ed data the data collector decrypts. F@& , the
data sent from the shuf er to the data collector. data collector calculate’s\i and Ai as follow2:

" (61 & 1): (14)
Thanks to our TKV-FK technique, we can calculate beth

In this section, we propose a protocol for frequency an de 1 for each selected key2 . Thus, the estimates in

mean estimation over KV data by applying the FME protoc . . i i
SEME with an additional technique calle@KV-FK (Trans- 114) are (@imost) unbiased, as shown in Section VII-B.

forming KV Pairs and Filtering Keys)Section VII-A explains B. Theoretical Properties
our protocol. Section VII-B shows its theoretical properties.p

p prop Privacy and Robustness. Our KV protocol S§¥, also
provides DP and is robust to collusion and poisoning attacks:

= —(&1te 1 22); 0= —
VIl. APPLICATION TOKEY-VALUE DATA '

A. Our Protocol for KV Data
Overview. Our protocol for KV data, denoted t§KY. , rst Theorem 10. If the binary input mechanism#l p,; and

uses padding-and-sampling [23], a state-of-the-art samplifgo.:1 in De nitionK\? provid_e(%l';‘?l)—DP and (%; ?)-DP,
technique for a large domain. Then, it applies the FMEESPectvely, therSg™, - provides("; )-CDP, where("; ) =
protocol SEME to KV data with an additional technique called"1 + "2; 1+ 2), and is robust to collusion with users.

TKV-FK, which transforms KV pairs into one-dimensiona heorem 11.Let = _n°

= — = . f n =

data and lters the data at a key level. Finally, it calculateS " | et U be the =at of users wmo Hévae ﬂe){ [d].
unbiased estimates and” of frquenues and mean \{alues Foruj 2U;, let ;; 2 [ 1;1] be the value of key held by

, respectively. Below, we explain these techniques in deta\h’seruj. Forj 2 [n], let ; = maxfjx;j; g. SKY. provides
Padding-and-Sampling. We rst use a padding-and-samplingthe following robustness against poisoning attacks:
technique [23]. This technique samples a single KV pair for max _ P P 1 0
each useuw; to avoid splitting the privacy budgétinto mul- G™ = n+F;|° (ot uj 2U; T) +n T
tiple KV pairsx;. Speci cally, if the numbeijjx;j of KV pairs > SNPP (15)
is smaller than a parameter2 N called the padding length, 0 ,--i o 1
useru; adds dummy KV pairdéd+1;0i;:::;hd+ | x;j;Oi Gmax @X (Pu; 2U; 7})+ i A . (16)
to X;. Then,u; samples a single KV paitk;;v;i from x; o ( 42U, 1) % '
and discretizesy; to vi = 1 with probability 1+2Vi and _ '__ o _
vi = 1 with probability 1TV' As a result,u; obtains a where _2 [0; 1] is. the prob_aplllty that thd-th |tem_ is r_lot
single, discretized KV paitki;vii2 [d] f 1;1g. selected in the ltering step (i.ei.,2 ) before data poisoning.

The approximation in (16) is obtained from a Taylor expansion
TKV-FK. After padding-and-sampling, we apply the FMEE[L] ppEpz(I fonin (16) ! y Xpansi
Y

] .
protocol SEME to the KV pair hki;vii (i 2 [n]) with our grv] for two random variables and.
TKV-FK technique. This technique rst transforms the KV Theorem 11 states th&™ and G™® of SKV. in (15)
pair hk;;vii of useru; into one-dimensional dats; 2 [2d] and (16) do not depend on the privacy budyett is shown
by si = ki + 3(vi +1)d. Then, we can directly apply thein [20] that the existing KV protocols become vulnerable to

values. However, this approach does not work well, as IterinBrivkVM [21], G™® increases (resp. decreases) decreases
is performedat a key-value pair levelFig. 5(a) shows its whenjTj=1 (resp.jTj 3). In PCKV-GRR and PCKV-UE,
example. In this example, the KV pal2; 1i is selected in G™®* increases a$ decreases. In contrasisgv; does not
the ltering step, wherea$2; 1i is not. This causes a largesuffer from such uctuation inG™ and G™Ma,
positive bias in the estimate, of the mean value , for key Moreover,G™& and G™M&* of SSV; are much smaller than
2. Thus, mean values cannot be accurately estimated.  those of the existing KV protocols analyzed in [20]. See [32]

Our TKV-FK technique addresses this issue by ltering datfor details. In our experiments, we show tlﬁv; is much
at a key levelas shown in Fig. 5(b). Speci cally, it makes themore robust than the existing protocols.
following three changes to the FME protogﬁE""F (Algo-  Efciency. Our KV protocol SKY. achieves the same ef-
:clnthrr:arllzz:a;li ezcng usseen[:jifappl['ﬁ(ska)]h:rs]z IfEunc[tllzoh :[I[Ed] ![s []k]’} ciency asSEVE . Speci cally, S§V. can achieve {he commu-

i pky i pkq L= pkg L= pky LS ; ; ; - 1d

to the shuf er (line 2), (ii) based on shuf ed hash values, th calon and computational costs Gfe = O(n + * Id).
data collector selects a sef’ [b] Of pOPUIa!' hash values  2yqe that™; is not de ned for an unselected kéy2 . We set"; =1
and a set [d] of the correspondingeys(line 12), and fori2 to eliminate the (unnecessary) mean gain for unselected keys.

11



Accuracy. Finally, we show the accuracy @gv; : lower bound in [15]). We also evaluated three multi-message
protocols in [34] (for a large domain), [35], [36], denoted by
LWY22-Large, BC20, andCM22, respectively. We used their
ampli cation results for these protocols. Since these protocols
assume that is within a certain range, we evaluated them

Theorem 12.1f | x;j for anyj 2 [n], then for any key 2
selected in the Itering stepSfY. outputs almost unbiased
estimates. Speci callygf¥. achieves:

Ao only within the range. FOCM22, we generated0 dummy
E[7ii] i 17) ;

a () L2722 values per user in the same way as [36]. We also compared our
VITijl= ——+ 7 F (18) protocols with the LNF protocol [18] in terms of ef ciency.

A . Following [2], [52], we used a signi cance threshold, which
E["ij] i (19)

A 2 5 5 _ assignd0 to an estimate below a threshold for each protocol.
Vil - 5=@a g+ ) -0 ) (20) For KV data, we evaluated four pure shuf e protocols based
1+ a on PrivkVM [21], PrivKkVM* [22], PCKV-GRR [23], and

whereqg = D oandr; = &) The approximations . ; .
) . . PCKV-UE [23] using the numerical upper bound in [15].
In (19) and (20) are obtained from Taylor expansuﬁ{é] We did not evaluate the protocol in [67], as it leaks the

E[X] X VIX] ;
ey andVIy]l gy for two random variableX  and Y. mper of KV pairs held by each user and fails to provide

In addition, S§",  achieves the following expectéglloss:  pp. Following [23], we clipped frequency estimates[@y1]
. and set the padding lengthto = 1 (resp.3) in the E-
B 0= oVINiDE 2 padding leng (resp.3)

A , A . Commerce (resp. Amazon) dataset.

Bl D71=Q DVl @ )% Performance Metrics. Sinced is large in our experiments,
where ; 2 [0;1] is the probability that thei-th key is not Most items have low or zero frequencies. Thus, we evaluated
selected in the ltering step (i.ei,2 ). the accuracy for top0 items (keys) with the largest frequen-

) Ky . _ cies. Speci cally, we evaluated the MSE (Mean Squared Error)
In our experiments, we show th&". provides higher . er thes0items. Here, we varietl from 0:1 to 5, as DP with

accuracy than the existing KV protocols. this range of' provides theoretical privacy guarantees against

the inference of input values. See Appendix D for details.

. For robustness to collusion attacks, we refet' tahen no

A. Experimental Set-up (resp.j j) users collude with the data collector agaaget

Datasets. We conducted experiments using four real datasets(resp.actual "). We set the target to 0:1 and evaluated

Foursquare [64] Location dataset withh = 18201 users the actual" while changingj j. For robustness to poisoning

in New York. We divided the city intd000 1000regions attacks, we evaluated the maximum ga@$®, G™®, and

(d = 1000000 at regular intervals. G™M&_ We ran each protocdlO times and averaged the MSE

AOL [65]: Web access dataset. Following [34], we exand the gains. For ef ciency, we evaluat€g, and measured
tractedn = 10000 users and used the rst three characterée run time using a workstation with Intel Xeon W-2295 (3.00
of each URL as an itemd(= 224 = 16777218. GHz, 18 Cores) and 256 GB main memory.

E-Commerce [66] Clothing review dataset with = yser Sampling. In the KV datasetsn is large. Thus, for
23486users,d = 1206 keys (items), an®3486ratings. each protocol (except for the LNF protocol), we introduced
Amazon [31] Amazon rating dataset with = 1210271 yser sampling, which randomly samples users with probabil-
users,d = 249274 keys, and2023070ratings. ity 0:05 before running the protocol to improve ef ciency.
The rst two are categorical, and the last two are KV datasefd/e evaluated the MSE between the estimates and the true

Protocols. We compared our FME protocol with the CH profrequenciesbeforeuser sampling.

tocol and existing shuf e protocols. In our FME protocol, we .

set =0:05and used the asymmetric geometric distributioﬁ' Experimental Results

[18] with = 1 as dummy-count distribution®; and D, Accuracy. First, we evaluated the relationship between the
(i.e., ("1; 1) =("2; 2)). Then, we optimized the hash rangeMSE and". Fig. 6 shows the results.

b as described in Section VI-D and set the maximum numberFig. 6 shows thaProposal (large 1) signi cantly outper-

| of selected hashes to= b (denoted byProposal (large 1)) forms the existing protocols. This is because our FME protocol
or maxf %;5(@ (Proposal (small I)). For KV data, we used with | = b achieves almost the same accuracy as the LNF
our TKV-FK technique. In Appendix E-A, we also evaluategbrotocol, which is shown to be very accurate in [18], by

our FME protocol when we changéd (= " ",), , andl. doubling (*; ). Fig. 6 also shows thaProposal (small I)

For existing protocols, we evaluated twelve protocolgrovides almost the same MSE Bsoposal (large ), which
Speci cally, for categorical data, we evaluated four pureneans that we can improve the ef ciency without affecting
shuf e protocols using the GRR [17], RAPPOR [2], OUE [52]accuracy by reducing as proposed in Section VI-D.
and OLH [52]. For these protocols, we used a numerical In Appendix E-C, we also show that the CH protocol has
upper bound in [15] because it is tighter than Theorem door accuracy for unpopular items due to hash collision and
(we conrmed that the upper bound is very close to theannot be improved by using user/group-dependent hashes.

VIIl. EXPERIMENTAL EVALUATION
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Fig. 6. MSE vs" ( =10 12),

Fig. 8. Maximum gain&"®, G™a, andG™®* vs." ( =0:1, =10 12y,

Fig. 7. Actual" vs. the ratioj j=n of colluding users (target = 0:1,
12

=10 ™). Fig. 9. Computational costi,t and run time'(=1, =10 12).

Moreover, in Appendix E-E, we show the effectiveness of O'ﬁ'j - 10 target items for categorical data afidj = 1 target

TKV-FK technique through an ablation study. item for KV data. Then, we set the fractionof fake users to
Robustness to Collusion Attacks.Next, we evaluated the ro- - -1 we also changed in Appendix E-D.

bustness to collusion with users. Fig. 7 shows the relationship,:ig_ 8 shows the resulfs\We observe that the existing

between the actudl and the ratig j=n of colluding users. 4t0cols suffer from large maximum gains. In Appendix E-B,

We observe that in all the existing protocols, the actualyye a150 show that the defense in [20] has limited effectiveness.
rapidly increases with an increasejinj. This vulnerability is |, contrast, our proposals always achieve SHaIF*, Gma,
inevitable in the existing protocols because they add noise gry G™ and are robust to poisoning attacks.
the user side. In Appendix E-B, we also show that the defense . )
in [17] is insuf cient in that the actual still increases with an E' Ciency.  Finally, we evaluatedCy, and the run time.
increase irj |. In contrast, the actudl always coincides with SPeCi cally, we measure€y; and the run time of the LNF

the target” in our proposals, demonstrating the robustness Bfotocol, Proposal (large 1), and Proposal (small 1) in the
our proposals to collusion with users. Foursquare and Amazon datasets. For an encryption scheme,

In Appendix E-D. we also SQt j:n = 0:1 and evaluate the we used the2048bit RSA or ECIES with256-bit SeCUrity
relationship between the actualand the target. in [62]. Then, we calculated the time to encrypt or decrypt a
Robustness to P_Oisqning Attacks. We also evaluated the 3In Fig. 8, we omit the gain for the CH protocol because it is very close
robustness to poisoning attacks. Here, we randomly selecteehe gains for our proposals.
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single message using multiple encryption and estimatgd
and the run time when we changddrom 10° and 10°.

Fig. 9 shows the results. We observe tlag; and the
run time of the LNF protocol are linear id and extremely
large whend is large; e.g.,Ci: is about100 Terabits and [14]
the run time is abouB years whend = 10° and ECIES is
used.Proposal (small I) addresses this issue. Speci cally, in15]
Proposal (small I), bothCy; and the run time qggot depend
ond until d = 108 or 10" and then increase i®( d), which
is consistent with our theoretical results in Section VI-D.

For example, wherd = 109, Proposal (small |) reduces [17]
Ciot from about100 Terabits t0260 Gigabits and the run
time from about3 years tol day. Thus, accurate, robust, and1s]
ef cient data analysis over large-domain categorical and KV
data is now possible under DP. [19]

(12]

(23]

(16]

IX. CONCLUSION
[20]
We proposed the FME protocol for large-domain categorical

A. Cheu, A. Smith, J. Ullman, D. Zeber, and M. Zhilyaev, “Distributed
differential privacy via shufing,” inProc. EUROCRYPT'1,92019, pp.
375-403.

B. Balle, J. Bell, A. Gascon, and K. Nissim, “The privacy blanket of
the shuf e model,” inProc. CRYPTQ0'192019, pp. 638-667.

A. M. Girgis, D. Data, S. Diggavi, A. T. Suresh, and P. Kairouz, “On
the enyi differential privacy of the shufe model,” ifProc. CCS'21
2021, pp. 2321-2341.

V. Feldman, A. McMillan, and K. Talwar, “Hiding among the clones: A
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https://lwww.kaggle.com/datasets/nicapotato/womens-ecommerce- b= 4 (X _____ . ) o (2 848 2) (h(X ) _____ h(X ))
clothing-reviews, 2018. - , 1,---3X5) — 10,4, 0,2), 1)y 5
H. Zhu, X. Tang, L. T. Yang, C. Fu, and S. Peng, "Key-value data collee= (1 ;1;3;1;1), =1, and the binomial distributioB (2; 0:5)

tion and statistical analysis with local differential privacigformation 5 ysed asD; and D,. The shufer adds(zi;z:;zs;z4)
Sciencesvol. 640, pp. 1-18, 2023. _ o e e
P. Zhan, P. Tang, Y. Li, P. Wei, and S. Guo, “Poisoning attacks to local (1 JUNE 1) dummies for hash values. Then, the shufed

differential privacy for ranking estimationarXiv:2506.240332025. data are, e.g.(yH(l) Tine ;yH(s)) =(1:;3;1;,4,1;1,1;3) and
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5 TABLE | Input: Input values(xq;:::;xn) 2 [d]", #items
ASIC NOTATIONS. PSR .
Symbol | Descripion d 2_N, durr;my-coun_t dlstrlbuthr_D (mean: ,
n Number of users. variance: <), sampling probability 2 [0;1].
d N;Jhmbef of items. Output: Estimates = (fy; ;fy).
Ui i-th user. :
Xj Input value of usen;. [+ Sen_d Input values */
X Space of input data. 1 foreachi 2 [n] do
fi Frequency of item in categorical dataf = (fq;:::;fq). 2 ‘ [ui] SendEpkd[Xi] to the shufer;
f Estimate off;. f = (f;:::;fy). 3 end
i Frequency of key in KV data. =( 1;:::; d4)- /* Rand i y
™ Estimate of ;. " =("1;:::; "q). andom sampling ) -
i Mean value of keyi in KV data. = ( 1;:::; q). 4 [s] SampleEpy [xi] (i 2 [n]) with probability ;
N - N N N gy
i Estimate of . = =( "1;:::; "4q). /+* Dummy data addition. */
To Set of target items. 5 foreachi 2 [d] do
n Number of fake users. . . . .
Fraction of fake users (= ——). 6 ‘ [s]zi D ; Add a dummyEy [i] for z; times;
Gax Maximum gain in categorical data. 7 end
g::’x‘ Max!mum frequency gair:(\i;l c5<V data. / * Random shuffling %/
aximum mean gain in ata. | STl lafy. e P
Crot Expected number of bits sent from one party to another. 8 [s('}ul‘rﬁ;)llé's S:'alr;pzle[(g rtgﬁ d?)ie;t:ﬂmlﬂtglilt()\r;i/lgf[sﬁ]a nd
h Hash function. . )
b Range of hash functioh. /* Send shuffled values */
D Dummy-count distributionsl¥f =(D1;D2); D1 hasmean | | re1 cand chiifed valliedE . v . 1o« -+
1 and variance 2; D, has mean » and variance 3). 9 [s] Send shufed Valu_ei‘EPkd ly @ Lo Epkd ly (ﬂ)])
Sampling probabilty. to the data collector,_ _
Signi cance level. [+ Compute an unbiased estimate */
| Maximum number of selected hashes. | 41 Decrynty .- .
H Set of selected hash values after Itering. 1 [d] Decrypty @Y e )
Set of selected items after Itering. 11 [d] (&r; R &) Count(y (1);::5Y (m)):
Padding length in the padding-and-sampling technique. 12 foreachi 2 [d] do
| dfi e )
..... p— . . . ’) . . ’) . . ’) h d " 14 end
(y @ Y (8)=(8:4,27,87?,2,?). The data co ec.tor 15 return?:(f'\l; ;’r’}j)
Iters items and selects = f2;8g and 4 = flg. In this

(8;?7:;2,7:;8;?;2;?) (4is replaced witt? ). Finally, the shuf-
er removes? generated by the shufer and ad{; zg) =

Algorithm 2: LNF protocol S5°" [18]. [u;], [s], and
[d] represents that the process is run by usgrthe
shuf er, the data collectopk, represents a public key

(1:2) dummies for input values. Then, the shufed input ©f the data collector.

the estimatd’ is f = (0;0:4;0;0;0; 0; 0; 0:6). input value of the victim (see De nition 1). Thus, given an
On the Composition in SEME . Below, we explain that the outputY of a randomized algorithnM , we can de ne the
basic composition theorem in Theorem 6 is almost tight. Tfellowing hypothesesH,: “Y came fromD.”; Hy: *Y came
show this, we consider the optimal composition theorem [7dfom D°” Assume that, giverD and DY the attacker who
This theorem provides the tightest bound when each suiptainsY guesses which dfio or H; is correct. The attacker
mechanism provides"; )-DP. However, even this theoremmay chooseH; whenHy is true (type I error). Conversely,
cannot improve the bound in Theorem 6, as our protocol coiffie attacker may choodgé, whenH; is true (type Il error).
posesonly two sub-mechanisms — one outputting hash valuégt pi; pi 2 [0; 1] be the probabilities of type | and Il errors,
and the other outputting input values. Speci cally, assume thegspectively. Then, DP is closely relatedgoandp;; :

each sub-mechanlsm providés; ;)-DP, i.e.”y = "2 = 3 _ Theorem 15 ([70]). A randomized algorithmM provides
and 1 = = 5 in Theorem 6. Then, the theorem in.

. - ) ; )-DP if and only if the following inequalities holds for any
[70] states that _the entire protocol providg's . (2) )-DP neighboring database® and D and anyY 2 RangeM ):
(or (0; 9-DP with an extremely large®, which is almost

equivalent to("; )-DP. Thus, the basic composition theorem (22)

is almost tight in our case. Theorem 15 states thdt; )-DP is equivalent to lower
bounding type | and Il errors by (22). Fig. 10 shows the
relationship betweeri and the lower bound on the error
probability p when the type | and Il errors are equal, i.e.,

Below, we show the relationship betweenn DP and pri- p = p, = py . Note thatp is the error probability when the
vacy guarantees against the inference of input values throwgtacker is given two candidates for the victim's input value.
hypothesis testing interpretations [70]. Speci cally, DP conFhe inference of the victim's input value is much more dif cult
siders two neighboring databas&s,andD?, that differ in the in practice, as there ak( 2) candidates for it.

p+epr 1 ; ep+pr 1

APPENDIXD
"IN DP AND PRIVACY GUARANTEES
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Fig. 10. " in DP and the lower bound on the attacker's error probabity
(= pi = pi ) obtained from (22) (=10 12).
Fig. 12. Actual” vs. the ratioj j=n of colluding users when the defense
in [8] is applled to the existing protocols in the Foursquare datdset(:1,
=10 12),

Fig. 11. MSE of our FME protocol when changlng parameterg&= " "),
, andl in the Foursquare datasé¢t£ 1, =10 12).

Fig. 10 shows that whehis close to, D is close ta0:5 (the Flg 1103 FI;R and FNR of the defense in [20] in the Amazon dataset(:1,

error probability of a random guess). In contrast, when 5,
p is almost zero. This means that DP cannot provide strong
privacy guarantees in this case, as claimed in [53]. Taking thisFig- 12 shows the results. The actuastill increases with
into account, we variet! from 0:1 to 5 in Section VIIL. an increase iy j=n, which indicates that the defense in [17]
is insuf cient as a defense against collusion attacks.
Poisoning Attacks. For poisoning attacks, we evaluated a
) . defense in [20]. The defense in [20] detects fake users based
A. Changing Parameters in the FME Protocol on isolation forest in KV statistics estimation. Note that the
We evaluated the MSE @M= when we changed param-isolation forest simply divides users into two groups. Since we
eters"; (=" "), ,andlin the Foursquare dataset. Herecan set the size of each group in the isolation forest, we assume
we set"; =0:5", = 0 05, and| = maxf - ” ;50g as default that the data collector knows the numbet of fake users,
values and changed each parameter whlle xing the othersdivides the users into a group witl? users and another group,
Fig. 11 shows the results. The MSE is roughly the sanaad treats the former group as a fake group. Following [20], we
when"; is between0:2" and 0:5", which indicates that this used the FPR (False Positive Rate) and FNR (False Negative
range of"; can balance the trade-off between the noise f&tate) as performance measures. The FPR (resp. FNR) is the
hash values and the noise for input values. Fig. 11 also shawtio of genuine users decided as fake (resp. fake users decided
that the MSE rapidly increases as we decreasand| from as genuine). We evaluated the FPR and FNR of the defense
10 © and 50, respectively. This is becausgfME Iters out in [20] applied to PCKV-GRR/UE using the Amazon dataset.
almost all items in this case. Our suggestion is to avoid suchFig. 13 shows the results. Although the FPR and FNR are
extreme settings; e.g., if we are interested in the frequencyloiv for PCKV-GRR, the FNR is very high for PCKV-UE. This
topk items, andl should be: 10 ® andl k. is because, for PCKV-UE, the M2GA sets bits corresponding
Note thatSF'V'E also has the sampling probability as a to the target keys th and randomly samples other bits to evade
parameter. [18] shows that the communication cost is improvddtection [20]. Our result shows that the effectiveness of the
by reducing . However, it comes at the cost of accuracydefense in [20] is limited for PCKV-GRR. This is consistent
Since we can signi cantly improve the communication coswith the experimental results in [20].
by settingl small, our suggestion is to set=1.

APPENDIXE
ADDITIONAL EXPERIMENTS

C. User/Group-Dependent Hash Protocol

B. Existing Defenses against Collusion and Poisoning Attacks\ye also evaluated the UH (User-Dependent Hash) and GH
We evaluated the existing defenses against collusion af@roup-Dependent Hash) protocols.

poisoning attacks not evaluated in Section VIII. UH/GH Protocol. Below, we explain the GH protocol, as it is
Collusion Attacks. For collusion attacks, we evaluated anore general than the UH protocol. Lg2 [n] be the number
defense in [17], which adds dummies uniformly at randomf groups. For each?2 [g], the data collector randomly selects
from the domain of noisy data. This defense increases the M&Bash functiorn; : [d] ! [b] from H. Then, the data collector
by (1+ )? times by addingn dummies, where 2 R ,. selects a group ID; 2 [g] for each useu; (i 2 [n]) and sends
We set =0:5, in which case the MSE is increased 25 r; andh,, to u;. Useru; (i 2 [n]) sends a paitr;; hy, (Xi)i
times. We applied the defense in [17] to the existing protocat$ the group ID and the hash value to the shufer.

and evaluated the relationship between the actuahd the  The shuf er randomly selects each pair with probability
ratioj j=n of colluding users using the Foursquare datasetFor each group IDj 2 [g] and each hash valuk 2 [h],
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Fig. 14. MSE of our proposal and the CH/GH/UH protocol in the Foursquare

dataset (left: MSE over all items, right: MSE over the &ipitems). The CH  Fig. 16. MSE of our proposals with/without the TKV-FK technique in the
and UH protocols are the GH protocol with= 1 and 100, respectively. Amazon dataset (= 10 12).

Fig. 17. MSE of our proposals with additional noise in the Foursquare and

i ] ] o Amazon datasets (= 10 12).
Fig. 15. Robustness against collusion and poisoning attacks when varying

the target' and the fraction of fake users in the Foursquare dataset (left:
j j=n=0:1, =10 2:;right" =1, =10 12). . . .
Fig. 15 shows that the actudl rapidly increases as the

target" increases in the existing protocols. In contrast, the
the shufer randomly generategy, from the dummy-count actual" is always the same as with the tardein our FME
distributionD (zx D ) and adds a dummy palij; ki for z, ~ protocol, demonstrating robustness against collusion attacks.
times. The shuf er randomly shuf es the selected hash valuédur proposals also achieve the smallest gajff* and is the
and dummies to the data collector. Finally, the data collectBtost robust to poisoning attacks for all values of
calck;)ulate& an unblasednestlmai'ﬁe(l 2 [d)) of f, as:fi = E. Effectiveness of TKV-FK
D 1)( (k)2s &k 5 9 ), wheregjy is the number ] ]
of H;Ki in the shufed data, ands = f(j;k)jh; (i) = kg, For an ablayon stqdy, we evaluated our proposdh our
i.e., the seti:ki of pairs that could be produced from item 1KV-FK technique (Fig. 5(b)) and our proposaithout our

Note that this protocol is equivalent to a protocol thaTK\_/'FK technique (Fig. 5(a)) in the Amazon datase_t. _
independently applies the CH protocol to each group. Thus,F'?' _16 shOV\(/js;he_ resglts: The MSE fc()jr means 15 S'g?]' i
the GH protocol inherits the theoretical properties of the ckantly improved by introducing TKV-FK, demonstrating the

protocol, e.g.("; )-CDP. The UH protocol is a special caséffectiveness of TKV-FK for reducing bias. The MSE for
of the GH protocol wherg = n andr; = i (i 2 [n]) frequencies is also signi cantly reduced by introducing TKV-

) . FK. This is because our proposal with TKV-FK effectively
Experimental Results. We compared our proposals with the 4« popular items by ltering data at a key level.

UH and GH protocols using the Foursquare dataset. Note that
the GH protocol is inef cient wheryg is large. To reduce the F. Our Proposals with Additional Noise

run time, we randomly selectet= 100 users and divided the  Theorem 6 assumes that the shuf er does not disclose dum-
city into 100 100 regions ( = 10000) at regular intervals. mies after running the protocol. However, even if the shuf er
Then, we evaluated the MSE over all items (regions) anfiscloses dummies, we can guarantee DP for the outputs of

the MSE over the top-50 items while changiggn the GH SFME by adding additional DP noise before publishing them.
protocol from1 to 100 Note that the CH and UH protocols\we denote this modi ed protocol bfProposal*.

are the GH protocol witlg = 1 and 100, respectively. Speci cally, Proposal* adds noise randomly generated
Fig. 14 shows the results. In the GH protocol, the MSEom the two-sided geometric distributioBeo(e =4) [71]
increases agincreases. This is because the GH protocol neeggh parametere =* to each of the counts ;o el (cf.

to add dummies for each group. In addition, the CH protocpligorithm 1, line 11). Since the sensitivity of the count

(i.e., GH with g = 1) suffers from a large MSE over allis 2, adding noise fromGeo(e =*) provides >-DP for

items. This is because the CH protocol has poor accuracy fimilarly, Proposal* adds noise fronGeo(e =%) to each of

unpopular items due to the hash collision. The poor accurage countse;;:::; ey (cf. Algorithm 1, line 26) to provid%"-

cannot be improved by using user/group-dependent hashe®p for f. Then, publishing andf provides"-DP, even if the

. . . L shuf er discloses dummies after running the protocol.

D. Changing Parameters in Collusion and Poisoning Attacks We evaluated the MSE of this protocol using the Foursquare
We evaluated the robustness against collusion and poisonifif Amazon datasets. Fig. 17 shows the results. The accuracy

attacks when varying the targetand the fraction of fake s hardly affected by introducing additional noise.
users in the Foursquare dataset. Fig. 15 shows the results.
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