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Abstract—Sensors are fundamental to cyber-physical systems
(CPS), enabling perception and control by transducing physical
stimuli into digital measurements. However, despite growing
research on physical attacks on sensors, our understanding
of sensor hardware vulnerabilities remains fragmented due to
the ad-hoc nature of this field. Moreover, the infinite attack
signal space further complicates threat abstraction and defense.
To address this gap, we propose a systematization framework,
termed sensor out-of-band (OOB) vulnerabilities, that for the
first time provides a comprehensive abstraction for sensor attack
surfaces based on underlying physical principles. We adopt
a bottom-up systematization methodology that analyzes OOB
vulnerabilities across three levels. At the component level, we
identify the physical principles and limitations that contribute to
OOB vulnerabilities. At the sensor level, we categorize known
attacks and evaluate their practicality. At the system level, we
analyze how CPS features such as sensor fusion, closed-loop
control, and intelligent perception impact the exposure and
mitigation of OOB threats. Our findings offer a foundational
understanding of sensor hardware security and provide guidance
and future directions for sensor designers, security researchers,
and system developers aiming to build more secure sensors and
CPS.

I. INTRODUCTION

Sensors serve as the essential bridge between the physical
and cyber worlds by transducing physical stimuli into digital
signals. They are widely deployed in cyber-physical systems
(CPS), ranging from industrial robots to critical infrastruc-
ture, and are crucial in providing correct measurements for
decision-making in safety-sensitive CPS. Incorrect sensor mea-
surements have been linked to major safety incidents, includ-
ing factory explosions [1], airplane crashes [2], and fatalities
caused by industrial robots [3]. These events highlight the
importance of ensuring sensor reliability as a fundamental
requirement for CPS security.

Unfortunately, sensors are vulnerable to physical-world
attacks, such as signal injection attacks and side-channel
attacks. In signal injection attacks, sensor measurements can
be manipulated by various physical signals [4-7]. For in-
stance, ultrasound or lasers modulated with voices can in-
ject malicious commands into microphones, while carefully-
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crafted electromagnetic signals can induce fake touchpoints
on touchscreens. In side-channel attacks, sensors can unin-
tentionally leak sensitive information through TEMPEST-like
side channels [8-10], where electromagnetic radiation can be
exploited to extract biometric data such as fingerprints or
iris patterns. These works reveal that sensors exhibit non-
negligible hardware vulnerabilities that have become severe
threat vectors in CPS.

However, despite extensive research uncovering various
threat vectors, our understanding of sensor vulnerabilities re-
mains limited, due to the standalone and ad-hoc nature of this
research area. Furthermore, the virtually infinite combinations
of physical signals that can compromise sensor security make
it difficult to abstract these threats comprehensively. As a
result, a unified and effective framework that captures both
known and potential vulnerabilities is urgent for improving
sensor security but has yet to be fully established. While
several SoK papers and surveys have examined sensor security,
they mainly focus on unifying attack methodologies [11, 12]
or analyzing specific scenarios [13—15], without providing a
profound understanding of sensor vulnerabilities themselves.
This lack of systematic understanding continues to hinder the
effective detection and defense strategies.

To bridge this gap, this paper integrates previous research
and domain knowledge with physical principles to develop a
systematic framework for categorizing and analyzing threat
vectors. We begin by examining the fundamental operation of
sensors. Each sensor establishes a mapping between physical
stimuli and digital measurements, which we refer to as in-
band mapping. For example, the in-band mapping of a micro-
phone converts audible sounds into voice recordings. However,
studies have shown that lasers or ultrasound can also produce
voice recordings, as illustrated in Fig. 1a. These interactions
fall outside the sensor’s intended operational scope and are
referred to as out-of-band (OOB) mappings. OOB mappings
stem from the inherent limitations of sensor components, such
as material, mechanical, electrical non-idealities. Accordingly,
we define sensor out-of-band vulnerability as the security risk
caused by OOB mappings.

To abstract OOB threat vectors, we model attack signals
in terms of their modality and physical parameters, as illus-
trated in Fig. 1b. From a physical perspective, measurand
modalities can be classified into seven categories: acoustic,
optical, mechanical, thermal, magnetic, electromagnetic, and
electrical [16]. Each modality can be further characterized
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Fig. 1. Illustration of sensor in-band and out-of-band mappings. In-band reflects a sensor’s intended functionality, while out-of-band refers

to unintended functionality between physical and cyber worlds.

by its amplitude, frequency, and waveform. The fundamental
interactions between attack signals and sensor OOB vulner-
abilities can be captured using a 7 x 7 matrix, where each
cell represents a specific energy conversion pathway, e.g.,
mechanical-to-electrical transduction. A vulnerability exists if
there is a viable path through this matrix that starts with
an injected signal modality and ends in the electrical col-
umn, ultimately producing a measurable digital output. For
instance, the LightCommands attack [17] exploits a chain
of conversions: optical-to-thermal, thermal-to-mechanical, and
mechanical-to-electrical. Similarly, EM side-channel leakage,
as demonstrated by DeHiREC [18], leverages an electrical-
to-electromagnetic conversion pathway, as shown in Fig. 1b.
Building on this abstraction, we further analyze the underlying
mechanisms of OOB vulnerabilities across key sensor compo-
nents (e.g., amplifiers, filters, transducers), and identify threat
vectors that may emerge during different stages of sensor
design, thereby providing guidance for secure sensor design
practices.

Based on the modeled energy conversion pathways, we
classify OOB vulnerabilities into two types: out-of-range and
cross-field. Out-of-range vulnerabilities arise when the attack
signal shares the same physical modality as the intended signal
but exceeds the sensor’s design limits in amplitude or fre-
quency. In contrast, cross-field vulnerabilities involve signals
from unintended physical modalities that exploit unintended
energy conversions to manipulate sensor measurements or
induce electrical signals through side channels.

While many attacks have been demonstrated in laboratory
settings, some studies suggest their practicality may be limited
in real-world environments [14], or that they pose minimal
threat to specific CPS applications [19]. To assess real-world
impact, we evaluate each attack across multiple dimensions:
attacker prior knowledge required, effective attack distance,
attack cost that includes device cost, size. This evaluation gain
insights to guide future directions for improving exploitation
efficiency and uncovering new attack surfaces. Furthermore,
we systematically show that none of the key CPS character-

istics, such as closed-loop control, multi-sensor fusion, and
intelligent perception, can completely defend against OOB
vulnerabilities, and highlight their respective strengths and
limitations against sensor attacks. This analysis helps system
developers prioritize and tailor their defense strategies.

We summarize our contributions as follows.

« To the best of our knowledge, we proposed the first system-
atic framework that provides a comprehensive abstraction
for sensor threats at the signal level, which essentially mod-
els sensor out-of-band (OOB) vulnerabilities and elucidate
their core mechanisms, providing a theoretical framework
for efficient vulnerability detection.

o We model and analyze existing OOB exploitation methods
to evaluate their feasibility in practical settings and identify
critical research gaps, utilizing the proposed systematic
framework and validating its generalizability.

o We explore the system-level implications of OOB vulnera-
bilities, revealing how different CPS architectures react to
sensor attacks, thus offering enhanced security guidance for
system designers.

II. BACKGROUND AND THREAT MODEL

In this section, we introduce the background of sensor
hardware composition, identify the threat model of sensor
OOB vulnerability, and clarify our research scope.

A. Sensor Background

A sensor is designed to respond to a physical stimulus and
generate electrical measurements. Sensors can be classified
into over 350 categories based on their measurand types
[20] and vary widely in function and operational principles.
Nevertheless, a modern sensor comprises four main compo-
nents: transducer, signal conditioning circuits, communication
interface, and power supply [21], as shown in Fig. 2.

o Transducer. Transducers respond to physical stimuli and
consist of sensitive and conversion elements [22]. The
former detects a physical stimulus, and the latter transforms
the physical stimulus into an analog electrical signal.
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Fig. 2. The hardware composition of a modern sensor.

e Signal conditioning circuits. Since the analog signal from
the transducing process is noisy and weak, the signal con-
ditioning circuits have to amplify it, reduce noise, digitize
it, and even perform additional digital signal processing
before measurement can be utilized. These are typically
accomplished by amplifiers, filters, ADCs, etc.

o Communication interface. The communication interface en-
ables sensor measurements to be transferred for calculation
or decision-making and contains interface circuits with a
chosen protocol, e.g., I2C or SPL

o Power supply. Typically, a DC power supply is adopted
to provide energy to ensure the continuous operation of
other sensor components, and may include a transformer,
rectifier, filter, and regulator that are designed to control
and modulate the power supply.

Each component may introduce sensor vulnerabilities, and
we will analyze their root cause and implications at the system
level in the following section. Note that Fig. 2 represents
a typical composition of most sensors, but special sensors
may include extra components, e.g., an active sensor such as
LiDARs may incorporate signal transmitters.

B. Threat Model

We identify a common threat model from existing work.

e Attacker capabilities. a) Knowledge. A conservative as-
sumption is that attackers have no prior knowledge of the
target sensors and their associated systems. In practice, most
studies assume attackers can gain partial knowledge by
prestudying identical devices or reading related documen-
tation. b) Accessibility to victim sensors. Most studies
assume that attackers have no physical access to victim’s
sensors to avoid raising the victim’s awareness. Instead,
attackers can determine whether an attack succeeds by
indirect feedback from the system, such as changes in
LED indicators or system behavior. In some scenarios,
attackers can also implant malware on the victim’s device
to access sensor readings. ¢) Attack devices. Attackers can
use commonly available devices such as signal generators,
amplifiers, speakers, laser emitters, and antennas to inject
signals or capture side-channel emissions. Moreover, they
can customize attack devices to meet requirements for
portability and stealth.

e Attack goals. The attack goals can be classified into three
types: a) Denial-of-Service (DoS). The attacker aims to
make the measurement unavailable by overwhelming it with

high-intensity noise, such as emitting ultrasound to jam
ultrasonic sensors [23]. b) Measurement spoofing. The
attacker spoofs the sensor to produce seemingly legitimate
but erroneous measurements, such as creating fake touch-
points on touchscreens by injecting EMI signals into the
power cable [24]. ¢) Privacy Snooping. The attacker can
exploit the side-channel leakage of a sensor to recover
private information, such as inferring the victim’s keystrokes
by recognizing the touchscreen’s electromagnetic emana-
tions [25].

o Defense goals. We adapt the well-known CIA (Confiden-
tiality, Integrity, and Availability) triad specifically to the
context of sensor security. While achieving a perfect CIA
triad is nearly impossible, these goals provide general
guidelines to help designers understand and prioritize the
defenses against sensor attacks. a) Availability. A sen-
sor’s functionality shall be available to the system in spite
of disturbances from the outside world. b) Integrity. A
sensor’s sensitive measurement shall correctly reflect the
physical quantity being measured according to its design
function. ¢) Confidentiality. A sensor’s measurement shall
not be divulged to the outside world in the form of any
physical signals. Note that the three defense goals align
with the aforementioned three attack goals: (1) availability
<> denial-of-service, (2) integrity <> spoofing, and (3)
confidentiality <> snooping.

C. Scope of the Study

To provide a more focused systematization and clarify our
research scope, the following topics are excluded. a) Sensors
for security purpose and atypical sensors. This excludes
sensors that are specifically used to detect tampering or signal
injection attacks in CPS, and atypical sensors without trans-
ducers, such as time-to-digital converters and ring oscillators.
b) Cyber-domain security on sensor-involved systems. This
excludes sensor network security research [26] and physical
adversarial example attacks [27], which do not exploit sensor
vulnerabilities. ¢) Privacy snooping using sensor’s intended
functionality. This excludes attacks such as eavesdropping via
radar [28, 29], keystroke inference via motion sensors [30—
34] or microphones [35—40], and identity inference via motion
sensors [10].

III. COMPONENT-LEVEL VULNERABILITY ANALYSIS

In this section, we present a component-level analysis of
sensor OOB vulnerabilities. Specifically, we formalize an
OOB model that categorizes OOB vulnerabilities into two
types: out-of-range and cross-field, and thoroughly analyze
their underlying principles. Based on this, we summarize the
exploited and potential OOB vulnerabilities across different
sensor components, which can further guide the secure sensor
design and help prioritize testing strategies.

A. Out-of-band Vulnerability Model

Sensor out-of-band (OOB) vulnerabilities refer to security
flaws resulting from unintended mappings between physical-
world signals and cyber-world measurements, which is beyond
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Fig. 3. Sensor OOB vulnerability model. We use the input-output
mapping functions to formalize the intended and unintended behav-
iors of sensors.

the sensor’s intended functionality. The OOB vulnerability
model is presented in Fig. 3. The intended functionality of each
sensor component is formalized as an input-output mapping
function y = f(x), i.e., in-band mapping. However, due
to non-ideal factors such as material limitations and elec-
trical properties, sensor components may exhibit unintended
behaviors, namely out-of-band mapping. Specifically, these
unintended mappings can be categorized into out-of-range
mappings and cross-field mappings, described as follows:

e Out-of-range mapping f'(x) represents the response to an
input signal z that lies within the intended physical field,
but falls outside the intended operational range, includ-
ing amplitude and frequency. For instance, the acoustic
transducer of a microphone is intended to receive audible
sounds, ranging from 20 Hz to 20 kHz, but it can also
respond to ultrasonic signals (>20 kHz) that are out of
the intended frequency range, which enables malicious
inaudible voice command injection [4].

o Cross-field mapping g(-) refers to the unintended signal
interactions across different physical fields and consists of
two directions: a) cross-field output g;(x) describes the
case where an internal signal x unintentionally radiates
or leaks signals v into another physical field (e.g., optical,
acoustic, thermal, or electromagnetic). For example, circuit
wires may inadvertently act as antennas, emitting electro-
magnetic interference (EMI) that leaks information about
internal signals [41]. b) cross-field input g2(z) models
the reverse situation, where the system receives an input z
from a non-intended physical field, leading to unintended
outputs g»(z) that superimpose with or distort the intended
output y. For example, MEMS microphones designed to
pick up sound can also be stimulated by modulated laser
light, leading to injected signals or commands [17].

B. Fundamentals of Out-of-band Vulnerability

To further investigate the fundamentals of sensor OOB
vulnerabilities, we systematize the vulnerabilities of various
sensor components and their mechanisms, as summarized in

Table I. Specifically, we identify which components contribute
to either out-of-range vulnerability or cross-field vulnerability.

1) Out-of-range Vulnerability: We consider out-of-range
vulnerabilities from two aspects: amplitude and frequency.

o Amplitude out-of-range (OR.A). An amplitude out-of-range
signal impacts the output by the saturation effect. Trans-
ducers and signal conditioning circuits operate well within
a predefined amplitude range. When the input signal
exceeds this range, saturation occurs, resulting in signal
clipping, i.e., f/(x) = ¢ (¥ > Zyqs). For transducers,
saturation is mainly due to the physical constraints of
the transducer materials, e.g., the number of electron-hole
pairs that can be generated in photovoltaic materials is
limited [42]. Thus, a high-intensity light can saturate an
optical sensor [43], leading to the maximum output. In
signal conditioning circuits, saturation is generally caused
by supply voltage limitations in active circuit elements.
When the input is an alternating current (AC) signal,
symmetric saturation introduces harmonic distortion, while
asymmetric saturation also introduces a direct current (DC)
bias. This mechanism has been exploited in amplifiers [5],
and we posit it likely exists in filters and ADCs as well.

e Frequency out-of-range (OR.F). A frequency out-of-range
signal can affect the output by nonlinearity, non-ideal
cutoff, and aliasing effect. Nonlinearity is common in
both transducers and signal processing circuits, and can
be formulated as f'(z) = ag + a1x + azx® + ---. In
exploited cases, acoustic transducers and amplifiers have
been shown to convert modulated high-frequency signals
into low-frequency outputs via inter-modulation distortion
(IMD) [4]. Similarly, nonlinear rectification in ampli-
fiers can convert AC signals into DC offsets [44]. Non-
ideal cutoff refers to the imperfect frequency response of
transducers and filters, which fails to effectively suppress
high-intensity signals in the stop-band. As a result, we
have |F'(w)] > 0 (w > w,), where F’ is the Fourier
transform of f’ and w, is the cutoff frequency. Exploited
cases include microphone transducers responding to ultra-
sound [4], ultraviolet sensors reacting to visible lasers [45],
and low-pass filters failing to eliminate stop-band frequen-
cies [7]. The aliasing effect occurs when ADCs receive
input signals containing frequency components above the
Nyquist frequency (i.e., w > ws/2), where wy is the sam-
pling rate. Then, the spectrum of F’(w) contains aliasing
frequencies w, = |w — kws| where k = round(w/ws).
As a result, high-frequency signals can be incorrectly
interpreted as low-frequency components during sampling,
effectively demodulating them into the output [46].

2) Cross-field Vulnerability: We consider cross-field vul-
nerabilities in terms of signal modalities, i.e., acoustic, optical,
electromagnetic, mechanical, and thermal. While optical, EM,
and thermal signals all belong to the EM spectrum in the phys-
ical sense, we discuss them separately due to their fundamental
differences in energy conversion mechanisms and propagation
behaviors. Besides, since electric, magnetic, and EM signals
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are inherently coupled, we unify them under the term EM to
simplify the taxonomy.

e Acoustic signal cross-field (CF.#)). Acoustic cross-field
signals can affect transducers by resonance effect. MEMS
transducers used in motion sensors, such as accelerome-
ters and gyroscopes, exhibit inherent resonant frequencies,
making them sensitive to acoustic noise [47]. As a result,
sound or ultrasound waves near the resonant frequency
can induce high-intensity interference signals within the
transducer [5], i.e., we have g2(z) = A cos(wqt+¢) where
w, is the acoustic signal frequency.

Optical signal cross-field (CF.#). Optical cross-field sig-
nals can affect transducers by photoacoustic effect and
photoelectric effect. The photoacoustic effect converts
light energy into mechanical vibrations, which can dis-
turb sensors with diaphragm structures designed to de-
tect such vibrations, such as MEMS microphones. These
microphones have been shown to respond to amplitude-
modulated light [17], producing outputs like g2(z) = A[1+
cos(w, + ¢)], where w, is the modulation frequency. The
photoelectric effect, on the other hand, occurs when light
liberates electrons from a material’s surface, generating
electric currents. Sensors with exposed conductive parts,
such as MEMS barometers [48], are vulnerable to this
effect, allowing the attacks to induce output bias under
illumination, i.e., ga(z) = b.

Electromagnetic signal cross-field (CF.=). Electromag-
netic (EM) cross-field signals can affect signal condition-
ing circuits by antenna effect, where conductive elements
(especially wires) act as unintended antennas, receiving
(92(z)) or transmitting (g1 (z)) electromagnetic radiation.
This effect is especially pronounced when the conductor
length approaches a quarter of the EM signal’s wavelength,
forming a resonant structure that efficiently couples EM
energy into the circuit. This mechanism has been exploited
by attackers in transducers [8], amplifier input wires [44],
ADCs [18], and communication cables [49].

Mechanical signal cross-field (CF.®&). Just as acoustic sig-
nals can affect mechanical transducers, mechanical cross-
field signals can influence acoustic transducers also by
resonance effect. A notable example is the injection of

x Not applicable
P&A Packaging and assembling

T&C Testing and calibration

vibration signals directly into the diaphragm of an acoustic
transducer [50]. However, mechanical signals must prop-
agate through rigid media to reach the sensor, so their
practicality for inducing OOB vulnerabilities is limited.
Consequently, mechanical signals are not commonly ex-
ploited in this field.

o Thermal signal cross-field (CF.® ). Thermal cross-field sig-
nals have not yet been directly exploited in attacks due
to the difficulty of transmitting thermal energy over long
distances and inducing swift temperature changes. Nev-
ertheless, many sensor components are known to exhibit
temperature sensitivity, such as temperature drift in am-
plifiers and other analog circuits [51]. Thus, we consider
thermal cross-field signals a potential but underexplored
vector for inducing OOB vulnerabilities, which represents
a notable gap in current research.

Note that the above analysis is grounded in the energy
conversion principles that have been exploited in existing
attacks. In fact, other physical principles remain unexplored,
which can be promising directions for future research. For
instance, the optical-pressure effect in mechanical transducers
and thermal laser stimulation in thermal transducers may
introduce new attack vectors, which are marked as potential
in Table I. Our taxonomy of OOB vulnerability thus can serve
as a reference for identifying such research gaps.

C. Implications for Sensor Design and Vulnerability Testing

Despite the inherent presence of OOB vulnerabilities in
sensors, it is impractical to eliminate all non-idealities during
the design phase due to the broad interdisciplinary nature of
sensor engineering and the physical limitations of materials
and components. Instead, it is essential to identify and priori-
tize non-idealities that may lead to exploitable vulnerabilities.
To this end, our proposed vulnerability model and mechanism
analysis can serve as a practical guide for designers to antici-
pate and mitigate security-critical issues throughout the sensor
development lifecycle.

1) Sensor Design: Sensor design typically consists of three
major stages: transducer selection, electronic circuit design,
and packaging and assembling [21, 52]. Non-ideal behaviors
can arise at each of these stages and, while often treated as
tolerable deviations in conventional performance metrics, they



may be leveraged by attackers as vectors for OOB exploitation.
a) Transducer Selection. This phase is a critical source
of potential OOB vulnerabilities. Designers often overlook
unintended energy conversion pathways that arise from the
inherent physical properties of selected materials or struc-
tural designs. For example, choosing MEMS-diaphragm-based
transducers can expose even non-optical sensors to optical
cross-field signals due to the diaphragm’s susceptibility to
light-induced vibrations [17, 48]. These cross-field responses
are typically undocumented in datasheets, yet they can pose
significant security risks. b) Electronic Circuit Design. This
phase introduces OOB vulnerabilities associated with signal
conditioning circuits, power supplies, and communication in-
terfaces. Non-idealities, such as saturation and nonlinearity, are
inherent properties of electronic circuits. Designers typically
define valid input ranges to mitigate their impact. However, in
practice, it is infeasible to physically restrict the injection of
OOB signals. As a result, sensor design alone is insufficient to
fully eliminate OOB vulnerabilities in this phase, necessitating
complementary system-level defense strategies, as discussed in
Sec. VL. ¢) Packaging and Assembly. This phase can intro-
duce additional cross-field vulnerabilities due to insufficient
shielding and structural alterations. Assembly may modify
the mechanical structure and electrical characteristics of the
sensor, potentially introducing new mechanical resonance or
electromagnetic coupling frequencies. For instance, through
consulting with system developers, we found that MEMS vi-
bration sensors mounted at certain locations on a motherboard
can be affected by system-level resonance frequencies, leading
to inaccurate measurements.

2) Vulnerability Testing: Existing sensor testing is insuffi-
cient since it primarily focuses on the sensor’s accuracy. Key
characteristics such as functionality, sensitivity, and linearity
are typically evaluated using in-band signals, while the po-
tential effects of OOB vulnerabilities are largely overlooked.
Although some tests, such as electromagnetic compatibility
(EMC) testing, consider EM cross-field signals, they are
limited to specific frequency ranges and cannot effectively
cover the broader spectrum of potential attack signals [7].
Consequently, such tests are inadequate for detecting OOB
vulnerabilities, which also remain undocumented in sensor
datasheets. That said, not all OOB signals warrant mitigation.
Whether an OOB signal should be considered a threat depends
on whether the sensor’s transduction principle allows it to
respond to that signal, and whether the transduction process is
efficient enough to be exploited. For example, although MEMS
sensors contain conductive components in both the transducer
and internal circuitry, typical EMI signals rarely succeed in
attacking them. We suppose this is due to the highly integrated,
micrometer-scale internal structure of MEMS devices, which
would require electromagnetic waves with micrometer-scale
wavelengths, i.e., in the terahertz (THz) or near-infrared range,
to interact effectively. Since such frequencies border on or
fall within the optical spectrum, conventional EMC testing
for these bands is neither practical nor necessary for MEMS
transducers and their associated conditioning circuits.

In conclusion, we argue that security-aware sensor de-
sign must evolve beyond traditional performance-centric
paradigms. By incorporating OOB vulnerability taxonomy
early in the design process, engineers can better anticipate
potential attack vectors and adopt mitigation strategies such
as shielding, filtering, redundancy, or cross-domain isolation,
which will be further discussed in Sec. VI. Rather than
attempting to eliminate all nonidealities, designers should
focus on identifying and mitigating those most likely to
be adversarially exploitable. Our formalization provides the
foundation for this security-aware approach to sensor security.

IV. SENSOR-LEVEL ATTACK SYSTEMATIZATION

In this section, we systematically analyze how OOB sensor
vulnerabilities enable sensor-level attacks. While numerous
attacks exist, they remain fragmented as isolated cases with
disparate attack scenarios and threat models of varying sever-
ity, which hinders the generalization of the attack methods
across different sensors. Moreover, attackers tend to adopt
favorable threat models for attack success that may exaggerate
the real-world practicality of attacks [14]. Thus, in this section,
we conduct a comprehensive analysis of existing literature,
identify common mechanisms among different studies, and
evaluate the practicality of each attack.

A. Systematization Methodology

We systematize sensor-level attacks in terms of attack
signal, target sensor, attack path, attack goal, and attack
practicality, as shown in Table II.

1) Attack Signal: We classify the attack signals into four
modalities. a) Sound/Ultrasound, b) Laser, ¢) Radiated
EMI, and d) Conducted EMI. Note that in our context, the
term attack signal refers to both malicious signals actively
emitted by attackers and passive side-channel leakage from
sensors. This helps to unify the commonality of various attack
vectors that exploit OOB vulnerabilities.

2) Attack Goal: We identify three attack goals in existing
work. a) Denial-of-Service (DoS): The attacker aims to
make the measurement unavailable by overwhelming it with
powerful noise. b) Spoofing: The attacker spoofs the sensors
to produce seemingly legitimate but erroneous measurements.
¢) Snooping: The attacker exploits the side-channel leakage
of a sensor to recover private information.

3) Attack Path: The attack path includes three stages. a)
Signal parameter: describes how attack signals are modu-
lated. This includes constant signals (Const.), single-frequency
wave (Sine), amplitude modulation (AM), frequency modula-
tion (FM), phase modulation (PM), and pulse width modula-
tion (PWM). b) Signal transduction: describes how attack
signals are either injected into or emitted from the target
sensor. ¢) Signal processing: describes how these signals are
manipulated by the sensor’s internal circuitry. For each stage,
we identify the underlying OOB vulnerability mechanisms
(OR.A OR.F CF.%) CF.# CF.=) and the associated sensor compo-
nents (Sec. III-B). The Pre- prefix denotes that the signal is
injected into the front-end wires of the components.
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4) Attack Practicality: We evaluate attack practicality
through four dimensions. a) Prior knowledge: black-box ()
indicates the attack requires no sensor-specific knowledge,
while white-box ((J) indicates the need for detailed sensor
parameters such as sensor model, sensitive frequencies, or
hardware characteristics. Note that the knowledge here is
sensor-level rather than system-level. b) Attack range: we
classify the maximum demonstrated attack range into five
intervals: [ill: <0.1m, : (0.1, Im], : (1, 5Sm], [*": (5, 10m],
and [:>10m. c) Attack device cost: the price to set up
the attack device is divided into EB: >10,000$, " : (5,000%,
10,0008],  : (1,000%, 5,0008], 7“7: (100$, 1,000$], and
<100$. d) Attack device size: indicates the ease and stealth
to perform an attack [15], and we classify it into [{}: fixed
installation,  : backpack-portable, and [=1: hand-held device
based on their size. In summary, a higher score indicates a
higher practicality, which corresponds to a higher attack threat
level.

B. Review of Existing Work

1) Attacks by Sound/Ultrasound: a) Acoustic sensors ©).
Attackers can conduct DoS and spoofing attack by exploiting
the sensor’s response to ultrasonic signals (OR.F) through the
injection of frequency out-of-range ultrasounds [4, 50, 53—
63]. By applying amplitude modulation, ultrasounds can be
demodulated into in-band audible commands or noises via
the nonlinear IMD (OR.F) of the amplifier. Such attacks are
considered black-box () since nonlinearities are common in
microphones and cannot be eliminated. The longest attack

i Fingerprint
OR.A OR.F CF.®) CF.3 CF.= Exploited OOB vulnerability mechanisms
Not available

range is around 20m ([=]), as demonstrated in [58]. Most
of these attacks have low device costs (/| [4, 53, 54, 58],

[55, 56]) and good portability ( [50, 57], [4, 53—
56, 60]). However, there remains a trade-off between attack
range and device portability. b) Non-acoustic sensors (&
9). Attackers can launch DoS and spoofing attacks via
cross-field injections of sound or ultrasound, which induce
mechanical resonance in the sensor structure (CF.#)) [5, 64—
67, 75]. These induced signals can be further exploited through
mechanisms such as amplifier saturation (OR.A), imperfect
filter cutoff (OR.F), and ADC aliasing (OR.F). Since effective
attacks require knowledge of the target sensor’s resonant
frequency, they are categorized as white-box attacks ((J).
The maximum demonstrated attack range is 7.7m (/] [64]).
However, such attacks typically require an audio amplifier to
improve the attack signal strength, limiting their portability
( [5, 64]). In addition, attackers can perform snooping
attacks by using motion sensors to capture subtle mechanical
vibrations induced by sound waves [6, 10, 68—74], enabling the
reconstruction of private speech information. Although such
attacks require no extra devices, they suffer from limited attack
range ( [68], . [69, 73, 74]) due to the low power of human
voice signals.

2) Attacks by Laser: a) Optical sensors (B ‘@ %&).
Attackers can launch DoS attacks by exploiting the saturation
effect (OR.A) of optical transducers through the injection of
amplitude out-of-range laser signals [43, 79, 80]. These attacks
are classified as black-box (W), as saturation is a common
and predictable characteristic of optical sensors, requiring no



sensor-level knowledge. Thanks to the strong directivity and
low divergence of laser beams, signal attenuation over distance
is minimal, enabling long-range attacks exceeding 10 meters
(1<) [43, 80]) to be carried out using low-cost ([=] [43, 79])
and highly portable laser devices (=] [43, 79]). However, in
real-world scenarios, maintaining a stable laser focus on the
target sensor over a long distance often requires fixed setups,
which can reduce the practical portability of the attack. Note
that here we do not consider lidar spoofing attacks [99-105]
since the signals are in-band. b) Non-optical sensors (]
2). Spoofing attacks have also been demonstrated against
non-optical sensors such as MEMS microphones [17, 76-78]
and pressure sensors [48], by leveraging the photoacoustic
(crs#%) and photoelectric (CF.#) effects, respectively. For
microphones, attackers amplitude-modulate acoustic signals
onto laser beams to induce signal injection, achieving ranges
of up to 25 meters (=] [17]). The necessary attack devices,
including laser drivers, signal repeaters, etc, can be obtained
at moderate cost ( [17, 77, 78]). However, similar to optical
DoS attacks, long-range attacks typically require stable and
fixed installations, such as tripods [17], limiting portability.

3) Attacks by Radiated EMI: Attackers can utilize signal
generators, software radios, power amplifiers, and antennas to
emit malicious signals that couple into vulnerable components,
such as transducers [87-91], amplifier front-end wiring [44,
46, 81, 82, 86, 93], and ADC front-end wiring [83, 84, 92],
leading to DoS or spoofing behaviors. The injected signals
can be further manipulated by the nonlinearity of amplifiers
(OR.F) [44, 46, 81, 82, 86, 93] or the aliasing effect of ADCs
(OR.F) [86, 92]. In addition to active injection, attackers can
also employ antennas and spectrum analyzers to passively
receive side-channel EM emissions from transducers [8, 25]
and communication wires [85, 94] to launch snooping attacks.
These attacks share a common mechanism, i.e., all conductors
in sensors exhibit the antenna effect (CF.=). However, effective
EMI injection requires knowledge of the coupling frequencies
of the target conductors, which are typically obtained by
preliminary frequency sweeping tests. Thus, EMI injection
attacks are classified as white-box ((J). Despite their broad
applicability, the practical implementation of these attacks is
limited. On the one hand, the attack range is generally short
(&0 [8, 81, 87-92, 94], [25]) due to the need for precise
alignment with vulnerable components or the inherently weak
power of emitted side-channel signals. On the other hand, the
devices required, including high-end RF gear and precision
antennas, are generally expensive ( [44, 84, 91, 93, 94],

[83, 90]) and bulky ([l [44, 46, 82, 84-91, 93]), reducing
the portability and stealth of such attacks.

4) Attacks by Conducted EMI: Conducted EMI propagates
along transmission lines such as power or ground cables,
enabling attackers to induce false measurements in connected
sensors (8 I % @ & L B). The primary mechanism that
facilitates the injection is the non-ideal filtering (OR.F) of the
power supply noise. Furthermore, these attacks can exploit
other mechanisms, such as the nonlinearity of amplifiers
(OR.F) [7, 41, 95], the non-ideal cutoff of filters (OR.F) [7],

and aliasing effect of ADCs (OR.F) [7, 41, 95]. Because the at-
tack signal can propagate stably along cables, these attacks are
effective in relatively long ranges ([=] [41, 95],  [24, 97, 98]).
One representative approach involves manipulating sensor out-
puts by injecting fluctuations into the power supply [7, 41, 96],
exploiting the sensitivity of internal sensor components to
voltage variations. Another technique targets the ground line,
where attackers inject malicious signals by exploiting circuit
asymmetries [24, 95, 97, 98]. However, similar to radiated
EMI attacks, conducted EMI attacks typically require prior
knowledge of the vulnerable coupling frequency. As a result,
they are classified as white-box attacks ((J).

C. Research Gaps and Future Directions

1) Enhancing the attack practicality: Attack practicality is
critical to assessing real-world threats, but often overlooked.
Our analysis above reveals that acoustic/ultrasonic and radi-
ated EMI attacks typically suffer from limited attack ranges
and bulky, expensive attack devices. Thus, we highlight two
directions for improving practicality as follows.

o Extending attack range. While increasing signal power may
improve range, it always introduces trade-offs: higher de-
vice cost, larger device size, and safety risks to attackers.
Moreover, for acoustic signals, higher power may cause
audible leakage due to nonlinearities in speakers and air
propagation [60, 106] and compromise attack stealthiness.
Instead, attackers can improve signal directionality to boost
received power at the target. Promising techniques include
using phased arrays, acoustic metameterials [60] and meta-
surfaces [107], and metasurface antennas [108] to enhance
the signal directionality.

o Optimizing attack devices. Many attacks still rely on
laboratory-grade signal generators and power amplifiers,
despite their functionalities often exceeding the actual needs
of signal injection. For example, attacks that use single-
frequency signals (denoted as Sine in Table II) do not
require full-featured signal generators. In such cases, smart-
phones can serve as substitutes for generating acoustic sig-
nals, while phone-sized USRPs can be used for EM signal
generation. Similarly, power amplifiers can be tailored to
the signal’s frequency band. For example, attackers can em-
ploy dedicated audio amplifiers and RF-specific amplifiers
instead of bulky and general-purpose amplifiers.

2) New Attack Surfaces: Based on the analysis in Table I
and II, we find some potential attack surfaces that have not
yet been explored, which are summarized below.

o Acoustic-based attacks on MEMS components. Acoustic at-
tacks have largely targeted MEMS-based transducers (e.g.,
accelerometers), due to their ultrasonic resonance. Other
MEMS sensors (e.g., magnetometers, thermometers) and
MEMS-based components such as clock oscillators [109]
may also be susceptible to acoustic injection, especially in
smart sensors with integrated timing circuits. Thus, it’s also
possible to determine the presence of resonance frequencies
by sweeping test and to further investigate their effect on
Sensor measurements.




o Laser-based attacks on signal conditioning circuits. Laser-
based attacks mainly target transducers, overlooking signal
conditioning components. Yet, prior studies show that lasers
can disrupt digital ICs [110, 111] via photoelectric effects.
Given that amplifiers, filters, and ADCs also use transistors,
these circuits may similarly be vulnerable. Researchers can
inject lasers into circuits and analyze their effect on sensor
measurements.

e EM-based snooping attacks on signal conditioning circuits.

Existing EM-based snooping attacks focus on transducers
and communication wires. However, studies have also
shown that EM side-channel emissions from ADCs [18]
and clock circuitry [112] can also leak sensor activity.
These findings suggest that signal conditioning circuits
could expose additional side-channel attack surfaces. Future
work could investigate how to capture these emissions
using antennas and reconstruct sensitive measurement data
using Al-based inference techniques, such as generative
adversarial networks (GANs) [71].

o Attacks on membrane-structured sensors. Sensors with ex-
posed membrane structures are always vulnerable, such
as microphones [4] and barometers [48]. Flexible sensors
used in wearables and biomedical applications such as
photoacoustic spectroscopy IR detectors and thermal-film
sensors also feature exposed membranes. Due to lightweight
design constraints, these sensors often lack proper shielding,
making them likely susceptible to optical and EM interfer-
ence. Thus, researchers can also study the effect of lasers
and EM signals on these sensors.

o Self-attack paradigm. For scenarios where attack signals
are hard to reach and focus, such as high speed drones,
we envision a new attack paradigm called self-attack,
where attackers can exploit a device’s own components to
compromise its sensors. This idea is inspired by previous
studies showing that onboard speakers can emit malicious
audio targeting local microphones [113], and capacitors
can generate ultrasonic signals via the inverse piezoelectric
effect [55]. Therefore, it is an interesting research direction
to study, for example, how to make motors generate acoustic
signals and thus interfere with motion sensors.

V. SYSTEM-LEVEL IMPLICATIONS

In this section, we expand the implications of attacks from
individual sensors to CPS. While sensors are critical compo-
nents of CPS, the intuition that sensor-level failures lead to
system-level consequences may not always be true. To under-
stand why sensor-level failures can/cannot lead to system-level
consequences, we identify three key characteristics of modern
CPS: a) closed-loop control, b) multi-sensor fusion, and c)
intelligent perception, as shown in Fig. 4. These character-
istics complicate the relationship between sensor failures and
system behavior. In contrast, a naive CPS, defined by open-
loop control, single-sensor input, and no intelligent processing,
reacts directly to sensor data, such as a light switch based on
ambient brightness. Although CPSs are diverse and encompass
many other characteristics, we focus on these three because

they are the most prevalent and influential when it comes to
the system-level impact of sensor attacks. More importantly,
this section does not delve into specific attack methods, as
discussed in Sec. IV. Instead, we take sensor failures as a
basic assumption for analyzing their implications at the system
level.

A. Implications on Closed-loop Control

For CPS requiring accurate control and robustness to ex-
ternal disturbances or internal variations, it is pervasive to
adopt a closed-loop (CL) architecture, as shown in Fig. 4,
where the sensor acts as the feedback for continuous control
adjustments [114]. Compared to open-loop systems, the sensor
feedback mechanism in CL systems complicates the relation-
ship between sensor failures and system consequences.

1) System’s Strength: Since CL systems are less sensitive
to noise and disturbances in the environment than open-loop
systems [114], they can, to some extent, resist noisy sensor
readings that are equivalent to environmental disturbances. For
example, CL flight control systems are immune to most sinu-
soidal perturbations (e.g., >5 Hz [115]) induced by resonant
acoustic signal injection on MEMS gyroscopes [65].

Moreover, CL systems use sensors to measure states that
are largely affected by previous actions, making the sen-
sor measurements somewhat predictable. This characteristic
benefits anomaly detection mechanisms, e.g., monitoring the
discrepancy between the expected state and sensor feedback.
A substantial discrepancy may trigger alarming [44] or fail-
safe logic [19]. A line of research develops more advanced
anomaly detection methods. Choi et al. [116] proposed to de-
tect malicious sensor readings by monitoring control invariants
obtained from a linear model of the victim system. Quinonez
et al. [117] further improved this method by introducing non-
linear control invariants and employing an efficient algorithm
for detection.

2) System’s Weakness: The fundamental principle of CL
systems is to compensate for the errors calculated by the
sensor feedback [114]. By exploiting the compensation mech-
anism, compromised sensor feedback can lead to severe sys-
tem consequences [44, 118]. For example, a stabilizer uses
feedback from inertial sensors to correct its orientation. If
this feedback is faulty, the stabilizer may overcompensate,
effectively turning into a destabilizer or shaker [64, 66, 67].
This weakness is particularly critical when the sensor measures
first-order or even multiple-order derivatives of the system’s
state, e.g., the gyroscope measures angular velocity, which is
the first-order derivative of heading angle. In such cases, the
errors induced by compromised sensors accumulate over time,
causing system-level errors to grow exponentially [117, 119].

B. Implications on Multi-Sensor Fusion

For advanced, especially safety-critical applications, CPS
equips multiple sensors, which can be either homogeneous
or heterogeneous, to perceive the same target comprehen-
sively [120]. The measurements from different sensors are
collected by fusion algorithms, e.g., a Kalman filter [121], to
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Fig. 4. Implications of sensor failures on naive CPS and three typical advanced CPS. The red color indicates the compromised elements.
While naive CPS behavior is directly affected, advanced CPS remain resilient unless a specific vulnerability is exploited.

achieve a refined estimate, as illustrated in Fig. 4. Since most
sensor security studies focus on single sensors, it is crucial
to understand their implications on multi-sensor fusion (MSF)
systems.

1) System’s Strength: The redundancy of sensors in MSF
systems enables cross-verification, which is commonly be-
lieved to be a reliable countermeasure in sensor attack pa-
pers [17, 44, 66, 80, 83, 122]. The ability for sensor data cross-
verification is supported by the assumption that a portion of
sensors are not compromised, and their data is trustworthy. It
is challenging to simultaneously attack multiple sensors even
if they are homogeneous, e.g., different types of IMUs usually
have different resonant frequencies [5, 65]. To achieve cross-
verification, outlier detection and filtering based on statistics
is the main technique [123].

2) System’s Weakness: While it is widely accepted that
MSF increases the robustness of sensor measurements, a few
studies [119, 124] have shown that it is not effective against
well-designed sensor spoofing. The basic idea of compromis-
ing MSF is to attack the most critical sensor that determines
the fusion result. Nashimoto et al. [124] studied attitude-
heading reference systems, which estimate the inclination
based on the fusion of gyroscope, accelerometer, and mag-
netometer. It is found that single-sensor spoofing can tamper
with the fused results by exploiting the dominant sensor
mechanism [124]. Shen et al. [119] found a similar mechanism
existed in another fusion algorithm of GPS, LiDAR, and
IMU for autonomous driving. They demonstrated that in
certain cases where the uncertainties of both IMU and LiDAR
measurements are high, the GPS becomes dominant, and then
GPS spoofing can take over the fusion algorithm [119].

C. Implications on Intelligent Perception

Artificial intelligence (AI) is crucial to extract useful in-
formation from those sensors, e.g., cameras, microphones,
and LiDARs, whose raw data is highly unstructured [125].
As shown in Fig. 4, a typical intelligent perception system
involves an Al algorithm, usually a deep neural network
(DNN), which recognizes sensor measurements to obtain
high-level information, such as classification, detection, and
segmentation.
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1) System’s Strength: Conventional sensor attacks [4, 23,
46, 79, 80] may not affect the intelligent perception results ef-
fectively, due to the complex and opaque relationship between
sensor data and Al recognition. For example, the replaying
commands injected by ultrasonic sound injection [4] cannot
easily pass intelligent speaker verification [61]. Furthermore,
Al algorithms are resistant to noisy or limited corruption since
they can selectively perceive useful information [126-128],
making it difficult to achieve the required level of arbitrary
manipulation via signal attacks.

2) System’s Weakness: For intelligent perception systems,
it is crucial to involve the guidance of AI vulnerability
for successful sensor attacks. Manual analysis can reveal
explicit weaknesses, like in [99], where tiny point clouds
were misclassified by object detection models and exploited
via LiDAR spoofing. However, in practice, many systems are
black-box and thus their weaknesses are implicit and harder
to exploit. A popular methodology considers it as an end-to-
end optimization problem, where the attack signals are the
optimization variable [102, 126, 127, 129]. The optimization
is accomplished by gradient descent, similar to adversarial ex-
ample attacks [130, 131]. When the gradient information is un-
available, the optimization method is alternated by black-box
methods like grid search [128] and Bayesian optimization [66].
Moreover, recent work explored the use of unique corruptions
by sensor attacks to trigger neural network backdoors [61, 63]
or adversarial patches [67].

VI. DEFENSE SYSTEMATIZATION

In this section, we provide a systematic analysis of defense
strategies against sensor OOB vulnerabilities. Our study com-
pares these strategies across several key dimensions, includ-
ing attack vector coverage, defense effectiveness, deployment
overhead. This framework facilitates a qualitative evaluation
of defense mechanisms using normalized metrics. A structured
overview of the results is summarized in Table III.

A. Systematization Methodology

We systematize existing countermeasures based on the sys-
tem components they modify and categorize them into three
levels: a) Component-level defense: This category focuses on
hardening critical internal modules within sensors to eliminate
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exploitable vulnerabilities. Key measures include reinforc-
ing the transducer’s anti-interference capabilities, optimizing
signal conditioning circuits and power supply modules, and
mitigating crosstalk among communication interfaces. These
enhancements aim to prevent attackers from reshaping signals
or physically damaging components, thereby ensuring the in-
trinsic robustness of core subsystems. b) Sensor-level defense:
These defenses secure the sensor as a whole, protecting both
its input and output while maintaining its core functionality.
For input protection, techniques like shielding can block out-
of-band interference. For output protection, methods such as
real-time signal randomization or data encryption can prevent
spoofing and information leakage. ¢) System-level defense:
These methods enhance sensor security from a broader sys-
tem perspective by integrating cross-layer solutions across
hardware, software, or both. Hardware-based approaches may
include deploying redundant sensors to increase system re-
silience. In some cases, combined hardware and software solu-
tions are necessary, such as integrating additional devices with
detection algorithms to counter sophisticated attacks. Purely
software-based methods often employ Al-driven techniques
for tasks like access control, model fusion, or data recovery.
This multi-dimensional framework strengthens security at the
cyber-physical system level, enabling coordinated defense
beyond the limitations of individual sensors.

To facilitate a comprehensive analysis of sensor defense
methods, we compare each approach across three key dimen-
sions: targeted attack types, defense goals, and deployment
overhead.

1) Target Attack Types: We classify the targeted sensor
attacks by their signal modality: attacks by sound/ultrasound
(W), attacks by lasers ({8, attacks by radiated EMI (%), and
attacks by conducted EMI (). Some defenses are broadly
applicable, while others are modality-specific. For example,
sensor redundancy is ineffective against conducted EMI at-
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tacks, as the injected signal can propagate to all redundant
Sensors.

2) Defense Goal: We use the classical CIA (Confidentiality,
Integrity, Availability) security model to assess each defense’s
primary protection focus, and the effectiveness is categorized
into three levels: low (m—), moderate (), and high (z=).
Confidentiality (C) means preventing unauthorized access or
inference of sensitive sensor data. Integrity (I) indicates de-
fenses can ensure sensor readings are not altered or spoofed.
Availability (A) means maintaining reliable sensor operation
despite external disruptions.

3) Overhead: We evaluate real-world feasibility based on
four sub-factors: Expertise Knowledge represents the required
technical skill level for defense implementation, and we divide
it into three levels: layman (®), proficient (8®), expert(¥8®)).
® means the defense is easy to apply and only requires little
or no technical background. #@ means the defense needs basic
technical skills, and is suitable for trained staff. 8% means the
defense method requiring deep technical knowledge of both
the hardware and software of sensors. We rate the remaining
three overhead factors as Low("), Medium( ), and High (EJ).
Deployment Cost refers to financial and hardware resource
demands. Usability indicates the impact on user experience
or system functionality. Maintenance assesses ease of upkeep
and adaptability to evolving threats.

B. Review of Existing Work

1) Component-level Defense: a) Transducer. Limiting the
transducer’s response range can reduce its susceptibility to
abnormal stimuli, thereby mitigating the risk of malicious
signal injection. For example, prior studies [4, 58] suggest
that microphones should be designed to be insensitive to
ultrasonic waves. b) Signal Conditioning Circuit. Enhancing
the performance of signal conditioning circuits is an effective
defense strategy. Key methods include improving the filter’s



stopband to suppress unwanted frequencies [5, 44, 64—66],
increasing the amplifier’s linearity to minimize distortion and
the generation of new frequency components [4, 5, 57, 58],
applying anti-aliasing techniques at the analog-to-digital con-
verter to prevent signal misinterpretation [6], and enhancing
the common-mode rejection ratio (CMRR) to resist differential
noise [24, 95, 97, 132]. ¢) Power Supply. Enhancing the
power supply rejection ratio (PSRR) helps shield internal
circuits from adversarial power fluctuations. Wang et al. [7]
demonstrate that PSRR can be improved by modifying the
architecture of the low-dropout regulator. d) Communication
Interface. Isolating crosstalk noise preserves data integrity and
prevents unintended signal propagation between channels, as
shown in recent work [7, 9, 96].

2) Sensor-level Defense: At the sensor level, defense mech-
anisms aim to protect the sensor as a unified entity by securing
its input and output pathways. a) Input protection. Imple-
menting out-of-band (OOB) signal shielding is an effective
strategy. This approach involves using physical or electromag-
netic shielding materials to block unintended or malicious sig-
nals such as ultrasound [50, 66], light [17] or electromagnetic
waves [90, 92] from reaching the sensor’s input interface or
being leaked from the sensors [85], thereby preserving signal
integrity and confidentiality. b) Output protection. On the
output side, two key techniques are commonly employed. Ran-
domization involves introducing controlled variability into the
sensor output, such as frequency hopping [133], randomized
sampling [5], rolling shutter sequence [128], pulse [102] or
pixel noises [134], to make it more difficult for attackers to
infer or replicate true measurements. This method can disrupt
attempts at sensor spoofing or replay attacks. Meanwhile, data
encryption secures the sensor’s output during transmission
by encoding the data, ensuring that even if intercepted, it
cannot be easily interpreted or altered [135]. These output-
level methods are especially crucial in networked or distributed
sensor systems, where data confidentiality and authenticity
are paramount. Together, these input and output protections
strengthen the end-to-end security of the sensor against a wide
range of physical-layer and signal-based attacks.

3) System-level Defense: System-level defense mechanisms
aim to improve overall system resilience using both hardware
and software rather than protecting individual sensor elements
alone. a) Hardware-based defenses. One widely used strategy
is the deployment of redundant sensors, where multiple sensors
of the same or different types are used to measure multiple
physical quantities that are related to the same task, such as
combining lidars and cameras in automotive systems [67, 80,
83, 102], enabling error correction or failover mechanisms. b)
Hardware&Software-based defenses. Hybrid methods like
anomaly detection [4, 43, 44, 50, 57, 58, 67, 81, 136, 139]
are commonly applied to identify unexpected behaviors or
outputs that may indicate tampering or spoofing. For instance,
study [136] suggests using a matched dummy sensor circuit
that shares the sensor’s vulnerabilities to EMI but is insensitive
to legitimate signals that the sensor is intended to measure
to detect sensor attacks. ¢) Software-based defenses. Access

12

authentication ensures that only authorized entities [24, 97] can
read or write sensor data, or only verified signals [102] can
be received and processed, preventing unauthorized control
or data leakage; Model fusion [103, 137, 138] integrates
data from multiple models or sensor sources to validate and
reinforce output correctness, improving robustness against
targeted attacks; And data recovery techniques [46, 66] attempt
to restore accurate sensor outputs from corrupted or missing
data, using interpolation, signal reconstruction, or Al-based
methods. Together, these system-level methods provide lay-
ered protection and enable coordinated threat response across
the entire sensor ecosystem.

C. Research Gaps and Future Directions

Based on the above analysis, we identify key limitations
and provide future research directions.

o Cross-component interactions. Most component-level de-
fenses are designed for isolated modules (e.g., transducers,
amplifiers), overlooking cross-component interactions that
can lead to OOB vulnerabilities. To mitigate this issue,
a promising direction is to incorporate safety simulations
during the sensor design phase. For instance, researchers can
conduct multiphysics simulations [140] to capture field cou-
pling effects in MEMS transducers and proactively identify
resonant acoustic frequencies that may compromise sensor
integrity. Similarly, combining electromagnetic field simu-
lations with circuit-level modeling of signal conditioning
stages can help reveal electrical characteristics that con-
tribute to OOB vulnerabilities. These approach can inform
design decisions early in the development cycle, reducing
the risk of post-deployment security issues.

o Lack of defenses for snooping attacks. We find that there
are few methods specifically aimed at protecting the con-
fidentiality of sensor measurements. We believe a viable
direction is to leverage internal hardware components within
the sensor itself for encryption, rather than relying on
software-based encryption. For example, prior work has
demonstrated that the physical unclonable function (PUF)
properties of image sensor phototransistors can be used to
encrypt captured signals, enabling verification of authentic-
ity and originality [141]. This in-sensor encryption paradigm
can offer a novel approach for protecting privacy-sensitive
measurements at the hardware level.

o High integration complexity of redundancy methods.
Redundancy-based defenses (e.g., sensor fusion) often
increase system-level complexity and cost, limiting their
practicality in cost-sensitive applications. For example,
adding redundant IMUs to a drone requires changes to
both PCB layout and flight control algorithms. Inspired
by paper [142], which uses redundant ADCs for attack
detection, a more lightweight alternative is to embed
redundancy components within a single sensor. For
example, multiple transducers with distinct resonant
frequencies can be integrated into a single accelerometer
to ensure at least one remains unaffected during an attack.




VII. DISCUSSION
A. Comparison with Previous Work

Compared with previous SoK papers and surveys in this
field, our paper differs in the following aspects.

Terminology. The term out-of-band has been used inconsis-
tently across prior works. SoK [12] and paper [143] interpret
band as the frequency range of the signal, while paper [11]
adopt definitions from network communication, referring to
signals injected through covert communication channels. This
inconsistency may lead to confusion and hinder a unified
understanding of the field. In this work, we offer a formal
and structured definition of OOB vulnerabilities based on
physical energy conversion principles. This not only clarifies
the boundary between in-band and out-of-band but also lays
a conceptual foundation for future research.

Scope. Our SoK centers on the concept of sensor OOB
vulnerabilities. In contrast, SoK [12] focuses on transduction
attacks and signal injection techniques, without identifying the
underlying commonalities in sensor vulnerabilities and cover-
ing side-channel and privacy snooping attacks. SoK [14, 15]
focus on specific attack scenarios, i.e., eavesdropping via
mobile sensors and sensor spoofing against robotic vehicles.

Systematization Methodology. We for the first time adopt
a bottom-up methodology that examines vulnerabilities at the
component, sensor, and system levels. In particular, our sensor-
level analysis provides a dedicated analysis of the practicality
of sensor attacks, which is overlooked in SoK [12]. Our
system-level analysis provides new insights into how CPS
architecture influence vulnerability exposure and mitigation
trade-offs, which is not covered in previous work.

B. Sensor Design Trade-offs

Sensor design inherently involves trade-offs between perfor-
mance, cost, and resilience to attack signals. Enhancing sen-
sitivity improves signal detection in low-power applications,
but also lowers the threshold for OOB interference. Filtering
and shielding can block malicious input, but risk degrading
legitimate functionality or increasing size and cost. Software-
based defenses (e.g., anomaly detection, sensor fusion) offer
flexibility but strain the limited compute and power budgets
of embedded CPS. Designing sensors that balance utility with
OOB robustness remains an open challenge, especially as
sensors become more intelligent and integrated. Nonetheless,
we encourage sensor designers to explicitly consider OOB
vulnerabilities during the design process. For legacy sensors
where redesign is impractical, these vulnerabilities should at
least be acknowledged in the datasheet, which can provide a
primary reference for system developers to raise awareness
and guide secure integration.

C. OOB Vulnerabilities for Good

In this paper, we assume by default that sensors are used for
benign purposes. However, sensors can be used for malicious
purposes, such as hidden cameras and eavesdropping voice
recorders that invade privacy. In such cases, the sensor OOB
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vulnerabilities can be leveraged to implement proactive de-
fenses. For instance, defenders can detect malicious devices by
sensors’ EM radiation [18, 112, 144, 145]. Ramesh et al. [112]
proposed a system to detect microphone status by probing EM
emanations from laptop circuitry carrying mic clock signals,
which only appear during recording. Similarly, Chaman et al.
[144] introduced Ghostbuster, which detects hidden eaves-
droppers like cameras by probing RF clock leakage without
modifying current transmitters and receivers. Additionally, Liu
et al. [145] presented a method to detect hidden cameras by
observing changes in EM emanations caused by the camera’s
clock modulation.

D. Security Outlook for Smart Sensors

Sensors are increasingly armed with intelligent technolo-
gies. In the Internet of Things (IoT) applications, transmitting
large volumes of raw sensory data consumes significant com-
munication and computational resources. To alleviate the issue,
computational tasks start to be integrated into the sensors, lead-
ing to the rise of smart sensors [146, 147]. Nowadays, sensor
manufacturers are embarking on the smart sensor market, e.g.,
voice-wakeup microphones [148], glass-break sensors [149],
and fitness-tracking motion sensors [150]. These smart sensors
offer advantages like reducing device power consumption
and processing sensitive data within the device [151], thus
minimizing the risk of privacy leakage [152].

However, smart sensors are increasingly susceptible to
attacks due to their reliance on intelligent algorithms and
sophisticated hardware. As discussed in Sec. V, intelligent
perception is vulnerable to targeted attacks that exploit these
algorithmic weaknesses [131]. In addition, the computing
hardware within smart sensors is exposed to physical side-
channel attacks. Besides sensor readings, these attacks can
extract sensitive information, such as model architecture and
parameters, by analyzing EM emissions [153, 154].

VIII. CONCLUSION

In this SoK, we systematically analyze sensor OOB vul-
nerabilities from the perspective of energy conversion. By
classifying attack signals into out-of-range and cross-field
types and analyzing their propagation paths, we build a unified
framework to better understand and formalize sensor attacks.
This helps in creating effective detecting and defenses on
sensor OOB vulnerability and offers guidance for designing
more secure sensors in the future. The study also highlights the
wider impact of sensor security on CPSs, calling attention to
both the growing range of sensor attacks and the core physical
principles behind sensor function.
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