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Abstract—We discover that enabling both eavesdropping and
non-invasive, per-key injection is viable on keyboards, in par-
ticular, the fast-emerging commodity Hall-effect keyboards. This
paper introduces DualStrike, a new attack system that allows
attackers to remotely listen to victim input and control any key
on a Hall-effect keyboard. This capability opens doors to severe
attacks (e.g., file deletion, private key theft, and tampering) based
on the victim’s input and context, all without requiring hardware
or software modifications to the victim’s computer. We present
several key innovations in DualStrike, including a novel, com-
pact electromagnet-based hardware design for high-frequency
magnetic spoofing, a synchronization-free attack scheme, and
a magnetometer-based listening mechanism using commercial
off-the-shelf components. Our real-world experiments demon-
strate that DualStrike can reliably compromise arbitrary
keys across six recent Hall-effect keyboard models. Specifically,
DualStrike achieves over 98.9% keystroke injection accuracy
across all tested models. In an end-to-end test, the eavesdropping
module achieves a high listening accuracy (i.e., above 99%).
To improve the robustness of DualStrike, we implement a
calibration algorithm to account for keyboard displacement,
allowing it to maintain 98.5% injection accuracy even with
offsets up to 4cm. We also identified DualStrike’s immunity
to existing magnetic shielding mechanisms and proposed a novel
shielding approach for Hall-effect keyboards. The demo video of
DualStrike can be found in [30].

I. INTRODUCTION

Keyboards have been essential input devices for computers.
Therefore, the integrity of the keyboard is of paramount
importance. Most studies have focused on keystroke infer-
ence attacks, which can only eavesdrop on typed keystrokes
to gather sensitive information but cannot compromise the
victim’s inputs. In contrast, keystroke injection attacks aim
to actively input malicious commands. However, most efforts
involve invasive methods, such as reprogrammed USB devices
masquerading as keyboards [39]], which are now well-defended
at the software level. Recently, GhostType [41] demonstrated
the feasibility and challenges of keystroke injection on me-
chanical and membrane keyboards by injecting electromag-
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netic interference (EMI) into their scanning circuits. However,
existing injection attacks are not aware of the victim’s inputs.
As a result, these attacks either blindly inject messages into
the keyboard or require the attacker’s physical presence.

Therefore, we argue that a practical attack on keyboards
should integrate both keystroke inference and injection.
Non-invasive, per-key injection. The attacker should have
precise control over most keys on the victim’s keyboard
without any physical contact or internal modifications. This
allows injection of malicious contents as if typed by the victim.
Such capability enables a wide range of harmful actions, such
as ultra-fast file deletion, remote malware installation, and
document tampering.

Real-time eavesdropping. The attacker can leverage eaves-
dropping to enhance and guide injection attacks. For example,
after a “sudo” keystroke, the inputs between two “ENTER”
keystrokes are likely to be the user’s password. With this
information and injection capability, the attacker can control
the victim’s computer, thus leading to severe consequences.
As we will elaborate in Sec. [[I} the eavesdropping capability
can also help infer the context information (e.g., user’s liveness
and keyboard placement), thus boosting the injection accuracy.

In this paper, we discover that the fast-emerging, commodity
Hall-effect keyboard is susceptible to both keystroke eaves-
dropping and injection. Specifically, we present DualStrike
attack — attackers can remotely access the victim’s keyboard
input and conduct corresponding malicious activities. To the
best of our knowledge, this presents the first time that keyboard
devices are demonstrated vulnerable to both eavesdropping
and injection. As we will elaborate in Sec. [[II} achieving this
can introduce new, severe, and practical threats to users.

The Hall-effect keyboard, also known as the magnetic
switch keyboard, differs from traditional keyboards mainly in
its switch-sensing mechanism. Traditional keyboards require a
key to be fully pressed to register a keystroke. In contrast, the
Hall-effect keyboard can continuously detect keystroke motion
using a passive magnet and an underlying Hall sensor in each
switch. Specifically, when the user presses the magnetic key-
cap, the key will be triggered as soon as the Hall sensor detects
that the magnetic signal has reached the preset threshold. This
provides unique advantages, including much shorter response
times, adjustable key travel, and longer lifespan. As we will
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Fig. 1: Real-world deployment of DualStrike. Note that the
complete setup of DualStrike can be concealed underneath
a desk or embedded within a carved groove under the desk.

DualStrike can be concealed
in a carved groove

elaborate in Sec. [[I-A] within the last year, the number of new
Hall-effect keyboard models has shown exponential growth —
the average growth rate reaches 82.60% every three months.

In the design of DualStrike, we first analyze the sensing
mechanisms of Hall-effect keyboards via reverse engineering
(Sec. [IV). The observation helps us identify the root cause
of Hall-effect keyboards’ security issues, which reside in the
keystroke sensing and scanning mechanisms. Ironically, we
find that the most distinctive feature of these keyboards, the
Hall switches, can be the new root cause for severe keystroke
eavesdropping and injection attacks. When a keystroke occurs,
the resulting magnetic field changes can serve as side-channel
information, enabling attackers to monitor keyboard activity.
Similarly, these magnetic variations can be disrupted or mim-
icked by external magnetic fields, facilitating keystroke injec-
tion. Furthermore, attackers can exploit the fast responsiveness
of Hall sensors to significantly enhance injection speed.

The design of DualStrike is comprised of an injection
module, an eavesdropping module, and a calibration module.
Specifically, we propose the following key design elements:
Electromagnet-based magnetic injection. First, we use an
electromagnet to spoof the magnetic field strength. To mini-
mize the form factor of the electromagnet while maintaining
sufficient magnetic field strength for spoofing, we conduct
simulations using finite element analysis. Our findings show
that suction electromagnets outperform solenoid ones in con-
centrating the magnetic field. Next, we design our attack
parameters based on the scanning parameters of the Hall-
effect keyboard, which can be obtained via a one-time reverse
engineering effort for each keyboard model. By controlling the
start voltage and the activation/deactivation timing of the elec-
tromagnet, we can accurately inject up to 12,553 keystrokes
per minute. Our empirical study indicates that DualStrike’s
injection module can adapt to various Hall-effect keyboard
configurations (e.g., key travel distances, scanning circuits,
parameters, and sizes).

Magnetometer-based keystroke eavesdropping. Despite the
compact size of keycap-integrated magnets, we find that com-
mon commercial off-the-shelf (COTS) magnetometers (e.g.,
MLX90393) can detect magnetic field fluctuations at a typical
desktop thickness distance. As we will elaborate in Sec. [V-A]
we place MLX90393 sensors within the gaps of the electro-
magnet array. By integrating our hardware configuration with
real-time magnetic field analytics pipeline, DualStrike’s

eavesdropping module can accurately identify the key that is
being pressed with high accuracy (i.e., 99.54%).

Calibration of keyboard displacement. As shown in existing
works, compromising keyboards accurately have stringent
requirements for keyboard placement. For example, GhostType
requires the keyboard displacement to be less than /4 mm. As
we will elaborate in Sec. powered by the eavesdropping
module, DualStrike can infer the precise displacement,
thus realigning the electromagnets. Our empirical results
(Sec. [VI) indicate DualStrike can sustain the injection
performance with displacement as large as 4 cm.

As shown in Fig. [I] our attack device can be concealed
under a desk during actual use and does not require any ad-
ditional equipment (e.g., power supply, power amplifier). This
ensures the independence and stealthiness of DualStrike.
Once a sensitive context (e.g., a password) is obtained through
eavesdropping, DualStrike can autonomously trigger the
injection sequence, keeping the attacker fully hidden from
the victim. We also discuss how existing magnetic shield-
ing schemes cannot defend against DualStrike. We then
propose an efficient, low-cost hardware-based countermeasure
against our attacks.

In DualStrike, we make the following contributions:

We proposed DualStrike, a new attack that can per-
form both keyboard listening and non-invasive, per-key
keystroke injection on Hall-effect keyboards, while also
incorporating a calibration mechanism to mitigate real-
world disruptions such as keyboard displacement.

We performed the first reverse-engineering effort to help
design practical attacks on Hall-effect keyboards;

We find that existing magnetic shielding schemes can-
not effectively defend against DualStrike attack. We
further provide new approaches as defense methods.

II. BACKGROUND
A. The Fast-emerging Hall-effect Keyboards

Due to their high sensitivity, durability, and reliability,
Hall-effect switches have long been used in safety-critical
industries such as aerospace [13]], underwater devices [24],
and the military [23]], for sensing magnetic field strength. In
1968, Honeywell integrated Hall-effect switches into keyboard
circuits, introducing the world’s first Hall-effect keyboard [1]],
[10]. However, mass production was impeded due to the bulky
size and high cost of Hall-effect switches at that time.

Recently, following successful launches by major keyboard
OEMs, e.g., SteelSeries and Wooting, and Logitech [3]], more
keyboard manufacturers are fast advancing to Hall-effect tech-
nology. As shown in our survey results (Fig. [2), since August
2023, the Hall keyboard market has experienced exponential
growth, with an average growth rate of 82.60% every three
months. This rapid brand expansion has driven down prices
(around $14 [4]), making prices of new models comparable
to mechanical counterparts. As a result, Hall-effect keyboards
are not only popular among performance enthusiasts but are
also increasingly favored by everyday users.
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Fig. 2: The rapid adoption of Hall-effect keyboards.

B. Premier on Hall-effect Keyboards

A Hall-effect keyboard consists of three main components:
Hall-effect switches, a scanning circuit, and a communication
port. When a key is pressed, the switch detects the press, which
is then transmitted to the keyboard circuit and processed by
the scanning mechanism. The detected input is sent to the
computing device via a wired (e.g., USB) or wireless (e.g.,
Bluetooth) communication port.

Compared to traditional keyboards, the core difference in
Hall-effect keyboard lies in the keystroke sensing mechanism.
In a Hall-effect keyboard, each switch contains a permanent
magnet and a Hall sensor. As depicted in Fig. [3] the per-
manent magnet is positioned within the stem connected to
a keycap and moves up and down as the keycap is pressed
and released. The Hall sensor is placed beneath the switch
on the keyboard’s PCB. Utilizing the Hall effect, the sensor
measures the magnetic field strength induced by the permanent
magnet, which is perpendicular to the sensor’s surface, and
outputs a voltage proportional to that magnetic field strength.
In contrast, traditional keyboards employ switches that must
be fully pressed until switches contact with a conductive base
to register a keystroke. The contactless-sensing feature of Hall-
effect switches offers three unique advantages:

1) Customizable key travel. The key travel refers to the
distance a switch must be pressed to register a keystroke.
The high sensitivity of the Hall sensor allows cus-
tomization of the key travel distance. For example, the
SteelSeries Apex Pro [11] Hall-effect keyboard allows
key travel adjustment between 0.1 mm and 4 mm with a
granularity of 0.1 mm.

2) Quicker response time. By setting a shorter key travel,
the time from press to actuation is reduced, thus enabling
faster response time. This is crucial in high-performance
keyboard applications, such as esports, where players
need to quickly press specific keys for actions.

3) Longer lifespan. The contactless design of Hall-
effect switches significantly extends their lifespan, with
SteelSeries keyboards rated for up to 100 million key-
presses, twice that of mechanical switches [18].

We argue that, despite these advantages, the magnetic switch
is also the root cause of Hall-effect keyboards for eaves-
dropping and injection attacks. Specifically, the Hall-effect
switch cannot differentiate the source of the magnetic field.

Fig. 3: Comparison between the mechanical keyboard switches
and Hall-effect keyboard switches.

The external magnetic field may interfere with the magnetic
field incurred by a keystroke, thus providing potential avenues
for injection attacks. Moreover, the movement of magnets can
lead to distinctive patterns for magnetic field sensors, e.g.,
low-cost, off-the-shelf MEMS magnetometers.

C. Existing Attacks on Keyboards

Existing attacks on keyboards are mostly keystroke in-
ference side-channel attacks that do not directly affect the
victim’s computer [38], [56], [43]], [60], [46]. To alter the
keystroke information, existing methods rely on implanting
reprogrammed USB devices [48]]. However, this invasive ap-
proach is well-studied and can be prevented via software de-
tection [39], [37]. Recently, GhostType [41] demonstrated the
feasibility of contactless keystroke injection attacks, focusing
on membrane and mechanical keyboards. GhostType exploits
the scanning process of keyboards to inject keystrokes via
electromagnetic interference (EMI). Specifically, GhostType
requires (i) synchronization with the keyboard’s scanning ma-
trix. (ii) use of a modulated EMI signal to carry out the attack
based on pre-known scanning circuit parameters. Although
this achieves non-invasive keystroke injection, GhostType fell
short in eavesdropping the keystroke, unable to achieve per-
key injection, and its performance can be severely undermined
by subtle displacement of the keyboard.

III. ATTACK MODEL AND CHALLENGES
A. Attack Model

Attackers aim to both eavesdrop on the victim’s input and
manipulate the victim’s typing inputs. We consider a common
scenario where a Hall-effect keyboard on a desk is connected
to a computer, such as in public spaces like libraries or cafes.
The attacker positions the DualStrike attack device under
the desk. To further conceal the device, the attacker can carve
a rectangular groove in the desk to fit the DualStrike
device. Note that this change can be practical as replacing
desk surface requires minimum cost and is common in the
remodeling process. We illustrate this setup in Fig. [I] Similar
settings have been explored in prior works [44], [59]. We
assume the attacker knows the Hall-effect keyboard’s model.
By purchasing a similar keyboard, the attacker can study the
characteristics of its sensing circuit. Configurations such as the
desk’s thickness and material can also be easily measured.

With its eavesdropping module, DualStrike can capture
sensitive information (e.g., passwords) during active typing
and infer user liveness to decide whether to proceed with



Fig. 4: Attack scenarios dbualStrike . Note that sensitive
information obtained via eavesdropping can be exploited in
subsequent, more critical injection attacks, e.qg., root password.

the injection attack, thus ensuring collision-free execution and
enhancing the attack's practicality. A lightweight, on-device
detection algorithm can enalualStrike  to locally locate
and record such critical information. For example, after detect-
ing a long period of inactivity, the initial keystrokes are likely
login credentials; on Linux systems, keystrokes entered after
a “sudo” command are likely to be administrative passwords.
With the sensitive context information, the attacker can
implement several practical attack vectors as shown in[Fig. 4. _ _ _
(1) Leveraging the captured root passwoBijalStrike Fig. 6: Magnetic eld strength under varying press distances.
can inject root-levelmalicious commandssuch as deleting
the root directory or logging out the current user. Accorceharacteristics of electromagnets cause a delay in current rise,
ing to our evaluation,DualStrike can inject up to 40 which limits the ablllw to increase the injeCtion frequency.
characters within 200 ms — faster than the human reactiéfignment of attack device. In normal keyboard usage,
time [40]. This enables the execution of short malicious corbisers may adjust the keyboard's position based on personal
mands before the victim can respond. alStrike ~ can habits. Therefore, successfully executing keystroke injection
covertly download malware from a remote attacker-controllgdftacks despite misalignment between the attack device and
server. (3) WithDualStrike ‘s accuracy and coverage ofthe targeted keyboard poses a signi cant challenge.
keystrokes, attackers camodify sensitive lese.g., high-
impact public documents, computer programs, and machine
learning models, via key injections. Compared with existing. Hall-effect Switches
le tampering schemes [38]/ [50]_[57]l_[47DualStrike

does not require any modi cation of the targeted computer; We ask:How much magnetic eld strength is needed to
4 Y 9 P t?igger a keystrokeand can magnetometers sense the move-
hardware/software.

ment of magnetic switches&fter disassembling Hall-effect
keyboards, we found it challenging to answer due to the use of
proprietary Hall sensorswhich lack accessible speci cations.
Designing the attack device.Existing works of magnetic Although we can measure sensor's output voltage, we can't
injection [36] commonly rely on large electromagnets tdirectly determine the corresponding magnetic eld strength.
improve the magnetic eld strength. For example, the height To overcome this obstacle, we developed a lightweight
and diameter of the electromagnet in existing work [36] are 3r8verse engineering method. Speci cally, we used a commer-
cm and 7 cm, respectively. However, in Hall-effect keyboardsial off-the-shelf Hall sensor MLX90393 [21] to quantify the
each switch corresponds to a Hall sensor with a typical spacimggnetic eld. As shown in Fig. 5, we replaced the original
of 19.05 mm in ANSI standard [15]. This con ned spacd>CB of the Hall-effect keyboard with a PCB that contains the
makes it challenging to achieve per-key keystroke injectionMLX90393 sensor. We used the Wooting 60 HE keyboard,
Therefore, we need to carefully design the layout of electravhich senses key travel distances from 0.1 to 4 mm, and placed
magnets, thus (1) producing suf cient magnetic eld strengtbur PCB under the “Fn” key to collect data. By simulating
and (2) minimizing interference with adjacent switches tkey presses with a vernier caliper (Nscing Es 889-101), which
reduce false triggers. allows 0.01 mm increments, we recorded magnetic eld data
High-frequency magnetic injection. Previous works that at various key travel distances.

inject magnetic spoo ng signals have only achieved low- Fig. 6 shows the correlation between magnetometer readings
frequency injections, e.g., 2 Hz in [36]. Improving the injectiomnd key press distance, indicating the magnetic eld strength
speed can make the attack more stealthy, thus more practicaléeded to trigger a keystroke. At the maximum key travel
the real world. As we will elaborate in Sec. V-B2, the inductivelistance of 4 mm, the sensor reading reaches 50 mT. As the

Fig. 5: Analysis of Hall-effect switch vulnerabilities.

IV. CHARACTERIZING KEYBOARDS

B. Design Challenges



(@ (b)

TABLE I: Scanning circuit types and cycle periods of different

Hall-effect keyboards.

Keyboard Type Scanning Type | Cycle
Wooting 60 HE MUX-integrated 375 s
Steelseries Pro Matrix 990 s
Keydous NJ98-CP MUX-integrated 5160 s
k70 Pro Max Matrix 900 s
Reddragon M61 Matrix 1000 s
DrunkDeer A75 Pro Matrix 880 s

Fig. 7: (a) The setup for reverse-engineering Hall-effect key-
boards' scanning circuits. (b) A common three-pin Hall sensor

is used in the Hall-effect keyboard.

(a) Matrix Circuit (b) MUX-Integrated Circuit

Fig. 8: Two types of scanning circuit.

rapidly due to the inverse cube law [54]. This experimen
reveals: (1) when the key travel distance is set below t
default value, i.e., 1 mm, only 9 mT is needed to trigg
a keystroke. (2) commodity magnetometers can capture the
variance of the magnetic eld of a keystroke behavior.
Note that this sub-1mm key travel distance is often reco
mended by keyboard manufacturers [29] because shorter key

"BualStrike

Fig. 9: Different layouts of Hall-effect keyboards.

the voltage on the corresponding column changes, allowing
the circuit to detect the pressed key.
MUX-integrated circuit. Instead of the complex matrix traces
across the keyboard, we observed that some Hall-effect key-
board models use MUX-integrated scanning circuits. This type
of circuit uses multiplexiers to divide keys into groups and
queries the address to detect voltage outputs.

e

: . We measured the scan cycle period—the time required to
travel distance decreases, the magnetic eld strength dro§:)csan all keys— and circuit types for different keyboards, as
lﬁown in Table. I. Note that Hall-effect keyboards have shorter
sCan cycles compared to traditional keyboards (2.4 ms to

.2 ms [41]). These differences make the existing EMI-based

injection infeasible for Hall-effect keyboards. In Sec. V-B,
we will leverage these ndings in Table. | for designing

travel allows for faster response times, which increases te Keyboard Layouts

keyboard's sensitivity.

B. Scanning Modules

supporting the faster response time.

To investigate the scanning circuit of Hall-effect keyboard%un d
we disassembled six popular off-the-shelf Hall-effect key-
boards and reverse-engineered their scanning circuits.
shown in Fig. 7, the linear Hall-effect sensor used in thea
keyboards typically has three pins: VCC, GND, and the outpup
voltage pin. We used an oscilloscope to monitor the signals
on the VCC and output pins of the Hall sensor. By analyzing Ei
these signals, we identi ed two scanning circuits in Ha"'eﬁe%ua%trike
keyboards as shown in Fig. 8 (a) and (b). One is the mat
circuit, and the other incorporates multiplexers (MUXs):
Matrix circuit. In this design, all keys are organized into row
and columns. Each row is connected to a shared power circuit

. =~ in
trace, and each column is linked to a shared output circuit

Se

ke

's injection engine.

Hall-effect keyboard manufacturers introduce different key-
board sizes. A full-sized keyboard includes four key areas:

. - ) he main keyboard area, function key area, navigation key
Compared with traditional .keyboards, Hall effect keybpara;?rea’ and numeric key area. 80%, 75%, 65%, and 60%-sized
also include a new scanning mechanism — essential fOr

Keyboards (as shown in Fig. 9) crop certain areas of the
100% keyboard. Despite the diversity in keyboard sizes, we

that all keyboards include at least the main typing
qrea. Moreover, the layout of the main typing area is highly

consistent: they follow the standard “QWERTY” [26] layout

10 illustrates

V. DESIGN OFDUALSTRIKE
the overall

d comply with the ANSI keyboard spacing standard.

system design of
] , Which consists of three key components:
(f) Keystroke eavesdroppingDualStrike

employs a

magnetometer array to continuously monitor the victim's

strokes to collect the desired information. (2) Keystroke
ection. Through novel designs in four subsystems—attack

trace.. In the Scanm_ng process, power is applied .tO each FOWrhe former ensures a consistent key arrangement, while the latter ensures
at a time. If a key in the currently powered row is presse¢hat the key spacing adheres to a standard (i.e., typically a 19.05 mm interval).
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