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Abstract—The partial deployment of Route Origin Validation
(ROV) poses an unexpected security threat known as stealthy
BGP hijacking, i.e., a particularly elusive form of BGP hijacking
where malicious routes divert traffic without reaching (and thus
alerting) the victims. This risk remains largely unexplored, with
neither documented real-world incidents nor systematic charac-
terization available. To bridge this gap, we formalize stealthy
BGP hijacking and propose heuristics to discover potential
instances through routing table discrepancies. We conduct the
first empirical study to track and profile stealthy BGP hijacking in
the wild, contributing a curated real-world incident dataset and a
long-term monitoring service. Inspired by the empirical insights,
we further conduct an analytical study to exhaustively assess
the risk. This requires accurate ROV deployment data, complete
Internet-wide routes, and tailored analytical models. To address
these challenges, we develop SHAMAN, a BGP route inference
framework dedicated to assessing stealthy BGP hijacking risk.
SHAMAN consolidates multiple sources to construct an accurate
view of ROV deployment, infers complete Internet-wide routes
through a highly efficient matrix-based approach, and facilitates
statistical risk analysis via a “victim-target-hijacker” 3-tuple
model. By reducing the time for generating Internet-scale routes
from over three months to just 5.22 hours, SHAMAN enables
systematic risk assessment across 8.3 billion generated routes
under real-world ROV deployment. Our findings reveal a 14.1%
overall success probability for stealthy BGP hijacking, with tar-
geted attacks reaching 99.5% success in specific cases. Validation
against our real-world dataset shows up to 95.9% incident-level
accuracy, demonstrating the fidelity of our analytical results.

I. INTRODUCTION

The Border Gateway Protocol (BGP) has been known for
its security vulnerabilities, with the infamous BGP hijacking
being a major threat. To counter this threat, the community
has proposed various security enhancements [1]-[7], among
which the Resource Public Key Infrastructure (RPKI) and
Route Origin Validation (ROV) show the promise in real-
world deployment. ROV-enabled Autonomous Systems (ASes)
can retrieve authorized registries managed by RPKI, known as
Route Origin Authorizations (ROAs), based on which they can
verify the correctness of prefix-origin associations contained in
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received BGP announcements. As of March 2025, ROAs have
covered 57.1% of globally routable IPv4 prefixes [8], yet the
deployment of ROV is relatively limited, with only hundreds
to thousands of ASes identified as ROV-enabled [9]-[11].

Presumably, ROV will remain in partial deployment for a
relatively long time, which, in addition to offering incomplete
protection as a consequence, results in an unexpected security
threat, ie., highly stealthy BGP hijacking that is effectively
invisible from the victim on the control plane. This new threat,
which we refer to as ROV-related stealthy BGP hijacking, or
for short, stealthy hijacking, occurs when an AS, despite being
nominally protected by ROV-enabled ASes from receiving
malicious routes, has its traffic silently diverted to a hijacker
through legacy ASes along the data plane path. It is partic-
ularly insidious because the affected AS remains unaware of
malicious routes throughout the hijacking, rendering common
control-plane based protections ineffective in practice.

This highlights the unexpected downside of partial ROV
deployment, yet the issue remains largely unexplored. No real-
world stealthy hijacking incidents have been documented, and
a systematic investigation into its prevalence and impacts is
still missing. A recent study [12] takes a pioneering step
towards mitigating stealthy hijacking via proactive rerouting
and blackholing. Yet, its mitigation-oriented focus provides
limited real-world evidence or heuristics for tracking and
profiling the threat (see further discussions in §IX).

To bridge this gap, we seek insights from real-world ob-
servations. However, the lack of an established definition of
stealthy hijacking makes it difficult to identify the threat. To
this end, we formalize stealthy BGP hijacking and derive
heuristics to discover hijacking instances based on routing ta-
ble discrepancies observed across vantage points. Our rationale
behind is to determine if any AS along legitimate routes can
forward traffic to potential hijackers. Using routing tables from
RouteViews vantage points, we conduct the first empirical
study to track and profile stealthy hijacking in the wild
(§1V). We capture 1,393 potential incidents over a two-month
window in 2025, and analyze their impacts and causes exten-
sively. We further validate these observations against a broad
knowledge base including RPKI, IRR and WHOIS, which
results in a curated dataset of 318 high-confidence incidents
covering 2,178 routes. This dataset, along with our long-term
monitoring service continuing to report real-world incidents, is



publicly available at https://yhchen.cn/stealthy-bgp-hijacking.

A key observation from our empirical study is that the
visibility of stealthy hijacking is sensitive to vantage point se-
lection and subject to continual change. This inspires us to fur-
ther propose comprehensive and deterministic risk assessment
through an analytical approach, which, however, faces three
key challenges. First, determining the current state of ROV de-
ployment is nontrivial. Unlike ROAs, ROV deployment is not
publicly disclosed by default, and existing ROV measurements
remain limited in coverage. Second, given the complexity of
Internet topology, acquiring complete knowledge of Internet-
wide routes to fully assess the risk is challenging. Third,
no dedicated analytical model currently exists to characterize
stealthy hijacking risk at a fine-grained level, yet such a model
is essential for systematic risk assessment.

To address these challenges, we develop SHAMAN, a BGP
route inference framework dedicated to assessing stealthy hi-
jacking risk (§V). SHAMAN consolidates ROV measurements
from multiple sources to ensure an accurate view of current
ROV deployment. It utilizes a matrix-based approach to infer
complete knowledge of legitimate AS-level routes and poten-
tial AS-to-hijacker routes under partial ROV deployment. This
approach encodes essential routing information in compact
matrices through a unique one-byte encoding scheme, and
leverages highly optimized matrix operations for efficient route
inference. Combined with a topology compression method,
SHAMAN generates routes across all ASes within hours, reduc-
ing the otherwise months-long runtime of prior art [13]-[15].
It further applies a “victim-target-hijacker” three-tuple model
to statistically characterize fine-grained hijacking instances,
thereby supporting systematic role-based risk analysis.

Through SHAMAN, we conduct comprehensive analytical
risk assessment with the current Internet topology, examining
8.3 billion Internet-wide routes across 77,600 ASes (§VI). Our
analysis exhausts “victim-target-hijacker” instances that are
vulnerable to stealthy hijacking, and characterizes their preva-
lence, distribution, and topological features, yielding seven key
insights. We reveal that the current partial ROV deployment
introduces a 14.1% overall success probability for stealthy
hijacking, with targeted attacks reaching 99.5% success in
specific cases. We also evaluate SHAMAN extensively (§VII).
We show that it reduces the time for Internet-scale route gen-
eration from over three months to just 5.22 hours, achieving
a 500-fold speedup over existing methods. Validation against
our curated dataset demonstrates up to 95.9% incident-level
accuracy, confirming the fidelity of our analytical results.
Lastly, we conduct ablation experiments to justify SHAMAN’S
design choice of consolidating multiple ROV measurement
sources, and validate its robustness against input noise.

To summarize, our contributions are four-fold:

We develop effective heuristics to discover stealthy BGP
hijacking instances based on routing table discrepancies.
We conduct the first empirical study to track stealthy BGP
hijacking in the wild, establishing a curated real-world
incident dataset and a long-term monitoring service.

Motivated by empirical insights, we design SHAMAN, a

framework dedicated to systematic assessment of stealthy
BGP hijacking risk, and evaluate it extensively.
Through SHAMAN, we assess stealthy BGP hijacking risk
in the current Internet thoroughly, deriving seven key
insights while achieving 95.9% incident-level accuracy.

II. BACKGROUND

Interdomain Routing and BGP Hijacking. As of March
2025, the Internet comprises over 77,600 Autonomous Sys-
tems (ASes) in interdomain routing [16], each identified by a
unique AS Number (ASN). These ASes interconnect via the
Border Gateway Protocol (BGP), where each AS announces its
IP prefixes to neighbors through route announcements. Upon
receiving an announcement, an AS extracts the AS-level path
destined for a specified prefix, updates its Routing Information
Base (RIB), and performs best-route selection. The chosen
route is then appended with the AS’s own ASN and further
propagated to selected neighbors. Both best-route selection and
propagation are influenced by the AS’s routing policies, e.g.,
predefined route preferences based on business relationships.
BGP lacks native security mechanisms and is vulnerable
to misinformation injected by malicious actors. A consequent
threat is BGP hijacking, where a malicious AS falsely claims
to originate a prefix it does not own. If other ASes accept
the forged announcement, they reroute traffic accordingly and
divert it to the hijacker. BGP hijacking takes two forms: exact-
prefix hijacking, where the hijacker announces the exact prefix
owned by the legitimate origin, and sub-prefix hijacking, where
a more specific sub-prefix is announced. The latter is typically
more damaging, since BGP routers prioritize the longest-prefix
match when forwarding traffic. Real-world BGP hijacking
incidents have reported serious consequences, e.g., redirecting
cryptocurrency funds to attacker-controlled accounts [17].
RPKI and ROV for BGP Security. To counter BGP hijack-
ing, the community proposed various security extensions [1],
[2], [4]. Among them, Resource Public Key Infrastructure
(RPKI) [6] and Route Origin Validation (ROV) [7] have gained
significant real-world adoption. RPKI provides a cryptographic
framework for prefix holders to publish Route Origin Au-
thorizations (ROAs), which specify valid origin ASes and
maximum allowable prefix lengths. Meanwhile, ROV refers
to the operational practice by which ASes retrieve and verify
these ROAs to validate BGP announcements, thereby ensuring
that the announcing AS is authorized to advertise a specific
prefix. Invalid BGP announcements are typically discarded.
RPKI has gained great traction in recent years, but the actual
state of ROV deployment remains nontrivial to know. Existing
measurements of ROV deployment are mostly best-effort
and limited in coverage, estimating anywhere from several
hundred to over three thousand ROV-enabled ASes across
the Internet [9]-[11], [18], [19]. This incomplete deployment
greatly throttles ROV’s effectiveness, e.g., even with 60%
global ROV adoption, sub-prefix hijacking still succeeds 40%
of the time [12]. More critically, partial ROV deployment
introduces an unintended security risk, as we highlight next.
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(a) Impact of partial ROV deployment on BGP hijacking. (b) Expected traf c propagation from AS As view.

(c) Actual traf ¢ propagation under sub-pre x hijacking. (d) Actual traf c propagation under exact-pre x hijacking.

Fig. 1: Stealthy hijacking under partial ROV deployment.

1. PROBLEM STATEMENT observing bogus routes, contributing to the stealthiness of BGP
In this section, we articulate the unintended security risk 8fiacking attacks We refer to such BGP hijacking, which is

hijacking. In general, an AS is at risk of stealthy hijacking

A. The Unexpected Downside of ROV when it has no route to the hijacker, but at least one legacy AS
ROV is proposed to prevent BGP hijacking. However, ialong the legitimate path accepts the bogus route; this applies

case of partial deployment, its effectiveness can be undtg-both exact-pre x and sub-pre x hijacking. Based on this

mined. Figure 1 illustrates a scenario where BGP hijackinginciple, we formally de ne the risk in the next section.

succeeds despite ROV deployment. We abstract the Interpet .

topology as a graph, where vertices represent ASes and eo%‘ groblem Formulation

represent interdomain links. In this scenario, Hijacker (AS ~ Now, we formalize stealthy hijacking risk introduced by

G) launches an attack by announcing (sub-)pre xes owned Bgrtial ROV deployment, starting from the Internet topology:

the targe_zt (AS E). The ROV-enabled ASes block propag;;atio‘ix)e nition 1 (Internet Topology) An Internet topology is a
of malicious announcements, so only AS C and F may accngle G = (V:E:Vioy) WhereV is the set of all ASes in the

the bogus route to the hijackedepending on routing policies. Internet,E is the set of links between ASes¥h andVig, V
We take AS A as an example to explain BGP hijacking o set of ASes that adopt ROV.

in this scenario. As shown in Figure 1a, AS A only receives
routes to the target since ROV-enabled AS B correctly drofiéie Internet topology exhibits partial ROV deployment if and
the hijacker's malicious announcement. Consequently, AS @y if Vioy 2f V;0g. We then de ne the AS-level route:

lacks a route to the hijacker in its routing table, limiting it e niton 2 (AS-Level Route) Given G = (V:E:Vioy), let
control-plane visibility (see Figure 1b). AS A, unaware osf.vz V and letp be a prex.announced by; RGF(OJV 0)
the hijacker's presence, expects its traf ¢ to reach the targgtnotes the AS-level route starting framto reach the pre x

correct_ly (green arrow). However, from a global perspecti\g announced byv after Internet routing converges o
(see Figure 1c and 1d), AS As traf  traverses legacy AS nder existing routes, ROAs, and BGP policies. If it exists,

en route to the target. If AS C accepts the hijacker's roupge(u.v. D) = (a0:::;a), where ag = ua = viag::::;
(e.g., when the bogus route is preferred over the legitima (aj,'a;+l) o E forO i | 1; otherwise Ro(U:V; p.).=()
one or targets a sub-pre x), the traf ¢ from AS A is actually '~ ' ’ " '

forwarded to the hijacker. Note that AS A cannot observe tigased on them, we can de ne the stealthy hijacking risk:

actual traf ¢ forwarding unless it performs active data—planﬁe nition 3 (Stealthy Hijacking Risk) GivenG = (V:E;Vigy),

probing or gains a broader view from external vantage poin‘g u;v;w2 V and letp be a pre x announced by. The route
The 'above example shoyvcases the unex'pected downi‘é?u;v; p) is at risk of stealthy hijacking by if there exists
of partial ROV deploymentit prevents certain ASes froma pre x pC such that ()p°= p or p°is a sub-pre x of p, (ii)

1For brevity, we refer to the interdomain route (accepted by X) for a speci BG(U;W; p() = O ’ (iii) RG(U;V; D) 6 0 , and (iV) there exists
pre x announced by Y as “the route (from X) to Y”. a; 2 Rg(u;v; p), such thai; 6 u;a 6 v, andRg(a;;w; p9) 6 () .



TABLE I: Tags for prede ned incident behaviors. TABLE II: Overall impact of the incidents.

Tag* De nition 2 Data Source Type #Countries  #Prexes  #Origins  #Routes  #VPs
Origin Relay There existM, such thatM, = O;. Self-contained Risky incidents 16 60 36 773 48
Origin AS-Set  O; is in the form of AS-set. Self-contained Bad practices 24 103 43 3,611 50
Origin Related O; and O, have a business relationship. CAIDA [24] Total 31 156 73 4,278 50
Private ASN The ASN ofD; is reserved for private use. IANA [25]

Similar Name = O; and O, have similaf organization names.  CAIDA [26]

Direct View There existdV; such thatM; = V,. Self-contained

Country Diff O; and O, are located in different countries. CAIDA [26]

1 Tags in" indicate route engineering practices, while tag: " 1are informational.
2 The notations are the same as in §IV-A.
3 Two strings are deemed similar if their fuzz partial ratio score is greater than 90.

Fig. 3: Daily incident count (left) and incident duration (right).

A. Heuristics for Stealthy Hijacking Discovery

From De nition 3, we derive practical heuristics to discover
stealthy hijacking instances based on routing table discrepan-
cies. For clarity, we denote:vV (M) O a route to pre x
p, whereV is the vantage pointQ is the origin AS, and
M (if present) represents an intermediate AS along the path.
Given two routesp;:V;  (M;) Op andpz:Vo (M) Oy,
we examine the following conditions:

1) Conict: pp equals or is a sub-pre x op1, andO, 6 O;.

Fig. 2: Breakdown of the unique incident set.

Intuitively, given victim u, targetv, and hijackemw, stealthy oy "y o ihorizedp,=0, is RPKI-invalid while py=0; is valid,
hijacking occurs whemu cannot reachw, yet onu's route to

v, an ASg has a route tav. Thus, traf ¢ originated fromu 3) Stealthinessv; has no route tgp; originated byQ,.

follows the route towards until it reachesa;, who instead 4) Risk-critical AS:There existvViy and Mz, with My = Mp.
forwards the traf ¢ tow. We call the “victim-target-hijacker” ) Risk-critical VP:There existM; such thatM; = V-.
3-tuple (u; v;w) a stealthy hijacking instangeandg; the risk- We rst de ne the loose heuristicswhich require conditions
critical AS. Each instance corresponds to a risk-critical ASL-4 to hold simultaneously to yield a “victim-target-hijacker”
for example, in Figure 1, AS C is the risk-critical AS of thanstance(Vy; O1;02), whereM; (My) is the risk-critical AS.
instance (A, E, G). Note that each instance only re ects tHgince condition 4 infers the risk-critical AS from all intermedi-
risk, meaning that a potential stealthy hijacking attackild ate ASes, the loose heuristics maximally utilize available route
occur, but does not necessarily imply an actual occurrence. Bleservations. However, the results may not be strictly reliable,
base our risk analysis on the 3-tuple model, and refer to B@B the risk-critical AS's route to the hijacker is inferred from
hijacking that is not stealthy hijacking asrect hijacking a route segment rather than directly observed. To improve
Notably, stealthy hijacking follows the established BGIeliability, we further propose thetrict heuristics replacing
hijacking attack model but manifests in a more subtle foreondition 4 with condition 5 to restrict risk-critical ASes to
under partial ROV deployment. Any stealthy hijacking du#hose that are also vantage points. This ensures strict adherence
to partial ROV deployment would also be possible (thougio De nition 3 and produces more reliable results.
not necessarily stealthy) without ROV, because removing ROVThe two heuristics offer a trade-off between breadth and
only improves attacker reachability without making any benigron dence. In practice, we apply both in our empirical study to
route more preferred. Thus, regardless of ROV deploymentaximize discovery while accounting for different con dence
victims that are subject to hijacking would continue to prefdevels. For analytical risk assessment, we rely solely on the
routes with risk-critical ASes. We emphasize that the shiftrict heuristics, as our framework infers complete Internet-
from direct to stealthy hijacking is a byproduct of partial ROWvide routes (elaborated later).
deployment in the current Internet ecosystem, rather than a
aw in ROV itself. However, stealthy hijacking enables attack8- Real-World Observations and Insights
that can evade existing control-plane defenses [20]-{22] andwe now present our empirical study to track stealthy hijack-
hinder post-attack forensics [23]. Understanding its real-woriflg in the wild. Speci cally, we analyze daily RIB snapshots
prevalence and associated risk is thus critical to BGP securiiazken at 12:00 UTC by the RouteViews [27] collectoosite-
views2 amsix andwide, starting from January 1, 2025. These
collectors are based in North America, Europe, and Asia,
respectively. Each daily archive contains about 50 million
In this section, we develop heuristics for stealthy hijackinBGP routes from over 370 vantage points. For each day's
discovery, and empirically investigate the threat in the wild.snapshot, we apply the loose heuristics to discover potential

IV. UNCOVERING STEALTHY HIJACKING IN THE WILD



in observable incidents, and up to 55% in the worst case.

Takeaway:Stealthy hijacking in the wild is mostly short-lived

and targets sub-pre xes, with new cases emerging almost
daily and some persisting long-term, likely due to overlooked
miscon gurations. Its exposure is sensitive to vantage points.

Fig. 4: Number of VPs observing each incident (left), ang s stydywe present an example incident in Figure 5. This

overall incident visibility as VPs are randomly removed (r'ghthncident persists throughout our study and shows no signs of
route engineering. Both vantage points, AS37188ACON
and AS6762 TISparklg, observe the pre x 203.127.0.0/16
announced by its legitimate origin, AS3758iigNe}. Mean-
while, the sub-pre x 203.127.225.0/24 is announced by an
unauthorized origin, AS17894Inhove Comm). The two
origins are in different countries and have no established

Fig. 5: A real-world stealthy hijacking incident. relationship. Since AS37100 has deployed ROV with a 100%

Itering rate [11], it discards the bogus /24 route. Yet, traf c

stealthy hijacking instances. To ensure pre x-origin Iegitimatc)f/,mr.n A8371.90 or its customer§ to the /24 pre x still ex-
we cross-check RIPE NCC's RPKI database [28], the RADEErEnces hijacking when transited through legacy AS6762,

IRR database [29], and the ve RIRs' WHOIS databases [30 ,hiCh acceE)tsl thk‘? bog}us r]?UtE (the red pa;]th)_. E_gamingtion
retaining only instances where the misbehaving origin _AS:,WlOOS 0oking glass urther con rms the incident (de-
simultaneously RPKI-invalid, IRR-con icting, and WHOIS-talleol in Appendix A). We reported it to AS477%lobe Tel)

mismatching. To group related instances, we aggregate th88em€bruary 10, 2025, and received promise to investigate.

affecting the same pre x into a single alarm, then merggesources.We cu"rate'a hlgh—.con dence da}taset of 318 real—

alarms with the same misbehaving origin into a single incide{°"d st)ealth;l/ hl_jack_mg_dmmdents,a(;roverl\r}g 2’er|8 unique
To pro le discovered incidents, we assign each incident wi utes, by selecting Incidents taggenrect View while ex-

tags corresponding to prede ned behaviors that either indic é‘d'ng thOﬁefWItESIrszllar Namé. hTh|sdd_ataset ;er\llles asd
route engineering or provide additional context. Table | detafffOuM truth for broader research and 1s speci cally use
validate our framework in 8VII. Beyond this study, we

the tag de nitions and data sources used. Incidents without a . LY . .
tags indicative of route engineering are considered partic:ula%ntlnue to run stealthy hijacking dl_scoyery as a service,
risky, while those linked to route engineering still exhibit tlglsenggg]t (;r;]'gen:gcigedjaf':;gz_\:ilr']d?:gﬁeazsig OzbﬁslﬁE
stealthy hijacking but are more likely due to miscon gurations, il incidént re (F))rts Readers are encouraged to ex IF())re these
such as improper route aggregation or private IP Ieasiﬁgsgurces at httDS'//'hchen en/stealthv-b gihi'ackinp
githﬂ? t”upditing rlegi;triels. .Notab(;y, incidents t?gtg)llb tect We conclude Ft)hi.s );section. by reiterz;{ting pa kJey obgérvation
iew follow the strict heuristics and are more reliable. '
Findings. Over a two-month window starting January 1, 2025';',6" st_ealthy _hija_cking exposure is sensitive to vant.age.point
v capure 1354 potenta staiy iacng eidets n (ECEI. TS HONGTS e et o e o
wild. Deduplicating them over the timeline yields 110 uniqug gloe Itical h d
incidents. Figure 2 provides a detailed breakdown of theﬁ?ssment’ motivating our analytical approach presented next.

43 cases, with no signs of route engineering, are particularly V. THE SHAMAN FRAMEWORK
risky, while the rest are attributed to bad operational practice
Among them, 91 involve sub-pre x hijacking, which tends to
have more serious impacts, and 22 are directly observed frgm overview
vantage points, thus of the highest con dence. In total, theseWe present BAMAN, a BGP route inference framework
|nC|dgnts involve 4,278 routes ops.erved by 50 Vamage.pomé%dicated to analytical assessment of stealthy hijacking risk.
affectmg. 156. pre xes and 73'or|g|ns across 31 C°“r.'t”.es' &% shown in Figure 6, SAMAN takes AS relationships and
;ZTcrtlna?/nszi(tjhmoTSa k;::vl/ll.yod\?gcr:g\;r:é;vzgi?;?(re\)/(ecel;-%?1Igcéiefféov measurements from multiple sources as input. It then (i)
as shown in Figure 3 (left). In terms of duration, 76 inciden econstructs the Internet topology, (ii) performs matrix-based

(69.1%) persist for 7 days or fewer, while 17 (12.7%) lag GP route mfereqce, .and.(m) applies thg strict heuristics to
. ) : . assess stealthy hijacking risk across the inferred routes.
over 30 days, including 14 deemed bad operational practlces,l_he core rationale is to determine whether anv AS alon
as shown in Figure 3 (right). Moreover, Figure 4 (left) shows .. : S ine w any 7 9
o ' .I??gmmate routes can forward trafc to potential hijackers.

that most incidents are seen by three or fewer vantage powA L L .

) . L Chieving comprehensive risk assessment thus requires knowl-
with over 40% visible to only one. This indicates a stron

dependence of stealthy hijacking visibility on vantage poin dge of bothall routes to benign ASes anall routes to

SE|eCt'9n' 'F'gure 4 (”ght) f.urther conrms this: randomly 2Incidents tagge&imilar Nameare excluded to remove cases that are likely
removing just 20 vantage points leads to a 22% average di@psed by private interconnection between af liated ASes [31].

Fr'\ ancient times, a shaman guided through unseen perils”



Fig. 6: Work ow of the SHAMAN framework.

potential hijackers, posing a primary challenge given the From the core topology, we further derive the benign reach

Internet scale. To address thisH@WAN compresses the and the malicious reach. The benign reach, where benign

Internet topology during reconstruction and extracts the benignnouncements can propagate freely, is identical to the core

reach and malicious reache., the respective sub-topologiestopology, while the malicious reach, denoting the restricted

traversable by benign and malicious announcements@gee area where malicious announcements can propagate as ROV-

By converting them into matrices, where each cell encodesabled ASes block them, is obtained by removing all ROV-

compact routing information, I8AMAN iteratively updates enabled ASes from the core topology. Route inference is

these matrices through highly optimized matrix operations tater performed on these reaches to obtain legitimate AS-level

infer Internet-wide routes (s@®). It then identi es risk-critical routes and potential AS-to-hijacker routes, respectively.

ASes by checking each benign route with the malicious route i

set (see®). We elaborate on each step below. C. Matrix-Based BGP Route Inference

B. Internet Topology Reconstruction We Ieverage highly optimized.matrix operati_ons for ef c_iem
BGP route inference, addressing the limitations of existing

To reconstruct the In_terneF topolody = (V;E;Vro").’ W€ methods [13]-[15], which incur prohibitive overhead in gen-
use the CAIDA AS relationship dataset [24] to obtain the S%?ating complete BGP routes at the Internet scale

of ASes V) and AS-t0-AS links E). Each link (a:8;:1) 2 | 1terence Criteria. We follow the same criteria commonly

E, wherea;;a; 2 V, is associated with a relationship typ sed in prior works [12], [33], [34], which are derived from

r2fC2p P2k P2y, To determine the set of ROV-enable he Gao-Rexford model [35] and capture typical BGP control-
ASes Viov), We consolidate measurements from three sourc%§'

ane behaviors. Speci cally, the best-route selection follows
APNIC [11], RoVista [9], and Cloud are [10]. APNIC and a three-step process: (i) prefer routes with the highest local

RoVista report ROV- Itering rates per covered AS, and Wjreference, (ii) select routes with the shortest AS path, and

conS|der0 an AS to be ROV-enabled if its !tenn_g rate Is a ii) break ties randomly. By default, local preference is set
least 80%, a con dence threshold adopted in prior work [1 1) re ect business incentived,e., a route received from a

and also proved practical in our own experiments. Cloud aArf®ustomer is preferred over one from a peer, which is preferred

mea'nV\'/h|Ie, directly prowdes a list of ROV-enellbIed.ASes. T8ver one from a provider. Additionally, the valley-free con-
maximize coverage, we include Mg, any AS identied as

straint [35] is enforced in route propagatié®,., routes learned
R?/?//éeggzeg m’ ?et Ieiiteopee L(J)Ifti:]heig S(l)urce?/.v notice th from a peer or provider are only forwarded to customers.
under certainoccfndifons thesrouti%g tr;%;gg% aiinglechom% e-Byte Route Priority Encoding. Best-route selection is
. ' ; - mputationally intensive. To boost the process, we propose a
AS can be directly derived from its upstream transit A b y P brop

. o . one-byte route priority encoding that enables fast comparison
which exchanges all routes with it. As such, there is no ne y b y 9 b

. . . . d ef cient update. Speci cally, the priority of a route during
to include these single-homed ASes in the computatlona% lection is determined by two key propertiés., local

intensive route inference process; instead, we remove them Qfarence and path length. We use one byte to represent both:
form acore topologyfor route inference, and later recover thei’gJ ' ’
routing tables from their respective upstreams. This preserves {
the integrity of inferred routes while reducing the number of
vertices by 36.3%, greatly improving inference ef ciency. We [bz[be| [bs[ba]bs[ba[bi [ bo
defer details of the compression method in Appendix B. _Lé_ | {z

8 bits ﬂ] a byte

Z

~PL



where the LP eld (the two most signi cant bits) encodes théyte. The operator maps all scenarios described above to
exact value of local preference, and the ~PL eld (the six leasbrresponding outcomes; its truth table is shown in Table IIlI.
signi cant bits) encodes thbitwise complementalue of path

. 1 T
length. The bit values of LP and PL are de ned as follows: VABLE IlI: Truth table of LFp;] LP[ka’]' The 00 outputs

8 _ in indicate that the input route does not exist or is not yet
3 (112 for routes received from customers known, while those ir  result from valley-free violations.

_ (10),; for routes received from peers

LP = ' . . Q) LP[pfl] 11 10 o1 00
> (005 for uneschabie origine | L] 20 °20) ) (ire

p = | in6-bitform; for path length of @ 29 ggg';; 10 ety 00

~ (000000Q3; for unreachable origins 00 (None) 00 00 00 00

For example, a route received from a customer with a path
length of 5 has LR (11); and PL=( 000103>, resulting in

a priority byte of(11 111010,. If the origin is unreachable or
the route is yet to know, we ug80 11111}, as a placeholder
for future update. Note that the 6-bit ~PL eld can represe
a path length up to 63, so any longer route will be dropped. e=acd=a cd+ 0 O; (4)

In our practice, no route exceeds this limit. f = abd+ abc+ bed= b cd+ ab (c+ d): )
Compared with traditional data structures, our one-byte

encoding maximizes memory utilization and enables fast pM/e can thus implement ef ciently using shift and bitwise

ority comparisonj.e., a greater byte value indicates a moréogic operations, which are vectorizable over matrices.

preferable route. As a result, best-route selection becomes ¥Vith pij*'s LP eld computed, its ~PL eld is determined:

simple task of nding the maximum value in a byte array. _ T L AT41

Moreover, its update during route propagation involves only ~PL[Bj:"] = PUpg] _1’ i :;P[pi.kj 16 (00)2 (6)

basic arithmetice.g.,by subtracting one per hop to update the (111113; otherwise

path length eld (~PL). Such properties, as detailed later, helghere LR ] and ~PL[ ] denote the respective elds. Note that

break down the complex iterations of BGP route inference inthis two-branch computation can be further reformulated as a

a series of highly optimized matrix operations. branchless expression without affecting correctness:

Route Priority Update. We follow an iterative paradigm for _PITAT+H — T 11.

BGP route inference. It starts with an initial state where no PUPij 1= ~PLpG] - PLPi 0

AS knows a route to any other. As each AS announces Wwere PLL ] denotes thexact valueof path length. We provide

presence, route announcements propagate hop by hop actleasproof of equivalence between Equations (6) and (7) in

the Internet topology. Each round of one-hop propagatioAppendix C. Since Equation (7) is independent of the LP

along with corresponding routing table updatesnsteration  eld computation and is more amenable to vectorization, we

We now describe how to update the one-byte encodifigPlement Equation (7) in practice. '
during an iteration. Consider a route to origin A$in AS  As Pj;* indicates an updated route traireceives fromay,
ay’'s routing table: aftefl iterations, we denote its priority bytethe best-route selection atinvolves comparing* with pf;
by ij. In the next iteration, this route is forwarded one hopnd prefers the one with the higher value. The priority byte
further. Suppose A is to receive this route, then the priorityof the nal selected route at the end of iteratidrt1 is thus
byte of thereceivedroute, denoted by ", is determined by determined by considering ali;* values across:
the a-to-a relationship type and the value plj. If the &;-to- T4l _ T.AT+1.. ... T4l . 8
ay relationship exists and the propagation satis es the valley- Pij = Max pij; Boj == Pinc ®)
free constraintp&‘j‘1 is set accordingly: its LP eld inherits the where pﬁ is known from iteratiorilT and pﬁ(}rl;k: 0::::n 1
local preference value for tha-to-a, relationship typei(e., are computed via Equations (3)-(7). We further prove that there
the LP value ofpy), and its ~PL eld equalgy;'s ~PL value always exists somk such thatpf > pf; (see Appendix D).
minus one due to the increased path length. However, if tif@us, the best-route selection process can be simpli ed as:
a;-to-ax relationship does not exist or the propagation violates

The operator can be decomposed into basic arithmetic
operations. Let(ab),, (cd),, and (ef), denote the two bits

in LP[pi], LP[pg;], and LAp]  LP[pg;], respectively. Then,
rﬁable lll can be expressed by minimal boolean expressions:

T+1 _ AT+1 01 .
the valley-free constraing; is then not eligible to receive the pii+ = max pikJJr 9o ©)
route. In this case, we assign the placeholder valupid. - Based on Equation (9), we can updaff to pl*! for each

Intuitively, this process involves two steps: (i) compute thgair of i and j. To accomplish this ef ciently, we design a
LP eld of pii, and (i) assign the ~PL eld accordingly. Formatrix representation scheme to organize all route priority
the rst step, we introduce a custom operator bytes, and extend byte-wise operations to equivalent matrix-

LPI6I* Y = LPIot1  LPIok1: 3) Wise ones that are _hlghly opt|m|zed for b.atch processing.
[P [Pid [Pl 3) Matrix Representation. Extending the variablg; across all
where LR ] denotes the LP eld of the corresponding priority(i; j) pairs naturally forms am n matrix, where the cell at



i-th row andj-th column contains the corresponding byﬂa route to the hijacker (otherwise it is direct hijacking), while at
We thus de ne a state matriR" to collectively maintain all least one intermediate AS on the benign victim-to-target route
route priority bytes and update it recursively in place: accepts a malicious route to the hijacker. Therefore, we iterate
P+ = UppaTe(PL:PT): (10) thro_ugh all benig_n _routes, treating the vantage point AS as the
B b victim and the origin AS as the target. We then check all ASes
where T starts at 0, and the generating functiorritATE 1O identify potential hijackers that satisfy these conditions:
performs the per-iteration computation on all route priority The hijacker is neither the victim nor the target.
Egaesstriztgg rl])()a/ds?t/tilrfgu;fginasgf)sr?atloc(egl?é g‘le ﬂ'i‘i'li@z?; No victim-to-hijacker route exists in the malicious set.

2 . .. .
all off-diagonal cells to{00 11111},, since each AS has no | N€'€ IS an AS on the victim-to-target route for which the
external reachability knowledge other than their own existence route to the hijacker exists in the malicious route set.
at the start of route inference. Note that the diagonal cefly exhaustively examining all benign routes, we obtain a
indicate conceptually self-pointing routes, by which an AS cdiPmplete set of stealthy hijacking instances twtld occur in
reach itself without traversing any other ASes. As such, thefi® current Internet. Based on these instances, we can assess
routes have the highest local preference and a path lengtHfist risk in a statistical manner, which is presented next.
zero, and are always preferred over looped routes.

Besides self-pointing routes, one-hop routes from each AS V!- ASSESSING THESTEALTHY HIJACKING RISK
to its neighbors form another prior knowledge! captures  |n this section, we assess the stealthy hijacking risk posed
these routes and is referenced during each iteration. Therefgg the current ROV deployment throughHSvAN .
we treatP! as a constant and pre-compute it using a separate
matrix L (short for “Link”). Equation (10) is then altered: ~ A. Framework Setup

PT*1 = UpDATE(L;P"); (11) We implement SAMAN in Python 3.10 and use Numba
to compile matrix operations to low-level C code with GPU

whereL is initialized based on the give = (V; E;Vioy): acceleration. It performs on a Linux platform with an Intel

(11 11111),; fori= j Xeon E5-2650 CPU and an NVIDIA GeForce RTX 2080Ti
(11 111110y; for (a&;a;;P2Q 2 E GPU. For Internet topology reconstruction, we use the CAIDA
L:lij= (10 111110,; for (a;a;;P2P 2 E (12) AS relationship dataset [24] released on March 1, 2025, which
(01 111110,; for (&;a;C2P 2 E contains 77,600 ASes and 709,737 AS relationships. The
(00 11111}; otherwise three ROV measurements are collected on the same date.

o o _ APNIC [11] reports 43,042 ASes, of which 2,575 exhibit an

The initialization ofP andLIoIIows the one-ck)Jyte encoding. Rov Itering ratio of at least 80%. RoVista [9] covers 32,486
Itcan also be veri ed thatt = P* = UPDATE(L; P") by evaluat- ages, with 6,655 meeting the same threshold. In addition,
ing the rst iteration. In this matrix form, the _updgte of pr'or!tyCIoudlare lists 165 ASes with full ROV ltering. Figure 7
bytes can be naturally extended to matrix-wise operationgymmarizes their statistics. Collectively, we identify 7,275
Additional technical details are provided in Appendix G.  ases recognized as ROV-enabled by at least one source. This
Route Set Generation.Through matrix operations, we itera-get forms our nal input of ROV-enabled ASes ta1SMAN .
tively updatePT until no changes occur. During this process, Using the AS relationship data and ROV measurements,
we also record the next-hop AS for Teach selected roulge yeconstruct the Internet topology. After compression, the
Speci cally, we maintain am nmatrixN", where the cell at oq,ting core topology contains 49,403 ASes (a 36.3% re-
thei-th row and thej-th column stores the |ndTe>§ of the nexty,,ction) and 681,540 AS relationships (a 3.97% reduction).
hop A_S forTai to r_eachgj after_T lteratlons.N_ IS upd_ate_zd From this core topology, we derive both the benign reach
alon95|deTP+l. As iteration T yields the maximum priofity anq the malicious reach, and perform matrix-based BGP
byte for p;"* according to Equation (9), we simultaneously, ;e inference on each. We run the inference for up to 20
record thTeJinde)k of the selected byte in the correspondinge ations to ensure convergence. This generates the benign
cell of N'™. Once inference completes, the full AS pathg, te set with 5,963,253,322 routes and the malicious route
can be restored by recursively tracing the next-hop AS usi@g yith 2,399,622,350 routes. Based on these inferred routes,

T S . )
N’ (detailed in Appendix E). In this way, we generate thge giscover the complete set of potential stealthy hijacking
complete set of AS-level routes across the Internet topologm'Stances and conduct further assessment

On the benign reach, we obtain the benign route set, and on
the malicious reach, we obtain the malicious route set. B Risk Assessment Results

D. Analytical Risk Assessment We now examine the stealthy hijacking risk in the current
Given the benign and malicious route sets, we systemternet based ontBMAN's results, gaining insights into its
atically discover all potential stealthy hijacking instancegrevalence, distribution, and underlying topological features.
According to our strict heuristics, stealthy hijacking become3verall Risk Level. We rst assess the overall stealthy hi-
possible only if the victim does not receive any maliciougcking risk posed by the current partial ROV deployment. For



Fig. 7: The three ROV measurements and the consolidated results.

TABLE 1V: Key statistics of aggregated risk levels.

Hijacking Type?
St./Sub. Di./Sub. St./EX. Di./EX.

min | 0:00040.000 0:00Q40:000 0:00040:000 0:00040:000

25th | 0:00Qy0.000 0:00140:992 0:00040:000 0:00040:183

P (*T,H)  50th | 0:033yp.033 0:582%40412 0:000\0.000 0:06940:246
75th | 0:296y0.206 0:66840:326 0:000y0:000 0:17040:320

max | 0:995(0.905 0:73%40:250 0:9930:003  0:737%H0:259

min | 0:00040.000 0:00040.000 0:00040.000 0:00Q40:000

25th | 0:00040:000 0:00041.000 0:00040:000 0:00040:125

P (VxH)  50th | 0:00Q40:000 0:00041:000 0:00040:000 0:00040:206
75th | 0:218y0218 1:000H0000 0:00040:000 0:091H0.464

max | 0:994yo.994 1:00040:000 0:994v0:994 1:00040.000

Fig. 8: CDF of aggregated risk levels. min | 0:00040:000 0:00040:000 0:00040:000 0:00040:000
25th | 0:000\0:000 0:0010:992 0:00040:000 0:000-0:068

P (V,T¥)  50th | 0:002v0.002 0:582%40:412 0:00040.000 0:02040:253

Statisticst

any type of BGP_ hijacking _(stealthy or direct, .ex.act- or sub- 75th | 0141014 0:66810m6 0:000k0000 0:13%10400
pre x), we de ne its overall risk level as the statistical success max | 0:7400720 0:73%0250 0:511ny0s511  0:737m0i250
probability across random “victim-target-hijacker” instances. min | 0:00040:000 0:00040:000 0:00040:000  0:00G40:000

Our assessment with the 7,275 ROV-enabled ASes reveajs . » 5(5;2 823%222 8?3222?2 8;88%2882 8282822‘5’

an overall risk level of 0.141 for sub-pre x and 0.002 for 75th | 0:212u0212 0:66840326 0:004y0.004 0:173H0:266

exact-pre x stealthy hijacking. This suggests that a random max | 0:2360235 07370250 0:030u0030 0:602+40:270
min | 0:00040.000 0:41940567 0:00040.000 0:00640:014

stealthy hu_acklng gttempt has over 14% probability of success. 25th | 0:03%u005 0:41910eer 0:000u0000 0-066 1017
In comparison, with no ROV, both risks are 0. This starkp (*T*  50th | 0:1550155 0:41%i0567 0:000u0:000 0:097H0:228
contrast (0.141 versus 0) highlights the substantial increase 75th grggaozza 812:1[&0:567 giggmo:ooo 8:113;20:312
i i i i i ; max - 0:309 U o567 U 0154 Ul 0:567
in st_ealthy hijacking nslexcluswelyntroduced by the currer_ﬂ. min_ | 0:00040.000 0:00040:000 0:00040:000 0:00040:000
partial ROV deployment. Meanwhile, we observe the positive 25th | 0:00%w0007 0:001ig092 0:000u0:000 0:00140:302
effect of ROV in reducing direct hijacking risk. With the same P (V%) 50th | 0:035035 0:58240.412 020000000 0:0870:268
deployment, sub-pre x and exact-pre x direct hijacking risks 75th | 0:321o32 0166810326 0:00%0005  0:17%0204

. . - max | 0:720y0.720 0:7370:250  0:40Qy0:400  0:4930:030
drop to 0.419 and 0.106, with reductions of 57.5% and 70.1%p =7 — [ 0:14%y01a 0:41%0567 0:002y0002 0:10640:248

respec_tlve|¥’ .Compared tO.a no-ROV s.cgnarlg. Thefse OppOSIrthSth 50th, and75th represent the respective percentiles.
trends,i.e., rising stealthy risk and declining direct risk, re ect 2 st. Di.,, Sub., and Ex. stand for “stealthy", “direct’, “sub-pre x", and “exact-pre x".
the double-edged effect of ROV in partial deployment. The difference {/n) is based on the comparison with a no-ROV scenario.

Takeaway 1While effectively mitigating direct hijacking risk,

the current partial ROV deployment signi cantly ampli escorresponding group. Aggregated risk levels across all such
stealthy hijacking risk from 0 to a 14.1% overall succesgroups,e.g.,all unique “target-hijacker” pairs in this example,
probability. This risk arises solely due to ROV deployment. collectively form a probability distribution.

Aggregated Risk Level. Since each hijacking instance in- We represent an entity combination as a 3-tuple, where
volves three distinct entitiegg., the victim, the target, and the absent entities are denoted by * and present entities by their
hijacker, we aggregate instances by specic entity combinaitials; for example, {,T,H) represents aggregation by the
tions to assess the risk under certain conditions. For exampterget-hijacker” pair. For each type of BGP hijacking, we
aggregating by the “target-hijacker” pair creates a set of grougssess its aggregated risk level by all entity combinations
where each comprises all instances with the same target amdept {,T,H), since aggregating by individual instances pro-
hijacker but varying victims. Assessing the risk level withirvides little statistical insight. We ude () to denote the cor-
each group gives the probability thatspeci c hijacker can responding probability distribution. Notably;,{,* ) represents
successfully hijack apeci ¢ target on anyrandomvictim. no aggregation, sB (*,*,*) reduces to a single valuee., the

We refer to this probability as th@ggregated risk levedf the overall risk level presented in previous analysis.



Fig. 9: Hijacking success probabilities of ASes in different roles.

Figure 8 shows the cumulative density function (CDF) of thiijacking success probabilities. To improve readability, the
aggregated risk levels, while Table IV presents key statisticarves in Figure 9(b) are smoothed using a convolution kernel
and highlights differences compared to the no-ROV baselind. size 32. We observe that over 50% of ASes, as attackers,
In general, the stealthy hijacking risk tends to concentradan hijack over 80% of global routes despite ROV deployment;
on a few speci ¢ pairs when aggregated by two entities (sewen the most protected 1% of ASes face considerable risk,
P (*T,H), P (V,*H), andP (V,T,*)), but spread more evenly with about 30% of their routes vulnerable as victims and 43%
across ASes when aggregated by a single entityRs€e*,H), as targets. This highlights the limited protection ROV provides
P (*,T,*), andP (V,*,*)). For exampleP (*,T,H), the success against BGP hijacking under its current deployment.
probability distribution of a speci ¢ hijacker hijacking a spe- In Figure 9(a), as the overall success probability decreases
ci ¢ target, has a median of 0.033 and a maximum of 0.998long the X-axis, stealthy hijacking shows an upward trend, in
under sub-pre x stealthy hijacking. In contra#, (*,*,H), the contrast to the steady decline of direct hijacking. However, for
success probability distribution of a speci ¢ hijacker hijacking few ASes (as hijackers) where ROV Itering is highly effec-
any random route, has a higher median of 0.188 but a mugle, both direct and stealthy hijacking's success probabilities
lower maximum of 0.236. This disparity re ects the differencelign and drop towards zero. The opposing trend reveals a key
in hijacking capacity betweetargetedand non-targetedsub- tradeoff introduced by partial ROV deployment: while ROV
pre x stealthy hijacking: the targeted type enables a few hblocks malicious routes, it also limits the route visibility of be-
jackers to achieve near-certain success, while the non-targeiggh ASes, inadvertently exacerbating stealthy hijacking risk.
yields only moderate success probability across all hijackers.yat, the convergence of stealthy and direct hijacking's success
similar pattern is observed in exact-pre x stealthy hijackingerobabilities at the tail end suggests diminishing retuises,
but not in direct hijacking, either exact-pre x or sub-pre X.once ROV restrictions on attackers become suf ciently strong,
Again, the double-edged effect of partial ROV deploymenstealthy hijacking also loses its advantage.
is evident, as most statistics of stealthy hijacking risk show e observe a similar opposing trend in Figure 9(b), where
an increase (highlighted in red in Table 1V), while those 0829 of ASes, as victims, face even higher stealthy hijacking
direct hijacking risk show a decrease (highlighted in bluejisk than direct hijacking, with success probability reaching
The only exception is the slight increase in the maximufip to 72% in extreme cases. Moreover, stealthy hijacking's
value for exact-pre x direct hijacking, due to the increasguccess probabilities exhibit considerable variability, as in-
of variance in probability distributions caused by random tigticated by noticeable spikes in the curves, suggesting that
breaking between competing routes for the exact pre xes. the stealthy hijacking risk faced by a victim is more case-

Takeaway 2Targeted stealthy hijacking achieves near-certaifiP€Ci ¢ and less predictable. In contrast, Figure 9(c) shows
success on speci ¢ AS pairs (up to 99.5%), while non-targetéf&at stealthy huackmg risk distributes more evenly across ASes
stealthy hijacking distributes risk more evenly across AS@§ targets, affecting over 99% of them with a maximum suc-

(with a maximum of 23.6%). In contrast, direct hijacking doe$eSS probability of 30.9%. Notably, direct hijacking's success
not exhibit these patterns. probabilities remain constant at 41.9%, as sub-pre x direct

o ) _hijacking depends solely on whether victims accept malicious
Distribution across ASes.We further examine how hijacking routes from hijackers, irrespective of the targets.

risk distributes across ASes in different roles by assessing . L
role-speci ¢ hijacking success probabilities,e., P (v,**), Jlakeaway 3While stealthy hijacking risk mostly opposes the

P (*T*), andP (**H). Interpretation of hijacking successoverall risk trend across ASes, its diminishing gain is even-

probability differs by role: for a hijacker, it re ects its Capa_tuaII_y suppres.sed. as ROV's restrict.ions on attgckers prevail.
bility to hijack routes globally, while for a victim or target, it BeS|des,.th¢ risk is more case-speci ¢ across victims but more
re ects its exposure to hijacking threats from any hijacker, €venly distributed across targets.

We now focus exclusively on sub-pre x hijacking, as it isDistribution across Geolocations.We now look into the
generally more impactful. Figure 9(a)-(c) present the hijackirgeographic distribution of stealthy hijacking risk, using the
success probabilities for ASes acting as hijackers, victimgaxMind Geolite2 dataset [36] for AS geolocation. Fig-
and targets, respectively, under both stealthy (red curve) am& 10(a)-(c) map all ASes globally, shaded by the ratio of
direct (orange curve) hijacking. In each gure, ASes are sortddjacking instances involving them as hijackers, victims, and
along the X-axis in descending order of their overall hijackintargets, respectively. We observe that the most capable po-
success probabilityi.e., the sum of both stealthy and directtential hijackers cluster in Europe, South America (especially
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