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Abstract—Although the cryptocurrency hype over the past
year may be seen by some as a benign social fad, to the Web
community it is the center point for a series of ethically dubious
ransomware attacks. Browser based cryptomining, or cryptojack-
ing has gained widespread attention. Cryptojacking consists of
Web servers delivering cryptocurrency mining scripts to clients,
and using the client resources to play part in a distributed
coin mining scheme. Although Web server operators defend the
ethics of their involvement by quoting mining as a substitute for
advertisement revenue, these scripts can hog massive amounts of
client-side resources and can be delivered without client consent,
presenting a high potential for abuse. Regardless of how ethical
these campaigns are, what remains constant is the need for their
detection. While there has been an array of work in defending
against such cryptojacking campaigns, these defenses remain
quite preliminary. We present CoinSpy, an entirely in-browser
tool built using deep learning techniques for the detection of
cryptomining activity within Web pages. A key challenge is that
there is limited visibility into the client resource usage from
within the browser sandbox. CoinSpy extracts several signals
from information available from the browser and combines them
using deep learning to build a powerful cryptojacking classifier.
We argue why CoinSpy is the most robust defense against current
and future cryptojacking attacks as compared to recent work,
and show that it can detect various cryptojacking campaigns
with 97% accuracy.

I. INTRODUCTION

The Web is fast becoming a popular platform for cryptocur-
rency mining [37], [33], a process called “drive-by-mining”
or cryptojacking. Cryptojackers exploit resources at the client
device when the client is browsing the Web. When a client
accesses a cryptojacking site, a specialized script is down-
loaded to the client computer, often without their knowledge
or consent. This script runs in their browser in the background,
exploiting their compute resources. There has been an 8500%
increase in cryptojacking Web pages [40] and 0.06 - 0.08% of
the Alexa Top 1 Million sites have been shown to be delivering
cryptojacking scripts [21], [37]. This is largely made possible
by the popularization of new families of cryptocurrency (e.g.,
Monero coin [25]) that enable mining for coins without custom
hardware.

Detecting cryptojacking is critical to enable a positive and
safe Web experience. Studies show that cryptojacking causes
severe performance degradation [39]. Parties complicit to cryp-
tojacking can include APIs for obtaining user consent [24] but
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these aren’t often utilized in practice, making mining an ethical
gray area [14], [39].

To date, there has been much work highlighting the pres-
ence, economic impact, and obtrusiveness, of Web mining [14],
[37], [38]. There has also been an influx of recent works that
focus on extracting features, both static and dynamic, of miners
to build models for determining cryptomining behavior on Web
pages [21], [16], [23].

Here, we present CoinSpy, a tool that focuses on the latter
space of cryptojacking detection. To differentiate and improve
this space, we design CoinSpy with two main goals.

Firstly, making CoinSpy a future-proof detector is our
first-class concern. While many existing detection mechanisms
offer well posed means for mining detection in the current
landscape, this space remains quite volatile; the erratic nature
of the pricing of Web cryptocurrencies has lead to bow-outs [9]
from even major players in the space, such as CoinHive [24]
which closed operations this past March of 2019. To enable
future-proof detection, we learn a model for detection based
entirely on behavioral features that learn the actual effects of
mining on the client resources. Behavioral features have been
shown to provide better generalization in the realm of mal-
ware detection, across a verity of fields [4], [12]. Behavioral
features are robust to evasions [16] that are known to exist
for static signatures, such as blacklisting, obtained from the
these miners. We additionally introduce behavioral variations
into the miners in which we train so that the detector will
scale to the many different ways which miners are used in the
wild. Finally, our model can be incrementally updated given
that the volatility of this space may produce new miners and
hence new behavioral effects on the client resources.

Secondly, we design CoinSpy to operate end-to-end from
within the browser. An in-browser tool is critical to the
deployment of such a system—it allows for in-browser defense
upon detection, such as stopping a specific JavaScript, and it
exhibits a higher level of trust for users [28]. Further, extension
permission models [15] can assure users that we do not send
any of their private data used for detection to the external
network. Finally access to well known platforms such as the
Chrome Web store ensure our defense can be easily accessed
and kept up to date for users, helping its future-proof design.

CoinSpy analyzes the compute, network, and memory
behaviors caused by cryptojackers running within client
browsers. Our studies focus on both the individual effects of
cryptojacking on these resources as well as their correlated
utilizations. For example, mining requires solving a Proof-
of-Work (or PoW) algorithm, a computationally intensive
algorithm that heavily consumes compute resources. The CPU
consumption exists in high amounts for prolonged bursts and
is often performed across parallel threads, which is different



compared to the CPU behavior during normal Web browsing.
Similarly, PoW’s run by mining scripts are memory-hard
and make a well defined footprints in memory accesses.
Web miners also distribute cryptojacking-related tasks over a
bidirectional distribution protocol which makes for unique pay-
load signatures over the network. Further, there is correlation
between the network and compute activities—Ilarge CPU bursts
are followed by brief periods of inactivity in which network
resources are used to sync computational results of the mining
to servers.

A challenge with our goal of implementing the behavioral
detector from within the browser sandbox is that a browser
only implementation severely limits visibility into system level
resource usages. For example, the CPU L1 cache hits are
shown to be a marker for memory-intensive cryptomining
PoWs [23]; however, Web browsers do not have visibility
into the L1 cache. This makes detection of the cryptojacking
a more difficult task. Despite this challenge, we show how
we can learn the signature of cryptojacking with only the
resource usage information available from within the browser.
To this end, CoinSpy builds its signatures by only moni-
toring the JavaScript stack execution times, network bytes
sent/received, and JavaScript heap memory usage, all from
within the browser.

CoinSpy collects samples of CPU, memory, and network
behaviors and represents them as a timeseries to learn both
individual and correlated patterns that point to cryptojacking,
all from within the browser. Cryptojacking is a continuous
activity that constantly executes PoWs to try and maximize
blocks mined and coins earned (See XII). Having a continual
measurement of the behavior of the system using a timeseries,
versus a point measurement such as a threshold, gives addi-
tional power in detection.

There are state-of-the-art cryptomining detectors which can
also operate in-browser and act on behavioral features [21],
[16]. However the behaviors used by these detectors are
either too preliminary or are overly specific. For example,
CMTracker [16] uses a CPU thresholding to detect mining
that is too rigid to be adjusted for in-the-wild behaviors.
Outguard [21] is tied to specific implementation of Chrome
and heavily relies on an implementation detail of miners that
can be easily changed while still allowing mining to unfold.
We explore these aspects in our evaluation of CoinSpy (Section
V).

Another main challenge is in combining these time series
data to extract a signature for cryptojacking. Combining multi-
variate time series data is lossy, and shallow learning models
perform poorly due to the high dimensionality of the data. To
address the shortcomings of shallow learning techniques such
as the need for vectorization of multiple time series and using
custom feature engineering, we design a deep Convolutional
Neural Network (CNN). The construction of the CNN model
is, in part, based on intuitions from our analysis of the
features using shallow learning. Using the CNN model is also
amenable to incremental learning to scale to new miners in the
cryptojacking landscape.

We evaluate the performance of CoinSpy over multiple
Web data sets—a test data set where we inject cryptomining
scripts to a 5K benign Websites, a curated in-the-wild data set
consisting of known cryptojacking sites, and a short overview
of the top Alexa Websites. Our evaluation shows the high ac-
curacy of CoinSpy to the current mining landscape, compares
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Figure 1: The main entities in Web mining. A cryptocurrency
miner needs to solve a complex PoW puzzle to add a block to
its blockchain. When the miner adds to the blockchain, it gets
cryptocurrency as compensation.

CoinSpy to the state of the art with a focus on why it is more
future-proof, and shows the CoinSpy browser extension can
detecting mining activity while making little impact on the
user experience.

II. BACKGROUND
In this section, we describe how Web browsers are used to
mine digital currency. The design of CoinSpy is based on an
in-depth understanding of the mining ecosystem.

A. The Web mining ecosystem

A Web mining environment consists of three main entities,
shown above in Figure 1. A given cryptocurrency has its
own blockchain. The blockchain stores transaction information
about the cryptocurrency that it relates to. In Figure 1, we
present some examples of cryptocurrencies—Monero, JSECoin,
uPlexa, and Webchain.

To add a new block to the chain requires solving a crypto-
graphic puzzle which can be computed via a computationally
hard algorithm called the Proof of Work (PoW). The reward
for solving a PoW for a block in a given blockchain is some
units of cryptocurrency represented by that blockchain.

There are many cryptocurrencies that exist today. Bitcoin,
the most popular cryptocurrency, for example, uses a PoW
algorithm that is 10,000 faster on GPU’s and specialized
hardware (ASICs) compared to commodity CPU’s [10]. This
kills any competition offered by commodity hardware.

However, there now exist coins that can be mined us-
ing memory bound hashing PoW algorithms. These PoW
algorithms can be computed effectively on stock hardware
like desktop-grade CPUs, allowing for profitable commodity
mining. CryptoNight [10] and ETHash [44] are two examples
of memory-bound PoWs. The commodity hardware used by
these miners has extended to desktops, as made available
through Web browsers.

Mining through Web browsers is a complex ecosystem.
Miners (Figure 1) remain competitive by enlisting the help of
Web servers in a collaboration known as a mining pool. The
Web servers in-turn use the resources of their Web clients to
mine coins.
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Figure 2: A step-by-step process of how cryptojacking unfolds.
Cryptojacking takes place as a three way interaction between
the Web miner, the Web server, and the client browser.

B. Web mining at the browser

Figure 2 shows, step-by-step, how miners run the PoWs
at the Web clients. Web mining is a three-way interaction
between Web miners, the Web servers, and the client’s Web
browser. A Web miner, often run by a third-party service such
as CryptoLoot [9] or JSECoin [17], enlists a Web server to
help find clients to compute PoWs; the PoW script is in the
form of a JavaScript or even WebAssembly (WASM) [13].

When a browser connects to the Web server to download
the Web page, the server sends this PoW script along with the
Web content. The PoW script is then actually run on the client
device. The script uses the client’s compute resources to solve
the PoWs and sends PoW guesses back to the Web miner. To
increase the rate of PoW completions at the client, the miners
typically spawn threads from the browser environment, known
as WebWorkers [46]. The Web miner’s servers, which actually
manage the interactions with the blockchain, are often found
from a rotating list of proxy servers as to avoid client-side
blacklisting [21], [38]. The Web miner pays the Web server a
cut of the cryptocurrency for any blocks successfully mined by
the client (or a just fixed payout per compute cycles), similar
in fashion to a finder’s fee.
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ITII. CoINSPY

CoinSpy accomplishes future-proof, in-browser cryptomin-
ing detection through: (i) identifying behavioral cryptomining
signatures given our knowledge of the space and capturing
three data sources, across compute, memory, and network,
that represent them, (ii) combining the signatures, represented
as timeseries features, as inputs to a (deep) cryptomining
classifier, and (iii) incorporating incremental learning. Figure 3
provides an overview of our full system, fleshing out these
three components.

We begin our discussion of the CoinSpy design by dis-
cussing the intuition for its features. We follow with a dis-
cussion of the CoinSpy deep learning model that uses these
features to perform cryptojacking detection.

A. Compute Signature

Cryptojacking scripts require execution of PoW algorithms
that are computationally intensive (See section II), occur in
bursts to guess solutions to the cryptographic puzzles and
sync the results to mining servers, and often execute in the
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Figure 3: CoinSpy obtains behavioral browser datasources,
such as CPU, Memory, and Network profiles, during live
page loads on top of unmodified browsers. CoinSpy creates
timeseries features from these behavioral data sources and
uses them as inputs to a CNN to classify the presence of
cryptojacking activity on a given page. The CoinSpy CNN
model is incrementally updates the model.
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Figure 4: The behavioral impacts that the various parts of the
mining ecosystem have from the perspective of client browsers.

context of WebWorkers in multiple threads. Computation is
often optimized using very specific tools, such as asm.js or We-
bAssembly (WASM) [13]. In contrast, conventional JavaScript
is executed over a single thread and is more event driven, with
shorter computation periods interleaved with asynchronous
network activities.

CoinSpy uses measures computational behavior through
the browser exposed JavaScript stack profiler. Specifically,
CoinSpy takes the stack height of the profiler on each thread
and sums across all threads, each sample height represents
a point in our compute timeseries. Our intuition here is that
the PoW algorithms, due to their high computational cost,
should have some subroutines which execute for distinctly high
amounts of time. These subroutines can be represented by their
stack height, and will be encoded in the amplitudes of our time
series. How long and how many times this subroutine executes
should be encoded into frequencies of our time series. Con-
current mining activity is encoded in the amplitude since we
sum the signals across all thread. Since miners employ PoW
computation in parallel to maximize probability of mining a
new block, taking into account excessive parallelism will aid
in our detection.

B. Memory Signature
A mining script consists of a single script with two parts,
the controller and the worker. The controller is the JavaScript



linked on Web servers. The controller contains the worker as
an actual JavaScript variable, which is loaded into JavaScript
heap space when the controller is downloaded and executed.
The worker (usually a WASM script) is the actual piece of code
that runs the PoW Algorithm. This process occurs because a
WebWorker may only be spawned from a JavaScript fetched
from the same same origin as the original Web server due
to security reasons. When the worker is loaded into memory
it is referenced by a Data URI to download and execute the
PoW algorithm. We show the memory footprint created by this
process can be separated from the usual JavaScript memory
activities of Web page loads.

To measure memory, we monitor the allocation space of
the JavaScript heap of the main thread, and all WebWorker
threads, exposed by browsers. CoinSpy samples the heap every
millisecond across all threads. We then use the total allocated
bytes at each sample as our time series for the memory
behavior of pages.

C. Network Signature

Once a mining script runs within a browser, it establishes
connections to the Web miner’s servers over a WebSocket
channel in order to get the PoW tasks corresponding to the
current block. The script communicates to the Web miner’s
servers using a protocol to handle RPC tasks. This communi-
cation is handled over a bidirectional WebSocket. This com-
munication pattern is unique and is different from the network
activity of benign Web page loads. Further, the network and
compute activities of cryptojacking are related—the network
communication occurs when the compute is idle. The model
we build can capture these correlations.

To this end, CoinSpy tracks all network flows and analyzes
the byte size of the network payloads made available through
browsers. For this feature, we measure the overall network
activity of a Web page (including that of the WebWorker
threads) by summing the bytes from all requests that were
in-flight during at a given millisecond.

D. Why are these Features Future-Proof?

The intuition as to why these features should scale in future
is that, even if some implementation details of Web mining
scripts change, they still must use some underlying similar
Web APIs whose behaviors are less likely to change [33].
Secondly, it is known that the PoW algorithms used by Web
miners must be memory-bound to be profitable to mine on
commodity devices [10], [14]. This limitation means we do
not expect their behavioral footprints to drastically change in
the future.

E. CoinSpy CNN model

We have shown cryptojacking consists of activities that
greatly affect a combination of computation, memory, and
network. A key challenge that remains is separating out these
resource behaviors on normal Web pages from those that
contain cryptojacking. CoinSpy learns a deep learning CNN
model that combines all three signals to perform this task.
First we describe why we require CNN for classification and
then describe its architecture.

Problems with shallow learning As a first step towards
building a classifier, we applied shallow learning techniques
to understand the signal obtained from the time series. Table I
shows classification performance of a shallow Logistic Ridge
Regression model. In this experiment, we collect the compute,

Learning Method CPU Network ~ Heap All
Logistic Regression  0.800 0.610 0.928  0.853
Deep Learning 0.875 0.714 0.900  0.973

Table I: A comparison of balanced classification rate (BCR) for
2,000 labeled Web pages. We can see that while a combination
of features for the shallow learning does not increase the
accuracy, our CNN model is able to learn more complex
features form the raw data and can take advantage of this
higher granularity to use the information from all features.

memory, and network signatures for 10 seconds from 2,000
Websites half of which are ground truth benign and half of
which contain cryptomining activity (details about the Web-
sites and ground truth are in XIV). We measure our data sources
on millisecond granularity thus, we have 10,000 samples for
each data source that make up our time series.

To reduce the dimensionality, we use a Fast Fourier Trans-
form [41] and take the top-K Fourier Coefficients of highest
magnitude. As creating one feature vector from the multiple
time series is not straight forward, our approach was to create
a vector containing the top-k frequency coefficients of each
feature as well as frequency coefficients corresponding to the
other features at those top-k, thus preventing as much infor-
mation loss as possible. We used a 10-fold cross-validation to
choose the hyper-parameters and normalization constant with
the highest accuracy.

We find two inherent problems in shallow models. First,
Table I shows that the shallow models have individual clas-
sification accuracy of 80.0%, 61.0%, 92.8% when trained
individually on the compute, memory, and network timeseries
respectively. But, combining them does not improve the signal.
This is well known problem with shallow models when com-
bining multivariate time series data [26]. Second is the curse of
the dimensionality that shallow learning techniques are known
to suffer from. With our sampling rate we will essentially have
10,000 features, which which our number of samples does not
far exceed. Using the hand crafted features via the FFT to
reduce the dimensionality helps by encoding information from
these samples into a smaller amount of features, with the trade
off of losing some information.

Why CNNs? In CoinSpy, we use Convolutional Neural
Networks (CNNSs) to combine the multi-variate time series and
build a cryptojacking classifier. CNNs utilize convolutions to
learn features in an unsupervised manner and are more resistant
to losing signal when modeling. Convolutions are known to
be especially effective when the features can be found in
multiple locations from within the data; we expect this to be the
case given the repeated execution of a PoW algorithm during
mining.

As cryptojacking can initiate at varying times during the
load process on a host Web page. CNNs accomplish analyzing
data with this type of signal very well by using pooling to
extract the features obtained from the convolutions across
various parts of the data. CNNs also naturally incorporate
multidimensional data, such as color channels of the same
image or timeseries aligned over the same period, without
having to specifically encode this combination into the model’s
features. These points give us high confidence in the relevance
of our choice of model.

CoinSpy’s CNN architecture: The CoinSpy choice of
deep learning model is also aided by the shallow learning
analysis. Figure 5 shows the real Fourier Coefficients for






