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The Rise of ICS Malware: How Industrial

| Security Threats Are Becoming More Surgical [3]
By Barak Perelman on February 21, 2018 Targ et:

Embedded and I0T devices

Running Microcontroller
Systems (MCUS)

?
S e ——

Attack:
Control-flow Hijacking

[1] https:/Iwww.wired.com/story/broadpwn-wi-fi-vulnerability-ios-android/
[2] https://keenlab.tencent.com/en/2020/01/02/exploiting-wifi-stack-on-tesla-model-s/
[3] https://Iwww.securityweek.com/rise-ics-malware-how-industrial-security-threats-are-becoming-more-surgical
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MCUS Challenges
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MCUS Defenses for Return Addresses (Conceptual)
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MCUS Defenses for Return Addresses (Related Work)
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Return Address Integrity (RAI)

« Every attack requires corrupting a return addresses by overwriting it

RAI Property:

1. Ensure the return address is never writable except by an authorized instruction
2. Return addresses are never pushed to the stack or any writable memory by an adversary
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Threat Model & pRAI Protection
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MRAI: Overview

Jump Table

Jump return_locationl

Jump return_location2

@ Enforces the RAI property ‘ +

Protects_ e_xceptlon hangllers Exception handler software-fault isolation
and privileged execution

Low runtime overhead ‘ Relative jump target lookup routine

Read + eXecute
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MRAI: Overview

Jump Table

o :
State Jump return_location1
Enforces the RAI property ‘ Register + Jump return_location2

Read + eXecute

PURDUE @ﬁ:ﬁﬂﬁal

UNIVERSITY

Laboratories



MRAI and the State Register

« State Register (SR):
« Can be any general-purpose register = exclusively used by pRAI
* Never spilled = cannot be overwritten through a memory corruption
* Does not contain a return address - encoded values to resolve the return location

« Example call graph:
« Each edge - call

1

Func?2 reads the
SR to resolve
the correct
return location

main @

* How encode SR?
* An XOR chalin
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MRAI: Terminology

SIIREIEVYEE SR[Encoded]
0 C

Address <Funcl>: Address <Funcos:
SR[Enc] = SR[ENnc]
Call FuUnC2 ========deemee e !

Funcl 1 SR[Enc] = SR[Enc]

SR[Enc] = SR[Enc]
Call Func2 ======---
Funcl 2 SR[Enc] = SR[ENc]

v
* Function Keys (FKs): Hard-coded keys used to encode the SR
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MRAI: Terminology

SIIREIEVYEE SR[Encoded]
0 C

=T
. *
Address <Funcl>: i i Address <Func2>:
SR[Enc] = SR[Enc] @ key1l E :
Call FUNC2 =======m = mmm e s r=a
Funcl 1 SR[Enc] = SR[Enc] & key1l -
1
" I
SR[Enc] = SR[Enc] @ key?2 I
Call FUNC2 mmmmmmmmmmmmmmm el
Funcl 2 SR[Enc] = SR[Enc] & key2
Function ID (FID) Return Target Function ID (FID) Return Target
C \ Jump return_locationl Coh keyl/ Jump Funcl 1
ELSE \ Jump ERROR C @ koo Jump Funcl_ 2
\\// ELSE Jump ERROR

* Function IDs (FIDs): Possible values of the SR for the function
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MRAI: Terminology

SIIREIEVYEE SR[Encoded]
0 C

Address <Funcl>:

SR[Enc] = SR[Enc] & keyl
Call FUNC2 =======mm e e e e !
Funcl_1 SR[Enc] = SR[Enc] & keyl

SR[Enc] = SR[Enc] & key2
Call FUNC2 === e
Funcl 2 SR[Enc] = SR[Enc] & key2

Function ID (FID)

Return Target

C

Jump return_locationl

ELSE

Jump ERROR

—

Address <Func2>:

Function ID (FID) Return Target

C @ keyl Jump Funcl 1

C @ key2 Jump Funcl 2

ELSE Jump ERROR
N

 Function Lookup Table (FLT): List of FIDs for the function
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MRAI: Transformation

SIIREIEVYEE SR[Encoded]
0 C

I T
. *
Address <Funcl>: i i Address <Func2>:
» SR[Enc] = SR[Enc] @ keyl i !
Call FUNC2 =======m=mmmmm s r=a
Funcl 1 SR[Enc] = SR[Enc] & key1l -
1
" I
SR[Enc] = SR[Enc] @ key?2 I
Call FUNC2 mmmmmmmmmmmmmmm el
Funcl 2 SR[Enc] = SR[Enc] & key2
Function ID (FID) Return Target Function ID (FID) Return Target
C Jump return_locationl C @ keyl Jump Funcl 1
ELSE Jump ERROR C @ key2 Jump Funcl_ 2
ELSE Jump ERROR

* Encode the SR and call Func?2
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MRAI: Transformation

' SIIREIEVYEE SR[Encoded]
0] COh keyl
- ¥
Address <Funcl>: i | | Address <Func2>:
SR[Enc] = SR[Enc] @ key1l E :
Call FUNC2 =======m = mmm e s r=a
Funcl 1 SR[Enc] = SR[Enc] & key1l -
1
1
SR[Enc] = SR[Enc] @ key?2 I
Call FUNC2 mmmmmmmmmmmmmmm el
Funcl 2 SR[Enc] = SR[Enc] & key2
Function ID (FID) Return Target Function ID (FID) Return Target
C Jump return_locationl - C @ keyl Jump Funcl 1
ELSE Jump ERROR C @ key2 Jump Funcl_ 2
ELSE Jump ERROR

 Func2 reads the SR and executes the corresponding direct jump
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MRAI: Transformation

SIIREIEVYEE SR[Encoded]
0] COh keyl

I T
. *
Address <Funcl>: i i Address <Func2>:
SR[Enc] = SR[Enc] @ key1l E :
Call FUNC2 =======m = mmm e = s r=a
» Funcl 1 SR[Enc] = SR[Enc] & key1 :
1
- " I
SR[Enc] = SR[Enc] @ key?2 I
Call FUNC2 mmmmmmmm e o
Funcl 2 SR[Enc] = SR[Enc] & key2
Function ID (FID) Return Target Function ID (FID) Return Target
C Jump return_locationl C @ keyl Jump Funcl 1
ELSE Jump ERROR C @ key2 Jump Funcl_ 2
ELSE Jump ERROR

 Func?2 returns correctly and the SR is decoded
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MRAI: Transformation

SIIREIEVYEE SR[Encoded]

o) C
] ¥
Address <Funcl>: i | | Address <Func2>:
SR[Enc] = SR[Enc] @ key1l E :
Call FUNC2 =======m = mmm e s r=a
Funcl 1 SR[Enc] = SR[Enc] & key1l -
- 1
. " I
SR[Enc] = SR[Enc] @ key2 I
Call FUNC2 mmmmmmmmmmmmmmm el
Funcl 2 SR[Enc] = SR[Enc] & key2
Function ID (FID) Return Target Function ID (FID) Return Target
C Jump return_locationl C @ keyl Jump Funcl 1
ELSE Jump ERROR C @ key2 Jump Funcl_ 2
ELSE Jump ERROR

 The previous SR value is restored
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MRAI: Transformation

SIIREIEVYEE SR[Encoded]
0 C

==
. *
Address <Funcl>: i i Address <Func2>:
SR[Enc] = SR[Enc] @ key1l E :
Call FUNC2 =======m = mmm e s r=a
Funcl 1 SR[Enc] = SR[Enc] & key1l -
1
" I
SR[Enc] = SR[Enc] @ key2 I
» Call FUNC2 mmmmmm e e o
Funcl 2 SR[Enc] = SR[Enc] & key2
Function ID (FID) Return Target Function ID (FID) Return Target
C Jump return_locationl C @ keyl Jump Funcl 1
ELSE Jump ERROR - C @ key? Jump Funcl_2
ELSE Jump ERROR

 The same happens for other calls. Funcl can then return correctly
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MRAI: Overview

] ®
Pr : : :
otects_ e_xceptlon hangllers Exception handler software-fault isolation
and privileged execution
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MRAI: Enforce RAI for exception handlers

SSRwareTaIIEY
« Exception handlers execute with privileges \ \W

o )
Ltettibhbgs
ception:Ha

« Can disable the MEU - enable code injection ®
« Can corrupt exception stack frame - break RAI property %
* Solution: @ ‘\ NH

» Apply SFI only to functions callable by exception handlers \\ §§\\\\\2 \&
 Limit SFI overhead compared to full-SFI \§
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MRAI: Overview

®
Low runtime overhead ‘ Relative jump target lookup routine
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Target Lookup Routine (TLR)

« How can we find the correct direct jump in the FLT efficiently?
« Use a relative jump before the FLT
* Resolve the correct return location efficiently regardless of FLT size

Address <Func1>: Assume the correct
return location is
location4
[ Jump PC+SR }
Comparing all FID
FID Return Target can be slow!
1 Jump locationl
2 Jump location2 Use SR as an index
4 Jump location4 <
5 Jump location5 Align the FLT
- make SR =4
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MRAI: Overview

Jump Table

Jump return_locationl

Jump return_location2

State
@ Enforces the RAI property ‘ +
Protects_ e_xceptlon han_dlers Exception handler software-fault isolation
and privileged execution
@ Low runtime overhead ‘ Relative jump target lookup routine

Read + eXecute

23

PURDUE =PrL )t




Evaluation

* Five MCUS applications on Cortex-M4:
* PinLock

FatFs uSD

FatFs_RAM

LCD uSD

Animation

« CoreMark benchmark[1]
« Standard MCUS performance benchmark

[1] EEMBC, “Coremark - industry-standard benchmarks for embedded systems,” http://www.eembc.org/coremark
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Security Evaluation Using PinLock: Unlock The Lock

Buffer overflow Arbitrary write Stack pivot

NoO return

I No return | No return
> address to , > address to | address to
S overflow... | o write to... | pop from
GE) : CIE) the stack
S =

) a

Jump Table
State + Jump return_locationl
Register i -

RX Memory

Sandia
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Performance results

5.0 = Al Baseline
4.0 7 E=N Full-SFI
I uRAlI

Normalized Runtime

 Requiring full-SFI results in high overhead - average of 130.5%
- MRAl results in low overhead = average of 0.1%
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MRAI: Conclusion

« Control-flow hijacking on MCUS is a threat

 MRAI secures MCUS against control-flow hijacking
« Enforces the RAI property for MCUS - protects backward edges
« Complemented with type-based CFl - end-to-end code pointer protection

* Presents a portable encoding scheme
« Does not require special hardware features (only a register and an MPU)
« Applicable to other systems

e Low runtime overhead

https://github.com/embedded-sec/uRAl
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Challenge: Path Explosion

SR[Rec] SR[ENC]

[ * Func3 has 2 call sites

C @ FK1, e FLTis sizeis 4!
C & FK?2 e e e e e e e e e

]
R|Enc] & FK5

SR[Enc| @ FK1

SR[Enc| © FK

R[Enc] @ FK3 SE[Enc]

2T LN
/ C @ FK1 @ FKS,

C @ FK2 @ FK5)
C @ FK3 @ FK6, !
C @ FK4 @ FK6!

N\ ] /,

SR[ENCc]
[

SR|Enc]| @ FK4
C @ FK3,
C @ FK4 ~ —

SR[Rec] SR[ENCc]
0 C - _
] ===
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Path Explosion Solution: Segmentation

« State register segmentation

Recursion counter Encoded value
(Higher N bits) (Lower 32-N bits)

Segment 1 SELERIEE Segment M Segment 2 Segment 1

* Functions only use the bits in their assigned segment.
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Path Explosion Solution: Segmentation

SIRIREME SR[ENnc2] | SRIENnc]]

' b |

[ 1+ Segmentation reduces i
|

I |

i

C @ FK1, FLT from 4 to 2
CPOFK2 | o e e _

]

SR[Encl] @ FK1

SR[Encl] @ FK R|Enc2] @ FK5

4 ~

R[Enc1] @ FK3 SR[Enc2] @ FKE

S ESN gRIENc2] | SRIENCY]
\

[
C @ FK5,

R[Encl] @ FK4 Not used
[Encl] © SRl SR[Enc?] | SREnci] \C@]F e, /
[ N W
SREEEN SRIEnc?] | SRIENC] ) C @ FK3 e
0 C C C @ FK4
]
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MRAI: Scalability

« What if no more values can be found for the SR?
e Solution:

- Partition the call graph if no solution is found @

* Entering a new partition
—>Save and reset the SR to a privileged safe region

* Returning to a previous partition
- Restore the SR

>

Privileged
n
L
4))

r
|
|
|
|
|
|
|
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Store Instructions Protected with EH-SFI

# of Store instruction

Static Total (Static/Total)% Dynamic
PinLock 56 516 10.9 7
FatFs_uSD 99 1,802 5.5 906K
FatFs RAM 7 1,116 0.6 7
LCD_uSD 99 2,814 3.5 48K
Animation 99 2,760 3.6 66K
CoreMark 56 1,024 5.5 7
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SR Layout: Recursion

 The SR has two parts:
« ENC: Encoded value
« REC: Recursion counter

« Cannot use XOR with recursion
« Collision occurs with existing values Funcl

\

\ SR[Rec] + 1 before the call
/ SR[Rec] — 1 after return

‘ If SR[Rec] > 0 > recursion

SR[Rec] SR[ENC] SR[Rec] SR[ENCc]
0] C 0] C D keyl

SR]

main
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MRAI: Handling recursion

SR[Rec]
0

Address

Funcl 1

Funcl 2

<Funcl>:
SR[Enc] = SR[Enc] @ key1l

Call FuUng2 ======—mmmm e

SR[Enc] = SR[Enc] & key1l

éi?[Enc] = SR[Enc] & key2

Call FUNC2 ————mmmmeeeeee

SR[Enc] = SR[Enc] & key2

Function ID (FID)

Return Target

C Jump return_locationl
ELSE Jump ERROR

SR[ENCc]
C
|| y
i | | Address <Func2>:
i ! SR[Rec]++
-4 1] Call Func2 =============== -
'] Func2_ 1 SR[Rec]--

IF 0 < SR[Rec] < MAX_REC
Jump Func2_ 1

ELSE
Function ID (FID) Return Target
C @ keyl Jump Funcl 1
C @ key2 Jump Funcl 2
ELSE Jump ERROR

* |f recursive = use a counter (recursion is discouraged in MCUS)

PURDUE

=PrL

Sandia
rl'l National

Laboratories

35



