The Attack of the Clones
against Proof-of-Authority

Parinya Ekparinya P
i

_ﬂ' AR. WARS'

EPISODE II

Vincent Gramoli

Guillaume Jourjon

ATTACK OF THE CLONES
\ | ~

A

o

THE UNIVERSITY OF ATA I

YDNEY | g
N~



https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=imgres&cd=&ved=2ahUKEwig8oKtlM7nAhVF3KQKHdUHBi8QjRx6BAgBEAQ&url=https%3A%2F%2Fwww.laughingplace.com%2Fw%2Farticles%2F2017%2F05%2F24%2Fhonest-look-star-wars-episode-ii-attack-clones%2F&psig=AOvVaw06Qo4NeUkWe-sJRUD_BITo&ust=1581670619513904
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=imgres&cd=&ved=2ahUKEwig8oKtlM7nAhVF3KQKHdUHBi8QjRx6BAgBEAQ&url=https%3A%2F%2Fwww.laughingplace.com%2Fw%2Farticles%2F2017%2F05%2F24%2Fhonest-look-star-wars-episode-ii-attack-clones%2F&psig=AOvVaw06Qo4NeUkWe-sJRUD_BITo&ust=1581670619513904

Public Blockchains
Proof-of-Work

Consortium & Private
Blockchains

quququ



Public Blockchains
Proof-of-Work

Consortium & Private
Blockchains

Proof-of-Authority

quququ



AAZU re Gridgularity

mp Slock.it @
ALPHA

‘BLOCKCHAIN energyweb

quququ



AAZU re Gridgularity

mp Sock.it @ - -
L'/
‘ ALPHA energy web

BLOCKCHAIN

quququ
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Q: How Is It possible to
double spend on
PoA/Ethereum?



The Modus Operandi of AuRa
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Block decision duration network partition
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If one sealer become malicious

— A malicious sealer creates a clone to participate in both partitions!!

— If n = 9, both partitions contain 5 sealers, therefore both may decide a block!!
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The Cloning Attack
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The Cloning Attack
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safety under synchrony
----- safety under partial synchrony

liveness
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n n
3 2
Number of malicious sealers (t)
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safety under synchrony
----- safety under partial synchrony
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Countermeasure

— The algorithm will be more resistant to the attack if it requires strictly more than two-
thirds to decide a block as shown in the illustration below with
n = 9 sealers.

Cannot Cannot
decide decide
a block a block
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VICTORY?
Key takeaways VICTORY, YOU SAY?

MASTER OBI-WAN,
NOT VICTORY.

— With the attack of the Clones, it is THE SHROUDOF

, : THE DARK'SIDE
possible to double spend in PoA /Ethereum. HAS FALLEN.

— Provided sufficient network partition
duration, the attacker can double spend with 100% success rate.

— To promote safety property in PoA /Ethereum:
the higher number of required sealers, the higher resistance against the attack.

— The attack applies as well to Clique. The details can be found in paper.

— We exchanged with the security experts of geth and parity. The developers of
xDai have already took this attack into account in their POSDAQO consensus
algorithm.
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