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Motivation

y Remote device ~

Heart beat 75 i
Insulin (U) 177
- Basal rate (U/Hr) 0.025
(] | T -—\ ‘
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Motivation

y Remote device ~
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Remote Trusted path

VAN

User |O devices Host Remote server
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Solution 1: Transaction Confirmation Device

=| 2=
=/ | S
/ Remote device ~ ‘ > ‘% =
Heart beat 75 i
Insulin (U) 177

75

Basal rate (U/Hr) 0.025

S,

Low limit (mg/dL) «@#———| 60

High limit (mg/dL)«—#—|105

Program Cancel

D
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Solution 2: Input Signing

/ Remote device

Heart beat 75

Insulin (| Heart beat 75
Insulin 177U

Basal ra{ Basal rate 0.025 U/Hr
Low level 60 mg/dL
Low limi High level 105 mg/dL

High limit (mg/dL)+«—#—

105

Program Cancel

NDSS 2020

Trusted
embedded

device

DaANAniabecarsRS
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Display manipulation attack

il

177 177 Insulin 17
7 1777 Insulin 177
User sees 177 Device records 1777 Host sends 1777

 IntegrikKey
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Observation 1

The lack of output integrity — the render of user inputs on the screen —
compromises input integrity.
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Solution 3: Overlay

» Remote device ~ , Remote device ~
Heart beat i Heart beat 75 i
Insulin (U) Insulin (U) 177
Basal rate (U/Hr) Basal rate (U/Hr) 0.025

— |y >
Low limit (mg/dL) «—— Low limit (mg/dL) «l———| 60
o)
High limit (mg/dL)«— High limit (mg/dL)+~——|105
v v
Program Cancel Program Cancel
N\ _/ N\ _J
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Overlay: Output Manipulation

, Remote device ~ , Remote device ~
Heart beat i Insulin (V) i
Insulin (U) Heart rate
Basal rate (U/Hr) Basal rate (U/Hr)

Low limit (mg/dL) «—— Low limit (mg/cc) «——

High limit (mg/dL)+«~#— High limit (mg/cc) ~«#—

Program Cancel

Program Cancel
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Overlay: Output Manipulation

, Remote device ~
Insulin (U) 177 i
Heart rate 75
Basal rate (U/Hr) 0.025
. Low limit (mg/cc) «——|6000
High limit (mg/cc) «——|10500
v
Program Cancel
\ J
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Observation 2

If the protected output is provided out-of-context,
users are more likely not to verify it.
Therefore input integrity can be violated.
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Overlay: Early Form Submission Attack

NDSS 2020

Textbox in focus

OS triggers click

y Remote device

Heart beat 75

Insulin (U) 17

Basal rate (U/Hr) 0.025

Low limit (mg/dL) «f——

60

High limit (mg/dL)+«—#—

105

(Program] Cancel
\

* Fidelius
* Trusted overlay from FPGA
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Observation 3

If not all the modalities of inputs are secured simultaneously, none of them can be
fully secured.
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Requirements

The lack of output integrity — the render of user inputs on the screen — compromises input integrity.

"0

Inter-dependency between Input and output
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Requirements

If not all the modalities of inputs are secured simultaneously, none of them can be fully secured.

O

)

All modalities of input
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Requirements

If the protected output is provided out-of-context, users are more likely not to verify it.
Therefore input integrity can be violated.

Low cognitive load
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Requirements

Low TCB and easy deploy

NDSS 2020 Aritra Dhar | 4/3/20 | 18



Requirements
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ProtectiOn

. o)
l/,

Low TCB + fast
deployment

A

Input modalities
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10 Integrity — Overlay Generation

’ Remote device ~

é Insulin (U) li
Q Heart rate

Basal rate (U/Hr)

Simultaneous 10

Low limit (mg/cc) «l——

High limit (mg/cc) «#—

<form action=“/some_action”, signature = “Ox45AB..”, id = “©@x0ab”>
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10 Integrity — Overlay Generation

Simultaneous 10
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10 Integrity — Overlay Generation

’ Remote device ~
Verified Ul from secure_site.io

é Insulin (U)
Q Heart rate

Basal rate (U/Hr)

Simultaneous 10

Low limit (mg/cc) «l——

High limit (mg/cc) «#—

Program Cancel
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0 Integrity — Input

’ Remote device ~
Verified Ul from secure_site.io

é Insulin (U) w 75
Q Heart rate 177

Basal rate (U/Hr) 0.025

Simultaneous 10

Low limit (mg/cc) «———| 60

High limit (mg/cc) «#——>| 105

Program Cancel
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Grabbing User Attention

= Qutput Integrity: Low cognitive load

= Several existing mechanisms

Low cognitive load

Put 1 in front of all inputs
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Grabbing User Attention

= Qutput Integrity: Low cognitive load

= Several existing mechanisms
Lightbox

Low cognitive load

Put 1 in front of all inputs
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Grabbing User Attention

= Qutput Integrity: Low cognitive load

= Several existing mechanisms
= Lightbox
= Highlight
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Grabbing User Attention

= Qutput Integrity: Low cognitive load

= Several existing mechanisms
= Lightbox
= Highlight
= Freezing

Low cognitive load

Put 1 in front of all inputs
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Grabbing User Attention

= Qutput Integrity: Low cognitive load

= Several existing mechanisms
= Lightbox
= Highlight
= Freezing
= Combination

= How to determine when to engage?
= Track pointer
= Mouse movement on the overlay

Low cognitive load
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Prototype and TCB

N

O
Low TCB |f{.}] < Fast deployment
| %
co‘ 25.16M
B 20.92m
= 19K
X o e
=0 35K
A 71K

X ( : ) 893
{7 600K

A 36.68M core 12k
Sl
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Performance

= Display latency: 21.67 ms
= ~46 fps

= Mouse latency: 250 us
Keyboard latency: 170 us
= Pointer detection accuracy: 0.997
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Summary

= EXisting research
= Drawbacks
= QObservations

= Requirements for Trusted Path
= ProtectlOn design
= Prototype
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Thank you! Questions?



Backup slides



Prototype View

Input - Mozilla Firefox

@ - C ‘.(D file:///home/aritra/ec e TR

Not sensitive elements

@ -> |® file:///home/aritra/ec

First name: (

Last name: [

—J_J

sensitive elements

Not sensitive elements

First name: [

Last name: [

sensitive elements

option A

option B

OO

0K

Cance

option A

option B

OO

oK

Cance

\' Submit | { Submit ‘

Attacker’s view User’s view on the monitor Focusing user’s attention

NDSS 2020 Aritra Dhar | 4/3/20 | 36



Other Trusted Path Solutions

Security Requirements {

NDSS 2020

R4

R2

R1

R3a/b

Category

Solutions

Trust Assumption

IO Security Features

Usability

Hardware

Software

Input

Output

Requires

TEE

External Isolated
trusted HW

Hypervisor/
API/Drivers

OS

Keyboard

Pointer

Touch

Display

No

S PnP

Hypervisor/OS-based

TEE-based

External HW

Shadowerypt [29]
Browser-based [30]
InContext [16]
Overshadow [16]
Virtual ghost [31]
TrustVisor [32]
Inktag [33]
Splitting interfaces [34]
S P3 [35]

SGX 10 [4]
SchrodinText [36]
BASTION-SGX [37]
Slice [38]
TrustOTP [39]
VeriUI [40]
AdAttester [41]
TruZ-Droid [15]
TrustUI [42]
VButton | 14]
CARMA [43]
PROXIMITEE [11]
Fidelius [9]
FPGA-based [44]
IntegriKey [8]
Terra |45]
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How to Build a Trusted Path

= Server sends messages : HTML, JS ... - m

= All modalities of inputs — |
= Input( ) - [m] -1

= Host transforms them : Browser, GPU ... + 1 — [m]
= Transform( ):m,I - [m]

= Hostis a bad guy — [m] or [m']
= Qutput integrity —» Users need to report back [m] / [m']
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Definition: Violation of Input/output Integrity

= Sever sends m

= Server knows [m] ] =
= Given [m], correct input is I a.a.@
= Host sends [m'] # [m] Output integrity (£,[m]) (Z,[m])

= Usersends I’ #1 Inputintegrity
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Verification

m

!

Transform()

|

[m]1 [l /{ [l ()i ),

R - (R

Transform() Transform () Transform ()

Anything missing in the chain — 1O integrity violation
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Overlay: Output Manipulation

y Remote device ~
Insulin (V) 177 i
Heart rate 75
Basal rate (U/Hr) 0.025

Low limit (mg/cc) «l——|6000

High limit (mg/cc) «—— (10500

Program Cancel
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