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In-vehicle Network and CAN Bus
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In-vehicle Network and CAN Bus

Control Area Network (CAN) bus.
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In-vehicle Network and CAN Bus

Control Area Network (CAN) bus.

CAN bus command.
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Applications of CAN Bus Commands

Driver Behavior Monitoring

An On Board Diagnostic (OBD-II) dongle,
used by insurance company Progressive to
monitor driver behavior
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Applications of CAN Bus Commands

Driver Behavior Monitoring Vehicle Control

An On Board Diagnostic (OBD-II) dongle,

used by insurance company Progressive to
monitor driver behavior An In-Vehicle Infotainment (1VI) system.
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Applications of CAN Bus Commands: recentlyAatonomous Driving
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Applications of CAN Bus Commands: Security

Vehicle Hacking

The Jeep Cherokee hacking [MV15].
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Applications of CAN Bus Commands: Security

Vehicle Hacking Vehicle Security Monitoring

The Jeep Cherokee hacking [MV15]. CAN Bus Firewall [HKD11] [MA11].
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Reverse Engineering of CAN Bus Commands

State-of-the-art
Fuzzing with random CAN bus commands [KCR0] [LCC 15].
Manually triggering physical actions and observing the CAN bus [car] [wir].
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Reverse Engineering of CAN Bus Commands

State-of-the-art
Fuzzing with random CAN bus commands [KCR0] [LCC 15].
Manually triggering physical actions and observing the CAN bus [car] [wir].

Shortcoming
Limited scalability . CAN bus commands are highustomizedand diversi ed.
Excessive cost Signi cant manual e ort and realautomobilesare required.
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IVI App

OBD-II Dongle App
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