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Security Risks Lo SABRA
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[1] Stringhini, Gianluca, Christopher Kruegel, and Giovanni Vigna. "Detecting spammers on social networks."

[2] Canali, Davide, and Davide Balzarotti. "Behind the scenes of online attacks: an analysis of exploitation behaviors on the web."

[3] Garera, Sujata, Niels Provos, Monica Chew, and Aviel D. Rubin. "A framework for detection and measurement of phishing attacks."
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NDSS-SYMPOSIUM.ORG

By removing the ability to customize link metadata (i.e. headline, description, image) from all link

sharing entry points on Facebook, we are eliminating a channel that has been abused to post false

news. We also understand that many publishers have workflows that rely on overwriting link preview
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1. First comprehensive study of the link preview creation process of 20 social
platforms

2. ldentified 14 different link preview templates
3. Experimented with link preview creation in an adversarial setting

4. Performed experiments for active or passive malicious content spread
prevention

5. Present seven recommendations towards more robust and trustworthy previews






Designing Link Previews <l |

The Open Graph and Twitter Cards
Q : mark-up languages define the content of
each field of a link preview

<meta property="og:site name"
content="(1)" />

<meta property="og:title"
content=" ">

<meta property="og:image"
content="(3)" />




Experimental Setup LelSASEA

* Case studies
- 10 Social Networks
- 10 Instant Messaging applications
* Performed a set of controlled experiments
« Set up a server, registered accounts (two mobile phones/social network accounts)

Social Networks Instant Messaging Apps
Facebook Tumblr Instagram Line
Twitter Medium Messenger Viber
VK Xing Skype KakaoTalk
LinkedIn Plurk Snapchat Telegram

Pinterest MeWe WhatsApp Slack
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Dissecting Link Preview Generation (|CISPA

AW | INFORMATION SECURITY

Comprehensive study of the link preview generation:

e Displayed fields: title (16/20), domain (14/20), image (11/20), desc. (5/20)

e Position fields: 14 different link preview patterns

Facebook LinkedIn, VK, Viber  Twitter, MeWe, Skype Instagram Telegram, Slack Tumblr

— =N = =

Xing Medium Snapchat Pinterest Plurk

o

Messenger, Kakao

Whatsapp Line
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Dissecting Link Preview Generation Lo SABEA

Comprehensive study of the link preview generation:

e Network signatures: 35 bot UAs, 18 browser UAs, 23 social platform networks and 3
residential networks
e Caching behavior (14 days): rarely preview update (8/10 only at submission time)

S~ J

(4
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Link Previews in an Adversarial Setting Lol SASRE

y https://mal.com

Q GET . —
¢ &
- @

(', @ How can an attacker generate
(.‘ benign-looking Link Previews for

a malicious web site?
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Link Preview Generation (Adversarial Sett.) .

Crafted Fields

e
¥ =
L ¥ -
PRS- -
= = = S =
Name m m = T @0
Facebook L
Twitter
VK
LinkedIn
Pinterest
Tumblr
Medium
Xing <=
Plurk <
MeWe
Instagram
Messenger
Snapchat
\\11:115.\]:])
Skype
Line
Viber
KakaoTalk
Telegram
Slack <
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Preview of External Reference via og:url Lol SASRE

Crafted Fields ,
é Justnow - @&
'™ —
o % - User-defined text here
P B - fice 365
Name mn wm 5 I ®w
DocuSign

lFaccbook Lo o o o |

Twitter * ¢ o S your work or sch

VK * - * -

LinkedIn * - * -

Pinterest *

Tumblr * * L 2 > Justnow - & v
Medium * < L 2 > _n " My favorite song rn! @

. < = : -

Xing ‘ o« & & o meta property="og:url

Plurk * - e - content="youtube.com/Xz" />

MeWe <& L 2 * :

Instagram | < * .

Messenger * & * *

Snapchat * - * > -

\\-]1:11».\])]) < kel < >

.\']\'\'[1(‘ < e < >

Line * o * -

Viber * - * > -

" Yoy lle . YOUTUBE.COM
_I“"'I““’ [alk | & & & Calvin Harris, Rag'n’Bone Man - Giant (Official Video)
[ele gram * * * * Calvin Harris & Rag'n'Bone Man — Giant (Official Video) Apple Music p-..
Slack | * o * * o

ﬁ) Share
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SICISPA

Link Previews without Domain Name

Crafted Fields

e
< =
= g -
2 X =t e =
Name m m = T @0
Facebook * ¢ ¢ o -
Twitter * o *
VK * - *
LinkedIn * - *
Pinterest *
Tumblr * o *
Medium < * * >
Xin * ¢ * & -
lPlurk ®» - & - o |
MeWe CR *
Instagram * o * .
Messenger * o © <&
Snapchat < - * -
\\-]1.‘11\\])]) < kel < >
.‘;]{‘\'[)(‘ < e <
Line * L 4 L 2 -
Viber * - *
KakaoTalk <& kel *
Telegram * ¢ ¢ o ¢
Slack * o * * o

<meta property="og:title"
content="Big Bang Theory..." />

<meta property="og:image"
content=“benign-img.jpg" />

5= swm—— (5D Big Bang Theory's Kaley Cuoco and
A Johnny Galecki fin...
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Replacing Domain using og:site_name Lo SABEA

Crafted Fields B )  shared stk v <meta property="og:title“
- e content="Big Bang Theory’s.."/>
-‘—"‘. % - OMG!
— 5] =
= ° &% - £
.:‘._: :‘:‘ g g :,:3 Big Bang Theory's Kaley Cuoco and johnny Galecki finally <meta property="og:image"
Name now o= & @0 feunite content=“benign-img.jpg"/>
| The Big Bang Theory's Kaley Cuoco and Johnny Galecki - aka Penny and Leonard
F«'l(‘(‘l)(')( )k | . . ’ . . -lly reunited following the series finale.
['witter * o * . .
\_\]\.1 o . . <meta property="og:description"
- - '] = . ANY 3 "
LinkedIn PO . . ! content="The Big Bang Theory.."/>
Pinterest *
Tumblr * o * )
”i'l'l'l_“““ : : : -— I <meta property="og:site name"
Plurk ¢« - & - content=“IMDB" />
MeWe * o * )
Instagram * o * . (@ k. shared this link v
Messenger | ¢ 4 & @ -
Snapchat < - * > - oma!
\\-]1:11».\])]) < kel < >
-“'1\'\'[ e * L * Big Bang Theory's Kaley Cuoco and Johnny Galecki finally
Line * o L 2 - reunite
Viber ¢ - o - P i e
KakaoTalk | # &
Telegram * * * L
Slack * & ¢ ¢ o w P
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Removing Shared URL Lo SABEA

[https://mal.com ]

Crafted Fields

Site desecr.
Image
Shared URL

" ®
> % | Host

PPV PPPO 00000 &0 09| sSite title

\d
\d > O
N S ¢

L L X

L R 2K 2

L X X

PO € G0 C 000 000000000

'

d ‘[- o7y
g

Digital Spy

Big Bang Theory's Kaley Cuoco
and Johnny Galecki finally

reunite

The Big Bang Theory's Kaley (Tshould be working now )

Cuoco and Johnny Galecki - aka .

Penny and Leonard - have finally Digital Spy

reunited following the series Big Bang Theory's Kaley Cuoco

finale. and Johnny Galecki finally
‘ TN reunite

The Big Bang Theory's Kaley
Cuoco and Johnny Galecki - aka
Penny and Leonard - have finally
reunited following the series
finale.
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Sharing Malicious Content Lo SABRA

Name

Crafted Fields

Shared URL

Facebook
Twitter
VK
LinkedIn
Pinterest
Tumblr
Medium
Xing
Plurk
MeWe

® ¢ ¢ ¢ Site title

o ¢ ' ' & ¢ | Site descr.
O OO OO @ Host

O

NSNS SN S N | Tested

N

Instagram
Messenger
Snapchat
WhatsApp
Skype
Line

Viber
KakaoTalk
Telegram
Slack

L X X X X X X X X X JR & X XX N

L X X JER R AR
OGP PPPPOPO 0006006060006 Image
O Rl

L X X 3
L X ROl

Cror oo

*O O

SANSNSSSNSNSNSNN [N

This request looks like it might be automated. To protect our users from spam and
other malicious activity, we can’t crmnlera this 2ckien richt y»w. Please trvagain

later.

PRGaingebhtgsagseddthrough
Accordinsgotrzr>y &T:;fe‘?;assaafzr;i:zlnlg érﬂﬁiﬁsgjmﬁmmmon ofa

legitimate website, designed to trick users into sharing personal or financial information. Providing any personal

information on this page may result in identity theft or other abuse.

For your safety, we've blocked access to this link from Linkedin.

Go back to LinkedIn
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Introduce a standardized way of building previews
Show domain or URL

Rebuild or update Link Previews after edits

Create Link Previews without retrieving referred pages

Enforce type constraints to prevent domain overwrite

Do upstream URL validation (e.g., using blacklist services) o

ng Thed Kaley Cuoco

Inspect redirection chains and Johnny Galecki finally

reunite
The Big Bang Theory's Kaley

_ | Cuoco and Johnny Galecki - aka
— Penny and Leonard - have finally

shared this link reunited following the series

and Johnrry=Seteei=frmy Tom

ohnny Galecki - aka Penny and Leonard

Whatsapp
20
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First comprehensive characterization of Link Preview creation process spanning over 20
popular social platforms
» Inconsistent use of metatags, variety and heterogeneity of templates

Studied Link Preview creation in an adversarial setting
» 4 platforms indistinguishable preview, 16 all fields but domain/URL

Analysis of in-place countermeasures against spread of malicious content
» 2 platforms do URL filtering, bypassed with server and client redirects

Present seven recommendations
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Automated Agent’s Behavior (SNs) Lo SABRA

Facebook Twitter LinkedIn ~ Tumblr VK Pinterest  Xing MeWe Plurk Medium
Resources requested
before sharing v v v v v v v v v
Resources requested after
sharing v N v v N v N N Vv
Parse OG tags v v v v v v v v v v
Parse Tw tags v v v v
Parse HTML code v v v v v v
Follow client HTML
redirection v v N
|_ Fetch redirector
resources v N v N v v v v
Follow client JS redirection v v
|_ Fetch redirector
resources v Vv v v v v v v v v
Inspect og:url resources v v
Follow server 303 redirect v N v v N N v v v v
Follow server 307 redirect v Vv v v N v v v v

22



Automated Agent’s Behavior (IMs) Lo SABRA

Instagram Messenger  Skype Snapchat WhatsApp Line Viber  KakaoTalk Telegram Slack

Resources requested

before sharing v v

Resources requested after

sharing Vv v v v v v v v v v
Parse OG tags v v v v v v v v v v
Parse Tw tags v v v v v v v v
Parse HTML code v v v v v v

Follow client HTML

redirect N N v

|_ Fetch redirector

resources N v v v v v v v
Follow client JS redirect N

|_ Fetch redirector

resources Vv v v v v v v v v v
|Inspect og:url resources N v

Follow server 303 redirect N v v v v N v v v v
Follow server 307 redirect v v v v v v v v v v
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