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Motivation



https://www.eclipse.org/jetty/

ication with Jetty.

Name: quickstart-embedded

quickstart 1‘4‘ WebApp‘ ()= Arguments @ Options fj Dependencies‘ = JRE| ¥ Classpath E/ Source | M Environment | £ Common
4 |JB Jetty Webapp

|} quickstart-embedded Project: quickstart]

J!, quickstart-jetty6 [ — ]

|J8 quickstart-jetty7
|J& quickstart-jetty8
|J8 quickstart-jettyd WebApp Folder: src/main/webapp
Jﬁ_: quickstart-without m2e [

Scan... ] [ Browse... J

Context Path: /quickstart
HTTP /HTTPsPort: 8080 = / 8443 % [V|Enable HTTPs

Your server will be availabe at http://localhost:8080/quickstart.

There will be a secure connection availabe at https://localhost:8443/quickstart, too.

1! Visit the Eclipse Jetty Plugin homepage.

) ) Apply Revert
Filter matched 7 of 31 items

MmMaven '4‘ Alfresco



https://www.eclipse.org/jetty/
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Jia Chen, Yu Feng, Isil Dillig:
Precise Detection of Side-Channel Vulnerabilities using Quantitative Cartesian Hoare Logic. ACM Conference on Computer and
Communications Security 2017: 875-890
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Java VisualVM

Start Page | & com.intellij.rt.execution.application.AppMain (pid 5017)
| [[® Overview = [ Monitor Threads = & Sampler

© Profiler

com.intellij.rt.execution.application.AppMain (pid 5017)
Profiler Snapshot

E View:
Call Tree - Method
SchemaValidatorimpl.validate ()
ander.send ()
it.Sender.sendSAXSource ()
rces.jaxp.SAXParserlmpl$JAXPSAXParser.parse ()
.xerces.parsers.AbstractSAXParser.parse ()
che.xerces.parsers.XMLParser.parse ()
ipache.xerces.parsers.XML11Configuration.parse ()
rg.apache.xerces.parsers.XML11Configuration.parse ()

§ org.apache.xerces.impl.XMLDocumentFragmentScannerimpl.scanDocument ()

CIMethods  :| [QE[S]

v ¥ org.apache.xerces.impl.XMLNSDocumentScannerimpl.scanStartElement ()
v ¥ org.apache.xerces.parsers.AbstractSAXParser.startElement ()
v ¥ net.sf.saxon.event.ReceivingContentHandler.startElement ()
v ¥ net.sf.saxon.event.ProxyReceiver.startContent ()
v ¥ net.sf.saxon.event.ProxyReceiver.startContent ()
v ¥ net.sf.saxon.event.StartTagBuffer.startContent ()
v ¥ net.sf.saxon.event.ProxyReceiver.startContent ()
v ¥ com.saxonica.ee.validate.ValidationStack.startConte
v ¥ com.saxonica.ee.validate.AttributeValidator.start(
v ¥ net.sf.saxon.event.TeeOutputter.startContent
vy net.sf.saxon.event.ProxyReceiver.stanCorI
v ¥ net.sf.saxon.event.ProxyReceiver.startC
@ net.sf.saxon.event.Sink.startContent
@ Self time
@ Self time

\

LA

EH Hot Spots |

" ¥ org.apache.xerces.impl.XMLDocumentFragmentScannerimpl $FragmentContentDispatcher. | N 630,585 ms (100%)

Tl > v
@ [snapshot] 10:44:00 f“

Time [%] v Time Time (CPU) (g]
I 630,585 ms (100%) 630,585 ms
I 630,585 ms (100%) 630,585 ms
I 630,585 ms (100%) 630,585 ms
I 630,585 ms (100%) 630,585 ms
I 630,585 ms (100%) 630,585 ms
I 630.585 ms (100%) 630,585 ms
I 630,585 ms (100%) 630,585 ms
I 630.585 ms (100%) 630,585 ms
I 630,585 ms (100%) 630,585 ms

630,585 ms
| ] 403,761 ms  (64%) 403,761 ms
[ ] 388,276 ms (61.6%) 388,276 ms
] 388,276 ms (61.6%) 388,276 ms
] 382,673 ms (60.7%) 382,673 ms
I B U non mma

Mind's Limit Found: 4 Things at Once

By Clara Moskowitz April 28, 2008 Health

fg

StartPage £ | & com.intellij.rt.execution.application.AppMain (pid 9011) £

|9 Overview = [ Monitor = [£] Threads

& Sampler | © Profiler [RENERERS MR ERI)

C com.intellij.rt.execution.application.AppMain (pid 9011)
Profiler Snapshot
[ ] View: | (7 Methods &
Call Tree - Method
v & main
v ¥ net.sf.saxon.event.ReceivingContentHandler.endElement (String, String, String)
v ¥ com.saxonica.ee.validate.DocumentValidator.endElement ()
v ¥ net.sf.saxon.event.PathMaintainer.endElement ()
v ¥ com.saxonica.ee.validate.Start TagBuffertE.endElement ()
v ¥ net.sf.saxon.event.StartTagBuffer.endElement ()
v ¥ net.sf.saxon.event.ProxyReceiver.endElement ()
v ¥ com.saxonica.ee.validate.ValidationStack.endElement ()
v ¥ com.saxonica.ee.validate.SimpleContentValidator.endElement ()

QE[&

=
3
H
=

v ¥ com.saxonica.ee.schema.UserAtomicType.validateContent (CharSequence, net.sf
v ¥ net.sf.saxon.type.StringConverter$StringToNonStringDerivedType.validate (Cha
v Y net.sf.saxon.type.ConverterSDownCastingConverter.validate (net.sf.saxon.value. Atomicy

AX0N.Or

Sequence)

sf.saxon.value.AtomicValue, C

v ¥ com.saxonica.ee.schema.UserAtomicType.validate (net

v ¥ com.saxonica.ee.schema.UserSimpleType.checkAgainstFacets (net.sf 1om Al
TS et e b R s eValue (et st n.value.Atoi [l
1es (CharSequence | ]
ILexicalRepresentation ()
Value (net.sf.saxon.value.Atorr|

VhitespaceNormalization (Ch:|
\
\
\

MCharSequence

|BaseType ()
PE(CharSeauence. net

| [% Combined = @ Info |

- Time does not exist in the syntax or semantic

- Large applications with dynamic features

4

Time
50,972 ms (10¢
28,749 ms (5¢
24,571 ms (48.2
24,425 ms (47.9
24,185 ms (47.4
23,931ms (47
23,683 ms (46.5
23,559 ms (46.2
22,792 ms (44.7
20,453 ms (
15,675 ms (3
12,712 ms (2
12,629 ms (24
11,979 ms (23.5
8,736 ms (17.1
8,473 ms (1
140ms |
122ms (0.2
1,404 ms (2.8
1271ms (2.5
347ms (0.7
219 ms
213ms |
189 ms
121ms (0.2

Invocations

1
1477230
1477230
1477230
1477230
1477230
1477230
1477230
1442058
1442058

773790
773790
773790
773790
738618
738618
738618
738618
1336548
738618
773790
738618
773790
773790
35172

=




Data-Driven Differential Debugging: Program Analysis + ML



Instrumented Program

password = aa1234
password pal2cd
password
mypass @ alb2c3
mypass | mypa

o

Original Program

Time

N-

jetty.security...
StringEquals_bblock_5

jetty.security...
StringEquals_bblock_5

w.

————
L

TS

jetty.security...
StringEquals_bblock_106

jetty.security...
StringEquals_bblock_106

Secret=‘pass’
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jetty.util.security.
Credential.stringEquals_bblock_106

= min(1,

\

# min(1,y)

Y

jetty.util.security.
Credential.stringEquals_bblock_106

>

# min(2,y)
Y

jetty.util.security.
Credential. stnngEquals bblock_106
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password

aal234

password

pal2cd

password

mypass

alb2c3

mypass

mypa

Instrumented Program

o

Original Program

StringEquals_bblock_5

StringEquals_bblock_5

jetty.security...
StringEquals_bblock_106

jetty.security...

jetty.security...
StringEquals_bblock_106

jetty.security...
stringEquals

boolean stringEquals(String s1, String s2) {

jetty.util.security.
Credential.stringEquals_bblock_106

= min(1,

# min(1,y)

Y

( jetty.util.security. >
redential.stringEquals_bblock_106
an
Y
( jetty.util.security. >
redential. strngquals bblock_106

= mm(j/u)/

\

# min(2,y)

: ¢ min(3,y)
V

if (s1 == s2) return true;
if (s1 == null || s2 == null) return false;
boolean result = true;
int 11 = s1.length(), 12 = s2.length();
if (11 != 12) result = false;
int 1 = Math.min(11, 12);
for (int i = 0; i < 1; ++1i)
result &= (s1.charAt(i) == sZ.charAt(i));‘

return result;

}
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Functional
Side Channels



Seeret input “HDIT”
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Attacker’s Local Observations Attacker’s Remote Observations
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Point-wise Noninterference: Nilizadeh et al., ICSE’19
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Clustering: Distinguishable Functional Observations
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Classification: Root Cause of Timing Side Channels
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Open)DK

Regular Expressions tn java

(#Methods: 620)



OpenlDK&

Regex Library

“abc123” “aal123”
“abc123”  “mypa"
“abc123”

“mypass” “aal23”
“mypass” “mypa”

java.util.regex.Pattern. [Ny java.util.regex.Patter

Instrumented Program
/

—

P

Original Program

java.util.regex.Pattern. [ > java.util.regex.Patter
call_bblock_10 n. Slice_bblock_3964

call_bblock 10 n. Slice_bblock 3964

Time (micro-s)
Time (micro-s)

Public Input

21

10

end parts of tree

java.util.regex.Pattern.
Slice.match_bblock_3964

SV > 19
— !
java.util.regex.Pattern.
Slice.match_bblock 3964

,:Sff/ 2

Y

java.util.regex.Pattern.
Slice.match_bblock_3964
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Open)DK X

Regex Library

Regex.Pattern.Slice

boolean match (Matcher matcher, int i,

java.util.regex.Pattern. > java.util.regex.Pa CharSequence seq) {
mees . ‘ int[] buf = buffer;
call_bblock_10 n. Slice_bblock_3 int len = buf.length;
for (int j=0; j<len; Jj++) { (line.3964)

- . . . if ((i+j) >= matcher.to) {
java.util.regex.Pattern. [ > java._utll.regex.Pw matcher.hitEnd = true;
call bblock 10 n. Slice bblock 3 return false;
}
if (buf[j] !'= seqg.charAt(i+j))
SeCret GUGSS Instrume%e/d Program return false;
}

“abc123” “aal123” [~ . ‘ .

[ — ‘ E’ return next.match (matcher, i+len, seq);
}
“abc123”  “mypa” T

“abc123” - T

“mypass” “aal23”

“mypass”  “mypa” _'qé

Original Program

Time (micro-s)
Time (micro-s)

0 20 40 60 80 100
Public Input Public Input
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Thank you for your attention!
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