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Fraud is a persistent and growing problem online

Fraudsters often purport to
provide free goods
Prior work has speculated that

some “giveaway scams” may 0
target minors
Minors may give away sensitive

personal information to
scammers
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1. How do users reason about YouTube giveaway
scams, and what actions do they recommend
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Research Questions

1. How do users reason about YouTube giveaway
scams, and what actions do they recommend

when encountering them?
2. Do teens and adults interact differently with

YouTube giveaway scams?
o |If so, are teens more vulnerable?
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We conducted an online scenario-based experiment

® Asked to imagine advising a friend searching for free
“Spotify Premium” or “Roblox Robux” on YouTube

® Presented with 1 of 6 scam videos and 1 of 6 legit videos
o Asked to recommend action(s) friend should take

e Shown a video of their “friend” using the website linked
by the videos
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We conducted an online scenario-based experiment

Asked to imagine advising a friend searching for free
“Spotify Premium” or “Roblox Robux” on YouTube
Presented with 1 of 6 scam videos and 1 of 6 legit videos
o Asked to recommend action(s) friend should take
Shown a video of their “friend” using the website linked
by the videos

Demographic + behavioral questions before/after task
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Recruitment + Analysis

Calling all parents of teens!

Carnegie Mellon University is

investigating how teens interact
with posts on YouTube and
needs your help!

Your teen is eligible if
* they are between the ages of 13 and 17
¢ they use YouTube
¢ they are located in the United States and are fluent in
English
Your teen will

* Fill out a 20-minute survey about how they interact with
social media

¢ Receive a $5 Amazon gift card as compensation

You will be required to

¢ Give consent for you and your teen to participate
* Answer questions about your household and child

Parents: visit tinyurl.com/cmuteens to consent for
your teen to participate

Questions? Contact Elijah Sims at eb i drew.cmu.edu
.

i aserch il o st Carnegie

better understand how teens

interact with YouTube posts Me].].On

and may ultimately lead to better 3 O

online safety measures for l

teens on the internet. nlverSl
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Recruitment + Analysis

® Jeen Sample (n = 85) recruited via Calling all parents of teens!

Carnegie Mellon University is

fI i e r Se nt to p a re nts investigating how teens interact

with posts on YouTube and
needs your help!

Your teen is eligible if
* they are between the ages of 13 and 17
¢ they use YouTube
¢ they are located in the United States and are fluent in
English
Your teen will

* Fill out a 20-minute survey about how they interact with
social media

¢ Receive a $5 Amazon gift card as compensation

You will be required to

¢ Give consent for you and your teen to participate
* Answer questions about your household and child

Parents: visit tinyurl.com/cmuteens to consent for
your teen to participate

uestions? Contact Elijah Sims at eb, i drew.cmu.edu
iy
.
This research will be used to Carnegle
better understand how teens
interact with YouTube posts Mellon
and may ultimately lead to better 3 O
online safety measures for l
teens on the internet. nlverSl
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flier sent to parents e i
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e Teen sample (n =85) recruited via P UAIIIT
flier sent to parents e i
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social media
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Most participants recognized the fraudulent nature of
the giveaway scams

e This varied by condition
o 17% thought the most convincing scam was legit
o 2% thought the least convincing scam was legit
® 48% of users recommended exiting the scam

e Teens did not perform significantly better or worse

C L b Carnegie Mellon University
y a Security and Privacy Institute



Teens were significantly more likely to report
searching for one of the terms used to find scams
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Teens were significantly more likely to report
searching for one of the terms used to find scams

® 39% of teens vs. 6% of adults reported previously
searching for “free Roblox Robux” or something similar

e Teens had greater interest in Roblox
o 77% vs. 27% of adults had played Roblox at least once

e No difference in rate of searching for “free Spotify
Premium” or something similar
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When searching, many participants encountered scams similar
to those in the survey
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~36% recommended looking at the YouTube comments

,
Comments

e @hzm1258 - 4mo ago
TOOK LONGER THAN EXPECTED BUT WORKED

4 136 GF S

e @gIngIn5564 -+ 4mo ago k
| got trust issues but not with you though :) cheers!!!!

h86 GF S

@zhadowzero5111 * 4mo ago
TOOK LONGER THAN EXPECTED BUT WORKED

24 &P =

@berraberr7663 * 4mo ago
Yaaassss LEGEND!!!

e &P S
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® 21.2% of teens vs. 4.4% of adults suggested reporting the

scam
e Teens suggested they wanted to help protect others
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Teens were more likely to recommend reporting videos

® 21.2% of teens vs. 4.4% of adults suggested reporting the
scam
e Teens suggested they wanted to help protect others
o “They should [report the video] to help others from
making bad decisions...”
® Few commented on why they didn’t report
® May suggest disenchantment
o “..I'wouldn't bother reporting it because | feel actions like
that are fighting an uphill battle that have little or no

V4
effect. |
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How did participants reason about
video scams?
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Participants often rejected scams due to the need to do
tasks to get the “reward”
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e Some expected
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’ Participants often rejected scams due to the need to do
tasks to get the “reward”

e Some expected
they would get
nothing

e Others pointed to
specific security and
privacy risks
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’ Participants who disengaged did not necessarily
recognize that the video was a scam
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’ Participants sometimes based decisions on aesthetic
qualities of video/website o e

0
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Jon telegram channel
& FOLLOW &
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e Teens are not necessarily more vulnerable, but may be

more likely to encounter some scams due to their
Interests
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Conclusions

® Most users are resistant to giveaway scams, but may rely
on unreliable heuristics

® It may be possible to motivate higher rates of reporting
through design of YouTube

e Teens are not necessarily more vulnerable, but may be
more likely to encounter some scams due to their
Interests

® The best solution is to crack down on scammers' ability
to post on platforms like YouTube
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