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WHY SHOULD WE LOOK AT BOARDS? orimeESa ot

Motivation

A%

Boards have an . Non-Executive Cybersecurity can harm
) : : Directors are tasked stock price because
SR role,llnclludlng with maximizing cybersecurity disclosures
cybersecurity risk shareholder value harm stock price
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WHAT DID WE RESEARCH?

Our Research Questions

|) How does
cybersecurity risk

We want to understand the information flow
L . toward the board, the type and content of their
decision-making of decisions, and how they are executed.

boards work?

Il) How do other We want to understand how CISOs, executives,
Stakeholders influence regulators, investors, and others influence
those decisions? cybersecurity risk decision-making.
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HOW DID WE DO THAT?
Methodology

» 6 Exploratory Interviews with CISOs, NEDs, Consultants

Refinement

* Interview Guide Creation for Each Group

» Recruiting C-Level Executives, NEDs, C-Level Consultants, CISOs

Snowballing
* 18 Semi-Structured Interviews

* Inductive & Deductive Qualitative Coding

 Derivation of Key Topics and Learnings

CCECCE
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WHO PARTICIPATED? o Lakce S Aovssunes

Recruitment Gender # %
Male 16 89%
Female 2 11%
@waﬁomeﬂ Cyber Job Title
Security Centre Executive 6 33%
Non-Executive (NED) 4 22%
CISO 5 28%
Consultant 3 17%
Industry
Banking 5 28%
Telecommunication 4 22%
Logistics 3 17%
Consulting 3 17%
Energy 1 6%
Technology 1 6%
Public sector 1 6%
9 Number of Employees
N Max 260,000 Average 88,900
Min 5,000 Median 94,000
Interview Duration [min]
Max 62 Average 48
Min 37 Median 49
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ASKING THE RIGHT QUESTIONS?
Results (1/6)

“They want to know that | have got
enough investment, which they always
ask me around, ’Are we giving you
enough money?’.” — [CISO3]
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ASKING THE RIGHT QUESTIONS?
Results (1/6)

“They’re perhaps just sometimes scared
that it’s technology. | can’t understand
it, you know, it’s a dark art, it’s a bunch
of chaps in hoodies.” — [Executive 6]
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ROLE OF REGULATION
Results (2/6)

‘Regulation elevates the profile with
boards, and | think that is healthy
because else it could get pushed down
and you might lose traction.” — [CISOJ3].

“l do think [the cybersecurity agency]
could do a lot more in sharing what
they know.” — [CISOJ3].
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DIFFERENT RISK PERCEPTIONS
Results (3/6)

“If you have a board conversation where
someone is talking about what antivirus
tool they are using, you have got a
problem.” — [Executive 3]

3 .
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TRANSLATING CYBERSECURITY RISKS
Results (4/6)

“What I do is I prepare the material for the CFO to
present to the board. And that is another challenge,
is that the CFO is not, is not an IT person. So |
need to give him the material and he is the one
communicating to the board. [...] I think it works
really well because he understands and he
manages to put that in the bigger perspective
and translate that, removing the IT, geeky world
and concepft out of it”— [CISO1]




TRADITIONAL RISK MANAGEMENT VS CASA

CYBERSECURITY RISKS o LS v
Results (5/6)

“The ability to measure is something the
financial services world is very comfortable
with, and cyber and many operational
risks do not easily fit into that
framework.” — [NEDJ3].
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INVESTORS DEMAND FOR CYBERSECURITY "
Results (6/6)

“I sit through quarterly investor presentations, and |
have never heard a question about it. Which is
surprising, now you mention it.” — [NEDZ2)].

‘Il mean I would be amazed if any investor ever
asked questions about cybersecurity because,
you know, it is one of many, many things that a
company manages.” — [NEDJ3].

“Well the first question is would a serious investor
even think of asking that question?”— [NED4].
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WHAT CAN WE DO BETTER?

Discussion

Bridging the gap between CISOs’ and NEDs’ Language

Short Term: Executive translating

Build Subcommittees designated to discuss and translate

cybersecurity risks
CISOs, Executive, NED attending




WHAT’S NEXT?
Future Work

Study Cybersecurity at
Boards

Leveraging Risk
Management
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Highest Level in Organizations
Hard to recruit
» Leveraging State (Cybersecurity) Agencies

Build on the maturity of other fields
Research applicability to cybersecurity

 We found some evidence that market and credit
risk might be a fit.
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