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Detecting Fraudulent Shopping Websites

- Traditional ML approaches mostly use manually crafted features

- They struggle to keep pace with the evolving tactics

- Instead of using surface-level features, we need to dig deeper into the fraudulent shopping 
websites’ infrastructure

- Insights from how such websites work can help future developments in detection methods
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How Fraudulent Shopping Websites Work?
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Analyzing Fraudulent Shopping Websites

Research Questions
How do fraudulent shopping websites work 
under the hood?

Can we pro-actively detect fraudulent 
shopping websites?

Investigation Method
Analyzing shopping websites from payment 
providers’ point-of-view

Finding links between miscreants that create 
these websites
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Analyzing Fraudulent Shopping Websites – Step 1: Manual Analysis

We manually analyze the process of buying items from Fraudulent 
Shopping Websites:

Checkout

Merchant ID
used to route payment to the website’s merchant
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Analyzing Fraudulent Shopping Websites – Step 1: Manual Analysis

We observe that a single merchant can have multiple fraudulent 
shopping websites:

Checkout

Merchant ID
used to route payment to the website’s merchant
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Evasion Techniques

Customer newshop[.]com

Firstshop[.]com

Bigshop[.]com

Discountshop[.]com

Merchant account 1

Merchant account 2

Merchant account 3



Scam Magnifier

To automate the process of data collection and analysis, we propose 
Scam Magnifier:
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Scam Magnifier – Data Statistics

• Observations:

• Different fraudulent websites use the same merchant ID

• Common domain registrars and hosting providers

1,155,237 shopping domains 46,746 fraudulent shopping

Classifier Auto-Checkout

41,863 checkout completed

Extract

5,278 Merchant IDs
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Similar Website Design
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How to Link the Websites?

Merchants (in yellow) and their registered domains (in blue). 
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Takeaways
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Reveals patterns of recurrence across multiple websites

Enhances response to similar threats
Preventing Financial Losses

Collaboration and data sharing between organizations
Blocklisting or flagging future transactions
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