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• Google gVisor is:
• “an application kernel for containers” (Google)

• Used in Google Cloud offerings: App Engine, Cloud Functions, 
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• Analyzing the entire Fuchsia/gVisor TCP/IP stack en-masse

• Focus on “high entropy” protocol header fields:
• IPv4 (and IPv6) ID  

• IPv6 Flow Label 

• UDP source port

• TCP source port

• TCP timestamp (TS)

• TCP initial sequence number (ISN)

• Combine otherwise-weak vulnerabilities in separate network protocol 
header fields into powerful attacks

(always 0…)
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Definitions and Observations

• TCP Timestamp generation: 𝑇𝑆 = 𝐻𝑎𝑠ℎ 𝐼𝑃𝑠𝑟𝑐|𝐼𝑃𝑑𝑠𝑡 , 𝑘𝑒𝑦 + 𝑡[𝑚𝑠] 𝑚𝑜𝑑 232 

• 𝐻𝑎𝑠ℎ 𝑋, 𝑠𝑡𝑎𝑡𝑒  is (simplified here for ease of discussion) Jenkins’ “one-at-a-time hash”
• 𝑋 is a byte array
• 𝑠𝑡𝑎𝑡𝑒 is a 32-bit internal state/key
• For ease of discussion, we ignore an easily reversible final function (𝑆𝑢𝑚32(∙))

• 𝑘𝑒𝑦 is a kernel (TCP/IP stack) 32-bit key (“secret”) generated deterministically from a 31-
bit 𝑠𝑒𝑒𝑑 at system startup
• Valid from system startup to system shutdown

• It’s weak:
• Small internal state (32 bits)
• 𝐻𝑎𝑠ℎ 𝑋, 𝑠𝑡𝑎𝑡𝑒  - given 𝑋 and 𝐻𝑎𝑠ℎ 𝑋, 𝑠𝑡𝑎𝑡𝑒  we can easily find 𝑠𝑡𝑎𝑡𝑒 (we call this “peeling”)
• 𝐻𝑎𝑠ℎ 𝑋 𝑌, 𝑠𝑡𝑎𝑡𝑒 = 𝐻𝑎𝑠ℎ(𝑌, 𝐻𝑎𝑠ℎ 𝑋, 𝑠𝑡𝑎𝑡𝑒 ) (we call this “chaining rule”)

• We define 𝐽 = 𝐻𝑎𝑠ℎ(𝐼𝑃𝑠𝑟𝑐 , 𝑘𝑒𝑦), so (by chaining rule) 
   𝑇𝑆 = 𝐻𝑎𝑠ℎ 𝐼𝑃𝑑𝑠𝑡 , 𝐽 + 𝑡 𝑚𝑠  𝑚𝑜𝑑 232
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Finding 𝐽

• We force the device to send 2 TCP SYN packets, rapidly (ms away):
• Packet 1:   (𝐼𝑃𝑠𝑟𝑐 : 𝑝1)   →   (𝐼𝑃𝐴𝑡𝑡𝑎𝑐𝑘𝑒𝑟1 : 𝑑) 𝑇𝑆1 = 𝐻𝑎𝑠ℎ(𝐼𝑃𝐴𝑡𝑡𝑎𝑐𝑘𝑒𝑟1, 𝐽) + 𝑡1 𝑚𝑠  𝑚𝑜𝑑 232
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• Find 𝐽 candidates in few opcodes (20 table lookups in 𝑄).
• Output: a few (=20) 𝐽 candidates
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Finding and Verifying 𝑠𝑒𝑒𝑑

• From 𝐽 (candidate) we peel (with 𝐼𝑃𝑠𝑟𝑐) to find 𝑘𝑒𝑦

• We find 𝑠𝑒𝑒𝑑 using another offline computed multi-map table 𝑊:

 𝑊: 𝑘𝑒𝑦 → 𝑠𝑒𝑒𝑑

• From 𝑠𝑒𝑒𝑑, we can generate the TCP source port secret 𝑘𝑒𝑦′ and use it 
to eliminate false positives (𝑑 is the attacker destination port): 

𝑝1 = 𝑐 + 𝐻𝑎𝑠ℎ 𝐼𝑃𝑠𝑟𝑐 𝐴𝑡𝑡𝑎𝑐𝑘𝑒𝑟1 𝑑, 𝑘𝑒𝑦′  𝑚𝑜𝑑 49536 + 16000
𝑝2 = 𝑐 + 𝟏 + 𝐻𝑎𝑠ℎ 𝐼𝑃𝑠𝑟𝑐 𝐴𝑡𝑡𝑎𝑐𝑘𝑒𝑟2 𝑑, 𝑘𝑒𝑦′  𝑚𝑜𝑑 49536 + 16000

   (subtract, compare and verify)

• Net result: a single (correct) 𝑠𝑒𝑒𝑑
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Use Case: Web-Based Device Tracking (Cross-
Site Tracking)

• 𝑠𝑒𝑒𝑑 is our device ID!

• 31 bit unique (up to the 
birthday paradox)

• Stable across sites, browsers, 
networks, privacy mode, …

• Only re-generated on boot!
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TCP/IPv6 Attack Summary
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TCP/IPv6 Attack Summary

• We obtain:
• PRNG 𝒔𝒆𝒆𝒅
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• Machine time (𝒕) since boot (information leakage)

• Runtime:
• Few opcodes (20 table lookups in 𝑄, 20 table lookups in 𝑊)

• RAM: 56GiB (|𝑄| = 32𝐺𝑖𝐵,  |𝑊| = 24𝐺𝑖𝐵)

• Dual stack? Using a TCP/IPv4 SYN packet, we can obtain the IPv4 internal address

• Which enables the IPv4 ID attack – 32 more device ID bits, etc.
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Experiments and Results (All Attacks)

• Google Nest Hub Max 
(smart home 
display+speaker) 

• Google Pixelbook Go 
laptop

• Intel NUC mini-PC 
model NUC8BEH

• Virtual device (over 
QEMU for x64)
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Root Causes, Recommendations and Fixes

Root Cause Affected Fields Recommendation Fix

Weak hash function
• byte-by-byte reversible
• small state (32 bits)

TCP TS
TCP ISN
TCP source port

Cryptographic Hash CVE 2024-10026

Weak PRNG 
• small effective seed space (31 bits)
• weak advancement algorithm

TCP secrets (key, key’, key’’)
UDP source port

Cryptographic 
PRNG

CVE-2024-10603
CVE-2024-10604

Global counter TCP source port Fully random TCP 
source port

CVE-2024-10603
CVE-2024-10604

Weak ID generation scheme 
• small hashing key space
• small hash table size
• deterministic update scheme for 

table cells (“++”)) 

IPv4 ID
IPv6 ID

Fully random IP ID CVE-2024-10603
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Summary

• Holistic approach – the whole is bigger than its parts
• “Smaller” vulnerabilities in separate functionalities/components, and across 

layers, used in concert to mount powerful attacks

• Clean slate design ≠ secure code base
• The design may be clean and good – but security is in the details ;-) 
• Not learning from other (mature) kernel mistakes

• Device tracking via network stack objects (a concept from our recent 
papers): 
• Find a vulnerable protocol header field
• Extract the key/seed used by the kernel to generate it
• This key/seed is the device fingerprint/ID
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Thank you!

Questions?

13


	Slide 1: You Can Rand but You Can’t Hide:  A Holistic Security Analysis of Google Fuchsia’s (and gVisor’s) Network Stack
	Slide 2: Background: Google Fuchsia and gVisor
	Slide 3: Background: Google Fuchsia and gVisor
	Slide 4: Background: Google Fuchsia and gVisor
	Slide 5: Approach: Holistic Security Analysis
	Slide 6: Approach: Holistic Security Analysis
	Slide 7: Approach: Holistic Security Analysis
	Slide 8: Approach: Holistic Security Analysis
	Slide 9: Approach: Holistic Security Analysis
	Slide 10: Approach: Holistic Security Analysis
	Slide 11: Approach: Holistic Security Analysis
	Slide 12: Approach: Holistic Security Analysis
	Slide 13: Approach: Holistic Security Analysis
	Slide 14: Approach: Holistic Security Analysis
	Slide 15: Approach: Holistic Security Analysis
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26: Definitions and Observations
	Slide 27: Finding cap J
	Slide 28: Finding cap J
	Slide 29: Finding cap J
	Slide 30: Finding cap J
	Slide 31: Finding cap J
	Slide 32: Finding cap J
	Slide 33: Finding cap J
	Slide 34: Finding cap J
	Slide 35: Finding cap J
	Slide 36: Finding cap J
	Slide 37: Finding and Verifying s e e d 
	Slide 38: Use Case: Web-Based Device Tracking (Cross-Site Tracking)
	Slide 39: Use Case: Web-Based Device Tracking (Cross-Site Tracking)
	Slide 40: Use Case: Web-Based Device Tracking (Cross-Site Tracking)
	Slide 41: Use Case: Web-Based Device Tracking (Cross-Site Tracking)
	Slide 42: Use Case: Web-Based Device Tracking (Cross-Site Tracking)
	Slide 43: Use Case: Web-Based Device Tracking (Cross-Site Tracking)
	Slide 44: Use Case: Web-Based Device Tracking (Cross-Site Tracking)
	Slide 45: Use Case: Web-Based Device Tracking (Cross-Site Tracking)
	Slide 46: TCP/IPv6 Attack Summary
	Slide 47: TCP/IPv6 Attack Summary
	Slide 48: TCP/IPv6 Attack Summary
	Slide 49: TCP/IPv6 Attack Summary
	Slide 50: TCP/IPv6 Attack Summary
	Slide 51: TCP/IPv6 Attack Summary
	Slide 52: Experiments and Results (All Attacks)
	Slide 53: Root Causes, Recommendations and Fixes
	Slide 54: Summary
	Slide 55: Summary
	Slide 56: Summary
	Slide 57: Summary
	Slide 58: Thank you!

