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Research Questions

RQ1 
 

 How are security and 
privacy features 

implemented in this 
resource-constrained 

satellite communication 
environment?

RQ2 
 

Can users bypass 
service restrictions 
imposed by Apple?
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Unlike classic ECDH key 
exchange, we got all the 
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secret can be generated 
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        …
        <key>countries</key>
        <array>
            <dict>
                <key>allowed_services</key>
                <array>
                    <string>emergency</string>
                    <string>findmy</string>
                </array>
                <key>fwd_alternate_channels</key>
                <array>
                    <integer>262220</integer>
                    <integer>262270</integer>
                </array>
                <key>fwd_channel</key>
                <integer>262170</integer>
                <key>iso3166_alpha_3</key>
                <string>DEU</string>
        …

􀈖 /private/var/mobile/Library/Trial/Treatments/
803/factorPacks/.../assets/Config/Config.plist 
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Find My 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Sending Satellite Messages
With Jailbroken iPhones
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Available on GitHub

github.com/seemoo-lab/satellite-messenger
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Abstract—Apple has integrated satellite communication into
their latest iPhones, enabling emergency communication, road-
side assistance, location sharing with friends, iMessage, and
SMS. This technology allows communication when other wireless
services are unavailable. However, the use of satellites poses
restrictions on bandwidth and delay, making it difficult to use
modern communication protocols with their security and privacy
guarantees. To overcome these challenges, Apple designed and
implemented a proprietary satellite communication protocol. We
are the first to successfully reverse-engineer this protocol and
analyze its security and privacy properties. In addition, we
develop a simulation-based testbed for testing emergency services
without causing emergency calls. Our tests reveal protocol and
infrastructure design issues. For example, compact protocol
messages come at the cost of missing integrity protection and
require an internet-based setup phase. We further demonstrate
various restriction bypasses, such as misusing location sharing
to send arbitrary text messages on old iOS versions and sending
iMessages over satellite from region-locked countries. These
bypasses allow us to overcome censorship and operator control
of text messaging services.

I. INTRODUCTION

Apple introduced satellite communication support with the
iPhone 14 [5], allowing users to request assistance during
emergencies in areas without cellular coverage. Further fea-
tures include sharing the current location with friends over
Find My [10] and requesting roadside assistance [9]. iMessage
and SMS text messaging were added in iOS 18 [14].

Apple relies on the satellite network provided by Globalstar,
a company operating satellites in Low Earth Orbits (LEOs)
at around 1 414 km height, orbiting the earth multiple times
a day. We found that the oldest satellite used by Apple

*Both authors contributed equally to this research.

was launched in 2007, the same year the first iPhone was
released [51]. Operating a 17-year-old infrastructure implicates
technological challenges by itself [84], but Apple must also
deal with satellites’ fast movement during transmission, high
delays, and generally low bandwidth requirements. At the
same time, users need to be able to operate satellite commu-
nication intuitively under high stress in emergencies. This fact
necessitates fast transmissions, ideally within a minute, and
high satellite network availability. Apple’s emergency SOS via
satellite proved instrumental in saving lives during wildfires
and hurricanes, when cellular network communication was no
longer possible [52], [81].

Globalstar offers satellite network subscriptions directly to
customers for location, text, data, and voice services [34].
In 2015, researchers revealed severe vulnerabilities in Glob-
alstar’s satellite communication protocol and released tools
for decoding it [55]. We confirm that these attacks still
work as of 2024 to intercept Globalstar’s services. With this
troubled security history, Apple invented a novel, proprietary
protocol and only shares the Globalstar infrastructure. Apple’s
satellite protocol aims to protect highly privacy-sensitive data:
A location shared via satellite should only be accessible to
the designated recipients. More sensitive data leaves the phone
during Emergency SOS via satellite: Health information from
the user’s medical ID [15], text messages, location informa-
tion, and accurate information about the current emergency.

This work represents the first comprehensive investiga-
tion into Apple’s satellite services’ security and privacy. We
reverse-engineer previously undocumented internals to answer
the following research questions: RQ1: How are security
and privacy features implemented in this resource-constrained
satellite communication environment? RQ2: Can users bypass
service restrictions imposed by Apple?

Contributions. At the time of writing, only limited related
work on the security of end-device to satellite communication
exists [55], [46], [84], [86]. We are the first to analyze
satellite communication implemented in the iPhone. Our main
contributions are:
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• Satellite Protocol Definition


• Reverse Engineering Methodology


• More Bypasses and leaks


• How to design secure satellite 
communication?
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